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MODIFICATION 001

The purposes of this modification are to add a required security clause and NRC Form 187.
1. The following clause is hereby added to the task order:
2052.204-70 SECURITY (March 2004)

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies,
procedures, and criteria of the NRC Security. Program, NRC Management Directive (MD) 12
(including MD 12.1, "NRC Facility Security Program;" MD 12.2, "NRC Classified Information
Security Program;" MD 12.3, "NRC Personnel Security Program;" MD 12.4, "NRC
Telecommunications Systems Security Program;" MD 12.5, "NRC Automated Information Systems
Security Program;” and MD 12.6, "NRC Sensitive Unclassified Information Security Program"),
apply to performance of this contract, subcontract or other activity. This MD is incorporated into
this contract by reference as though fully set forth herein. The attached NRC Form 187 (See List
of Attachments) furnishes the basis for providing security and classification requirements to prime
contractors, subcontractors, or others (e.g., bidders) who have or may have an NRC contractual
relationship that requires access to classified Restricted Data or National Security Information or
matter, access to unclassified Safeguards Information, access to sensitive Information Technology
(IT) systems or data, unescorted access to NRC controlled buildings/space, or unescorted access
to protected and vital areas of nuclear power plants.

(b) It is the contractor's duty to protect National Security Information, Restricted Data, and
Formerly Restricted Data. The contractor shall, in accordance with the Commission's security
regulations and requirements, be responsible for protecting National Security Information,
Restricted Data, and Formerly Restricted Data, and for protecting against sabotage, espionage,
loss, and theft, the classified documents and material in the contractor's possession in connection
with the performance of work under this contract. Except as otherwise expressly provided in this
contract, the contractor shall, upon completion or termination of this contract, transmit to the
Commission any classified matter in the possession of the contractor or any person under the
contractor's control in connection with performance of this contract. If retention by the contractor
of any classified matter is required after the completion or termination of the contract and the
retention is approved by the contracting officer, the contractor shall complete a certificate of
possession to be furnished to the Commission specifying the classified matter to be retained. The
certification must identify the items and types or categories of matter retained, the conditions
governing the retention of the matter and their period of retention, if known. If the retention is
approved by the contracting officer, the security provisions of the contract continue to be applicable
to the matter retained.

(c) In connection with the performance of the work under this contract, the contractor may be
furnished, or may develop or acquire, safeguards information, proprietary data (trade secrets) or -
confidential or privileged technical, business, or financial information, including Commission plans,
policies, reports, financial plans, other (Official Use Only) internal data protected by the Privacy Act
of 1974 (Pub. L. 93-579), or other information which has not been released to the public or has
been determined by the Commission to be otherwise exempt from disclosure to the public. The
contractor shall ensure that information protected from public disclosure is maintained as required
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by NRC regulations and policies, as cited in this contract or as otherwise provided by the NRC.
The contractor will not directly or indirectly duplicate, disseminate, or disclose the information in
whole or in part to any other person or organization except as may be necessary to perform the
work under this contract. The contractor agrees to return the information to the Commission or
otherwise dispose of it at the direction of the contracting officer. Failure to comply with this clause
is grounds for termination of this contract.

(d) Regulations. The contractor agrees to conform to all security regulations and requirements
of the Commission which are subject to change as directed by the NRC Division of Facilities and
Security (DFS) and the Contracting Officer. These changes will be under the authority of the FAR
Changes clause referenced in this document.

The contractor agrees to comply with the security requirements set forth in NRC Management
Directive 12.1, NRC Facility Security Program which is incorporated into this contract by reference
as though fully set forth herein. Attention is directed specifically to the section titled "Infractions and
Violations," including "Administrative Actions™ and "Reporting Infractions.”

(e) Definition of National Security Information. The term National Security Information, as used
in this clause, means information that has been determined pursuant to Executive Order 12958 or
any predecessor order to require protection against unauthorized disclosure and that is so
designated. ‘

(f) Definition of Restricted Data. The term Restricted Data, as used in this clause, means all data
concerning design, manufacture, or utilization of atomic weapons; the production of special nuclear
material; or the use of special nuclear material in the production of energy, but does not include
data declassified or removed from the Restricted Data category pursuant to Section 142 of the
Atomic Energy Act of 1954, as amended.

- (g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as used in this
- clause, means all data removed from the Restricted Data category under Section 142-d of the

Atomic Energy Act of 1954, as amended.

(h) Definition of Safeguards Information. . Sensitive unclassified information that specifically
identifies the detailed security measures of a licensee or an applicant for the physical protection
of special nuclear material; or security measures for the physical protection and location of certain
plant equipment vital to the safety of production of utilization facilities. Protection of this information
is required pursuant to Section 147 of the Atomic Energy Act of 1954, as amended.

(i) Security Clearance. The contractor may not permit any individual to have access to Restricted
Data, Formerly Restricted Data, or other classified information, except in accordance with the
Atomic Energy Act of 1954, as amended, and the Commission's regulations or requirements
applicable to the particular type or category of classified information to which access is required.
The contractor shall also execute a Standard Form 312, Classified Information Nondisclosure
Agreement, when access to classified information is required.
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(i) Criminal Liabilities. It is understood that disclosure of National Security Information, Restricted
Data, and Formerly Restricted Data relating to the work or services ordered hereunder to any
person not entitled to receive it, or failure to safeguard any Restricted Data, Formerly Restricted
Data, or any other classified matter that may come to the contractor or any person under the
contractor's control in connection with work under this contract, may subject the contractor, its
agents, employees, or subcontractors to criminal liability under the laws of the United States. (See
the Atomic Energy Act of 1954, as amended, 42 U.S.C. 2011 et seq.; 18 U.S.C. 793 and 794; and
Executive Order 12958.)

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the
contracting officer, the contractor shall insert provisions similar to the foregoing in all subcontracts
and purchase orders under this contract.

() In performing the contract work, the contractor shall classify all documents, material, and
equipment originated or generated by the contractor in accordance with guidance issued by the
Commission. Every subcontract and purchase order issued hereunder involving the origination or
generation of classified documents, material, and equipment must provide that the subcontractor
or supplier assign classification to all documents, material, and equipment in accordance with
guidance furnished by the contractor.

(End of Clause) -
2. Add as Attachment 4 to the task order NRC Form 187
3. As a result of this modification the total amount of the contract remains the same at $48,425.

4. As a result of this modification all other terms and conditions of the task order remain
" unchanged as well.
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NRC FORM 187

NRCMD 12

U.S. NUCLEAR REGULATORY COMMISSION

A TTACHMENT 4

CONTRACT SECURITY AND/OR
CLASSIFICATION REQUIREMENTS

AUTHORITY

The policies, procedures, and criteria of the
NRC Security Program, NRCMD 12, apply to
performance of this contract, subcontract or
other activity.

COMPLETE CLASSIFIED ITEMS BY
SEPARATE CORRESPONDENCE

1. CONTRACTOR NAME AND ADDRESS

Management Concepts, Inc.

8230 Leesburg Pike, Suite 800

Vienna, VA 22182

A. CONTRACT NUMBER FOR COMMERCIAL
CONTRACTS OR JOB CODE FOR DOE |,
PROJECTS (Prime contract number must be
shown for all subcontracts.)

DR-09-04-305
B. PROJECTED C. PROJECTED
STARTDATE | COMPLETION DATE
03/02/2004 12/31/2008

2. TYPE OF SUBMISSION

M A. ORIGINAL

B. REVISED (Supersadesall
previous submissions)

[:l C. OTHER (Specity)

3. FOR FOLLOW-ON CONTRACT, ENTER PRECEDING CONTRACT NUMBER AND PROJECTED COMPLETION DATE

A. DOES NOT APPLY

0

8. CONTRACT NUMBER

DR-09-03-315

DATE

08/31/200;?’

§« PROJECT TITLE AND OTHER IDENTIFYING INF

ORMATION

Management Control Training to the NRC staff responsible for managing and evaluating manaegment control

programs in their offices.

5. PERFORMANCE WILL REQUIRE

A. ACCESS TO CLASSIFIED MATTER OR CLASSIFIED INFORMATION

YES (f"YES,answer 1-7 below)

Eﬂ NO  (If"NO,” proceed 10 5.C.)

NOT

NATIONAL SECURITY

RESTRICTED DATA

APPLICABLE
SECRET

CONFIDENTIAL

SECRET CONFIDENTIAL

1. ACCESS TO FOREIGN INTELLIGENCE INFORMATION

O

2. RECEIPT, STORAGE, OR OTHER SAFEGUARDING OF

CLASSIFIED MATTER. (See §.B)

3. GENERATION OF CLASSIFIED MATTER.

4. ACCESS TO CRYPTOGRAPHIC MATERIAL OR OTHER

CLASSIFIED COMSEC INFORMATION.

5. ACCESS TO CLASSIFIED MATTER OR CLASSIFIED
INFORMATION PROCESSED BY ANOTHER AGENCY.

6. CLASSIFIED USE OF AN INFORMATION TECHNOLOGY

PROCESSING SYSTEM.

7. OTHER (Specify)

OO0 o (ooia
OO0 ogio

OOQjc | a

LD DHO | OO0
OO0 Og)d

B. IS FACILITY CLEARANCE REQUIRED?

Dvss DNO

C. D UNESCORTED ACCESS IS REQUIRED TO PROTECTED AND VITAL AREAS OF NUCLEAR POWER PLANTS.

D. D ACCESS IS REQUIRED TO UNCLASSIFIED SAFEGUARDS INFORMATION.

E. D ACCESS IS REQUIRED TO SENSITIVE IT SYSTEMS AND DATA.

o

a‘ UNESCORTED ACCESS TO NRC HEADQUARTERS BUILDING.

FOR PROCEDURES AND REQUIREMENTS ON PROVIDING TEMPORARY AND FINAL APPROVAL FOR UNESCORTED ACCESS, REFER TO NRCMD 12,

NRC FORM 187 (1-2000)

PRINTED ON RECYCLED PAPER

‘i nis form was designed using inrorms



5. INFORMATION PERTAINING TO THESE REQUIREMENTS OR THIS PROJECT, EVEN THOUGH SUCH INFORMATION 1S CONSIDERED UNCLASSIFIED,
SHALL NOT BE RELEASED FOR DISSEMINATION EXCEPT AS APPROVED BY:

NAME AND TITLE SIGNATURE DATE

Robegt l%i_lj‘akowski / B

Senior Staff Accountant /(/ ) . /

OCFO/DFM/FSRT . //mf-{\ R A NV
7. CLASSIFICATION GUIDANCE

NATURE OF CLASSIFIED GUIDANCE IDENTIFICATION OF CLAS SIFICATION GUIDES

8. CLASSIFIED REVIEW OF CONTRACTOR/ SU NT T ;F(REPORT(S) AND OTHER DOCUMENTS WILL BE
D AUTHORIZED CLASSIFIER (Name and Title) E_’J DIVISION OF FACILITIES AND SECURITY

9. REQUIRED DISTRIBUTION OF NRC FORM 187 Check appropriate box(es)

M SPONSGRING NRC OFFICE OR DIVISION (item 10A) EZj DIVISION OF CONTRACTS AND PROPERTY MANAGEMENT

@ DIVISION OF FACILITIES AND SECURITY (item 10B) D CONTRACTOR (item 1)

SECURITY/CLASSIFICATION REQUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTRACT WILL BE APPROVED BY THE
D OFFICIALS NAMED IN ITEMS 10B AND 10C BELOW.

10. APPROVALS

SECURITY/CLASSIFICATION REQUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTRACT WILL BE APPROVED BY THE OFFICIALS NAMED IN
ITEMS 108 AND 10C BELOW.

NAME (Print or type) SIGNATURE DATE
A DIRECTOR, OFFICE OR DIVISION SIGNATURE DATE
_ . . . é} ﬂ"’: 3 / /
Anthony C. Rossi, Acting Director, OCFO/DFM ‘Z 3ofacc ‘/
B. DIRECTOR, DIVISION OF FACILITIES AND SECURITY SIGNATURE

T-O. MARTIN __0/DFS [Afm ' (-O. /"/{caig: | §/’z oY

C. DIRECTOR, DIVISION OF CONTRACTS AND PROPERTY MANAGEMENT DATE
o applicahle o DOE agreements) M K
([%&YA{ IL/L& Q- Gver il dz" M“”
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