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WASHINGTON, DC 20555 - 0001
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MEMORANDUM TO: G. Apostolakis, Chairman
Reliability and Probabilistic Risk Assessment Subcommittee

S. Rosen, Chairman
Human Factors Subcommittee

M. Bonaca, Member
Thomas Kress, Member
D. Powers, Member

W. Shack, Member

FROM: B. P. Jain, Senior Staff Engineer IRA/
ACRS/ACNW
SUBJECT: STATUS REPORT FOR THE ACRS JOINT SUBCOMMITTEES

(RELIABILITY & PROBABILISTIC RISK ASSESSMENT AND HUMAN
FACTORS) MEETING ON STAFF'S GUIDANCE - GOOD PRACTICES
FOR IMPLEMENTING HUMAN RELIABILITY ANALYSIS (HRA)

The ACRS Subcommittees on Reliability and Probabilistic Risk Assessment and on Human
Factors will be meeting on April 22, 2004, to review the proposed staff's guidance regarding
‘Good Practices for Implementing Human Reliability Analysis (HRA)' and data development for
Human Event Repository and Analyses (HERA). The Subcommittees will hear presentations by
and hold discussions with representatives of the staff and its contractors. The purpose of this
meeting is to gather information, analyze relevant issues and facts, and formulate proposed
positions and actions, as appropriate, for deliberation by the full Committee at the May 6-8,
2004 ACRS meeting. The staff requests ACRS concurrence for issuing the staff's proposed
guidance on ‘Good Practices for Implementing Human Reliability Analysis (HRA)’ for public
comment.

To prepare the Subcommittees for the meeting, the following documents are attached:
A. Proposed Schedule
B. Status Report

C. ‘Good Practices for Implementing Human Reliability Analysis (HRA),” Draft Letter Report
(JCN W6994) dated March 19, 2004.
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D. ‘Expert Elicitation Approach for Performing ATHEANA Quantification’, a paper by J.
Forester et al./Reliability Engineering and System Safety 83 (2004) 207-220.

Those members who are not scheduled to attend the joint Subcommittee meeting on April 22,
2004, should send their comments to Subcommittee Chairman Dr. G. Apostolakis with a copy
to me by April 15, 2004.

If you have any questions, please call me (301-415-7270) or E-mail (bpj@nrc.gov).
Attachment: As stated

cc w/attachment: Remaining ACRS Members

cc wo/attachment: J. Larkins

M. Weston
S. Duraiswamy



ADVISORY COMMITTEE ON REACTOR SAFEGUARDS
JOINT MEETING OF SUBCOMMITTEES ON
RELIABILITY & PROBABILISTIC RISK ASSESSMENT AND HUMAN FACTORS
GOOD PRACTICES FOR IMPLEMENTING HUMAN RELIABILITY ANALYSIS (HRA)
APRIL 22, 2004
ROCKVILLE, MARYLAND

-PROPOSED SCHEDULE-
ACRS Contact: B.P. Jain (301-415-7270)

THURSDAY, APRIL 22, 2004, CONFERENCE ROOM T-2B3, TWO WHITE FLINT NORTH,
ROCKVILLE, MARYLAND

Topics Presenters Time
Opening Remarks G. Apostolakis/S. Rosen 8:30- 8:40 a.m.
ACRS
Il Introduction D. Lew/E. Lois, RES 8:40- 8:50 a.m.
I, HRA Good Practices A. Kolaczkowski, SAIC 8:50-10:15 a.m.
BREAK 10:15-10:30 a.m.
V. ATHEANA Quantification J. Forester, SNL 10:30-11:45 a.m.
V. Plans for Improving ATHEANA S. Cooper, RES 11:45-12:00 noon
Practices
Lunch 12:00-1:00 p.m.
VI. Human Event Repository B. Hallbert, INEEL 1:00-1:45 p.m.
and Analyses (HERA)
VII. Halden HRA Activities A. Bye, Halden 1:45-2:15 p.m.
VIIl.  Subcommittee Discussion 2:15-2:30 p.m.
Adjourn 2:30 p.m.

NOTE: Presentation time should not exceed 50% of the time allocated for a specific item. The
remaining 50% of the time is for Subcommittee questions.
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- STATUS REPORT -

PURPOSE:

The purpose of the joint meeting of the Reliability and Probabilistic Risk Assessment and
Human Factors Subcommittee meeting is to discuss the proposed staff's guidance on ‘Good
Practices for Implementing Human Reliability Analysis (HRA)' and development of data for
Human Event Repository and Analyses (HERA). The Subcommittees will hear presentations by
and hold discussions with representatives of the staff and its contractors. The staff is seeking
Committee’s views on its guidance document and concurrence for publishing it for public
comment.

BACKGROUND:

The staff developed the guidance on ‘Good Practices for Implementing Human Reliability
Analysis (HRA)’ for performing and reviewing HRAs as a document supporting Regulatory
Guide 1.200. Regulatory Guide 1.200 describes an acceptable approach for determining the
technical adequacy of PRA results for risk informed activity, and reflects and endorses guidance
provided by the American Society of Mechanical Engineers (ASME) Standard for Probabilistic
Risk Assessment for Nuclear Power Plants and the Probabilistic Risk Assessment Peer Review
Process Guidance developed by Nuclear Energy Institute (NEI-00-02).

A. Good Practices for Implementing Human Reliability Analysis

The purpose of the guidance regarding ‘Good Practices for Implementing Human Reliability
Analysis (HRA)’ is to ensure some level of consistency and quality in HRA analyses and their
review:

2. It provides guidance for performing a good HRA (whether for the first time or when
analyzing a change to current plant practices) when implementing the ASME Standard,
and focuses on the attributes of a good HRA regardless of the specific methods or tools
that are used. The guidance is specifically for HRAs for reactors operating at full power
and internal events applications although most of the guidance may prove to be useful
for other applications (e.g., external events, other operating modes...). It does not
endorse nor is it meant to suggest that a specific method or tool be used since many
exist, and all have strengths and limitations regarding their use and applicability.

3. It provides guidance for assessing the quality of HRAs. In this regard, the practices of a
good HRA are provided which should be useful in formulating questions about and
measuring the “goodness” of a HRA. Its purpose is not to explicitly provide questions a
reviewer should ask, but rather to provide the technical basis for developing questions or
a standard review plan for the staff's review of HRA.
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The staff’'s “HRA Good Practices” guidance is being developed in two phases. The first phase is
the development of this “HRA Good Practices” document which has been prepared on the basis
of the staff's experience and lessons learned from developing HRA methods (e.g., ATHEANA),
and performing and reviewing HRAs. The second phase is a review and evaluation of existing
HRA approaches for their capability to meet the good practices when employed to address
different regulatory applications.

This “HRA Good Practices” document describes the staff’s views regarding good practices of
an HRA as implemented within a broader PRA framework. This is written in the context of a risk
assessment for commercial nuclear power plant operations occurring nominally at full power.
However, it is likely that many of the good practices will also be applicable to low power and
shutdown operations. As with any evolving technology, both PRA and the implementation of
HRA within the PRA framework are continuing to improve. Hence, what is good practice today
may be somewhat inferior or outdated tomorrow.

B. A Technique for Human Event Analysis (ATHEANA) Quantification

The staff developed AETHENA, a HRA method, to increase the degree to which HRA can
represent the kinds of human behaviors seen in accidents and near-miss events at nuclear
power plants. An expert elicitation approach has been developed to estimate probabilities for
unsafe human actions (UAs) based on error-forcing contexts (EFCs) identified through the
ATHEANA search process. The expert elicitation approach integrates the knowledge of informed
analysts to quantify UAs and treat uncertainty (‘quantification-including-uncertainty’). The
analysis focuses on:

(a) the probabilistic risk assessment (PRA) sequence EFCs for which the UAs are being
assessed,

(b) the knowledge and experience of analysts (including trainers, operations staff, and
PRA/human reliability analysis experts), and

(c) facilitated translation of information into probabilities useful for PRA purposes.

The expert elicitation approach emphasizes asking the analysts what experience and information
they have that is relevant to the probability of failure rather than simply asking the analysts their
opinion about failure probabilities. The facilitator then leads the group in combining the different
kinds of information into a consensus probability distribution. The attached technical paper on
the subject (co-authored by the staff) describes the expert elicitation process, presents technical
basis, and discusses the controls that are exercised to use it appropriately. The paper also
points out the strengths and weaknesses of the approach and how it can be improved.

EXPECTED SUBCOMMITTEE ACTION

The joint Subcommittee Chairman plans to provide a proposed ACRS report to the full Committee
at the May 6-8, 2004 ACRS meeting for consideration and approval.
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Good Practicesfor Implementing Human Reliability Analysis (HRA)

1. INTRODUCTION
1.1  Background

In accordance with its policy statement *on the use of probabilistic risk assessment (PRA), during
the last decade the NRC has been increasingly using PRA technology in “all regulatory mattersto
the extent supported by the state of the art in PRA methodsand data.” Examplesof risk informed
initiativesare: undertaking risk-informed rulemaking activitiessuch asrisk-informing 10CFR Part
507, generating arisk-informed framework for supporting licenseerequestsfor changestoaplant’s
licensing basis (Reg Guide 1.174),? risk-informing the reactor oversight process, performing risk
studies (e.g., for steam generator tube rupture (SGTR), and fire events), and evauating the
significance of events. Inaddition, the NRC isusing PRA inthedevelopment of aninfrastructure
to licence new reactors.

Giventheincreasing importance of therole of PRA inregulatory decision making, itiscrucial that
decision makers have confidence in the results produced by PRAS. To support this, the NRC has
issued Regul atory Guide 1.200% that describes an acceptabl e approach for determiningthetechnical
adequacy of PRA results for risk informed activity. Reg Guide 1.200* reflects and endorses
guidance provided by standards produced by societies and industry organizations. It currently
addresses the American Society of Mechanica Engineers(ASME) Standardfor Probabilistic Risk
Assessment for Nuclear Power Plant Applications® which was devel oped for afull power, internal
events (excluding fire) Level 1 PRA and a limited Level 2 PRA, and the Probabilistic Risk
Assessment Peer Review Process Guidance (NEI-00-02).°

Thelevel of detail provided inthe ASME Standard® and NEI-00-02° isat ahigh level, addressing
what to do, but not how to doit., Consequently, there may be several approachesto addresscertain
analytical elements, which though they may meet the standards, may do so by making different
assumptionsand approximations, and, therefore, producedifferent results. Thisisparticularly true
of human reliability analysis (HRA) (see section 1.2 for a discussion of HRA). Therefore, the
guidance provided by these documentsis not sufficient to addressthe detailed HRA quality issues
needed to be considered in regulatory decision making. For example, in section A.8, Modeling of
Human Performance, in Standard Review Plan 19,” the NRC staff isrequired to determineif “the
modeling of human performanceisappropriate.” Whilethe ASME Standard® and NEI-00-02° can
address whether the HRA addresses the right issues, they do not give guidance on how they are
addressed. Therefore, in order to support the review of human performance issuesin the context
of PRASs, theNRC isdevel oping thisguidancefor performing and reviewing HRAS, asadocument
supporting Reg Guide 1.200*. The guidance is being developed in two phases. Thefirst phaseis
the development of this“HRA Good Practices’” document which has been prepared on the basis
of the NRC experience and | essons|earned from devel oping HRA methods(e.g., THERP,2SLIM,°
and ATHEANA®X), performing HRAs (e.g., NUREG-1150" studies, and reviewing HRAs (in
particular theindividual plant examinations[IPES]). The second phaseisareview and evaluation
of existing HRA approaches for their capability to meet the good practices when employed to
address different regulatory applications.



Thisvolume describes the NRC staff views regarding good practices of an HRA asimplemented
within a broader PRA. The volume is written in the context of arisk assessment for commercial
nuclear power plant (NPP) operationsoccurring nominally at full power. However, itislikely that
many of the good practices will also be applicable to low power and shutdown operations.
Similarly, the volumeis purposely aimed for applications involving internal initiating events but
should generally be appropriate for external initiating events. Additionally, elements of this
volume may be of benefit in examining human actions related to nuclear materials and safeguard
types of applications.

As with any evolving technology, both PRA and the implementation of HRA within the PRA
framework are continuing to improve. Hence, what is good practice today may be somewhat
inferior or outdated tomorrow. Much of what is in this volume will aways constitute good
practice; some of it may be subject to newer technology, methods, and tools. For thisreason, this
volume must be considered a snapshot of good practicesin HRA circa 2004.

With the expectation that PRA will continue to be used in the commercia nuclear industry in
assessing current operating risks, in estimating changes in risk as a result of temporary and
permanent plant changes to existing plants, and as an adjunct to the design process of newer
generation plants, it is important that HRA practitioners perform human reliability analyses in
accordancewith good practicesand that reviewersrecognize theimplementation of good practices
(or failure to do so) in these analyses.

1.2 HRA in the Context of PRA

Human reliability analysis in the PRA context is that discipline that identifies and provides
probabilities for the human failure events that can negatively impact normal or emergency plant
operations. The human failure events modeled in PRAS that are associated with normal plant
operation include: 1) events that leave equipment in an unrevealed, unavailable state, such as
miscalibration of alevel sensor, 2) those that induce an initiating event, such as a human-caused
loss of feedwater (typically captured by the initiating event frequency), or 3) those modeled as
human events contributing to an initiating event, such asatotal loss of servicewater (e.g., failing
to backup the start of service water train B upon loss of train A). The human failure events
modeled in PRAs associated with emergency plant operationincludeeventsthat, if not performed,
do not allow the desired function to be achieved, such as failing to initiate feed and bleed.
Quantification of the probabilities of the human failure events is based on plant and accident
specific conditions, where applicable, including any dependencies among actions and conditions.

Thisvolume provides HRA good practices that when implemented will result in determining the
impacts of human actionsasrealistically asnecessaryin an assessment of risk. Notetheemphasis
on redlistic as necessary rather than as redlistic as possible. For example, depending on the
purpose for which the PRA isto be used, a conservative (i.e. non-realistic) treatment of human
performance may be sufficient to address a PRA application; more realism may not be necessary
and could be awaste of resources. However, aconservative approach may not be sufficient when
used asthe basisfor not needing to further investigate the issue at hand. Such an approach could
potentially constrain the capability of identifying weaknesses in plant operations and plant
practices related to the particular human actions credited in the PRA.




Recognizing that the volumewill be used to guide awide variety of applications, it isnot intended
that all the practices be met for any specific PRA application; in fact, some may not be applicable
or necessary. A practitioner or reviewer should determine the applicable good practices for the
PRA application and perform or review the HRA accordingly.

13 Purpose

This volume serves as areference guide of good practicesin HRA. By good practices we mean
those processes and individual analysis tasks and judgments that would be expected of a HRA
(considering current knowledge and state-of-the-art) in order for the HRA results to sufficiently
represent the anticipated operator performance when making risk-informed decisions. The
document is principally focused on the process for performing HRA and does not, for instance,
specifically address HRA data or details of specific quantification approaches. As such, it is
written in away that links the prescribed good practices to requirements in the ASME Standard®
and particularly the HRA section of that document (although nearly al other sections of the
standard also have some parallel requirements with regard to operator actions such as in the
accident sequence analysis, success criteria, systems analysis, and large early release frequency
(LERF) analysis sections).

With thisin mind, this volume has at least two primary uses.

1. It provides guidance for performing a good HRA (whether for the first time or when
analyzing a change to current plant practices) when implementing the ASME Standard,’
and focuses on the attributes of agood HRA regardless of the specific methods or tool sthat
areused. Theguidanceisspecifically for HRAsfor full power, reactor, andinternal events
applications although most of the guidance may prove to be useful for other applications
(e.g., externa events, other operating modes...). It does not endorse nor is it meant to
suggest that a specific method or tool be used since many exist, and al have strengths and
limitations regarding their use and applicability. Nevertheless, the good practices come
from those advocated in such sources as the ASME Standard®, THERP?, ASEP",
SHARP1®, SPAR-H Method*, and ATHEANA™ for example, aswell asthe experiences
of the authors and reviewers of this volume.

2. It supportsthereview of HRAsIn assessing the quality of the analyses. Inthisregard, the
practices of a good HRA are provided which should be useful in formulating questions
about and measuring the “goodness’ of a HRA. Its purpose is not to explicitly provide
guestions a reviewer should ask, but rather to provide the technical basis for developing
guestions or a standard review plan for the staff’ s review of HRA.



2. OVERVIEW OF GOOD PRACTICESFOR HRA
21  Scopeof HRA Good Practices Guidance

The purpose of this document on good practices for implementing HRA is to ensure some level
of consistency and quality in HRA analysesand their review. In order to achieve such consistency
and quality, the HRA good practices in this document are directed at specific HRA tasks or
activities.

The performance of HRA typically involves several tasks or activities. Some of these tasks are
dependent on the HRA method or quantification approach that is used. Because this HRA good
practices document does not endorse or specify the use of specific HRA methods or quantification
approaches, most of the guidancein this document isdirected at the processfor performing HRA.
However, this document does provide some non-method-specific good practices with respect to
HRA quantification.

As stated in Section 1, the ASME Standard® already addresses these HRA tasks or activities at a
highlevel. Inthe NRC’sjudgement, the more detailed guidance given in this document on HRA
good practices is necessary to achieving acceptable consistency and quality in HRA.

2.2 HRA Good Practices and the State-of-the-Art in HRA

TheHRA good practicesgivenin thisdocument arebased in part on past experiencein performing
and reviewing HRASs, including that used to support the I PES, but also reflect current perspectives
on the issues that impact human performance that were gained from devel opmental projects such
as ATHEANA™. Consistent with the state of the art in PRASs, errors of commission are not
necessarily expected to be included in PRAS, although some guidance is given for identifying
characteristics of situationsthat can facilitate errors of commission. As stated above, these good
practices apply to the use of all HRA methods and approaches.

2.3  Summary and Organization of HRA Good Practices Guidance

The good practices are presented in alogical analysis approach and linked to the requirements of
the ASME Standard.> Like the standard, this document specifically addresses pre-initiator (i.e.,
normal operations) and post-initiator (i.e., emergency operations) human actions since it is
assumed that astypical of most PRAS, human actions that cause or contribute to initiating events
are adready accounted for quantitatively in many initiating event frequencies. Further
understanding of specific causes of the initiators is typically not required. It is noted that for
support system initiators and other initiators such as those human-induced initiators that may be
modeled for other modes (e.g.,shutdown), corresponding initiator fault tree models may
specifically include human failure events (HFES) that have characteristics of either pre- or post-
initiating event HFES. The techniques used to analyze these HFEs are therefore covered by this
document and should be followed. For example, see HLR-1E-C high level requirement in the
ASME Standard® and such supporting requirements as | E-C9 concerning themodeling of recovery
actionsin an initiator fault tree, and |E-C12 concerning procedural influences on the interfacing
system loss of coolant accident (ISLOCA) frequency.



While this document is written in a serial fashion, in practice, it is often desirable to perform or
review an HRA in a more holistic manner and address multiple steps of the HRA process
simultaneously to achieve greater resource efficiency.

Table2-1 providesbrief summariesof the good practicesthat are discussed in subsequent sections
of this document (to be provide later).

Table 2-1 Summary of Good Practices

[ Table 2-1 to be inserted later]



3. HRA TEAM FORMATION AND OVERALL GUIDANCE

If human actions are going to be included readlistically in the PRA, the modeling of human
interactions must consider each action eval uated in the context of acompl ete accident scenario or
sequence of events. To do this, HRA hasevolved from the days when PRA analysts provided the
human events of interest to aHRA specialist who then assigned human error probabilities (HEPS)
to the human events, often in isolation. Such a process is no longer considered good practice.
Understanding an accident sequence context isacomplex, multi-faceted process. Theinteraction
of plant hardware response and the response of plant operators must be investigated and modeled
accordingly. Such characteristics as the following need to be understood and reflected, as
necessary, in the model of a specific human action or group of actions:

» plant behavior and conditions,
» timing of events and the occurrence of human action cues,

» theparameter indications used by the operatorsand changesin those parametersasthe scenario
proceeds,

» thetime available and locations necessary to take the human actions,
» the equipment available for use by the operators based on the sequence,

* the environmenta conditions under which the decision to act must be made and the actual
response must be performed,

» thedegree of training guidance and procedure applicability, among many other characteristics.

Much of the guidance in this volume is aimed at good practices for understanding the context
associated with each modeled human action, and how that context affects both the definition of
human failure events and an assessment of their probabilities.

This emphasis on the need to adequately understand and address context in order to more
realistically address human performance is based on advancesin our understanding of the factors
that can influence human performance. These advances come from recent reviews of operational
events involving serious accidents (e.g.,, ATHEANA™) and from other international efforts and
recent research in the cognitive sciences that together have provided a clearer picture of the ways
in which various factors and situations can interact to influence the occurrence of inappropriate
human actions (e.g., Reason'®, Woods', Endsley"’...). Improvements have been made for how to
address the broad range of potential influences on human performance, for both the identification
of the human actions to be modeled in the PRA aswell aswhat to consider during screening and
detailed quantification of the actions. The guidance in this volume provides good practices that
reflect theseimprovementsand ensuresthe proper treatment of context in performing areasonably
realistic HRA.



Hence, the modeling of human actionsin the PRA shouldinvolve anintegrated effort among PRA
modelers, HRA and human factors practitioners, thermal-hydraulic analysts, operations and
mai ntenance personnel, and sometimesother di sci plines depending on the accident sequence (e.g.,
structural engineers such as if the timing of an action is dependent on when and how the
containment might fail). Each discipline provides a portion of the context knowledge. When the
context issufficiently understood, only then can human failure eventsberealistically modeled and
guantified. In addition, as good practice in HRA, it is encouraged that there be the use of
walkdownsof areaswherethe action needsto take place, talk-throughs of the scenariosand actions
of interest with plant operators or maintenance personnel, field observations, and at least for the
more important actions, simulations of the human actionsto be credited. Finally, the HRA should
be performed consistently for both core damage prevention/mitigation and large early release
prevention/mitigation since both measures are considered in making risk-informed decisions as
addressed in Regulatory Guide 1.174°,

Therefore, in summary and as the first measure of agood HRA, it should be clear that an HRA
assessment has utilized an integrated team and tools as summarized in Table 3-1 to the extent
necessary and practical for the PRA application and the specific issue being addressed. Thisisan
important aspect that should lead to HRA results that are credible.

Table 3-1 Overall HRA Good Practices

1. The HRA isan integral part of the PRA (not performed as an isolated task in the PRA
process) whereby the inputs from the following types of disciplines are used together to
define the PRA structure including which human events need to be modeled, how they are
defined and modeled in the PRA, and the considerations used to quantify the associated
HEPs:

* PRA modelers

* HRA practitioners

e Thermal-hydraulic analysts

*  Operations and maintenance personnel

e  Other disciplines (e.g., structural engineers, system engineers...) as necessary

2. Besides the review of plant documents, the HRA is performed using the insights gained
from the following to confirm judgments and assumptions made from the document review:
» Walkdowns of areas where decisions and actions are to take place
» Talk-throughs of scenarios and actions of interest
* Field observations
* Simulator exercises

3. Aspart of the integrated effort, the HRA is performed consistently for both core damage
and large early release outcomes, since both are equally important in risk-informed
applications.




4, PRE-INITIATOR HRA

The ASME Standard® separatesits requirementsinto two broad classifications; those that address
the modeling of failures of pre-initiator human actions and those that address the modeling of
failures of post-initiator human actions. This section provides good practices for implementing
the requirements for addressing pre-initiator human failure eventsin a PRA.

Pre-initiator humanfailure eventsare eventsthat represent theimpact of human failurescommitted
during actions performed prior to the initiation of an accident sequence (e.g., during test or
maintenance or the use of calibration procedures). They are important to model because plant
personnel can make the equipment needed to mitigate a particular accident sequence unavailable,
thus reducing the overall capability to respond to the initiating event. Hence, depending on the
issue being addressed, this impact may need to beincluded in a PRA if arealistic assessment of
risk isrequired.

The following good practices are categorized under four major analysis activities for doing pre-
initiator HRA. These analysis activities are:

1. ldentifying activities that have the potential to result in pre-initiator human failures

2. Screening out the activities for which human failures do not need to be modeled

3. Modeling specific human failure events (HFES) corresponding to the unscreened activities
4. Quantifying the corresponding human error probabilities (HEPs) for the specific HFESs.

4.1 ldentifying potential pre-initiator human failures

4.1.1 OBJECTIVE: To identify from routine plant actions, those pre-initiator actions whose
failure to perform correctly could result in the human-induced unavailability of PRA-
model ed equipment that is credited in the PRA accident sequences. Thisisimportant since
these actions represent other potential modes of unavailability of the credited equipment
(besides the equipment simply failing to start or other failure modes in the PRA) that
contribute to overall plant risk. Note that not all the identified actions will be modeled
since some may be screened from further analysis in the following analysis activity
(screening). The following provides good practices for identifying potential pre-initiator
human failures while implementing the related Standard requirements.

4.1.2 CORRESPONDING ASME STANDARD REQUIREMENTS:

The Standard calls for a systematic process to be used to identify routine
activities that if not completed correctly, may impact the availability of
equipment. Thereare multiple supporting requirementsin the Standard that
address the need to consider test and maintenance activities, calibration
activities, and actions that could affect multiple equipment.



4.1.3 GOOD PRACTICES:

4.1.3.1 Good Practice #1:

The HRA process should include areview of the following:

All routine (scheduled) test and maintenance as well as calibration procedures that affect
equipment to be credited in the PRA (for core damage frequency (CDF) and LERF) should be
identified and reviewed.

Actions specified in the above procedures that realign equipment outside their normal
operation or standby status, or otherwise could detrimentally affect thefunctionality of credited
equipment if not performed correctly (e.g., miscalibration) should be identified.

“Affected” equipment should include (if routinely acted on and credited in the PRA):

>

the primary systems, structures, and components (SSCs) (e.g., emergency core cooling
systems' components, containment cooling systems components...),

support systems (e.g., power, air, cooling water...),

cascading effects among the equipment (e.g., if the realignment of an equipment item in
one procedure such as an air-operated valve would implicitly require the subsequent
realignment of another equipment item such as isolation of an air line that would then
disable a portion of the air system), and

instrumentation (e.g., indicators, alarms, sensors, logic devices...) and controls (e.g., hand
switches...) that (@) affect automatic operation of the above primary and support system
equipment and/or (b) at least singularly arerelied upon (as opposed to multiple, redundant
items) to credit post-initiator human actions to be included in the model (e.g., a single
subcooling indication relied upon to meet an emergency core cooling termination criteria
which if miscalibrated could induce failure of the appropriate post-initiator operator
action).

4.1.3.2 Good Practice #2:

The identification process should identify pre-initiator human actions even if they may be

potentially covered by the affected equipment failure data (see section 4.1.4 for additional
information).

4.1.3.3 Good Practice #3:

If applicable and credited in the analysis, the identification process should address other

operational modes and routine actions affecting barriers and other structures such as fire doors,

block walls, drains, seismic restraints, etc.



4.1.3.4 Good Practice #4:

Theidentification process needstoincludepossible pre-initiator actionsat |east within each system
where redundant or multiple diverse equipment can be affected by (a) a single act (e.g.,
misalignment of avalve affecting multiple system trains or even multiple systems) or (b) through
acommon failurewith similar multipleacts (e.g., mis-calibrating multiple sensorsdueto incorrect
implementation of the same calibration procedure or use of the same mis-calibrated standard). For
the latter case, the analyst should not duplicate that already covered under the common cause
failure modeling of the equipment, but should include consideration of possible commonalities
such as:

* same crew, same shift performing the actions (common “who” mechanism),
e common incorrect calibration source (common “what” mechanism),

e common incorrect tool, process, or procedure/training, or inadequate material (e.g., wrong
grease) (common “what/how” mechanisms), and

» closeproximity intimeand/or space/location of similar multiple acts (common “when/where’
mechanisms).

The more these commonalities co-exist, the more the identification process should consider the
act as a potentially important pre-initiator action to be included.

414 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTICES AND
ADDITIONAL REMARKS:

Besidesthe obviousissues associated with incompleteness and inaccuracy and thereby potentially
missing a risk-significant pre-initiator action, the following observations are noted.

» Missing or unnecessarily including an action is often not a serious mistake (i.e., would not
significantly affect theoveral risk) unlesstheaction can affect multipleequipment items. This
isbecause with common nuclear plant practices and designs, typically those actionsthat could
affect multipletrainsof equipment tend to bethe more significant pre-initiator human failures.
Those affecting just one equipment item are usually not important unless the equipment item
has a high operating reliability (e.g., failureto start or runisin the 1E-4 or lower probability
range) and so the pre-initiator failure probability could be a significant contributor to the
unavailability of the equipment.

* One should include the possible failures associated with routine test and maintenance or
calibration proceduresthat could affect critical instrumentation, diagnostic devices, or specific
items like pushbuttons, etc. that have no redundancy or diverse means of function. While
typically such situations do not exist in nuclear power plants, changes to the plant could
conceivably and unintentionally create such asituation. Affectingthe operator’ sability totake
thedesired actionissimilar, functionally, to affecting the equipment item itself which isto be
activated. Hence, it at | east should be ensured that such situations, from apossible pre-initiator
perspective, do not exist or if they do, they are addressed.
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4.2

4.2.

4.2.

In practice, it isbest to include pre-initiator actions even if the associated failure may already
beincludedinthefailuredatafor the affected equipment item (e.g., inthefailure-to-start data).
This is because it is often hard to determine if the failure data bases include such human
failures since data bases are typically insufficiently documented to know if the potential pre-
initiator failure is aready included. Generaly, unless the failure can affect multiple
equipment, such failingstend to not beimportant since missing them or doubl e-counting them
tend not to be serious PRA problems. Potential double-counting isthemost conservativething
to do, and yet typically not a serious over-estimation of thefailure’ ssignificance. Inaddition,
including all identified pre-initiators gives analysts the opportunity to identify potentially
problematic actions such as those with procedura or training problems, those that do not
require appropriate checks, etc.

If applicable, one should include the possible failures associated with routine test and
maintenance or calibration procedures that could affect equipment critical to external events
such asfirebarriers(e.g., opening afire door and failing to restoreits closed position), seismic
restraints, floor drains and barriers, wind barriers, etc. While typically such situations do not
exist in nuclear power plants since such equipment items often do not have routine test,
maintenance, or calibration activitiesthat would adversely affect their function, changesto the
plant or plant practices, for instance, could conceivably and unintentionally create such a
situation. Totheextent theanalysisassumesthefunctionality of thesenormally highly reliable
devices, pre-initiator failures that could affect these devices could be potentially important.
Hence, it at least should be ensured that such situations, from a possible pre-initiator
perspective, do not exist or if they do, they are addressed.

Considering the potential importance of actsthat affect multiple equipment, theidentification
process should search for acts that affect multiple equipment items at least within a system
(e.g., auxiliary feedwater system, reactor core injection system...) asthisrepresentsthe current
state of theart in PRA. A search across multiple systems (e.g., auxiliary feedwater and high
pressure injection) is an expansion of the current state of the art and should not be expected
except for those cases where the same instrumentation or equipment (e.g., pressure signals,
same tank level equipment) activates or affects multiple systems.

Screening those activitiesfor which human failure eventsdo not need to be modeled

1 OBJECTIVE: To screen out those activities for which associated failures do not need to
be analyzed because they should be probabilistically unimportant. The screening process,
though largely qualitative, isbased on the belief that certain design or operational practices
make some pre-initiator failures sufficiently unlikely that they will not be risk significant
failures and therefore do not need to be modeled. The following provides good practices
for screening out pre-initiator human actions and associated human failures while
implementing the related Standard requirements.

2 CORRESPONDING ASME STANDARD REQUIREMENTS:

The Standard addresses all owabl e screening of activitiesbased on practices
that limit the likelihood of errorsin those activities. There are multiple
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supporting requirements in the Standard that address screening rules or
criteria, as well as the requirement to not screen actions that could affect
multiple equipment.

4.2.3 GOOD PRACTICES:

4.2.3.1 Good Practice #1:

A candidate pre-initiator action can be screened out (i.e., not to be modeled) if the nature of the
associated action meets any of the following criteria and the reason for screening is documented
(see exception under Good Practice #2 below):

» the affected equipment will receive an automatic realignment signal and it can respond (i.e.,
is not disabled) if demanded, or

» thereisavalid post-maintenance/test functional check after the original manipulation which
will reveal misalignment or incorrect status (e.g., faulty position, improper calibration), or

» followingtheoriginal action(s), an independent second verification of equipment status using
awritten checklist that will verify incorrect statusis performed, or

» avalid check, at least once per shift, of equipment status that will reveal misalignment or
incorrect status, is used, or

» thereisacompelling signal (e.g., annunciator or indication) of improper equipment status or
inoperability in the control room, it is checked at least shiftly or daily, and realignment can be
easily accomplished, or

» other criteriaaslong as it can be demonstrated that the resulting human error probabilities
would be low compared with the failure probabilities (e.g., failure to open) of the equipment.

4.2.3.2 Good Practice #2:

Do not screen out those actions and possible pre-initiator failures that simultaneously affect
multiple (redundant or diverse) equipment items (see Good Practice #4 under Section 4.1.3).

4.2.3.3 Good Practice #3 (application-specific):

For a specific PRA application and depending on the issue being addressed (e.g., examination of
a specific procedure change), revisit the original PRA screening process to ensure issue-rel evant
human actions have not been deleted from the PRA prior to its use to assess the new issue.
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4.2.

4 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTICES AND
ADDITIONAL REMARKS:

Besidestheobviousissuesassoci ated with inappropriate screening and thereby potentially missing
arisk-significant pre-initiator action, the following observations are noted.

4.3

4.3.

4.3.

Generally, screening out pre-initiator failures (i.e., don’t have to be modeled) is acceptable
based on experience with past PRAs and the types of pre-initiator failures that are typically
found to be unimportant. This is done to simplify the model and not expend resources
addressing unimportant pre-initiator actions. It should be clear that an appropriate level of
investigation has been performed to ensure the above criteria have been met and if these or
other criteriaare used, their justification is documented for outsidereview. It isadvisablethat
a record of all screened actions be kept for later reference when performing specific
applications (see Good Practice#3). Whenin doubt, it isrecommended the pre-initiator action
not be screened out but the corresponding failure modeled in the PRA for further analysis.

Since pre-initiator actions and related failures affecting multiple equipment items can
sometimes be risk important, none of these should be screened out but should be modeled and
examined in more detail in the PRA because of the potential consequences of the failure.

There can be a tendency to want to use an existing PRA model to address issues such as
changes to the plant, without spending the appropriate time to revisit some of the underlying
assumptions and modeling choices madeto create the original PRA. Such areview should be
doneto seeif these assumptions and choices till apply for the issue being addressed. In this
case, some pre-initiator failuresmay not have beenincluded intheorigina PRA (i.e., screened
out) that in light of the new issue being addressed, should now beincluded in the model (i.e.,
could beimportant for addressing theissue). Henceit isgood practiceto implement aprocess
that ensures that some of the formerly screened out pre-initiator failures do not have to be
added back-in to the model in order to appropriately address the issue.

M odeling specifichuman failureevents (HFES) cor responding to the human failures

1 OBJECTIVE: To define how the specific pre-initiator HFE is to be modeled in the PRA
to accurately represent the failure of each action identified and not screened out from the
above analysis activities. The HFE needsto be linked to the affected equipment (single or
multiple) and needs to appropriately define the failure mode of that equipment that makes
the equipment unavailable. The following provides good practices for modeling pre-
initiator human failure events while implementing the related Standard requirements.

2 CORRESPONDING ASME STANDARD REQUIREMENTS:
The Standard calls for the modeling of pre-initiator HFES based on the
impact of the falure in the PRA. There are multiple supporting

requirements in the Standard that address the modeling level of detail for
each HFE and the modes of failure to be considered.
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4.3.3 GOOD PRACTICES:

4.3.3.1 Good Practice #1:

Define each specific pre-initiator HFE to be modeled in the PRA as a basic event that describes
the human-induced failure mode and is located in the model such that it is linked to the
unavailability of the affected component, train, system, or overall function (i.e., level of modeling)
depending on the effect(s) of the HFE (e.g., asingle valve will not close, atrain will be isolated,
the automatic start signal for an entire system will be disabled). The following attributes, as a
minimum, should be used to define the pre-initiator failure level properly in the PRA:

» the nature of the manipulation affects a whole train, system, etc. so it makes more sense to
define the HFE at that level,

* multiple individual acts affecting multiple equipment (e.g., different components) can be
combined as asingle pre-initiator HFE affecting ahigher level of equipment resolution (e.g.,
thetrain containing the different components) aslong as (a) the acts and effects arerelated, (b)
how the single HFE will be quantified (i.e., the performance-shaping factors that would affect
quantification as discussed later) is not significantly different or will be conservatively
boundingthanif theindividual actswereto be modeled and quantified separately, and (c) there
are no potential commonalities/dependencies with other pre-initiator acts elsewhere in the
model so that potential common failures among similar individual acts might be missed (e.g.,
miscalibration of multiple signal channels), and

» consideration of thelevel of detail already modeled inthe PRA (e.g., train, system) for failures
of the associated equipment (less important factor).

The failure modes (fail to close, fail to start, etc.) should be a direct result of considering the
equipment affected and the effects of the human-induced failure (refer to all the Good Practices
under Section 4.1.3) and stem from failure to restore equipment and/or otherwise correct the
adverse effect (such as miscalibration) so that the equipment isagain operable. Thefailure modes
should clearly describe the HFE effect to ensure proper interpretation of the HFE in the model
(e.g., only two of three redundant sensors need to be disabled to make the actuation signal
unavailable, and not all three sensors have to be disabled).

Asan aid to ensure appropriate modeling, it is recommended practice (but not necessary) that the
pre-initiator failure be placed in close proximity, in the PRA model, to the equipment affected by
the human failure. In thisway, a quick comparison can be made between the equipment failure
and the pre-initiator human failure to ensure they are consistent.

434 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTICES AND
ADDITIONAL REMARKS:

The precise definition of the pre-initiator basic eventsand their placement in the model (from both

alogic and failure mode standpoints) ultimately define how the model addressesthe effects of the
human failures. This needs to be done accurately if the model is going to logically represent the
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real effectsof each human failureand if the corresponding HFE is going to be correctly quantified
(as discussed later).

4.4  Quantifying the corresponding human error probabilities (HEPS) for the specific
HFEs

4.4.1 OBJECTIVE: To address how the human error probabilities (HEPS) for the modeled HFEs
from the previous analysis activity are to be quantified. This section provides good
practices guidance on an attribute or criterialevel and does not endorse a specific tool or
technique (although THERP® or its ASEP* simplification are among those often used).
Ultimately, it isthese probabilities a ong with the other equipment failure and post-initiator
human error probabilities as well as initiating event frequencies that are al combined to
determinesuchrisk metricsas CDF, LERF, ACDF, »LERF, etc. asaddressed in Regul atory
Guide 1.174". Thefollowing provides good practices for quantifying pre-initiator human
failure events while implementing the related Standard requirements.

4.4.2 CORRESPONDING ASME STANDARD REQUIREMENTS:

The Standard calls for a systematic process for assessing the pre-initiator HEPS that
addresses plant-specific and activity-specific influences. There are multiple supporting
requirements in the Standard that address many factors associated with quantifying the
HEPs. These includewhen screening vs. detailed estimates are appropriate, performance-
shaping factors considered in the evaluations, treatment of recovery, consideration of
dependencies among HFES, uncertainty, and reasonableness of the HRA results.

4.4.3 GOOD PRACTICES:

4.4.3.1 Good Practice #1:

The use of screening-level human error probability (HEP) estimates is virtually necessary during
the early stages of PRA development and quantification. Thisisacceptable (and almost necessary
sincenot all the potential dependencies among human events can be pre-known) provided (@) itis
clear that theindividual valuesused are over-estimationsof the probabilitiesif detail ed assessments
wereto be performed AND (b) dependencies among multiple human failure events appearing in an
accident sequence are conservatively accounted for. These screening values should be set so asto
be able to make the PRA quantification process more efficient (by not having to perform detailed
analysis on every human failure event), but not so low that later detailed analysis would actually
result in higher HEPs. The screening estimates should consider both individual HEPs and the
potential for multiple and possibly dependent human failure events for a given accident sequence
(scenario). To meet these conditions, it is recommended that (unless a more detailed assessment
Is performed of the individua or combination eventsto justify lower values):

* noindividual pre-initiator HEP screening value should be lower than 1E-2 (typical of highest
pre-initiator valuesin PRAS), and

* multiple HEPs in the same sequence should not have a collective value lower than 5E-3
(accounts for a 0.5 high dependency factor) at this stage.
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4.4.3.2 Good Practice #2:

As needed for the issue being addressed to produce a more realistic assessment of risk, detailed
assessments (not just screening estimates) of at |east the significant human failureevent contributors
should be performed. The PRA analyst can definethe significant contributorsby use of typical PRA
criteria(not addressed here) such asimportance measure thresholdsaswell as other qualitativeand
quantitative considerations. While the use of screening-level values (supposedly purposely
conservative) may, at first, seem to be a “safe” analysis process, it can have negative impacts.
Screening values can focus the risk on inappropriate human actions or related accident sequences
and equipment failures because of the intentionally high HEPs. Such incorrect conclusions need
to beavoided by ensuring asufficient set of morerealistic, detailed HEPsareincluded in themodel.

4.4.3.3 Good Practice #3 (application-specific):

For a specific PRA application and depending on the issue being addressed (e.g., examination of
aspecific procedure change), revisit the use of screening vs. detail-assessed HEPs to ensure issue-
relevant human actions have not been prematurely del eted fromthe PRA or thereisaninappropriate
use of screening vs. detailed valuesto properly assess the issue and the corresponding risk.

4.4.3.4 Good Practice #4:

HEP assessments should account for the most relevant plant-specific and activity-specific
performance-shaping factorsin the analysis of each pre-initiator HFE. Thereisnot one consensus
list of appropriate contextual factors (e.g., plant conditions, PSFs, activity characteristics, etc.) to
be considered in the evaluation of the pre-initiator HEPs. Additionally, for aspecific action, what
factorsare most relevant may be different (e.g., perhaps one act istime-sensitive becauseit isdone
in a high radiation area while another is most affected by the complexity of steps with many
opportunities to make undetected mistakes). It should be qualitatively apparent that the factors
seemingly most relevant to the act (based on an understanding of the act) have been considered in
the corresponding HEP estimate.

Factors that are typically important to address because they tend to be variable and not almost
always optimal based on typical nuclear plant practices, include:

» whether written work plans, job briefs, and related procedures (positive influences tending to
lower the HEP), or verbal guidance and/or memory (more negative influences tending to raise
the HEP) are used, as well as the quality of the information (e.g., look for ambiguities,
incompleteness, inconsistencies, etc. that are negative influences and thus tend to raise the
HEP),

» complexity (e.g., multipleand/or repetitive stepsthat are hard to track, use (or not) of checklists,
several variablesinvolved and calculations required...), and
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* ergonomicissues(e.g., layout, available information [instruments, alarms, computer readouts,
etc.], labeling, readability, highly physical...).

Other factors that tend to not be as important either because of typical nuclear plant practices or
because the factors are typically less relevant include (it should still be ensured that the typical
practice or irrelevancy is not compromised):

» skill level/experienceltraining of crew (typically adequate in nuclear plants for the jobs each
crew member isto perform),

» diress level (not usually relevant in pre-initiator failures unless special situations such as
potential personal harm, the need for fast sequential responses, etc. play arole),

» environmental factors such as temperature, humidity, radiation, noise, lighting, etc. (typically
the environment is sufficiently benign except for special circumstances such asahighradiation
environment and thus the desire to hurry the actions), and

» availability of time (not usually a strong factor in pre-initiator failures).

If thelarge majority of these factors affect the human performance negatively or if even just one or
twoisan overwhelming negativeinfluence, the HEP will tend to be higher (e.g., 0.01t0 0.1 or even
higher, not accounting for recovery addressed under Good Practice #5 below). Conversely, mostly
positive influences should yield lower HEPs (e.g., <1E-3, with additional recovery factorsstill to
be applied as addressed under Good Practice #5 below).

4.4.3.5 Good Practice #5:

Applicablerecoveries applied to the HEP evaluations for the HFES being analyzed should be used

(multiplerecoveries may be acceptable) where appropriate, but any dependenciesamong theinitial

failure and the recoveries, and among the recoveries themselves, must be considered (see Good

Practice #6 below). Typical considerations in applying recovery include:

* post-maintenance or post-calibration tests are required and performed by procedure,

* independent verification, using a written check-off list, which verifies component status
following maintenance/testing/calibration is used, and its practice has been verified by walk-
throughs and examination of plant experience,

» theoriginal performer, using a written check-off list, makes a separate check of component
status at alater time,

» work shift or daily checks are performed of component status, using a written check-off list,

» thereisacompelling feedback (e.g., alarm) that will enhancethe original failure being detected
and can be quickly recovered, or

* combinations of the above.
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The more of these are applicable for a given pre-initiator HFE, the more the situation tends to
Increase the recovery potential (i.e., decrease the HEP) since each recovery, to the extent they are
independent, result in a multiplier (e.g., 0.1) on the original HEP estimate thereby reducing its
overall value.

Basic HEPsfor pre-initiator HFEsfor nuclear plant applications (including recovery) aretypically
expected in the 0.01 (among the highest) to 0.0001 range. Any valuesbelow the 0.0001 to 0.00001
range should be considered suspect unless justified.

4.4.3.6 Good Practice #6:

Dependencies among the pre-initiator HFES and hence the corresponding HEPS in an accident
sequence should be quantitatively accounted for in the PRA model. Thisis particularly important
so that combined probabilities are not inadvertently too optimistic, resulting in the inappropriate
decrease in the risk significance of human actions and related accident sequences and equipment
failures. Inthe extreme, thiscould result in the inappropriate screening out of accident sequences
fromthemodel becausethe combined probability of occurrence of the eventsmaking up an accident
sequence drops below a threshold value used in the PRA to drop sequences from the final risk
results.

To address these dependencies, usually a level or degree of dependence among the HFES in an
accident sequenceisdetermined, at first quditatively (e.g., low, high, complete), and then combined
HEPs are assessed accordingly. Once the first HEP has been estimated, subsequent quantitative
factors for dependent human failures or recoveries of the original failure are typically expected to
be:

* 0.01to0.1for low dependence
* 0.1to0.5for high dependence
* >0.5for very high or 1.0 for complete dependence

Note that specific tools/techniques may use somewhat different probabilities than provided here
based on specific considerations.

In establishing the level of dependence, Good Practice #4 under Section 4.1.3 addresses typical
commonalitiesthat tend to make HEPs more dependent (i.e., an HFE isnot independent of another
HFE and so once the first human failure occurs, there isa high likelihood that a similar second or
third, etc. human failure will also occur such as the failure to restore the lineup of one train of
equipment after a test and then failing to similarly restore the second train of equipment after a
similar test). Good Practice #5 just above addresses recovery characteristics that tend to break-up
these commonalities because they “recover” any initial error, making the individua HFES more
independent. The more the types of commonalities addressed under Good Practice #4 under
Section 4.1.3 exist and the less corresponding recoveries under Good Practice #5 above exist, the
higher should be the assessed level of dependence among the HFES. To the extent the converseis
true, low or even no dependence should be assessed.
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4.4.3.7 Good Practice #7:

Point estimates should be mean val uesfor each HEP (excluding screening HEPS) and an assessment
of the uncertainty in the mean values should be performed at least for the dominant HEPs to the
extent that these uncertainties need to be understood and addressed in order to make appropriate
risk-related decisions. Assessments of uncertainty are typically performed by:

* assigning uncertainty distributions for the HEPs and propagating them thru the quantitative
analysis of the entire PRA such as by a Monte Carlo technique, and/or

» performing sensitivity analyses that demonstrate the effects on the risk results for extreme
estimates in the HEPs based on at |east the expected uncertainty range about the mean value.

Note, in some cases, it may be sufficient to address the uncertainties by just qualitative arguments
without the need to specifically quantify them (e.g., justifying why the HEP cannot be very
uncertain or why achange in the HEP haslittle relevancy to the risk-related decision to be made).

In assessing the uncertainties, and parti cul arly when assigning specific uncertai nty distributions, the
uncertainties should include (a) those epistemic uncertainties because of lack of knowledge of the
true expected performance of the human for a given context and associated set of performance-
shaping factors, and (b) consideration of the combined effect of therelevant aleatory (i.e., random)
factorsto the extent they are not specifically modeled in the PRA and to the extent that they could
alter the context and performance-shaping factorsfor theHFE. For pre-initiator HFES, there should
be few or no aleatory factors worthy of consideration, since typically the procedure used, the
environment experienced, etc. do not randomly change. But, for example, if different and significant
crew experience levels are known to exist, it is random as to which crew will perform the pre-
initiator act at any given time. In such a case, the mean should represent the average crew
experiencelevel andtheuncertainty should refl ect the possiblerangeinthoselevels. Again, a eatory
factors are typically not very relevant to pre-initiator HEPs and so typically are not important to
address.

Whatever uncertainty distributionsare used, the shape of thedistributions(e.g., log-normal, normal,
beta...) aretypically unimportant to the overall risk results (i.e., theresults are usually not sensitive
to specific distributions). Further, typical uncertainties include values for the HEP that represent
afactor of 10to 100 between thelower bound value and the upper bound value that encompassthe
mean val ue.

4.4.3.8 Good Practice #8:

Thepre-initiator HEPs (excluding the screening HEPS) should bereasonabl e from two standpoints:

» first and foremost, relative to each other (i.e., the probabilistic ranking of the failures when
compared one to another), and

* in absolute terms (i.e., each HEP value) to the extent that the sensitivity of the risk-related
decision is not important as to the absolute values for the HEPs.
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This reasonableness should be checked based on consideration of actual plant experience and
history, against other evaluations (such as for similar acts at other plants), and the qualitative
understanding of theactionsand therel evant contextsand performance-shaping factorsunder which
the acts are performed. It is suggested that a rank-ordered list of the pre-initiator HFES by
probability be used asan aid for checking reasonableness. For example, simple, procedure-guided,
independently checked actions should have lower HEPs than complex, memorized, not checked
actions, al other factors being the same. Typical expectations of pre-initiator HEPs can be wide-
spread (~0.01 to 0.0001) and depend particularly on the relevant contextual factors, applicable
recoveries, and proper consideration of dependencies as discussed under many of the Good
Practices covered above.

444 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTICES AND
ADDITIONAL REMARKS:

Besides the obvious concerns about inaccuracies in the HEP quantification and thus whether the
HEPs “make sense”, as well as the resulting potential misinformation about the dominant risk
contributorsif quantification is not done well, the following observations are noted.

» Screeningisauseful and most often, necessary part of HRA so as to avoid the expenditure of
resources on unimportant human events and accident sequences. The above guidanceisaimed
at allowing alevel of useful screening without inadvertently and inappropriately alowing the
analytical phenomenon of, for instance, multiplying three human eventsin the same sequence
each at a screening value of 1E-2 to yield a 1E-6 combined probability, without checking for
dependencies among the human events. In such a case some human failure events and
combinations of events, or even whole accident sequences, may inappropriately screen out of
the PRA model entirely because the accident sequence frequency drops below a model
threshold. Hence some of the dominant individual or combination contributors may be missed.
Thisiswhy the screening values both individually and for combined events should not be too
low during the screening stage. Further, if screening values are left permanently assigned to
some human failure events that should be assessed with more detail to obtain amore realistic
assessment of risk (supposedly lowering the probability), the risk significance of these human
failure events and related equipment failures are likely to be over-emphasized at the expense
of improperly lessening the relative importance of other events and failures.

* Itisimportant to be sure that dependencies among the various modeled HFEs including the
associated recoveries, have been investigated (e.g., the same person as the originator of the
action performing the recovery may be more proneto fail to detect the original failure than an
independent checker). Treating HFES and any corresponding recoveries as independent acts
without checking for dependencies (thereby being able to multiply the individual HEPS) can
inappropriately lessen the risk significance of those HFEs and related equipment failures in
accident sequences. This can cause the inappropriate dropping out of accident sequences
because the sequences quantitatively drop below a model threshold value as discussed above
under screening. Proper consideration of the dependencies among the human actions in the
model is necessary to reach the best possible evaluation of both the relative and absolute
importance of the human events and related accident sequence equipment failures.
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» Theuse of mean values and addressing uncertainties are a part of the Regulatory Guide 1.174"
guidance and to the extent addressed therein, the HRA quantification needs to be consistent
with that guidance when making risk-informed decisions.

» There can be atendency for analysts to want to use an existing PRA model to address issues
such as changes to the plant, without spending the appropriate time to revisit some of the
underlying assumptions and modeling choices made to create the original PRA. A review
should be doneto seeif these assumptions and choices still apply for the issue being addressed.
In this case, some pre-initiator human failure events may be quantified in the original model
using aset of screening estimates and detailed failure probabilities that may not be appropriate
for the new issue being addressed. As an example, where higher screening values may have
been acceptable for purposes of the original PRA, these supposedly conservative values may
over-estimate the contribution of these human failure events for the issue being addressed.
Further, the relative risk contribution of equipment and associated accident sequences with
which the human failure events appear, may be artificially too high (and therefore other events
too low) because of the screening values. Hence it is good practice to revisit the use of
screening and detailed human failure event probabilities in order to appropriately address the
issue.

V. POST-INITIATOR HRA

The ASME Standard® separates its requirements into two broad classifications; those that address
the modeling of failures of pre-initiator human actions and those that address the modeling of
failuresof post-initiator human actions. Thissection providesgood practicesfor implementing the
requirements for addressing post-initiator human failure events (HFES) in a PRA.

Post-initiator humanfailureeventsareeventsthat represent theimpact of humanfailurescommitted
during actions performed in responseto theinitiation of an accident sequence(e.g., whilefollowing
post-trip procedures or performing other recovery actions). They are important to model because
humans can have adirect influence on the mitigation or exacerbation of undesired plant conditions
after theinitial plant upset. Hence, depending on the issue being addressed, thisimpact may need
to beincluded in aPRA if arealistic assessment of risk is required.

The following good practices are categorized under four major analysis activities for doing post-
initiator HRA. These analysis activitiesinclude:

Identifying potential post-initiator human failures

Modeling specific human failure events (HFES) corresponding to the human failures
Quantifying the corresponding human error probabilities (HEPS) for the specific HFES
Adding recovery actions to the PRA.

el SN S

5.1 Identifying potential post-initiator human failures

5.1.1 OBJECTIVE: Toidentify the key human response actions that may need to be taken by the
operators in response to a variety of possible accident sequence s and that will therefore
need to be modeled in the PRA. This is important since failures associated with these
actions (e.g., failureto start standby liquid control, failureto initiate feed and bleed, failure
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toproperly control steam generator feed flow, failureto align containment/suppression pool
cooling) are represented in the PRA such that in combination with equipment failures, are
expected to lead to core damage and/or large early releases. Such failures contribute to the
overall risk and thus a systematic process needs to be followed to identify these response
actions. Thefollowing providesgood practicesfor identifying post-initiator human failures
while implementing the related Standard requirements.

5.1.2 CORRESPONDING ASME STANDARD REQUIREMENTS:

The Standard calls for a systematic review to identify operator responses
required for each of the accident sequences. There are multiple supporting
requirementsin the Standard that addresswhat to review aswell asthetypes
of actionsto beincluded. Use of talk throughs and simulator observations
are also addressed as part of the supporting requirements.

5.1.3 GOOD PRACTICES:

5.1.3.1 Good Practice #1:

Reviews of the following form the primary bases for identifying the post-initiator actions.

Review plant-specific emergency operating procedures (EOPs), abnormal operating procedures
(AOPs), annunciator procedures, system operating procedures, severe accident management
guidelines (SAMGs), and other special procedures (e.g., fire emergency procedures) as
appropriate. The review is done to identify ways operators are intended to interact with the
plant equipment after an initiator as a function of the various conditions that can occur as
defined by the devel opment of the PRA accident sequences and equipment unavailabilitiesand
failure modes. Particularly note where operator actions are called out in these procedures and
under what plant conditions and indications (cues) such actions are carried out. It will also be
useful at thistime to examine whether there are any potential accident conditions under which
the procedures might not match the situation as well as would be desired, e.g., potentially
ambiguous decision pointsor incorrect guidance provided under some conditions. Information
about such potential vulnerabilities will be useful later during quantification and may help
identify actions that need to be model ed.

While not necessary at this stage of the analysis (probably more beneficial during the modeling and
quantification phases, but could be started at this stage on a selective basis of likely importance),
the results of the following additional reviews may add to the list of actions and/or help interpret
how procedural actions should be defined based on how they are actually carried out.

Review of training material including, where possible, talk-throughs or walkdowns of the
actions with operations or training staff to ensure consistency with training policies and
teachings, and to identify likely operator response tendencies for various conditions that may
not be evident in the procedures (although it is not the intent to perform numerous or detailed
talk-throughs, walkdowns, or simulations at this phase of the analysis - the use of these
techniques is more relevant later under the HFE modeling and quantification phases). For
example, operators may cite a reluctance to restart reactor coolant pumps in spite of the
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procedure direction based on their training and perceived adverse effects, or they may have a
preferenceto use condensate asaBWR injection source before using lower pressure emergency
core cooling system. Theseadded “interpretations’ of the procedures can help complete and/or
clarify theidentified actionsand ensurethat | ater modeling and quantification of theactionswill
reflect the “as-operated” plant.

Observations of simulated accidents since these can provide valuable insights with regard to
how the actions are actualy carried out, by whom, and particularly how procedure steps are
interpreted by plant crews especially where the procedure is ambiguous or leaves room for
flexibility in the crew response (although it is not the intent to perform numerous or detailed
talk-throughs, walkdowns, or simulations at this phase of the analysis - the use of these
techniques is more relevant later under the HFE modeling and quantification phases). For
example, through simulation it may be observed that a*“single action” in the procedure (e.g.,
align recirculation) is actually carried out by a series of numerous and sequential individual
actions (e.g., involving the use of many handswitches in a certain sequence). Again these
observed “interpretations’ of the procedures can help complete and/or clarify the identified
actions and ensure that later modeling and quantification of the actions will reflect the “as-
operated” plant.

5.1.3.2 Good Practice #2:

The review process should involve the following:

Knowledge of the functions and associated systems and equipment to be modeled in the PRA
for both CDF and LERF.

Identifying whether the function isneeded (e.g., injection) or undesired (e.g., stuck-open saf ety
relief valve) recognizing these may vary with different initiators and sequences.

Identifying the systems/equipment that can contribute to performing the function or cause the
undesired condition including structures and barriers where appropriate (e.g., fire door, floor
drains) especially for external event analyses.

Identifying ways the equipment can functionally succeed (i.e., the success criteria) and fail.

Based onthe above, identifying waysthe operatorsare (a) intended/required to interact with the
equipment credited to perform the functions model ed for the accident sequencesmodeled inthe
PRA and/or (b) to respond to equipment and failure modesthat can cause undesired conditions
per thePRA. Duringtheidentification process, it ishelpful to use action words such as actuate,
initiate, isolate, terminate, control, change, etc. so that the desired actions are clear.

5.1.3.3 Good Practice #3:

Whilethe specific actions to beidentified may be plant-specific, in general, the following types of
actions are expected to beidentified. Notethat actionsthat are heroic (e.g., must enter an extreme
high radiation environment) or without any procedure guidance or not trained on, should not be
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included or credited in the analysis (exceptions may be able to be justified, but this should not be
normal practice).

» Include necessary and desired/expected actions (e.g., initiate RHR, control vessel level, isolate
afaulted steam generator, attempt to reclose a stuck-open relief valve).

* Includebackup actionsto failed automatic responses (e.g., manually start adiesel generator that
should have auto started) but be sure the action can be credited to recover the auto failure mode.

* Include anticipated procedure-guided or skill-of-the-craft recovery actions (e.g., restore offsite
power, align firewater backup) although these may best be defined later as the PRA
quantification begins and important possible recovery actions become more apparent.

Consistent with present day state-of-the art, actswhose failureinvolve an error of omission (EOO)
should be included when identifying post-initiator acts of concern. These involve failure to take
the appropriate actions as called out in the procedures and/or trained on or expected as common
practice. For example, failuretoinitiate feed and bleed or failureto start standby liquid control, are
EOOs. Possible acts whose failure would involve an error of commission (EOC) are generaly
beyond current PRA practice. These involve performing expected acts incorrectly or performing
extraneous and detrimental acts such as shutting down safety injection when it is not appropriate.
These are not necessarily expected to be identified but see Section 7 of this document for more on
this subject.

Finally, it should be recognized that iterations as well asrefinement and review of the PRA model
construction may (and often do) provide additional opportunities to identify any potentialy
important missed actions as the PRA model evolves.

514 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTICES AND
ADDITIONAL REMARKS:

While not all the post-initiator actions will be important in the final assessment of risk, unlike the
pre-initiator actions, it isdifficult to predetermine (at this stage) aset of actionsthat do not haveto
be included as part of the identification process. Ways the operators interact with the plant and
affect the outcome of any accident sequence need to be assessed in order to determinetheir relative
significance. Hence the good practices herein are aimed at ensuring potentially risk-significant
post-initiator actions (based on the procedures as well as the ways the procedures are interpreted
and carried out) are identified at this stage of the analysis. Otherwise, the model could be
incomplete and/or inaccurate, potentially resulting in misinformation as to the risk dominant plant
features (including the important human actions).

5.2 Modeling specific human failure events (HFES) corresponding to the human failures

5.2.1 OBJECTIVE: To define how each specific post-initiator HFE isto be modeled in the PRA
to accurately represent the failure of each action identified. Thisinvolvesthe modeling of
theHFEsashuman-induced unavail abilities of functions, systems, or componentsconsi stent
withthelevel of detail inthe PRA accident sequencesand system model s, possible grouping
of responses into one HFE, and ensuring the modeling reflects certain plant-specific and
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accident sequence-specific considerations. The following provides good practices for
modeling post-initiator human failure events while implementing the related Standard
requirements.

5.2.2 CORRESPONDING ASME STANDARD REQUIREMENTS:

The Standard calls for the HFES to be defined so that they represent the
Impact of not properly performing the required responses, consistent with
the structure and level of detail of the accident sequences. There are
multiple supporting requirementsin the Standard that addressthe modeling
level of detail for each HFE and how to complete the definition of each
HFE.

5.23 GOOD PRACTICES:

5.2.3.1 Good Practice #1:

Define each specific post-initiator HFE to be modeled in the PRA as a basic event that describes
the human failure of not properly performing the required response and islocated in themodel such
that it islinked to the unavailability of the affected component, train, system, or overall function
(i.e., level of modeling) depending ontheeffect(s) of theHFE (e.g., failureto manually depressurize
using the safety relief valves, failureto manually scram, failureto align the backup train of service
water). The following considerations should be used to define the post-initiator failure level
properly in the PRA:

» the nature of the action is performed on atrain, system, etc. level so it makes more sense to
define the HFE at that level,

» the consequences of the failure and what would be affected by the failure (just a component is
affected, awhole train, a system, multiple systems, an entire function),

* multipleindividual acts/responses such as at a system or component level (e.g., starting high
pressureinjection and then subsequently opening apower-operated pressurizer relief valve) can
be combined asasingle post-initiator HFE affecting ahigher level of equipment resol ution such
as at a system or a function level (e.g., initiating feed and bleed) as long as (a) the acts and
effects are related, (b) how the single HFE will be quantified (i.e., the performance-shaping
factors that would affect quantification as discussed later) is not significantly different or will
be conservatively bounding than if the individual acts were to be modeled and quantified
separately, and (c) there are no potential commonalities/dependencies with other post-initiator
acts elsewhere in the model so that potential common failures among similar individua acts
might be missed (see the discussion presented below),

» thelevel of detail already modeled inthe PRA (train, system, etc.) for failures of the associated
equipment (less important factor).

As an example of how human responses may be grouped and modeled as one or more HFES,
consider the case in aboiling water reactor (BWR) of adesired response to control reactivity inan
anticipated transient without scram scenario. Failure to control reactivity could be defined as one
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HFE, or asseveral HFEs based on the subtasksinvol ving inhibiting the automati c depressurization
system, lowering reactor water level, and initiating the standby liquid control system.

For situations such as the above example, if failure to perform the subtasks (a) have different
effects, (b) may individually be impacted by very different performance-shaping factors (e.g., in-
control room actionsvs. local actionsin ahigh steam environment area, a subtask performed early
in the scenario vs. another subtask performed much later in the scenario), or (c) involves an action
that has a dependency with some other action to be modeled in the PRA (e.g., failure to trip two
reactor coolant pumps followed by subsequent failure to trip the remaining reactor coolant pumps
when conditions warrant), the failures are best modeled as separate HFES. An alternative is to
model them all as one HFE and model the bounding consequence (such as the failure to control
reactivity example cited above) aslong as the most limiting performance-shaping factors are used
(e.g., the shortest time that any of the subtasks must be performed, the most complex of the
subtasks, etc.) and any subtask dependencies with other HFEs are identified, treated in the model,
and properly quantified.

The failure effects as depicted in the PRA model should be a direct result of considering the
equipment affected and the effects of the human-induced failure (refer to the Good Practices under
Section 5.1.3) and stem from failureto properly perform the correct responses. Thefailuresshould
sufficiently describe the HFE and its effect to ensure proper interpretation of the HFE in the model
(e.g., fal to initiate feed and bleed within 5 minutes of the reactor pressure achieving 2400 psig).

Asan aid to ensure appropriate modeling, it is recommended practice (but not necessary) that the
post-initiator failure be placed in close proximity, in the PRA model, to the component, train,
system, or function affected by the human failure. In thisway, a quick examination of the model
can reveal the modeled effect of the human failure.

5.2.3.2 Good Practice #2:

Each of the modeled post-initiator HFES should be defined such that they are plant- and accident
sequence-specific. Where helpful to fully understand the nature of the act(s) (e.g., who performs
it, what isdone, how long doesit take, arethere special toolsneeded, arethere environmental issues
or special physical needs, etc.), useof talk-throughs, walkdowns, field observations, and simul ations
are particularly encouraged.

In order for the act to occur, the operator must diagnose the need to take the act and then execute
the act. While many performance-shaping factors are used to quantify the probability for failing
to perform the act correctly (as discussed later under quantification), all of which should be
evaluated based on plant and accident sequence-specifics, the following requirements are
particularly germane to a basic understanding of the HFE and should be met to complete the
definition of each HFE:

» totheextent possible, the time by which the act needsto be performed (e.g., fail toinitiate feed
and bleed by 2 minutes after primary pressure reaches 2400 psig), and the time necessary to
diagnose the need for and to perform the act (1 minute) should be based on plant and accident
sequence-specific timing and nature of the complexity and/or subtasks involved in
implementing the act (i.e., not another plant analysis or a genera analysis for the “average”
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plant since the number and nature of the specific manipulations could be different, the plant
thermal hydraulic response could be different, the location for local actions may require
different travel times, some sequences require afast response while others may require amuch
quicker response for the same act, etc.),

similar to the above, the availability and timing of plant and accident sequence-specific cues
(i.e., indications, alarms, visual observations, etc. and when they will be manifested) should be
used as these can be different from plant-to-plant and different in a variety of accident
sequences (e.g., suchasaDC busfailure causing loss of some indications or alarms), and will
affect the likelihood and timing of diagnosing the need for the action,

plant-specific procedure and training guidance should be used based on the reviews under the
Good Practicesin Section 5.1.3,

where the act is performed (e.g., in the control room, locally in the auxiliary building) should
be noted, and

the use of walkdowns, talk-throughs, and field or simulator observations are encouraged when
defining the HFE as mentioned under Good Practice #1 under Section 5.1.3. See more about
the benefits of these techniques in Appendix A.

524 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTICES AND

ADDITIONAL REMARKS:

The precise definition of the post-initiator basic eventsand their placement inthe model (from both
alogic and failure mode standpoints) ultimately define how the model addresses the effects of the
human failures. Thisneedsto bedoneaccurately if themodel isgoing tologically represent thereal
effects of each human failure and if the corresponding HFE is going to be correctly quantified (as
discussed later). This accuracy is best obtained if plant-specific and accident sequence-specific
information isused. Nevertheless, the following observation is noted.

Not using plant/accident sequence-specific thermal hydraulic information for timing may or
may not be critical based on the relevancy and thus appropriateness of the non-specific (i.e.,
“general”) timing information that is used. It is better to use plant and accident-specific
information, though it isrecognized that in some areas (e.g., containment response for LERF),
from apractical standpoint, modified “general” information may beall that isreadily available.
Further, as long as the timing considerations used are reasonable and accurate to within the
resolution of the HRA quantification tool to be used, differences between plant and accident-
specific vs. more “genera” timing considerations may not be a significant issue. Analysts
should ensure that if non-specific timing information isused, it is reasonable to expect it to be
appropriate for the plant and accident sequence being analyzed.

5.3 Quantifying the corresponding human error probabilities (HEPS) for the specific HFEs

5.3.1 OBJECTIVE: To address how the human error probabilities (HEPS) for the modeled HFES

from the previous anaysis activity are to be quantified. This section provides good
practices guidance on an attribute or criterialevel and does not endorse a specific tool or

27



technique. Ultimately, it is these probabilities along with the other equipment failure and
pre-initiator human error probabilities as well as initiating event frequencies that are al
combined to determine such risk metrics as CDF, LERF, ACDF, 2ALEREF, etc. as addressed
in Regulatory Guide 1.174*. The following provides good practices for quantifying post-
initiator HEPs while implementing the related Standard requirements.

5.3.2 CORRESPONDING ASME STANDARD REQUIREMENTS:

The Standard requiresthat awell-defined and self-consistent process be used to quantify the
post-initiator HEPs. There are multiple supporting requirements in the Standard that
address many factors associated with quantifying the HEPs. These include when
conservativevs. detail ed estimates areappropriate, consideration of cognitiveand execution
failures, performance-shaping factors considered in the evaluations, consideration of
dependencies among HFES, uncertainty, and reasonableness of the HRA results.

5.3.3 GOOD PRACTICES:

5.3.3.1 Good Practice #1:

Whether using conservative or detailed estimation of the post-initiator HEPs, the eval uation should
include both cognitive (i.e., “thinking) as well as execution failures. For example, incorrectly
interpreting a cue or not seeing a cue and thus not performing the act can be one mode of failure.
Or, the operator can intend to take the act based on the proper and recognized cues but still
otherwise fail to take the act or perform it correctly. Both need to be part of the HEP evaluations.

5.3.3.2 Good Practice #2:

The use of conservative human error probability (HEP) estimatesis virtually necessary during the
early stagesof PRA devel opment and quantification. Thisisacceptable (and almost necessary since
not all the potential dependencies among human events can be pre-known) provided (@) it is clear
that theindividual valuesused are over-estimationsof the probabilitiesif detail ed assessmentswere
to be performed AND (b) dependencies among multiple human failure events appearing in an
accident sequence are conservatively accounted for. These conservative values should be set so as
to beableto makethe PRA guantification process more efficient (by not having to perform detailed
analysis on every human failure event), but not so low that later detailed analysis would actually
result in higher HEPs. The conservative estimates should consider both individual HEPs and the
potential for multiple and possibly dependent human failure events for a given accident sequence
(scenario). To meet these conditions, it is recommended that (unless a more detailed assessment
is performed of theindividual or combination eventsto justify lower values):

e no individua post-initiator HEP conservative value should be lower than the worse case
anticipated detailed value and generally not lower than 0.1 (typical of high post-initiator values
in PRAS), and

» multiple HEPs in the same sequence should not have ajoint probability value lower than the
worse case anticipated detailed joint probability value and generally not lower than 5E-2
(accounts for a 0.5 high dependency factor) at this stage.
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5.3.3.3 Good Practice #3:

As needed for the issue being addressed to produce a more realistic assessment of risk, detailed
assessments (not just conservative estimates) of at least the dominant human failure event
contributors should be performed. The PRA analyst can define the dominant contributors by use
of typical PRA criteria(not addressed here) such asimportance measure thresholds aswell asother
qualitative and quantitative considerations. Whilethe use of conservativevaluesmay, at first, seem
tobea“safe” analysisprocess, it can have negativeimpacts. Conservativevaluescanfocustherisk
on inappropriate human actions or related accident sequences and equipment failures because of
theintentionally high HEPs. Such incorrect conclusionsneed to be avoided by ensuring asufficient
set of morerealistic, detailed HEPs are included in the mode!.

5.3.3.4 Good Practice #4 (application-specific):

For a specific PRA application and depending on the issue being addressed (e.g., examination of
a specific procedure change), revisit the use of conservative vs. detail-assessed HEPs to ensure
issue-relevant human actions have not been prematurely deleted from the PRA or there is an
inappropriate use of conservative vs. detailed values to properly assess the issue and the
corresponding risk.

5.3.3.5 Good Practice #5:

As “good practice,” the following table of performance-shaping factors (Table 5-1) for both in-
control room and ex-control room (local) actions should be treated in the evaluation of each HEP
per the table guidance. The guidance should fit most cases, but it should be recognized that for
specific actions, some of the factors may not apply while others may be so important, the others do
not matter (e.g., time availableis so short, the act almost assuredly cannot be done regardless of the
other factors). Further, if aspecific situation warrants treatment of unique factorsthat are not, and
cannot be
Table 5-1 Post-Initiator PSFs To Be Consider ed

In-Control Room Actions Ex-Control Room Actions
Always Consider the Following PSFs Always Consider the Following PSFs
Applicability and suitability of training and Applicability and suitability of training and experience

experience

Suitability of relevant procedures and administrative Suitability of relevant procedures and administrative

controls controls

Availability and clarity of instrumentation (cuesto Availability and clarity of instrumentation (cuesto
take actions as well as confirm expected plant take actions as well as confirm expected plant
response response

Time available and time required to complete the act, Time available and time required to compl ete the act,
including the impact of concurrent and competing including the impact of concurrent and competing
activities activities
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In-Control Room Actions

Ex-Control Room Actions

Complexity of required response along with
workload, time pressure, the need for specia
sequencing, and familiarity

Team/crew dynamics and crew characteristics (degree
of independence among individuals, operator attitudes
- biases - rules, use of status checks, approach for
implementing procedures, e.g., aggressivevs. sow
and methodical...)

Consideration of ‘realistic’ accident sequence
diversions and deviations (e.g., extraneous alarms,
failed instruments, outside discussions, sequence
evolution not exactly like that trained on..) (Better

Complexity of required response along with workload,
time pressure, the need for special sequencing, and
familiarity

Practice)

Additional PSFsto
Consider

Conditions When
Particularly Relevant

Additional PSFsto
Consider

Conditions When
Particularly Relevant

Available staffing and
resources

If typical CR staff is
expected to be decreased
or impacted so others
must perform more than
their typical tasks (not
usualy an issue)

Available staffing and
resources

Particularly when many
or complex actions need
to occur concurrently or
in ashort time, and
staffing needs may be
stretched

Human-machine
interface

If could be problematic,
or not easily accessed or
used (not usually an issue
but consider, for

instance, the need to use
backboards, deal with
common workarounds...)

Human-machine
interface

If could be problematic
(e.g., poor labeling) or
not easily accessed or
used

Additional PSFsto
Consider

Conditions When
Particularly Relevant

Additional PSFsto
Consider

Conditions When
Particularly Relevant

Environment in which
the act needs to be
performed

Potentially adverse or
threatening situations
such asfire, flood,
seismic, loss of
ventilation...(not usually
an issue)

Environment in which
the act needs to be
performed

Potentially adverse
Situations such as high
radiation, high
temperature, high
humidity, smoke, toxic
gas, noise, poor lighting,
weather, flooding,
seismic...
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In-Control Room Actions

Ex-Control Room Actions

Accessability and
operability of equipment
to be manipulated

If could be problematic,
or not easily accessed or
used such as the need to
use backboards, or when
indications/controls
could be affected by the
initiating event or other
failures (e.g., loss of DC)

Accessability and
operability of equipment
to be manipulated

If could be problematic,
or not easily accessed or
used such as when the
equipment could be
affected by theinitiating
event or the environment
(e.qg., fire, flood, weather)

The need for specia
tools (keys, ladders,
hoses, clothing such asto
enter aradiation area...)

Not usually an issue but
consider, for instance,
accessahility of keysfor
keylock switches

The need for specia
tools (keys, ladders,
hoses, clothing such asto
enter aradiation area...)

For situations where
other than simple switch
or similar type operations
are necessary, or when
needed to be able to
access the equipment

Communications
(strategy and
coordination) aswell as
whether one can be easily
heard

Not usually an issue -
simply ensure that
communication strategy
allows crisp direction and
proper feedback;
otherwise only in special
situations such as
needing to communicate
with SCBAson

Communications
(strategy and
coordination) aswell as
whether one can be easily
heard

For situations where
communication among
crew members (locally
and/or with CR) are
likely to be needed and
there could be athreat
such as too much noise,
failure of the
communication
equipment, availability
and location issues
associated with the
communication
equipment...

Additional PSFsto
Consider

Conditions When
Particularly Relevant

Additional PSFsto
Consider

Conditions When
Particularly Relevant
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In-Control Room Actions

Ex-Control Room Actions

Time of day

Special sequences or
events such asinvolving
numerous failures where
task workloads may be
extremely high and
preferred additional in-
CR staffing needs may be

Time of day

Particularly when many
or complex actions need
to occur concurrently or
in ashort time, and
staffing needs may be
stretched such as during
graveyard shift

difficult to obtain such as
during graveyard shift
(typically not an issue)

Special fitness needs For special situations
expected to involve the
use of heavy or awkward
tools/equipment, carrying

hoses, climbing...

Team/crew dynamicsand | To the extent that the
crew characteristics timing and the

(degree of independence | appropriateness of the
among individuals, directions from the CR,
operator attitudes - biases | and the subsequent

- rules, use of status carrying out of the ex-CR
checks, approach for action(s) could be
implementing affected

procedures, e.g.,
aggressive vs. slow and
methodical...)

To the extent that these
could affect the timing,
specific directions, or
successful performance
of the ex-CR action(s)

Consideration of
‘realistic’ accident
seguence diversions and
deviations (e.g.,
extraneous alarms,
outside discussions,
sequence not exactly like
that trained on...)

addressed by thefollowinglist of factors, identification of other performance-shaping factorsshould
complement the list below. Consideration of the impact of the factors on the HEPs should be as
plant- and acci dent sequence-specific asnecessary to addresstheissue and confirmed, whereuseful,
by such techniques as talkthroughs, walkdowns, field observations, simulations, and examination
of past eventsin order to berealistic. Appendix A provides more specific guidance and discussion
of the PSFs presented below, as well as why some are considered generally more important than
others.

It should be apparent that the factors seemingly most relevant to the act (either as positive or
negative influences) and having the most impact on the HEP, have been considered quantitatively.
Further, the more the impacts of the factors have been determined based on talkthroughs,
walkdowns, field observations, and simulations vs. simple assumptions or judgements, the better
the quality of the HEP evaluations.
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5.3.3.6 Good Practice #6:

Dependencies among the post-initiator HFES and hence the corresponding HEPs in an accident
sequence should be quantitatively accounted for inthe PRA model by virtue of thejoint probability
used for the HEPs. Thisisto account for the evaluation of each sequence holistically, considering
the performance of the operators throughout the sequence response and recognizing that early
operator successes or failures can influence later operator judgments and subsequent actions. This
isparticularly important so that too optimistic combined probabilitiesarenot inadvertently assigned
potentially resulting in the inappropriate decrease in the risk significance of human actions and
related accident sequences and equipment failures. In the extreme, this could result in the
Inappropriate screening out of accident sequencesfrom themodel becausethe combined probability
of occurrence of the events making up an accident sequence drops below athreshold value used in
the PRA to drop sequences from the final risk results.

In analyzing for possible dependencies among the HFES in an accident sequence, look for links
among the acts including:

» the same crew member(s) is responsible for the acts,

» theactionstakeplacerelatively closeintimeinthe sensethat acrew “mindset” or interpretation
of the situation might carryover from one event to the next,

» theprocedures and cues used along with the plant conditions related to performing the acts are
identical (or nearly so) or related, and the applicable steps in the procedures have few or no
other stepsin between the applicable steps,

» thereare similar performance shaping factors for performing the acts,
* how the acts are performed is similar and they are performed in or near the same location, and

» thereisreasonto believethat the decision processes associated with the events might berelated
and the interpretation of the need for one action might bear on the crews decision regarding
another action.

The more the above commonalities and similarities exist, the greater the potential for dependence
among the HFEs (i.e,, if the first act is not performed correctly, there is a higher likelihood the
second, third... act(s) will aso not be performed correctly; or viceversaif the act(s) are successful).
For example, if nearly all or all of theabove characteristicsexist, very high or compl ete dependence
should generally beassumed. If only oneor two of the above characteristicsexist, then analystswill
need to evaluate the likely strength of their effect and the degree of dependence that should be
assumed and addressed in quantification.

Theresulting joint probability of the HEPs in an accident sequence should be such that itisinline
with the above characteristics and the following guidance, unless justified otherwise:

* Thetotal combined probability of al the HFEsin the same accident sequence/cut set should not
belessthan ajustified value. It issuggested that the value not be below the ~0.0001 to 0.00001
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range since it is typically hard to defend that other not specifically treated dependent failure
modes (e.g., even heart attack) cannot occur. Depending on the independent HFE values, the
combined probability may need to be higher.

* To the extent the joint HEPs are looked at separately, but a previous human action in the
sequence has failed, then:

» A factor of 3-10 higher than what would have been the independent HEP value for the
subsequent act(s) exists for low to moderate dependence

» 0.1 upto 0.5 is the resulting probability value used for the subsequent HEP(s) for high
dependence

» >0.5 existsfor the subsequent HEP(s) for very high or 1.0 for complete dependence.

5.3.3.7 Good Practice #7:

Mean values for each HEP (excluding conservative HEPSs) and an assessment of the uncertainty in
the mean values should be performed at least for the dominant HEPs to the extent that these
uncertainties need to be understood and addressed in order to make appropriate risk-related
decisions. Assessments of uncertainty are typically performed by:

* assigning uncertainty distributions for the HEPs and propagating them thru the quantitative
analysis of the entire PRA such as by a Monte Carlo technique, and/or

» performing sensitivity analyses that demonstrate the effects on the risk results for extreme
estimates in the HEPs based on at |east the expected uncertainty range about the mean value.

Note, in some cases, it may be sufficient to address the uncertainties by just qualitative arguments
without the need to specifically quantify them (e.g., justifying why the HEP cannot be very
uncertain or why achange in the HEP haslittle relevancy to the risk-related decision to be made).

In assessing the uncertaintiesand particul arly when assigning specific uncertainty distributions, the
uncertaintiesshouldinclude (&) those epi stemi c uncertai ntiesexisting because of lack of knowledge
of the true expected performance of the human for a given context and associated set of
performance-shaping factors (i.e., those factors for which we do not have sufficient knowledge or
understanding as to the “correct” HEP, such as how time of day affects the bio-rhythm and hence,
performance of operators), and (b) consideration of the combined effect of therelevant aleatory (i.e.,
random) factors to the extent they are not specifically modeled in the PRA and to the extent that
they could significantly alter the context and performance-shaping factor evaluations for the HFE,
and thereby the overall HEP estimate.

Concerning the latter, while it is best to specifically model the aleatory factorsin the PRA (i.e.,
those factorsthat are random and could significantly affect operator performance, for example, the
time of day theinitiator occurs, whether or not other nuisance alarmsor equipment failures may co-
exist with the more important failuresin the sequence, whether acritical equipment failure occurs
early inthe sequence or latein the sequence, etc.), thisisoften impractical and istypically not done
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asit would makethe PRA model excessively large and unwieldy. Thusin assigning the mean HEP
and uncertainty distribution, analysts should reflect an additional contribution from random factors
associated with the plant condition or overall action context. This can be done by considering the
relevant aleatory (i.e., random) factors, their likelihoods of occurrence, and their effectsonthe HEP
estimate.

For example, suppose for an accident sequence(s) it isjudged that the human performance will be
significantly affected by the number of “nuisance and extraneousfailures,” as opposed to when no
or few nuisance/extraneousfailuresexist (and yet thesetwo plant “ states” arenot explicitly defined
by the PRA model). Further, based on the analyst considering how the HEP is affected, avalue of
P, would be estimated for when no or few nuisance/extraneous failures exist and a value of P,
would be estimated for when many do exist, and the difference between P, and P, is significant
(e.g., factor of 10). Itisalso judged that many nuisance/extraneous failureswill occur about 50%
of the time based on past experience. The resulting combined mean HEP value is 0.5P, + 0.5P;
considering this random factor. The overall uncertainty about the combined mean HEP value
should reflect the weighted epistemic uncertaintiesin P, and P, (such asby aconvol ution approach,
viaan approximation, or other techniques). Whileit isnot expected that such adetailed evaluation
be done for every random situation or for every HEP, the mean and uncertainty estimates for the
most dominant HEPs should account for any such perceived important aleatory factors that have
not otherwise been accounted for (i.e., the factors, considering their likelihoods and effects on the
HEP, are anticipated to have a significant impact on the resulting overall HEP).

Whatever uncertainty distributions are used, the shape of the distributions (log-normal, normal,
beta...) are typically unimportant to the overall risk results (i.e., the PRA results are usually not
sensitive to specific distributions). Further, typical uncertainties include values for the HEP that
represent a factor of 10 to 100 or even more between the lower bound value and the upper bound
value that encompass the mean value.

5.3.3.8 Good Practice #8:

The post-initiator HEPs (excluding the conservative HEPSs) should be reasonable from two
standpoints:

» first and foremogt, relative to each other (i.e., the probabilistic ranking of the failures when
compared one to another), and

* in absolute terms (i.e., each HEP value) to the extent that the sensitivity of the risk-related
decision is not important as to the absolute values for the HEPs.

This reasonableness should be checked based on consideration of actual plant experience and
history, against other evaluations (such as for similar acts at other plants), and the qualitative
understanding of theactionsand therelevant contextsand performance-shaping factorsunder which
the acts are performed.

It issuggested that arank-ordered list of the post-initiator HFES by probability be used asanaid for
checking reasonableness. As part of such alist, it is particularly worthwhile to compare “like”
HFEs for different sequences such as failure to manually depressurize in a BWR when al high
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pressure injection is lost during a LOCA as compared to the same action but during a simple
transient. For example, ssimple, procedure-guided actions with easily recognized cues and plenty
of time to perform the actions, should have lower HEPs than complex, memorized, short time
availabletype actions, all other factors being the same. Typical expectations of most post-initiator
HEPs are in the 01 to 0.0001 range and depend particularly on the relevant contextual factors and
proper consideration of dependencies as discussed under many of the Good Practices covered
above. Helpful checksinclude:

» For aHFE, do any one or two dominant performance-shaping factorsexist or isthe cumulative
effect of the relevant performance-shaping factors such that they are either so negative or so
positive that a ‘ sanity check’ would suggest a high HEP (e.g., 0.1) or alow HEP (e.g., 1E-4)
respectively? Accordingly, thisvery high or low probability HFE should be one of the higher
or lower probability HFES relative to the other HFEs in the model. For example, while the
manual scram action may need to be donein ashort time, it isaproceduralized action, is often
an early step in procedures, is performed often in training, and thus has become such an
“automatic” action (the predominant positive factor) that alow HEP isjustified.

» Arethere seemingly balanced combinations of both positive and negative factors, or are there
weak to neutral factor effects? If so, thisislikely to lead to in-between values for the HEPs
(e.g., ~0.01) placing these HFEs (relative to others) ‘in the middle'.

* Do theindividua HEPs and the relative ranking of the HFEs seem consistent with actual or
simulated experience? For example, if it isknown that operators ‘ have troublewith’ aspecific
act(s) in simulations or practiced events, and yet the assigned HEP is very low (e.g., 1E-3 or
lower), this may be areason to question and revisit the assigned HEP.

* Do other similar plant and action analyses support the HEP evaluation? Recognize, however,
that there may be valid reasons why differences may exist and thus this check is not likely to
be as helpful asthe others above.

534 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTICES AND
ADDITIONAL REMARKS:

Besides the obvious concerns about inaccuracies in the HEP quantification and thus whether the
HEPs “make sense”, as well as the resulting potential misinformation about the dominant risk
contributorsif quantification is not done well, the following observations are noted.

» Useof conservative valuesisauseful and most often, necessary part of HRA so asto avoid the
expenditure of resources on unimportant human events and accident sequences. The above
guidance is aimed at alowing some conservative values without inadvertently and
inappropriately allowing the analytical phenomenon of, for instance, multiplying four human
events in the same sequence each at a conservative estimate of 1E-1 to yield a 1E-4 combined
probability, without checking for dependencies among the human events. In such acase some
human failure events and combinations of events, or even whole accident sequences, may
Inappropriately screen out of the PRA model entirely because the accident sequence frequency
drops below a model threshold. Hence some of the dominant individual or combination
contributors may be missed. Thisiswhy the conservative estimates both individually and for
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combined events should not be too low. Further, if conservative values are |eft permanently
assigned to some human failure eventsthat shoul d be assessed with more detail to obtain amore
realistic assessment of risk (supposedly lowering the probability), therisk significance of these
human failure events and related equipment failures are likely to be over-emphasized at the
expense of improperly lessening the relative importance of other events and failures.

» Itisimportant to be sure that dependencies among the various modeled HFES including those
with conservative values, have been investigated. Treating HFES, whether with conservative
values or based on more detailed analysis, as independent acts without checking for
dependencies (thereby being able to multiply the individual HEPS) can inappropriately lessen
therisk significance of those HFEs and rel ated equipment failuresin accident sequences. This
can cause the inappropriate dropping out of accident sequences because the sequences
quantitatively drop below amodel threshold val ue as discussed above under screening. Proper
consideration of the dependencies among the human actionsin the model is necessary to reach
the best possible evaluation of both the relative and absol ute importance of the human events
and related accident sequence equipment failures.

» Theuse of mean values and addressing uncertainties are apart of the Regulatory Guide 1.174"
guidance and to the extent addressed therein, the HRA quantification needs to be consistent
with that guidance when making risk-informed decisions.

* There can be atendency for analysts to want to use an existing PRA model to address issues
such as changes to the plant, without spending the appropriate time to revisit some of the
underlying assumptions and modeling choices made to create the original PRA. A review
should be doneto seeif these assumptions and choicesstill apply for theissue being addressed.
In this case, some post-initiator human failure events may be quantified in the origina model
using conservative estimates and detailed failure probabilities that may not be appropriate for
the new issue being addressed. As an example, where higher conservative values may have
been acceptable for purposes of the original PRA, these may over-estimate the contribution of
these human failure eventsfor theissue being addressed. Further, therelativerisk contribution
of equipment and associated accident sequences with which the human failure events appear,
may be artificially too high (and therefore other events too low) because of the conservative
values. Henceitisgood practiceto revisit the use of conservative estimates and detailed human
failure event probabilitiesin order to appropriately address the issue.

5.4 Adding recovery actionsto the PRA

54.1 OBJECTIVE: To address what recovery actions can be credited in the post-initiator HRA
and therequirementsthat should be met before crediting recovery actions. Adding recovery
actionsis common practicein PRA and accountsfor other reasonabl e actions the operators
might take to avoid severe core damage and/or a large early release that are not already
specifically modeled. For example, inthe PRA modeling of an accident sequenceinvolving
aloss of offsite power, subsequent station blackout, and loss of all injection, it would be
logical and common to credit the operators attempting to recover offsite or onsite power
(and thus ac-powered core cooling systems) as well as perhaps locally aligning an
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independent firewater system (not affected by the station blackout) for injection. Thefailure
to successfully perform such actionswoul d subsequently be added to the accident sequence
model thereby crediting the actions and further lowering the overall accident sequence
frequency because it takes additional failure of these actions before the core is actually
damaged. Thefollowing providesgood practicesfor crediting post-initiator recovery actions
while implementing the related Standard requirements.

5.4.2 CORRESPONDING ASME STANDARD REQUIREMENTS:

The Standard requires that recovery actions be modeled only if it has been
demonstrated that the action is plausible and feasible for those sequencesto
which they are applied. There are multiple supporting requirementsin the
Standard that address what recovery actions can be credited as well as the
need to consider dependencies among the HFES and any recovery actions
that are credited.

543 GOOD PRACTICES:

5.4.3.1 Good Practice #1:

Based on thefailed functions, systems, or components, identify recovery actionsto be credited that
are not already included in the PRA (e.g., restoring offsite power loss, aligning another backup
system not aready accounted for...) and that are appropriate to be tried by the crew to restore the
failure. The following should be considered in defining appropriate recovery actions:

» thefailureto berecovered,

» whether the cues will be clear and provided in time to indicate the need for a recovery action,
and the failure that needs to be recovered,

» themost logical recovery actions for the failure and based on the cues that will be provided,

» therecoveryisnot arepair action (e.g., the replacement of amotor on avalve so that it can be
operated),

» whether sufficient timeis available following the timing of the cues (for the sequence/cut set)
for the recovery action to be diagnosed and implemented to avoid the undesired outcome,

» whether sufficient crew resources exist to perform the recovery(ies),
* whether thereis procedure guidance to perform the recovery(ies),

» whether the crew has trained on the recovery action(s) including the quality and frequency of
the training,
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* whether the equipment needed to perform the recovery(ies) is accessible and in a non-
threatening environment (e.g., extreme radiation), and

» whether the equipment needed to perform the recovery(ies) is available in the context of other
failures and the initiator for the sequence/cut set.

In addressing the above issues and assessing which recovery action, or afew, to credit inthe PRA,
just aswith any other HFE, all the good practices provided earlier in Sections 5.1, 5.2, and 5.3 apply
to these recovery actions as well (i.e., the failure to recover is just another HFE like all the other
post-initiator HFES). In general, no recovery should be credited where any of the above
considerations are not met (e.g., there is not sufficient time, there are no cues that there is a
problem, there are not sufficient resources, thereisno procedure or training, etc.). Exceptions may
be able to be justified in unique situations, such as a procedureis not needed because the recovery
Is a skill-of-the-craft, non-complex, and easily performed; or the specific failure mode of the
equipment is known for the sequence (thisis usually not the case at the typical level of detail ina
PRA) and so “repair” of the failure can be credited because it can be easily and quickly diagnosed
and implemented. Any exceptions should be documented asto the appropriateness of the recovery
action.

When considering multiple recoveries (i.e., how many recoveries to be credited in one accident
sequence/cut set), the above considerations apply to all the recoveries. The analyst should also
consider that onerecovery may betried (perhaps even multipletimes) and then the second recovery
may be tried but with even less time and resources available because of the attempts on the first
recovery. Hencethefailureprobability of the second recovery should be based on more pessimistic
characteristics (e.g., less time available, less resources, etc.) than if such a possibility is not
considered.

5.4.3.2 Good Practice #2:

As stated above, al the good practices provided earlier in Sections 5.1, 5.2, and 5.3 apply. From
these good practices, particular attention should be paid to accounting for dependencies among the
HFEsincluding the credited recovery actions. More specifically, dependencies should be assessed:

» among multiple recoveries in the accident sequence/cut set being evaluated, and
» between each recovery and the other HFESs in the sequence/cut set being evaluated..

As part of this effort, the analyst should give proper consideration to the difficulties people often
have in overcoming an initial mind-set despite new evidence (e.g., look how long the PORV
remained open in the Three Mile Island accident despite new cues of the problem, different
personnel, etc.). For this and similar reasons, the assessing of no dependence needs to be
adequately justified to ensure the quantified credit for the recovery action(s) is not unduly
optimistic.
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5.4.3.3 Good Practice #3:

Quantify the probability of failing to perform the recovery(ies) by:

* usingrepresentative datathat existsand deemed appropriatefor therecovery event (i.e., adata-
based approach such as using data that exists for typical timesto recover offsite power)

* using the HRA method/tool(s) used for the other HFES (i.e., using an analytical/modeling
approach).

In performing the quantification, one should ensurethat all the good practicesunder Section 5.3 are
followed (for each individual recovery aswell as for multiple/joint recovery credit). In addition,
if using data, ensure the data is applicable for the plant/sequence context or that the data is
modified accordingly. For example, a plant may use available experience data for the probability
of failling to align afirewater system for injection but the experience data is based on designs for
which all the actions can be taken from the main control room whereas for this plant, the actions
have to be performed locally.

544 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTICES AND
ADDITIONAL REMARKS:

The primary concern for not performing the above good practicesis that recovery credit could be
applied too optimistically; that is, the failure to recover is assigned too low a probability. Hence
an under-estimate of thefailureto recover isapplied to the PRA accident sequence/cut set, making
the affected sequence/cut set artificially too low in risk significance. This can subsequently affect
the ranking of the important sequences, equipment failures, and human actions potentially leading
to false conclusions of the dominant risk contributors.

6. HRA DOCUMENTATION

The ASME Standard® provides aset of requirements for documenting ahuman reliability analysis
(HRA) in a manner that facilitates PRA applications, upgrades, and peer review. Specific
requirements are provided. Thefollowing providesgood practice for documentingaHRA building
on those requirements.

Good Practice:

The level of detail that needs to be addressed in the documentation is dependent on the PRA
application and the issue being addressed as well asthe objectives, scope, and level of detail of the
analysis. Whatever documentation is provided, the test for adequate documentation should be:
“Can a knowledgeable reviewer understand the analysis to the point that it can be at least
approximately reproduced and the resulting conclusion reached if the same methods, tools, data,
key assumptions, and key judgmentsandjustificationsareused?’ Hence, thedocumentation should
include the following, but only to the extent it is applicable for the application:
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» theoverall approach and disciplinesinvolved in performing the HRA including to what extent
talk-throughs, walkdowns, field observations, and simulations were used,

* summary descriptions of the HRA methodologies, processes, and tools used to:
» identify the pre-and post-initiator human actions,
» screen pre-initiators from modeling,

» model the specific HFEs including decisions about level of detail and the grouping of
individual failuresinto higher order HFEs,

» quantify the HEPs with particular attention to the extent to which plant and accident
sequence-specific information was used, as well as how dependencies were identified and
treated,

» assumptions and judgments made in the HRA, their bases, and their impact on the results and
conclusions (generic or on a HFE-specific basis, as appropriate),

» for at least each of the HFEsimportant to therisk decision to be made, the PSFs considered, the
bases for their inclusion, and how they were used to quantify the HEPs, along with how
dependencies among the HFEs and joint probabilities were quantified,

» the sources of data and related bases or justifications for:

» the screening and conservative values,
» thebest estimate values and their uncertainties with related bases,

» theresults of the HRA including alist of the important HFEs and their HEPs, and
» conclusions of the HRA.
7. ERRORS OF COMMISSION (EOCs)

Explicit modeling of errorsof commission (i.e., committing an incorrect act) are generally beyond
current PRA practice and are not explicitly addressed in the ASME Standard HRA requirements.
Thisislargely because of the seemingly unlimited set of acts that an operator might perform that
are adverse to safe shutdown (i.e., fail or make unavailable equipment/functions relevant to
mitigating the scenario, or otherwise exacerbate the scenario such as opening aPORV and causing
an unwanted loss of coolant accident) even for what may appear to be justifiable reasons. Errors
of omission (i.e., failure to perform the correct act) are typically modeled in PRASs because the set
of correct actsis better known for each sequence thus limiting the number of human failures that
need to be model ed.
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Given the current state of the art, EOCs should not be expected to be explicitly treated in any
HRA/PRA evaluation. Yet, the use of risk in any issue assessment should at least ensure that
conditionsthat promote likely EOCs do not exist or have not been introduced by a plant change or
modification. To the extent any EOCs are modeled, all the guidance in this document has been
written with both typesof errorsinmind; that is, all the same good practices apply whether the error
Is one of omission or commission.

When considering the potential for situations that may make EOCs somewhat likely, the premise
of any evaluation should be that:

» operators are performing in arationale manner (e.g., no sabotage), and

» theprocedural and training guidanceis being used by the crew based on the plant statusinputs
they are receiving.

Using this premise, EOCs are considered to be largely the result of problems in the plant
information/operating crew interface (wrong, inadequateinformationispresent, or theinformation
can be easly misinterpreted) or in the procedure-training/operating crew interface
(procedures/training do not cover, very well, the actual plant situation because they provide
ambiguous guidance, no guidance, or even unsafe guidance for the actual situation that may have
evolved in a somewhat unexpected way).

With apresent focuson reviewing potential applicationsof current PRAsand not onthewhole-sale
addition of EOCs to current PRAS, the following is offered as guidance in this area to aid in
ensuring EOC-prone conditions do not exist or have not been introduced as part of a plant change.
Hence, areview of a plant change should look for situations where one or more of the following
characteristics are introduced as aresult of the change and thus should be corrected if possible.

* Todeal with the ‘bad information’ interface, an analysis/review should at |east look for those
actsthat operators may take that (a) would fail or otherwise make unavailable aPRA function
or system, or (b) would reduce the accident mitigating redundancy available, or (c) would
exacerbate an accident challenge, because the change has caused such an action to be performed
onthebasisof just one primary input/indication for which thereisno redundant meansto verify
the true plant status. Such a situation identifies a vulnerable case where EOCs may likely be
performed based on just one erroneous (failed, spurious, etc.) input such asan alarm, indicator,
or verbal cue of an observed condition.

Inidentifying such cases, one should keep in mind that multiple indications may use the same
faulty input (e.g., subcooling marginindication and primary systemindication may usethe same
pressure transmitter(s); multiple reactor vessel level indications may rely on the same power
supply) and hence asingle fault may actually affect multiple inputs observable to the operator.
Depending on the how the failure affects the indications (fail high, low, mid-scale, etc.), the
failuremay not be* obvious’ and aEOC-pronesituation may exist that may need to berectified.
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* Todea with the procedure-training interface, an analysis/review should at least ook for those
actsthat operators may take that (a) would fail a PRA function or system, or (b) would reduce
the accident mitigating redundancy available, or (c) would exacerbate an accident challenge,
because the change has caused the procedure (including entry conditions) and/or training
guidance:

» to become ambiguous/unclear (e.g., vague criteria as to when to abandon the main control
room),

» tointroduce arepetitive situation in the response steps where a way to proceed out of the
procedure and/or the specific repetitive stepsis not evident (e.g., at the end of a series of
steps, the procedure calls for areturn to a previous step with no clear indication asto how
the operators ultimately get out of the repetitive loop of steps,

» to place the operators in dilemma conditions without some guidance/criteria as to how to
“solve” the dilemma (e.g., being vague as to whether or not to shutdown a diesel with a
cooling malfunction when all other ac power is unavailable),

» torequire the operatorsto rely on memory especialy for complex or multi-step tasks, or

» torequiretheoperatorsto perform cal culationsor make other manual adjustmentsespecially
In time-sensitive situations.

The above identify vulnerable cases where EOCs may likely be performed because the procedures
and/or training do not adequately cover accident situationsthat may befaced by the operator or rely
on techniques (require memory or adjustments) that may be difficult to perform properly especially
when in a dynamic response situation. In these cases, mismatches between the actual event
response that is required and the procedure/training guidance can become magnified making
conditions potentially more prone to EOCs.
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APPENDIX A
Guidance on Consideration of Performance-Shaping Factorsfor Post-Initiator HFEs

Thefollowing providesmoredetail onthe performance-shaping factorspresentedin Section 5.3.3.5,
including some key characteristicsto consider when assessing the influence of these performance-
shaping factors on the failure probability for ahuman failure event (HFE). Included areimportant
Interactions among the factors that should also be examined when assessing the holistic impact of
the performance-shaping factors on operator performance. These factors need to be assessed on a
plant-specific and accident sequence-specific basis considering the rel evant context and the act to
be performed.

Itisimportant to re-iterate that this Appendix iswritten for the specific purpose of addressing post-
initiator HFES in a risk assessment for commercial nuclear power plant operations occurring
nominally at full power, and for internal initiating events. However, much of it isconsidered useful
to other modes of operation and for other industry applications such as safety assessments of
chemical plants, space mission risk assessments, and others. Similarly, much of it is considered
applicable for external initiating events but it should be used with the additional context of such
eventsinmind (e.g., shaking during aseismic event). Additionally, portionsof this Appendix may
be of benefit in examining human actions related to nuclear materials and safeguard types of
applications.

Specific HRA methods and tools used by the industry may define and “measure” these
performance-shaping factors somewhat differently than described here. That is, they may use a
different explicit set of performance-shaping factorsthat ‘roll-up’ many of thefactorslisted below
into the definitions of their specific factors (e.g., stress, workload). Nevertheless, these summaries
are provided as one means with which to assess that the specific HRA method/tool has been used
such that the characteristics described here have indeed been accounted for in the evaluation of
post-initiator human error probabilities (HEPS).

Whilequantitativeguidanceisnot provided (specific quantification dependson the method/tool that
IS used), the following should be useful in arriving at whether a performance-shaping factor,
regardless of the method/tool, qualitatively is aweak/strong positive, neutral (or not applicable),
or negative influence. The method/tool that is used, should have established scales and
corresponding definitions for assessing each PSF qualitatively (e.g., “good’, “adequate”, “poor”)
and away to interpret the result into a quantified HEP.

The performance-shaping factors are addressed below.
Applicability and suitability of training/experience. For both in-control room and local actions, this

Is an important factor in assessing operator performance. For the most part, in nuclear plants,
operators can be considered “trained at some minimum level” to perform their desired tasks.

However, from a HRA perspective, the degree of familiarity with the type of sequences modeled
inthe PRA and the actionsto be performed, can provide anegative or positiveinfluencethat should
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be assessed on the likelihood of operator success. In cases where the type of PRA sequence being
examined or the actions to be taken are not periodically addressed in training (such as covered in
classroom sessions or simulated every one to two years or even more often) or the actions are not
performed as part of their normal experience or on-job duties, this factor should be treated as a
negative influence. The converse would result in a positive influence on overall operator
performance.

One should also attempt to identify systemati ¢ training biasesthat may affect operator performance
either positively or negatively. For example, training guidance in a pressurized water reactor
(PWR) may provide areluctanceto use “feed and bleed” in asituation where steam generator feed
Isexpected to berecovered. Other biases may suggest operators are allowed to take certain actions
beforethe procedural steps calling for those actionsarereached, if the operatorsare surethe actions
are needed. Such training “biases’ could cause hesitation and hence higher HEPs for the desired
actions, asin the first case above, or asin the case of not waiting to take obvious actions, be a
positive influence.

It is incumbent on the analyst to ensure that training and/or experience is relevant to the PRA
sequence situation and desired actions. The more it can be argued that the training is current, “is
likethereal event,” isvaried enough to represent differencesin the way the event can evolve, and
proficiency is demonstrated on a periodic basis, the more positive thisfactor. If thereislittle or no
training/experience or there are potentially negative training biases for the PRA sequence being
examined, this factor should be considered to have a negative influence.

Suitability of relevant procedures and administrative controls. For both in-control room and local
actions, thisis an important factor in assessing operator performance. Similar to training, for the
most part, procedures exist to cover many types of sequences and operator actions.

However, from aHRA perspective, the degree the procedures clearly and unambiguously address
the types of sequences modeled in the PRA and the actions to be performed, dictates whether they
areanegativeor positiveinfluenceon operator performance. Where procedures have characteristics
like those below related to the desired actions for the sequences of interest, this factor should be
considered a negative influence:

ambiguous/unclear/non-detail ed steps for the desired actionsin the context of the sequence of
Interest,

* dituationscan exist wherethe operatorsarelikely to have troubleidentifying away to proceed
forward,

» thereisarequirement to rely on considerable memory,

» operators must perform calculations or make other manual adjustments especialy in time-
sensitive situations,
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» thereisno procedure or the procedureislikely to not be available especially when taking local
actions “in the heat of the scenario” and it cannot be argued that the desired task is simple and
a “skill of the craft” or automatic/memorized activity that is trained on or there is routine
experience.

Otherwise, this factor should be considered as adequate or even a positive influence.

Talk-throughswith operationsand training staff can be hel pful inuncovering ‘ difficulties’ or ‘ ease’
in using the relevant procedures considering the associated training that the operators receive and
the way the operators interpret the use of the procedures.

Availability and clarity of instrumentation (cues to take actions as well as confirm expected plant
response). For both in-control room and local actions, thisis an important factor since operators,
other than for immediate and memorized response actions, take actions based on diagnostic
indicationsand look for expected plant responsesto dictate follow-on actions. For in-control room
situations, typical nuclear plant control rooms have sufficient redundancy and diversity for most
Important plant parameters. For this reason, most HRA methods inherently assume that adequate
instrumentation typically exists. Nevertheless, this should be verified looking for the following
characteristicsthat could makethisanegative performance-shaping factor, particul arly in situations
where there is little redundancy in the instrumentation associated with the act(s) of interest:

» the key instrumentation associated with an act is adversely affected by the initiating event or
subsequent equipment failure (e.g., lossof DC power causing loss of someindications, spurious
or failed as aresult of a hot short from afire)

» thekey instrumentation isnot readily available and may not be typically scanned such ason an
obscure back panel

» the instrumentation could be misunderstood or may be ambiguous because it is not a direct
indication of the equipment status (e.g., PORV position is really the position of the solenoid
valve and not the PORV itself)

» theinstrumentationisoperating under conditionsfor whichitisnot appropriate (e.g., calibrated
for normal power conditions as opposed to shutdown conditions)

» there are so many simultaneous changing indications and alarms or the indication is so subtle,
particularly when thetimeto act is short, it may be difficult to “ see and pick out” the important
cuein time (e.g., achanging open-close light for a valve without a concurrent alarm or other
indication, finding one alarm light among hundreds).

The above also applies to local actions outside the control room, recognizing that in some
situations, less instrumentation may exist (e.g., only one division of instrumentation and limited
device actuators on the remote shutdown panel). However, on the positive side, local action
indications often can include actual/physical observation of the equipment (e.g., pump isrunning,
valve stem showsiit is closed) that compensates for any lack of other indicators or alarms.
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It isincumbent on the analyst to ensure that adequate instrumentation is available and clear so that
the operators will know the status of the plant and when certain actions need to be taken.

Time available and time required to complete the act, including the impact of concurrent and
competing activities. Thiscan beanimportant influencefor both in-control room and local actions
since clearly, if thereis not enough or barely enough timeto act, the estimated HEP is expected to
be quite high. Conversely, if the time available far exceeds the time required and there are not
multiple competing tasks, the estimated HEP is not expected to be strongly influenced by this
factor.

It is important that the time available and the time needed to perform the act be considered in
concert with many of the other performance-shaping factorsand the demands of the sequence. This
IS because the thermal-hydraulic inputs (e.g., time to steam generator dryout, time to start
uncovering the core), while important, are not the only influences. (Note, it isbest if the thermal-
hydraulic influences are derived from plant-specific or similar analyses rather than simple
judgments).

Thetimeto perform the act, in particular, isafunction of the number of available staff, the clarity
and repetitiveness of the cuesthat the act needsto be performed, the HMI, the complexity involved
(discussed later), the need to get special tools or clothing (discussed later), consideration of
diversions and other concurrent requirements (discussed later), wherein the procedures the steps
for the act of interest are called out, crew characteristics such as whether the crews are generally
aggressive or slow and methodical in getting through the procedural steps, and other potential ‘time
sinks'.

Clearly thereisjudgment involved, but as described here, it isnot as simple aswatching an operator
perform an act in ideal conditions with astop watch to determine the time required to perform the
act. Only when the sequence context is considered holistically with the interfacing performance-
shaping factorsthat have been mentioned here, can more meaningful “times” be estimated. Hence,
especially for complex actsand/or situations, walkdownsand simul ations can be hel pful in ensuring
overly optimistic “times’ have not been estimated. Whatever HRA method/tool is used,
determination of these times should include the considerations provided here.

Complexity of required response along with workload, time pressure, the need for special
sequencing, and the familiarity of the situation. This is one of those catch-all type factors that
attempts to measure the overall complexity involved for the situation at hand and for the act itself
(e.g., many steps have to be performed by the same operator in rapid succession vs. one simple
skill-of-the craft action). Many of the other performance-shaping factors address elements of the
overall complexity such as the need to decipher numerous indications and alarms, many and
complicated steps in a procedure, poor HMI, etc. Nevertheless, this factor should aso capture
‘measures’ such as the ambiguity of the task, the degree of mental effort or knowledge involved,
whether thisis a multi-variable or single variable associated task, the overall task load and time
pressure on the operators, whether special sequencing is required in order for the act to be
successful especidly if it involves multiple personsin different locations, whether the activity may
require very sensitive and careful manipulations by the operator, etc. The more these “measures’
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describe an overall complex situation, this performance-shaping factor should be found to be a
negativeinfluence. Totheextent these* measures’ suggest asimple, straightforward, unambiguous
process, this factor should be found to be nominal or evenideal (i.e., positive influence).

Team/crew dynamicsand crew characteristics (degree of independence among individual s, operator
attitudes - biases - rules, use of status checks, approach for implementing procedures, e.qg.,
aggressive vs. slow and methodical crew). Thisis another catch-al type of factor which can be
important particularly to in-control room actions where the early responses to an event occur and
the overall strategy for dealing with the event develops. In particular, the way the procedures are
written and what is (or isnot) emphasized in training (may be related to an organi zation influence),
can cause systematic and nearly homogeneous biases and attitudesin most or all the crewsthat can
affect overall crew performance. A review of this factor should include looking for such
characteristics as:

e are independent actions encouraged or discouraged among crew members (alowing
Independent actions may shorten response time but could cause inappropriate actions going
unnoticed until much later in the scenario)

» aretherecommon biasesor ‘informal rules’ such asareluctanceto do certain acts, whether the
overall philosophy is to protect equipment or run it to destruction if necessary, or the way
procedural steps are interpreted

» are periodic status checks performed (or not) by most crews so that everyone has a chance to
‘get on the same page’ and allow for checking what has been performed to ensure the desired
activities have taken place

* isthe overall approach of most crews to aggressively respond to the event, including taking
allowed shortcuts through the procedural steps (which will shorten response times), or are
typical responsesslow and methodical (wetrust the procedurestype of attitude) thereby tending
to slow down response times but making it less likely to make mistakes.

Observing simulations and using talk-throughs and walkdowns can provide valuable insightsinto
the overall crew response dynamics, attitudes, and the typical times it takes them to get through
various procedure steps and deal with unexpected failures or distractions. This knowledge can be
a key input into the HEP evaluation including determining the typical time to respond (see that
factor above).

Consideration of ‘redlistic’ accident sequence diversions and deviations (e.g., extraneous alarms,
outside discussions, the sequence evolution is not exactly like that trained on...). Particularly for
in-control room actions where the early responses to an event occur and the overall strategy for
dealing with the event develops, this can be an important factor to be considered. Through
simulations, training, and the way the procedures are written, operators ‘build up’ some sense of
expectations as to how various types of sequences are likely to proceed; even to the extent of
recognizing aarm and indication patternsand what actionswill likely be appropriate. To the extent
the actual sequence may not be ‘just like in the smulator,” such as involving other unimportant or
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spurious alarms, the need for outside discussions with other staff or even offsite entities such asa
fire department, differencesin the timing of the failed events, and behavior of critical parameters,
etc., all can add to the potential diversionsand distractionsthat may delay responsetiming or inthe
extreme, even confuse the operators as to the appropriate actions to take.

Hence the ‘signature’ of the PRA accident sequence and the potential acts of interest should be
examined against the expectations of the operatorsto determineif thereis a considerable potential
for such distractionsand deviations. Observing simulations and talking with the operatorscan help
in discovering such possibilities. This could impact the HEP mean value estimate as well as the
uncertainty in the HEP, which may be important to assessing the potential risk or in establishing
the limits for doing sensitivity studies with the HEP.

Available staffing/resources. For in-control room actions, this is generally not an important
consideration (i.e., not a particularly positive or negative factor) since plants are supposed to
maintain an assigned minimum crew with the appropriate qualified staff availablein or very near
the control room.

However, for ex-control room local actions, this can be an important consideration particularly
dependent on (a) the number and locations of the necessary actions, (b) the overall complexity of
the actionsthat are required to be taken, and (c) the time available to take the actions and the time
required to perform the actions (see above for more on these related factors). For instance, where
the number of actions are few and complexity is low and time available is high, one or two
personnel available to perform the local actions may be more than enough and thus the available
staffing can be considered to be adequate or even a positive factor. On the other hand, where the
number of actionsand their complexity ishigh, and with littletime, perhapsthree or more staff may
be necessary. Additionally, the time of the day the initiating event occurs may be a factor since
typically, night and graveyard shiftshavefewer peopleavailable than the day shift (ssemoreonthis
particular factor, below).

It isincumbent on the analyst to demonstrate that the avail able staffing is sufficient to perform the
desired actions and/or assess the HEP(s) accordingly.

Human-machine interface (HMI). Thisis generally not an important factor relative to in-control
actions since, given the many control room design reviews and improvements and the daily
familiarity of the control room boardsand layout, problematic human-machineinterfaceshave been
taken care of or are easily worked around by the operating crew. Of course, any known very poor
human-machi neinterface should be considered asanegativeinfluencefor an applicable action even
inthe control room. For example, if common workarounds are known to exist that may negatively
influence a desired act, this should be accounted for in the HEP evaluation. Furthermore, it is
possi bl e that some unique situations may render certain human-machineinterfaceslessappropriate
and for such sequences, the relevant interfaces should be examined.

However, sincelocal actionsmay involvemorevaried (and not particul arly human-factored) layouts
and require operators to take actions in much less familiar surroundings and situations, any
problematic human-machine interfaces can be an important negative factor on operator success.
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For instance, if to reach avalve to open it manually requires the operator to climb over pipes and
turn the valve with atool whilein alaid out position, or in-field labeling of equipment isgenerally
in poor condition and could lengthen the time to find the equipment, etc., such ‘lessideal’ human-
machine interfaces could mean this is a negative performance-shaping factor. Otherwise, if a
review reveals no such problematic interfaces for the act(s) of interest, this influence can be
considered adequate or even positive.

Walkdowns and field or simulator observations can be useful toolsin discovering problems (if any
exist) in the human-machineinterface for the actions of interest. Sometimes, discussions with the
operators will reveal their own concerns about issuesin this area.

Environment in which the act needs to be performed. Except for relatively rare situations, this
factor is not particularly relevant to in-control room actions given the habitability control of such
rooms and the rare challenges to that habitability (e.g., control room fire, loss of control room
ventilation, lesslighting as aresult of station blackout). However, for local actions, this could be
an important influence on the operator performance. Radiation, lighting, temperature, humidity,
noise level, smoke, toxic gas, even weather for outside activities (e.g., having to go on a potential
snow-covered roof to reach the atmospheric dump valveisolation valve), etc., can bevaried and far
less than ideal. Hence any HEP assessment should ensure that the influence of the environment
where the act(s) needs to take place is accounted for as a performance-shaping factor. This factor
may be non-problematic (adequate) or a negative influence (even to the point of not being able to
perform the act).

Accessability and operability of the equipment to be manipulated. Aswith the environment factor,
thisfactor isnot particularly relevant most of the timeto in-control room actions except for special
circumstances such as loss of operability of indications or controls as a result of the initiator or
equipment failures (e.g., lossof DC). However, for local actions, accessability and the operability
of the equipment to be manipulated may not always be ensured, and needs to be assessed in the
context with such influences as the environment, the need to use special equipment (discussed
later), and HMI. Hence any HEP assessment should ensure that this factor, for where the act(s)
needs to take place, is accounted for as a performance-shaping factor. This factor may be non-
problematic (adequate) or a negative influence (even to the point of not being able to perform the
act).

Theneed for special tools (keys, ladders, hoses, clothing such asto enter aradiation area...). Asfor
the environment and accessability factors, thisfactor isnot particularly relevant to in-control room
actions with the common exception of needing keys to manipulate certain control board switches
or similar controls (e.g., key for explosive valves for standby liquid control injection in a BWR).
However, for local actions, such needs may be more commonplace and necessary in order to
successfully perform the desired act. If such equipment is needed, it should be ensured that the
equipment isreadily available, itslocation isreadily known, and it is either easy to use or periodic
training isprovided, in order for thisfactor to be considered to be positive or adequate. Otherwise,
thisfactor should be considered to have a negative influence on the operator performance, perhaps
even to the point of making the failure of the desired action very high.
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Communications (strategy and coordination) as well as whether one can be easily heard). For in-
control room actions, this factor is not particularly relevant although there should be verification
that the strategy for communicating in the control room is one that tends to ensure that directives
are not easily misunderstood (e.g., it is required that the board operator repeat the act to be
performed and then wait for confirmation before taking the act). Generally, it is expected that this
will not be problematic; but any potential problemsin thisarea (such as having to talk with special
air packs and masks on in the control room in aminor fire) should be accounted for if they exist.

For local actions, this factor may be much more important because of the possible less than ideal
environment or situation. It should be assured that the initiating event (e.g., loss of power, fire,
seismic) or subsequent equipment faults are not likely to negatively affect the ability for operators
to communicate as necessary to perform the desired act(s). For instance, having to set-up the
equipment and talk over significant background noise and possibly having to repeat oneself many
times should be a consideration - even if just asapossible ‘time sink’ for the time to perform the
act. Additionally, there should betraining on the use of the communication equipment, itslocation
isreadily known, and its operability periodically demonstrated and shown to be in good working
condition. Depending on the status of these characteristics, this factor may be non-problematic
(adequate) or a negative influence (even to the point of not being able to perform the act).

Special fitness needs. While typically not an issue for in-control room actions, this could be an
important factor for a few local actions depending on the specific activity involved. Having to
climb up or over equipment to reach a device, needing to move and connect hoses, using an
especially heavy or awkward tool, are examples of wherethisfactor could have someinfluence on
the operator performance. In particular, the response time for an action may be increased for
successful performance of the act. Physically demanding (or not) activities should be considered
in the evaluation of any HEP where it is appropriate to do so. Talk-throughs or field observations
of the activitiesinvolved can help determine whether such issues are relevant to a particular HFE.

Timeof day: Whileitisrecognized that time of day and similar influences such as day of shift can
affect the bio-rhythm of personnel and potentially their performance, not much is understood on
how to quantify such effects. Moreover, itistypically the PRA’ sintent to measure an average risk
for the whole year, as opposed to at a specific point in time. For these reasons, time of day is not
typically specifically treated in aHEP evaluation.

However, at |east one easily measurabl e effect of thetime of day isontheavailablelevel of staffing
during the early stages of a transient response (see available staffing factor above). Especialy if
there are significant differencesin the staffing levels depending on the time of day, it is advisable
to either treat the staffing level in a HEP evaluation as the minimum available depending on the
shift, or probabilistically account for these aleatory differences more explicitly in the PRA model.

Expert elicitation approach for performng
ATHEANA quanti ficati on

John Forestera*, Dennis Bleyb, Susan Cooperc, Erasm a Loi Sc,
Nat han Si uc,

54



Al an Kol aczkowskid, John Weathalle

aSandi a National Laboratories, P.O Box 5800, Ms0748, Al buquerque, NM 87185-0748, USA
bBut t onwood Consul ting, Inc., CGakton, VA USA

cUS Nucl ear Regul atory Conmi ssion, Washington, DC, USA

dSci ence Applications International Corporation, San D ego, CA USA

eJohn Weathall and Co., Dublin, OH USA

Abst r act

An expert elicitation approach has been devel oped to estinmate probabilities for unsafe
human actions (UAs) based on error-forcing

contexts (EFCs) identified through the ATHEANA (A Techni que for Human Event Anal ysis)
search process. The expert elicitation approach

integrates the know edge of inforned analysts to quantify UAs and treat uncertainty
(‘quantification-including-uncertainty’ ). The anal ysis

focuses on (a) the probabilistic risk assessnent (PRA) sequence EFCs for which the UAs
are being assessed, (b) the know edge and

experience of analysts (who should include trainers, operations staff, and PRA human
reliability analysis experts), and (c) facilitated

transl ation of informationinto probabilities useful for PRA purposes. Rather than sinmply
aski ng the anal ysts their opinion about failure

probabilities, the approach enphasizes asking the analysts what experience and
information they have that is relevant to the probability of

failure. The facilitator then leads the group in conbining the different Kkinds of
information into a consensus probability distribution. This

paper describes the expert elicitation process, presents its technical basis, and
di scusses the controls that are exercised to use it appropriately.

The paper al so points out the strengths and weaknesses of the approach and how it can
be i mproved. Specifically, it describes how

general i zed contextually anchored probabilities (GCAPs) can be devel oped to serve as
reference points for estimates of the |ikelihood of UAs

and their distributions.

g 2003 Published by Elsevier Ltd
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1. Introduction

A Techni que for Human Event Anal ysis ( ATHEANA)

[1] is a human reliability analysis (HRA) nethod that

was devel oped by the US Nucl ear Regul atory Commi ssi on

(USNRC) to increase the degree to which an HRA

can represent the kinds of human behaviors seen in

acci dents and near-niss events at nucl ear power plants

and at facilities in other industries that involve broadly

simlar kinds of human/systeminteractions. The nethod

provides a detailed search process for identifying

i mportant human actions and the contexts that can |ead

to their success or failure. However, an accepted node

of human behavior suitable for formally supporting the

quantification of human actions does not exist. Wile

ATHEANA al so provi des gui dance for quantifying

human actions for PRA purposes, the final steps of the

quantification process (as presented in NUREG 1624 [1])

suggest that analysts translate the inportant contextua

information identified with the search process into human

error probabilities (HEPs) using existing HRA nethods

such as THERP [ 2].

The problemwi th this approach (from our perspective)

is that existing quantification nethods are not adequately

structured to gui de appropriate incorporation of the broad

contextual information identified using ATHEANA, and

therefore significant judgnment nust be exercised by the

anal ysts performng the quantification. In fact, a signifi-

cant amount of creativity and insight on the part of the

anal ysts woul d be necessary to use existing HRA

quantification nethods to address the error-forcing contexts

(EFCs) identified using ATHEANA. As a result, the

ori gi nators of ATHEANA have recently adopted a

facilitator-led group consensus expert elicitation approach

0951-8320/$% - see front matter g 2003 Published by Elsevier Ltd.
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for quantifying human actions and treating uncertainty
(quantification-including-uncertaintyi).

Thi s paper describes the expert elicitation process,
presents its technical basis, and di scusses the controls that
shoul d be exercised to use it appropriately. The paper al so
poi nts out strengths and weaknesses of the approach and

how it can be inproved. Specifically, it describes how
generalized contextual |y anchored probabilities (GCAPs)

can be devel oped to serve as reference points for estinates
of the likelihood of unsafe actions (UAs) and their

di stributions.

2. Description of the quantification process

The basic fornmulation of the quantification process is
described first, followed by a nore detail ed di scussion of the
critical elenments of the process and how it is currently

i mpl enent ed.

2.1. Basic formulation

Quantification as part of HRA involves the derivation of

a probability distribution for basic events nodeled in a
probabilistic risk assessnent (PRA), referred to as human
failure events (HFES). Each HFE conprises one or nore

UAs, and each UA coul d occur under one or nore EFCs. In

the sinplest case of one UA for the HFE nodeled in the

PRA accident scenario (S), the UA can still operate under
several EFCs, so quantification of the HFE is cal cul ated as:
POHFEl SP ¥4 X

I

POEFG | Sb £ POUAl EFG; Sk

This equation does not inply a nmechanistic cal cul ati on of
P(HFElI S). Rather, it alerts us the need to exam ne a wde
range of EFCs, given a particular UA associated with an

acci dent scenario (i.e. S). That is, a range of possible plant
conditions and ‘levels’ of performance shaping factors
(PSFs) could be consistent with a particul ar acci dent
scenari o represented in the PRA

As can be seen fromthis equation, quantification in
ATHEANA is a two-step process: (1) quantification of the

EFC (pl ant conditions and performance shaping factors

(PSFs or ‘human-related conditions’)); and (2) quantifi-
cation of the UA, given the EFC. Iterations may be required
to ensure that EFCs potentially significant to risk are
identified. The probability of a plant condition can generally
be quantified using a standard PRA processes. Typically, the
pl ant conditions are given by the PRA nodel, and the
assessnent of the probability of those conditions is not
directly an HRA issue. However, when the HRA search

process identifies variations on the nom nal (or nost
expected) PRA conditions that shoul d be considered, the
probability of those conditions nust be determ ned. The
associ ated human-rel ated conditions, i.e. the PSFs, are
specified for the UA in question by the search process for

pl ant conditions and plant-specific factors that can affect
human perf or mance.

The strength of the effect of a PSF is a matter of the
overall EFC. In other words, a PSF is identified as being
relevant to the occurrence of a UA or not, depending on the
overall EFC in which the potential for a UA is being
examined. If it is judged that potential variations in a PSF
will not affect the probability distribution of a UA (or the
uncertainty associated with its occurrence) given the
particul ar set of plant conditions and ot her PSFs thought
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to be relevant, then it is sinply dropped from consideration
When it is thought to be relevant, the degree of its
contribution to the likelihood of a UA will be assessed in
the overall plant-specific context in which the operating
crew functions.

Sonme of the major differences of ATHEANA from

earlier nethods are that ATHEANA probes nore deeply

into plant conditions and plant-specific human influences; it
eval uat es each UA over a range of possible EFCs, rather

than assuming a single, nonmnal EFC, and it does not

require the analysts to deal with only a linmted set of PSFs,
to evaluate themby ‘rating’ their influence, and to assune
that they are independent. | n ATHEANA, PSFs are

evaluated in an integrated manner: The potential inpact of
the PSFs is evaluated in the context of the other PSFs and

pl ant conditions identified as inportant. Analysts strive to
consi der potential interactions anpng the set of factors that
m ght strengthen, weaken, or elimnate the usual influence

of individual factors. Such effects can occur in severa
different ways. In sonme cases the strong effect of one or
several factors essentially make the effects of other factors
logically irrelevant. For exanple, workload nmay be high in
terns of the nunmber of tasks (task |oad) that needs to be
perfornmed, but if the crewtrusts their procedures and insists
on a steady, nethodical application of the procedures, then
workl oad (at least in ternms of task load) as a PSF is

irrel evant.

O her types of interactions that nay be inportant are

those commonly seen in experinental research where the
effects of one factor are altered by the presence of another
factor. An obvious exanple is that stress-related anxiety
may facilitate operator performance on an easy, nhundane

task, but hinder performance on a conpl ex task. However,

in some contexts, stress-related anxiety nay also facilitate
performance on conpl ex tasks by inducing individuals to

use various problemsolving ‘heuristics’ that pernit nore

1 This paper uses the phrase ‘quantification-including-uncertainty’ as
interimlanguage, because the two words have acquired separate neani ngs

to many nenbers of the risk and safety conmmunity. In fact, quantification

i ncl udes uncertainty, because anything el se would be inconplete. The only
general ly defensible point estimate is the one derived fromthe uncertainty
distribution of the final result.

2 Note that in the ATHEANA net hodol ogy [1], the termerror-forcing

context (EFC) is defined as the situation that arises when particul ar

conbi nati ons of performance shaping factors and plant conditions create

an environment in which unsafe actions are nore likely to occur.

J. Forester et al. / Reliability Engineering and System Safety 83 (2004) 207-220 208

efficient informati on processing [3]. Wile enpirical data
supporting potential interaction effects that may be

i mportant in power plant control roons are still limted, in
the expert elicitation approach being described, the analysts
attenpt to exami ne such rel ationshi ps anong inportant

factors and take theminto account during quantification.

In performng quantification, uncertainty is addressed by
identifying the key factors (plant conditions and PSFs) that
can affect the results in the case being exam ned. |nportant
factors identified fromthe search process are considered
first. Next, arelatively long |list of factors devel oped to
support the quantification process (currently about 50 itemns)
is exam ned to ensure that all potentially inportant

i nfluencing factors have been considered, especially to
determne those with a potentially strong effect on
uncertainty. The general approach to uncertainty is

Bayesian: It treats probability as a representation of the
analysis teanis state of know edge (subjective probability),
it incorporates aleatory and epistem c uncertainty, and it
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brings all available evidence to bear on the issues at stake.
2.2. The expert elicitation process

2.2.1. ldentification of contextual information
Application of the process nmakes use of a facilitator to
present an initial description of the event being anal yzed and
the expected or proposed EFC for the event. This initia
description includes as nmany as possible of the follow ng
steps of the ATHEANA search process [1]:

1. FromStep 1 (Define and Interpret the Issue) and Step 2
(Define the Scope of the Analysis):

-the type of initiating event

- necessary conbi nati ons of systens or conponent

failures and any previous hunan actions or failures

that have occurred in the scenario, i.e., S

-expected rel evant indications, alarns, and conpelling
sighals available to the crew.

2. From Step 3 (Describe the Base Case Scenario0):

- expected behavior of critical plant paraneters

- procedures and procedure steps indicated by the

behavi or of the plant paraneters, including continuous
action statenments that all ow operators to respond

at any tinme to particular situations

-event priority in terms of how inportant the crew

woul d vi ew t he needed acti on

-crew training on rel evant scenari os.

3. From Step 4 (Define HFEs and/or UAs), Step 5 (ldentify
Potential Vulnerabilities in Operators’ Know edge Base),
and Step 6 (Search for Deviations fromthe Base Case
Scenari 0):

-informal rules that could contribute to UAs given the
conditions (that is, rules or tendencies exist that are
not explicitly part of the relevant witten procedures
operators have cone to follow and that are usually
correct, but which in some contexts could lead to

i nappropriate actions, e.g., a focus on core damage
under conditions where pressurized thernmal shock is
actually a greater concern or nore sinple biases such

as "protect the punps")

-timng of the scenario including the tinme at which
critical indicators should occur and time when critica
actions should be conpl eted

- expected workl oad during the relevant tine interval,
i.e. how many ot hers tasks and eval uations (i ncluding
unrel ated tasks) must be conpleted in the tine

i nterval and how many staff nenbers woul d be

avail able to performthe tasks

-potential distractions

-1 nportant PSFs associated with the EFC identified
during the search process

-other findings fromthe identification of vulnerabilities
and search for potential variations or deviations in the
acci dent scenarios that night cause the crew

probl ens.

4. From ATHEANA Section 7 (Preparation for Applying
ATHEANA)

-results of observations of relevant sinulator exercises,
i ncl udi ng the pacing of procedure inplenentation

(will the crews general approach to procedure

i npl enentation, given constraints such as worKkl oad,
allow themto reach inportant procedural steps in

time), crew conmunication and coordination, and

ot her crew dynanics that could influence the outcone

of the scenario

- managenent and organi zational factors that could
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i nfluence the outcone of the scenario (as identified

fromdi scussions with plant personnel regarding

managenent and organi zational factors that m ght

i nfluence their response to the scenario and inferred
fromtheir behavior in the sinulator)

-any historical experiences of simlar events at the

pl ant (successes or failures) or in the sinmulator.

Ideally, the facilitator presents all of the above
information to the anal ysts participating in the quantifi-
cation process. |In nost cases, at |east sone of the analysts
will have participated in the ATHEANA search process and

will already be somewhat familiar with the rel evant

i nformation. However, in practice it may be difficult for

the facilitator to conpile all this information for each event.
This is one reason why it is inportant that the anal ysis team
i ncl udes experienced personnel fromtraining, operations,

and the PRA/HRA group. Wth people know edgeable in

t hese areas, much of the above informati on can be obtai ned
during initial discussions of the event being analyzed (i.e. al
t eam nmenbers can contribute to the identification of the
event EFC). As noted earlier, the process is one of

i nvestigating evidence identified by know edgeabl e anal ysts
and therefore the identification of EFC should be seen as an
iterative process where the anal ysts develop a cl ear
under st andi ng through presentations and di scussi ons of

rel evant information.

J. Forester et al. / Reliability Engineering and System Safety 83 (2004) 207-220 209
Once the above informati on has been established for the

UAs and HFE bei ng anal yzed, the separate |ist of about 50
factors, which includes plant conditions and PSFs, is
reviewed to help ensure that all potential influences on
quanti fication-including-uncertainty are considered. The |i st
was structured around PRA and pl ant operations topics.
Al'though it appears to be reasonably conplete, additions

and refinements may take place throughout the eval uation
process. Note that, in spite of the fact that it appears to be a
long list, its use in recent applications has been relatively
easy. Experience shows that nost of the inmportant factors

are identified during the search phase of the work and that a
quick review of the remaining factors in the list can provide
a useful check for conpl eteness.

2.2.2. Translating the contextual information into
probability distributions for HFEs

Once the scenario-relevant information and apparent

i mportant influences on human perfornmance have been
establ i shed, the analysis team begins to investigate the

rel ati onshi ps anong the factors and to determni ne how the
factors (when considered together) woul d be expected to

i nfluence the |likelihood of a UA. The discussi ons have
several initial objectives. First, the analysts, with the help
of the facilitator, discuss the expected ‘strength of the
signature’ of the event for operating crews at the plant.

In other words, given the indications, alarms, signals, and
identifiable plant behavior that will occur because of the
scenari o, given the crews’ training and general fanmliarity
with the event, and given the existing procedures

relevant to the event, to what extent will the pattern of

pl ant behavior clearly identify the event and needed

action to the crews? The judgnent is whether the pattern

of cues will have significant nmeaning to the crews and
thereby facilitate their diagnosis of the situation and
needed response. A strong signature nmay exi st even

when sone instrunentation is nodeled as failed, if there

are strong alternative indications supporting a correct
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di agnosi s.

Next, the anal ysts discuss the ability of the procedures to

|l ead the crewto the correct response even if the signature of
the event is not necessarily strong. Gven the synptonbased
procedures used in plants today, in nbst cases the

behavi or of individual paraneters can | ead operators to take
appropriate actions (or not take inappropriate actions) even
when the ‘neaning’ of the conbined available infornmation

may not be obvi ous. Even when procedures appear strong,
however, analysts nust strive to ensure no reasonabl e
variations in the range of scenario conditions for which the
synpt om based procedures might not be perfectly matched.

For cases where the procedure nay be vul nerable, the
potential for correct diagnosis nmay be the nobst inportant
factor. Alternatively, if the relevant procedures are robust
with respect to the needed action given significant variation
in the behavior of paraneters, then famliarity with the
event nay be |l ess inportant.

O her inmportant aspects considered in these initia

di scussions include several of the factors mentioned

above, such as the timing of the scenario, the tasks, and
eval uations (including unrel ated tasks) that nust be
conpleted in the available tinme; the staff available to
performthe tasks; potential distractions; the pacing of
procedure inplenentation (will the crews’ general approach

to procedure inplenentation allow themto reach inportant
procedural steps in tine); and aspects of crew comuni cation
and coordination that could influence the outconme of

the scenario. It is believed that all of these factors have the
potential to strongly influence the ability of the crews to
respond appropriately. Thus, in this step of the process,
judgnents with respect to their contribution to the |ikelihood
of failure or success need to be made and di scussed

by the analysts. This is not to say that other factors will not
have strong i nfluences. However, by addressing the initial

obj ectives and factors listed (in the context of the results of
t he ATHEANA search process), factors likely to be critica

are discussed in an integrated fashion. For exanpl e,

wor kl oad is neither independent of how strong the neaning

of the pattern of cues is, nor is it independent of the usua
paci ng of procedure inplenentation. Considering the

rel evant factors in an integrated nanner will result in a
reasonabl e understandi ng of the functional EFC. Furthernore,
other potentially relevant factors can be considered in

the context of these initial evaluations.

Once the initial discussions regarding the factors likely to
i nfl uence success have been held, the analysis team
identifies the key or driving factors of the plant-specific
EFC expected to influence the crew with respect to the UA
bei ng quantified and any other factors that could signifi-
cantly contribute to uncertainty about the probability of the
UA. Each analyst is then asked to i ndependently devel op an
uncertainty distribution for the UA probability. To help
control for anchoring bias (see Section 2.3), they are asked
to identify the 1st, 10th, 25th, 50th, 75th, 90th, and 99th
percentiles of the distribution while accounting for al
identified sources of uncertainty. They are encouraged to
begi n by aski ng what the worst case for the probability of
failure would be (this is interpreted as the 99th percentile).
In determining the worst case, they are to:

1 consider all of the ‘bad’ factors that could occur

randomy (i.e. not explicitly part of the identified EFC

but not excluded by its definition either) and that have

been identified as being reasonably credible (e.g. the
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event occurs in the mddle of the night, the weakest crew

is on shift, etc.)

t assune that the negative effects of all inportant

factors are at their strongest (e.g. worst case for

possi bl e | evel of workl oad).

They are next asked to deternine what the ‘best’ case for

the probability of failure would be (this is interpreted as the
1st percentile). For exanple, they night assune that the best
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crewis on shift, it is daytime, there are few distractions,
‘ideal’ control roomconditions exist (e.g. all instrunments are
wor ki ng), the behavior of critical paraneters matches

exactly those experienced during training, etc. Wich

factors are actually considered will be those that have

al ready been identified as likely contributors to the

probability of the action and its associated uncertainty.

Wth the 1st and 99th percentiles identified, the analysts

are asked to identify the renaining val ues:

t the median (50th percentile) should be selected such that

it is equally likely that the true value is higher or |ower

than this point

t the upper quartile (75th percentile) should be sel ected

such that, if the true value is above the nedian, it is

equally likely to be above or bel ow this val ue

t the lower quartile (25th percentile) should be sel ected

such that, if the true value is below the nedian, it is

equally likely to be above or bel ow this val ue

t the 90th percentile, another high-end val ue, should be

sel ected such that there is a 90% chance that the true

val ue is no higher than this value (i.e., the eval uator

should be willing to offer 9 to 1 odds that the true value is

| ess)

t the 10th percentile, another |ow end value, should be

sel ected such that there is only a 10% chance that the

true value is | ower

As noted above, the devel opment of the distribution is

done i ndependently and each anal yst is encouraged to draw

the distribution they are devel oping. Wth seven percentiles

sel ected, each analyst can sinply ‘fair in” a curve through
these seven points. As described later, the facilitator should
pose questions back to the analyst, based on this probability
distribution, to test whether it truly describes the analyst’s
intent.

To assist the anal ysts (who may not have strong

backgrounds in probability) in making their judgnments

regarding the probability of events, sone basic guidance is
provided. In thinking about what a particular probability for

a UAwll be, they are encouraged to try to imagine how

many times out of 10, 100, 1000, etc. would they expect

crews to commit the UA, given the identified EFC. The

foll owi ng exanpl es of what different probabilities nean are
provided to the anal ysts:

t ‘Likely’ to fail ,0.5 (5 out of 10 would fail)
t ‘Infrequently fails’ ,0.1 (1 out of 10 would fai
T “Unlikely to fail ,0.01 (1 out of 100 woul d f ai
t ‘Extrenely unlikely’ to fail ,0.001 (1 out of 100
woul d fail)

The anal ysts are allowed to select any values to represent
the probability of the UA. That is, other values (e.g. 3E-2,
5E-3) can be used. However, the anal yst nust provide
nuneric probabilities. The qualitative descriptions above
are provided initially to give analysts a sinple notion of
what a particular probability neans.

After all analysts have devel oped their distributions, they

)
)
0
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each provide the distributions along with an expl anation of
the basis for their estinmates to the group. They describe what
factors are thought to be key contributors, the evidence

used, and why the resulting distribution would be appropri ate.
The facilitator attenpts to draw all distributions

being reported so that differences in the shapes of the

di stributions can be discussed. He also tests for bias and

r easonabl eness by probing the team nenbers on the basis

for their distributions and by ensuring that no one’s ideas are
ignored or easily dismssed. Oher approaches for controlling
bi as and reasonabl eness are discussed in Section 2.4.

Finally, all analysts work toward a consensus (final)

di stribution.

Prelimnary applications of this approach in three plantspecific
PRAs examining the risk of pressurized thermal

shock have appeared to work well and generate reasonabl e
results. They have worked well in the sense that, given a
careful explanation of each UA and associ ated EFC and

gi ven a thorough sharing of information relevant to the

i ssue, the analysts have devel oped reasonably consi stent
estimates and found it easy to agree on consensus
distributions. The tine involved in the assessment seened
reasonabl e to both governnent contractors and utility PRA
managers. The results are reasonable in the sense that, when
the anal ysts were asked to review propositions inplied by
their probability distributions, they generally confirmed that
they agreed with those propositions. Al so, in cases of

di sagreenent, the analysts were able to identify and explain
themin terns of their underlying assunptions/understandi ng
and reach consensus.

2.3. Basis for using expert elicitation process

We have el ected to use an approach for quantification

based on the elicitation of consensus expert judgnent for

two reasons: (1) there are neither identified quantitative data
directly appropriate to the specific cases being addressed nor
accepted explicit phenonenol ogi cal nodels of hunan
performance, and (2) the group consensus approach

provi des a reasonabl e neans of quantifying situations

where a broad range of indirect evidence exists and fornal
nodel s for treating this evidence are |acking

The data problemis associated with the nature of hunman
performance, particularly in the presence of strong EFC, and
with the traditional assunptions nade in quantifying human
actions in PRA accident scenarios. It can be argued that the
traditional nodel for quantifying human actions in PRAs

has focused on the ‘best case’ conditions for the accident
scenari o bei ng exanined. For exanple, it has traditionally
been assuned that the only equi pnent failures are the one or
two explicitly involved in the PRA accident sequence

(i.e. S) and that the behavior of the critical plant paraneters
will explicitly match the crews’ expectations (e.g.
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the paraneters behave as in the traditional accident

scenari 0os on which they have been trained). Fromthe
perspective of Hollnagel’s argunent [4] that there are

mul tipl e nodes of human performance driven by context

and control, the ‘traditional’ nodel can be seen as

examning regimes with usually mld EFC and good crew

control. Here one might claim (as does THERP[2]) that

nom nal failure rates for well-defined tasks have been
clearly described by traditional task analysis and these

nom nal failure rates can be established through data
analysis (or in principle by experinent). In this node, one
mght further claimthat the effect of mld EFC can be
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viewed as a nultiplier, a nodifier of the nominal failure
rate, and that this nultiplier is a function of noninally

i ndependent PSFs. In this case, the work focuses on
establishing these nominal failure rates and the ‘delta’ due
to the PSFs. However, it can also be argued that the nom na
or ‘best case’ scenarios nmay not always be the nobst frequent
and that there nay be nore inportant and troubl esone cases
for which such data would not be appropriate and where

ot her applicable data have not been identified or devel oped.
For instance, the assunption that the only equi pnent

failures in an accident sequence are those explicitly

nodel ed coul d be wong. This assunption is fostered by

the idea that additional failures reduce the probability of the
event. But if we consider that a plant has thousands of
conponents, the nost likely state is one with severa
failures, even though they nmay not have a direct effect on
the crew (see Ref. [1], pp E1-E4 for a sinple illustration
calculation of this concept). Furthernmore, as is argued and
docunmented in ATHEANA [1], nultiple effects and

variations can be associated with a particul ar accident
scenari o that can confuse and hinder the crew. Thus, in
reality a variety of ‘near-nominal’ conditions are quite
likely. In such cases, EFC is strong and unexpected, and
crew control can begin to slip away. Here the traditiona
approach of assuming a nonminal failure rate and nmaki ng

smal | adjustnments for a well-defined task may break down.

The inportant issue becones |oss of crew control.Nowthe
failure rate is no longer related to the nominal or best case,
the crew is not enbarked on a well-defined task. It no | onger
matters what the task is; the nmental condition makes any task
difficult. In fact, just deciding what task to carry out can be
daunting. Here the PSFs are strong; they act in concert,
potentially producing interactive effects that are far stronger
and different than their independent assessnent woul d

i ndi cate. The consensus expert judgnment approach helps to
deal with these types of situations and other non-noni na
cases such aswhent here areni smatches between the scenario
‘expected’ by the operating crews and the actual evol ution of
the accident (e.g. Reason’'s |atent pathway effects [5] or
situations where the usual pacing of procedure inplenentation
does not match that denanded by the scenario).

The second issue of a group consensus expert elicitation
process has been clearly addressed by the Senior Seisnic
Hazard Analysis Conmmittee, authors of the ‘' SSHAC report

[6]. In Appendix J of that report, the authors provide a nice
conpari son of mathematical and behavi oral schenes for
aggregation of information fromnultiple experts. Both
approaches have been used in HRA. SSHAC cites the

foll owi ng advant ages for mathemati cal aggregation:

Tt logic is clear and can be reviewed and tested

T mat hematical fornmul ae can separate ‘assessnents of
dependence, expertise, and overlap, so that sensitivity
studies are straightforward.’

SSHAC then notes that the current state of the art

presents serious disadvantages:

t no credi ble mat henati cal nodels for aggregation include

all the inportant factors

T current alternative nodels are not fully applicable for al
cases of interest and ignore inportant dependence effects

t no single objective nodel can fit all cases.

The alternative, ‘behavioral’ approaches seek sonme type

of consensus. There are a nunber of behavi oral approaches

in these literature, such as Del phi nethods [7]. W prefer
the expert ‘information’ focused group interaction|[8] as
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described in Section 2.2 above. SSHAC points out that the

pri mary advantage of the group consensus approach is that,
“if the informati on exchange is full and unbiased, and if the
result truly reflects each expert’'s state of information, then
the consensus result is credible and non-controversial’' ([6],
p. 33). The primary concerns incl ude:

t the result may not be a true consensus reflecting the

conbi ned expertise and experience of the group, but

sone negoti ated position

t strong personalities may influence the result

T the group has limted the discussion, which results in
uncertai nty bei ng understated.

The formalismof structured expert elicitation (e.g. see

the SSHAC report [6] and a generalized paper [9]) pernits

us to address the concerns raised above. Such formalism can
al so address the highly conplex and i nterdependent

conditions involved in the evaluation of human reliability
under strong EFC. It can al so provide good results for cases
with | ess severe, but well-defined EFC by allowi ng anal ysts
to consider a realistic set of evidence in a holistic manner.
The SSHAC report offers an effective structure to nake the
elicitation process consistent, and we have adopted key
aspects of that structure and specialized it to fit HRA

The precedi ng di scussion provi des good reasons for

usi ng a consensus expert elicitation process or at |east for
not abandoni ng such an approach until nore structured

mat hemati cal net hods are devel oped that provide the sane
advant ages. However, to gain the advantages of the expert

evi dence/ consensus approach, a strong facilitator, or set of
strong anal ysts, who understands the process and enforces
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a formal, structured interaction, is required. As discussed
earlier in this paper, each analyst is required to develop their
di stribution independently and to defend their position with
all the evidence of which they are aware. No one is allowed
‘of f-the-hook’ (i.e. to capitulate to another analyst’s
unsupported opinion). In our experience, the process |levels
the playing field, as everyone shares evidence and the basis
for their opinions, often sinplifies the issues, sonetines
splits the current question into two or nore rel ated

condi tions, and nmakes it easy to reach consensus.

2.4. Controls for unintentional bias

One of the nmpbst inportant concerns associated with the

use of a consensus expert judgnment process is that of

uni ntentional bias. In the subjective process of devel oping
probability distributions, strong controls are needed to
prevent bias fromdistorting the results (i.e. to prevent
results that don't reflect the teanis state of know edge).
Per haps the best approach is to thoroughly understand how
uni nt ended bias can occur. Wth that know edge, the
facilitator and team can guard against its influence in their
del i berations. A nunber of issues need to be considered, as
di scussed briefly bel ow

A nunber of studies present substantial evidence that

peopl e (both naive anal ysts and subject matter (domain)
experts) are not naturally good at estimating probability
(including uncertainty in the formof probability distributions
or variance) [10-12]. For exanple, Hogarth [10]

notes that psychol ogi sts conclude that man has only limted

i nformation processing capacity. This in turn inplies that
his perception of information is selective, that he nust
apply heuristics and cognitive sinplification mechanisns,

and that he processes information in a sequential fashion.
These characteristics, in turn, often lead to a nunber of
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probl ens in assessing subjective probability. Evaluators

of ten:

t ignore uncertainty (this is a sinplification nechanism
uncertainty is unconfortable and conplicating, and

beyond nost people’'s training.

t lack an understandi ng of the inpact of sanple size on
uncertainty. Domain experts often give nore credit to

their experience than it deserves (e.g. if they have not seen
it happen in 20 years, they nmay assune it cannot happen or
that it is much nore unlikely than once in 20 years).

t lack an understanding or fail to think hard enough about

i ndependence and dependence.

t have a need to structure the situation, which | eads people
to imagi ne patterns, even when there are none

t are fairly accurate at judging central tendency, especially
the node, but tend to significantly underesti mate the range
of uncertainty (e.g. in half the cases, people s estimtes of
the 98% intervals fail to include the true val ues).

t are influenced by beliefs of colleagues and by preconceptions
and envotions.

t rely on a nunber of heuristics to sinplify the process

of assessing probability distributions; sone of these

i ntroduce bias into the assessnent process.

Exanpl es of this last area include:

T Representativeness. People assess probabilities by the
degree to which they view a known proposition as
representative of a new one. Thus stereotypes and snap
judgnents can influence their assessnent. |In addition,
representativeness also ignores the prior probability[13]
(i.e. what their initial judgnent of the probability of the
new proposition would be, before considering the new

evi dence—in this case their assunption of the representativeness
of the known proposition). Clearly the prior

shoul d have an inpact on the posterior probability, but
basi ng our judgnent on sinilarity alone ignores that

point. This also inplies that representativeness is
insensitive to sanple size (since they junp to a fina
concl usi on, based on an assunption of simlarity alone).

T Avail ability. People assess the probability of an event by
the ease with which instances can be recalled. This
availability of the information is confused with its
occurrence rate. Several associated biases have been
observed:

- biases fromthe retrievability of instancesrecency,
famliarity, and salience

- biases fromthe effectiveness of a search set-the

node of search may affect the ability to recal

- biases of inmaginability-the ease of constructing

i nferences is not always connected with the

probability

t Anchoring and Adjustnment. People start with an initial

val ue and adjust it to account for other factors

affecting the analysis. The problemis that it appears

to be difficult to nake appropriate adjustnents. It is

easy to inmagine being locked to one’s initial estinate,

but anchoring is rmuch nore sinister than that alone. A
nunber of experinments have shown that even when

the initial estimates are totally arbitrary, and represented
as such to the participants, the effect is

strong. Two groups are each told that a starting point

is picked randomy just to have a place to work from

The one given the higher arbitrary starting point

gener ates hi gher probability. One technique found to

be hel pful is to devel op estimtes for the upper and
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| ower bounds before addressing nost |ikely val ues.

Lest we agree prematurely that people are irretrievably

poor at generating subjective estinates of probability, it is
significant to realize that many applicati ons have been
successful. Hogarth [10] points out that studies of
experienced neteorol ogi sts have shown excel |l ent agreenent
with actual facts. Thus, an understanding is needed of

what techni ques can hel p nmake good assessnents. |n

addition, in his coments published with the Hogarth
J. Forester et al. / Reliability Engineering and System Safety 83 (2004) 207220 213

paper [10], Edwards observes that humans use tools in all
tasks, and tools can help us do a very good job in the
elicitation process.

W nkl er and Murphy [14] nmake a useful distinction

between two ki nds of expertise or ‘goodness.’ ‘Substantive’
expertise refers toknow edge of the subject matterof concern
‘Normative expertise is the ability to express opinions in
probabilistic form Hogarth [10] points out that the subjects in
nost of the studies were neither substantive nor normative
experts. A nunber of studies have shown that normative
experts (whose domain know edge is critical) can generate
appropriate probability distributions, but that substantive
experts require significant training and experience, or

assi stance (such as provided with a facilitator), to do well.
By under standi ng how t hese i nadequaci es and bi ases

occur, the informati on can be used to conbat their

i nfl uences. The inadequaci es of individuals can be dealt

with by selecting analysts with a variety of expertise and by
facilitating the process, challenging participants to explain
the basis for their judgnents. Biases can be directly
addressed by a facilitator. For exanple, representativeness
bi as invol ves ignoring available information and repl acing a
careful evaluation of that information wi th qui ck concl usions
based on an over-focus on part of the information

or allowing irrelevant information to affect conclusions. The
facilitator must chall enge anal ysts, asking themto explain
their opinions. The facilitator rmust use his own judgnment to
sense when an individual is not using the full information.
Mor eover, by understanding the heuristics that people
generally use to devel op subjective probability distributions
and the biases that attend those techni ques, that awareness
can hel p analysts avoid the same traps. Through understandi ng
which framings for eliciting distributions cause

probl ens, we can use those that work better. Because the
facilitator is famliar with the potential biases, she can test
the group’s ideas and push themin the right direction. The
strategi es presented bel ow should be used either explicitly
or inplicitly through the questioning of the facilitator, as
described in the SSHAC report [6]. In addition, Tversky and
Kahneman [12] give many detail ed exanpl es useful for

hel ping facilitators devel op awareness of such useful aids.
Sone of the sinplest and best aids include:

t constructing sinple nodels of the maxi num and m ni mum

poi nts of the distribution, avoiding focus on the

central tendency until the end points are studied to avoid
anchoring; test these nodels to exam ne the evidence
supporting themrather than relying on opinion al one.

t seeki ng consensus on the evidence considered by the

anal ysi s team

t testing distributions by asking if the assessor agrees it
is equally likely for the real answer to |lie between the 25th
to 75th percentiles or outside them or between the 40th to
60th percentiles and outside the 10th and 90th percentiles.
Somet i nes these questions nust be phrased in ways to
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avoi d suggesting the answer.

t establishing a strong facilitator who ensures each
participant nust individually put his evidence on the
table and justify it [6]. The facilitator nust use his

j udgnent on when to push the participants, rather than
goi ng through a long and tedi ous checklist.

t being careful when assessing paraneters that are not
directly observable. The distribution is supposed to
reflect the analyst’'s evidence concerning a particul ar
paraneter. |If the analyst has little direct experience
with the paraneter, it can be difficult to justify an
informative prior distribution

In general, the process described in Section 2.2

enpl oys techni ques designed to ninimze bias and

enhance t he devel opnent of all available information.

Qur experience indicates that once the full story is

devel oped and shared, qualified analysts (e.g. a team

consi sting of operators, trainers, energency procedure
devel opers, and PRA/ HRA personnel) provide reasonably

consi stent judgnents. They al nost al ways see the nerit of
argunments offered by their coll eagues and can reach
agreenent on a consensus distribution that gives weight to
each argunent; this nmeans that they al so can reach
agreenent on the relative strength of those argunents and
its supporting evidence.

2.5. Issues associated with adequate treatnment

of uncertainty

A formal approach for the treatnment of uncertainty has

been devel oped for use with the expert elicitation process
and is consistent with recent USNRC enphasi s on

i nproving the treatnment of uncertainty in PRA[15]. In
particul ar, the approach enphasizes that all factors that can
af fect quantification-including-uncertainty should be

i ncluded (at |east conceptually). O these nany factors,
those that have the potential to affect quantificationincluding-
uncertainty nust be exanmined in detail (as

noted in the description of the process). This exani nation
i nvol ves a determ nation of which of the three cases vis-a -
vis uncertainty apply:

T Determnistic Case—Wien there is no variability or

there is no inperfect state-of-know edge that |eads to
variability in the results.

T Al eatory uncertai nty—\Wen there is randomvariability

in any of the factors that lead to variability in the results.
T Epi stem ¢ uncertai nty—\When the state of know edge

about the effects of specific factors is |less than perfect.
A nore operational point of viewis that uncertainty is
aleatory if:

t it is (or is nodeled as) irreducible or

t the uncertainty is observable (i.e. repeated trials yield
different results) or
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t repeated trials of an idealized thought experinent wll
lead to a distribution of outconmes for the variable and
thus this distribution is a neasure of the aleatory
uncertainties in the variable.

The uncertainty is epistemc if:

t we are dealing with uncertainties in a determnistic

vari abl e whose true value is unknown or

t repeated trials of a thought experinent involving the
variable will result in a single outcone, the true val ue of
the variable, or

t it is reducible (at least in principle).

The approach for the treatnent of uncertainty
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i npl ements the subjective franework for treating probabilities
in PRA described by Apostol akis [16]. By

i npl enmenting the subjective framework, the approach

hel ps to ensure consistency between the HRA (in the
interpretation of the HFE probabilities, including uncertainties)
and the rest of the PRA. An additional benefit is

a clearer (and potentially sinplified) elicitation-based
quantification process. This benefit arises fromthe

subj ective framework’s distinction between al eatory and

epi steni c uncertainties, which requires a careful exam nation
of the factors contributing to P(HFE) and its

uncertainty, resulting in a clearer definition of the issues
bei ng addressed during the elicitation.

In the subjective franework, P(EFGIS), P(UA EFG, S)

and P(HFEI S) are neasures of al eatory uncertai nt y—t hey
quantify the uncertainties in the occurrence of observable
events (the occurrence of EFG; the occurrence of the UA

given EFG; the occurrence of the HFE) arising from

random variability. These terns are conditioned on the
occurrence of a particular scenario, S (typically a set of
successes and failures of PRA basic events, which

represents a bundl e of physical sub-scenarios), |eading up

to the operator action nodeled by the HFE. The degree of
epistenic (or ‘state of know edge’) uncertainty in the val ues
of these ternms varies according to how the EFCs and UAs

are specifically defined.

In our current inplenentation of the subjective franmework,

the EFCs and UAs are defined in such a manner that

the epistenic uncertainties in P(HFEIS) arise primarily from
the P(UAIEFG,S) terns. Thus, the EFC definition includes
determnistic factors (e.g. what specific actions are dictated
by a particular procedure when a particular set of cues is
recogni zed) and al eatory factors whose epistem ¢ uncertainties
either appear to be small (e.g. the tine of day when

the scenario occurs) or can be assessed in a relatively

strai ghtforward manner (e.g. the state of hardware not
explicitly nodeled by the PRA). It can be seen that this
definition relegates the substantial epistenic uncertainties in
operator perfornmance (e.g. the effect of faulty or m ssing

pl ant indications, the effect of tinme of day) to

the P(UAIEFG,S) term These uncertainties are addressed
through the quantification-including-uncertainty elicitation
process described earlier.

The formal separation of the P(EFGsl S) and

P(UAIEFG, S) terns aids the assessnent of epistenic
uncertainties in P(UAIEFG,S) in two ways. First, it narrows
the range of situations to be considered in a particular
elicitation. For exanple, the elicitation can be conditioned
on a particular tinme of day, so variability in this factor is
elimnated fromthe anal ysts' consideration. Second,

because the elicitation process requires that each anal yst
provide an explicit basis for his/her judgnent, the separation
reduces the possibility of different anal ysts assum ng

di fferent underlying conditions when devel oping their
judgnents, which can lead to different assessnments of

‘best’ and ‘worst’ cases.

O course, a high degree of detail in the definition of the
EFCs will require a large nunber of evaluations for

P(UAl EFG, S). Wen tine or budget is not available for

these nmultiple evaluations, it is necessary to evaluate all the
epi stenmic uncertainty in P(UAIEFG,S) at one tine.

However, in addition to losing the benefits di scussed

above, such an approach has a potentially significant

addi tional conceptual penalty: analysts need to mx
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i nherently (fromthe standpoint of the PRA nodel) aleatory
conditions (which only occur sone of the tinme) with

epi stem c i ssues (which can be tine independent). This has
practical inplications: participating anal ysts have been abl e
to identify the end points of the P(UAIEFG,S) distributions
with a reasonabl e degree of confort, but sonme confusion is
added to the process of filling in the rest of the cumulative
di stribution.

3. Additional fornalisns: can they hel p?

The expert elicitation approach to quantification provides

a reasonabl e neans to appropriately consider an EFC and
translate the inpact of the EFC into an uncertainty
distribution of the likelihood of the UA. The approach
provides a structure and guides analysts in identifying and
considering the EFCs for UAs in a way that strives to
facilitate the derivation of realistic quantitative estinates
(i.e. estimates based on an understandi ng of the actual EFC
driving the crew s response), including uncertainty, and
permits incorporation of all sources of information

including partially-relevant data. It encourages the anal yst
to consider all sources of information (including data that
are only relevant to sone aspects of the problen) in

devel opi ng estinates. However, as di scussed above, in spite
of the way in which the investigation of expert evidence is
conducted and the striving for consensus in the uncertainty
distributions derived by the analysts, potential limtations
will always exist in any approach that relies on individuals
to directly transformqualitative or even senmi-quantitative
information into probability distributions. Thus, while no
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solution to the problemis conpletely satisfying, steps can
be taken to strengthen aspects of the existing process.

It can be argued that the current expert elicitation process
addresses several desirable criteria or ‘desiderata’:

t Considers all elements of context

t Considers all aspects of uncertainty

t Incorporates all relevant information (including data)

t Ensures intra- and inter-rater reliability

t Provides traceability

t Guards agai nst bi as.

However, further inprovenent of the process is needed.

For exanple, questions could arise about the reliability of
the current elicitation approach when anal ysts have |ess
experience with operations, PRA, HRA and facilitation of
expert elicitation sessions. The authors hope to investigate
nmore formal processes (possibly a nore explicitly mathematica
process, in spite of sone of the di sadvant ages

di scussed in Section 2.3). Currently, several genera
approaches have been suggested to inprove the existing
process with respect to the desiderata.

3.1. Contextually anchored probabilities

First, an observation on Bayesian anal ysis. The process
described earlier in Section 2, where expert elicitation is
used to build a prior distribution, is essentially the first step
in a conpl ete Bayesian analysis. That is, the distributions
devel oped in the process of Section 2 are really a direct
estimate of a subjective prior for the human failure rates. If
data can be devel oped that are relevant to the specific HFE
and EFC in question, then it can be used in a Bayesian
updating process to cal cul ate the nost rel evant posterior

di stribution. One challenge is the definition of the Iikelihood
function if the data are not of the ‘r-out-of-n" type.

The expert elicitation process itself can be generally

descri bed as an extension of a Del phi technique (e.g.
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Li nstone and Turoff [7]), which is characterized as a
structured group conmmuni cati on process, w th added
controls and a focus on expert evidence rather than expert
opinion. In addition, the SSHAC report [6] highlights a

di stinction between the use of nathematical aggregation of
expert opinion as opposed to ‘behavioral schenes’ for

i ntegrating expert know edge. SSHAC argues for seeking a
consensus probability distribution. The existing expert
elicitation approach follows a simlar practice. The
quantification process seeks fornmalisnms to strengthen our
ability to nmeet particul ar desiderata, such as ensuring intraand
inter-rater reliability, providing traceability, ensuring
consi stency over tinme, and providing additional guards

agai nst bias. The process has al ready added controls

i ncluding many of the itens discussed in Section 2.4 to
control for bias, particularly the enphasis on the use of a
‘technical facilitator/integrator’ as described in the SSHAC
report [6]. Thought is being given to the possibility of
additional formalisns (including nmathenatical approaches)
to strengthen the controls.

As we think of new or nodified nethods, we note that

there is a difference between:

t a nmethod for uncovering the nmental mechani sns

associated with ‘human error’ for the purpose of
determ ni ng P(UAI EFC) (where we are now, i.e.

ATHEANA) and

t an HRA cal cul ational nmethod that could incorporate

the results of many such ATHEANA anal yses into a

sinmpl e-to-apply high level tool

The forner nmethod is the expert elicitation approach as it
is currently being used and, as discussed in Section 2.3, it is
needed to evaluate the range of realistic and cognitively
demandi ng situations likely to be found in actual accident
scenari os. The result for each case that is generated-a
probability distribution and associ ated description—we call
a contextually anchored probability (CAP), because the
ATHEANA approach is context-driven. W also note that,
inthe long-term it nmay be possible to generate additiona
CAPs from ot her sources, for exanple:

T ATHEANA quantification of real operating event
descriptions

t experinental results for certain actions under a limted
range of EFCs

t extraction of CAPs from existing experinental data.

Once ATHEANA and the expert elicitation approach

have been used to anal yze and derive a great many CAPs—

pl ant and EFC-specific situations (or suitable experinents
have been performed)—we could build a library of these
results. Wth that database in hand, it mght be possible to
synthesize a nore direct quantification approach. Each entry
in the library would include qualitative and quantitative
descriptions of each situation:

t detailed plant-specific, UA-specific, and EFC specific
description of the event

T its quantification-including-uncertainty.

Both results could be used in the new alternative
approaches. Fig. 1 provides an exanple picture of the
formof these quantification-including-uncertainty results
for five exanple cases, ‘a through ‘e.’

These results are sorted and rank ordered (wto us) in
Section 3.2 to develop alternative approaches for new HRA
cal cul ati onal nethods based on the catal og of ATHEANA
results. Let us call each individual ATHEANA result (e.qg.
each of the five exanple cases in Fig. 1) a CAP. The result
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of the ATHEANA process is a probability distribution

anchored to the EFC of the event.
J. Forester et al. / Reliability Engineering and System Safety 83 (2004) 207-220 216

3.2. One path forward: devel opnment and use of generalized
contextual ly anchored probabilities

One prom sing approach involves the use of the library of

i ndi vi dual ATHEANA quantification results, the CAPs of

the last section, to provide reference cases for the
quantification of new events (situations). To that end, we
propose devel opnent of generalized CAPs (GCAPs). These

GCAPS woul d be sel ected to enphasize certain high-1evel
characteristics of each set. Here again our thoughts are
prelimnary but appear to offer a path toward a sinplified
HRA appr oach.

CGCAPs, then, are descriptions of classes of events that

have been characterized according to the factors driving
their occurrence and that have an associ ated probability
distribution that is also strongly affected by those factors.
The characterizations are consistent with the enphasis on
the role of context in producing UAs. The goal is to devel op
general i zed descriptions relevant to quantitative results of
the critical characteristics of events and what caused them
GCAPs woul d provide a basis to:

t standardi ze or normalize the judgnents applied in
assessing the probabilities of different UAs

t use operational experience fromother events as reference
points in assessing the probabilities of the different UAs

t explain the assessnments to peers and outside reviewers.
The GCAPs will not always provide direct ties to specific

UA probabilities for all events and scenarios because of the
compl ex interactions anong UAs, plant conditions, PSFs

and error mechani sns. The quantitative significance of each
GCAP el enent woul d depend on the details of the specific
case at hand. Thus, evaluators will have to tenper the use of
these quantitative anchors with the know edge of the range
of conditions or EFC over which they apply. Substanti al

devel opnment of GCAPs is needed to provide a broad basis

for quantifying a range of EFCs. The approach woul d begin
with a search of events and databases that m ght be used to
devel op catal ogs of specific CAPs. These descriptions of
actual events would | ater be generalized i nto GCAPs

because it is thought that the generalized descriptions of

cl asses of events will be nmore straightforward to use.

To see what the GCAP curves nay | ook |ike, consider the

set of CAPs shown in Fig. 1. Suppose that these all apply to
a group of UAs similar enough in event signatures that we

wi sh to consider thema GCAP group. Therefore, they wll
serve as a basis for an event signature-driven GCAP. Fig. 2
shows the sane CAPs as Fig. 1. Now they have been

reordered by probability (mean value of the distributions).
Parameter u orders the individual EFCs, u. If one fairs in a
conti nuum of EFCs between the individual u probability
distributions, one gets the dashed lines (probability surface)
of Fig. 2. This surface is the event signature-driven GCAP
for this case and woul d be used for quantification of events
fitting the applicable event-signature group in Section 3.3
bel ow.

The overall distribution is for the GCAP, under al
applicable EFCs (ui), and can be envisioned as a threedi mensi ona
surface rising out of the page. Each of the

sketched distributions are cuts of that surface at that
particul ar val ue of wu.

The next question is how to sel ect groups of CAPs by

simlar event signature for use as GCAPs. At the current
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time, we envision partitioning the CAPs into three types of
GCAPs, based on high-level characteristics of the events (or
situations):

tif its quantification result was primarily fromthe kind of
deviation or msmatch that occurred (i.e. if the EFC was
very strong) such that the error (or, rather, the UA) would
be very likely regardl ess of the specific action involved,
add it to the EFC-Driven GCAP type

tif its quantification result was primarily froma |ack of
deviation or nismatch (i.e., if the EFC was very strongly

positive in that it was famliar, it matched training and

Fig. 1. Results from Five ATHEANA Cal cul ati ons.

Fig. 2. Event Signature-Driven GCAP.
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enmer gency operating procedures, and the tim ng was
favorabl e) such that the error (or, rather, the UA) woul d
be very unlikely regardl ess of the specific action
involved, add it to the best case or Success-Driven

GCAPt ype

tif its quantification result was primarily fromthe specific
event signature (the PRA scenario, S, and the EFC) add it
to the Event-Signature-Driven GCAP type; the difference
here is that the GCAP is strongly affected by the specific
PRA scenario (the specific initiating event and the

speci fic sequence of plant failures and operator actions,
rather than by nore general pressures as in the first case
above).

Note that the third Event-Signature-Driven GCAP bin

will be a large one at this tine. W have several ideas on
how to partition it into simlar signature groups, such as:
t by initiating event

t by initiating event and UA

t by severity of EFC from near-noninal to near-extremne

t by contextual characteristics (cognitive characteristics),
whi ch could include plant conditions such as instrument

or support system problens, as well as human
characteristics such as crew interaction and strategies.
The EFC descriptions of the individual CAPs probably

need to be abstracted to flag the salient cognitive
characteristics of each CAP (often these will be a direct
consequence of specific unusual plant conditions). This
flagging woul d be a first step in grouping them W believe
that the nost effective grouping schenes will evolve froma
combi nati on of theoretical concepts (which remain to be
devel oped) and exam nation of the EFC descriptions in the
catal og of CAPs (which also remain to be developed to a
meani ngful extent).

When smaller sets of CAPs are selected for a GCAP, the
shape of the GCAP curve may require a | ess conpl ex
representation. For exanple, curves for the EFC-Driven

GCAP are expected to be presented as a sinpler famly of
curves as illustrated in Fig. 3, which shows a set of curves
for the strong EFC case.

The nost severe may be a distribution that is narrow and
centered near 0.5. This exanple was prepared based on a
common EFC observed in several serious accidents as
described in NUREG 1624 [1]. These accidents began wth

the plant operating outside its expected range of conditions
(a severe deviation fromoperator and desi gner expectations
(e.g. Three Mle Island-2, Chernobyl)) that becane
situations in which the plant’s behavi or was not understood
(an event that did not match the operator’s nmental nodel),

i ndi cations of the actual plant state and behavi or were not
recogni zed as cues by the operators (m ndset or other biases
all oned the operators to mss the significance of avail able
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i nformation), and prepared plans or procedures were not
applicable or helpful. The exanple in Fig. 3 includes
uncertainty where the remainder of the fanily are expected
to be |l ess severe cases, with the curves broadeni ng and
moving off to the left (lower val ues).

3.3. Alternative possibilities for using GCAPs

in quantification

Next, a process woul d be needed to map GCAPs

devel oped for classes of EFCs and UAs to new events

with specific EFCs and UAs. Such a process would require

us to define neasures of the ‘distance’ between the UA-EFC
sets being anal yzed and specific GCAPs. In other words,
because the GCAPs are bei ng devel oped to assist analysts in
transformng identified EFCs into quantitative estimtes for
new events, a process for mapping the event EFCs to

GCAPs woul d hel p reduce the subjectivity of the transfornmation
process. Sone prelimnary ideas on the mapping

process are discussed briefly bel ow

Anal ysi s begins followi ng the usual ATHEANA search

process, including the identification of the full EFC of
interest. The analyst will use the new approach to sinplify
quantification, drawing on the library of existing results.
The envi si oned approach for the types of GCAPs

di scussed in the | ast section proceeds as follows. Consider
the EFC of the new event to be quantified in the foll ow ng
manner :

tif the EFC is such that the deviation/ m smatch

signature is strong, then use the EFC- Driven GCAP

famly of probability curves (Fig. 3). The anal ysts nust
use judgnment to define the strength of the deviation/-

m smatch. (Exactly how this is done remains to be

devel oped.) Then they sel ect the associated curve as

their quantification result.

t if the EFC has no significant deviation/msnatch
conponent, then use the Success-Driven GCAP famly

of probability curves. Again the anal ysts must use

judgnent to define the strength of the positive EFC
Fig. 3. Deviation/M smatch Signature-Driven GCAP.
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Then they select the associated curve as their
quantification result.

t For other cases, select the GCAP with cognitive
characteristics that best match the new event’'s EFC.

The anal ysts nust use judgnent to conpare their EFC

with those associated with the tabul ated specific-EFCs,

(ui) in the GCAP (i.e. they select the region between

two existing ui's and read off the associated probability
distribution (a cut through the probability surface)). If
nore than one GCAP approximately matches the new

event, then anal ysts can sel ect from wei ghted conbi nati ons
of these GCAPs.

Al'l this sounds sinple in concept, but it nay prove nuch
more difficult in practice. It has not yet been inpl enented.
3.4. A real shortcut

One desired product is a nethod that can be used by PRA
anal ysts who nay not have all the know edge, experience,

and expertise to confidently use the expert elicitation
processes currently being used with ATHEANA. For

conveni ence, let us call this nmethod HRA- QUANT. The

previ ous di scussion of the use of GCAPs hints at one
possi bl e approach, after the collection of CAPs into a library
is extensive. In this case, one could use all the CAPs for a
UA to devel op probability distributions for that UA
(perhaps sorted by initiating event). Such distributions
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woul d be very broad. They might be generated as the

wei ght ed sum of each of the CAPSs wei ghted by their

chance of occurrence. One caveat is that the library of CAPs
must be | arge enough to ensure that the rare but highprobability-
of -failure cases are represented. Presunmably the

|l ess likely but severe EFCs will dominate the | owprobability
hi gh-1ikeli hood-of-failure tails of these distributions

and the nore likely noninal (or best EFC) case will

set the low end tail of the distribution.

If a nmethod along the lines of HRA- QUANT can be

devel oped, it could be used by personnel with nmuch nore
limted expertise than that required for the current

ATHEANA expert elicitation process. However, the

uncertainty in the results would be expected to be very
broad, because it would cover all possible EFCs. Wen the
PRA/HRA results indicate the UAis a significant risk
contributor using a nethod |ike HRA- QJANT, nore

experienced anal ysts should return to the database to
determ ne what kinds of EFC are contributing to each

range of the uncertainty distribution to understand the
reason for the risk contribution and what m ght be done to

i mprove the situation.

Note that the wi de range of EFCs woul d include the

optim stic one assuned in nmuch previous work (i.e. the case
where everything is fine except for the specific

failures identified in the set of PRA sequences, S).

In closing, these ideas are just evolving, but it already
appears that the approach could inprove quantification for
the ‘near-nom nal’ conditions discussed above in Section
2.3. As was noted, it appears that the ‘nomi nal’ case in many
‘data’ sources is nore representative of a best case val ue
and this case may not be realistic. The nost significant
events (e.g. Three Mle Island-2 and the Browns Ferry fire)
are often renoved fromthe data because the problemin

each of those events has been ‘fixed.’” Furthermore, we have
argued that the assunption that the nost |likely condition of
the plant is one with no failures other than the one or two
involved in the particular PRA scenario, S, is wong,
because of the |arge nunber of conmponents in a plant.

Recent efforts in pressurized thermal shock HRA quantifi -
cation indicate that sone of the near-nom nal (reasonably

hi gh- probability cases) can have significantly higher

P(UAl EFC). Thus, the near-noninal cases (some very

likely, sonme less) can fill in the remainder of the distribution
bet ween the extremes di scussed above.

3.5. Next steps

At this time, as part of ATHEANA applications, we are
beginning to collect a catalog of CAPs and giving initia
thought to possibilities for generalization into GCAPs al ong
the lines described in Section 3.2. Furthernore, the USNRC
is sponsoring work (perfornmed by the |Idaho Nationa

Engi neering and Environnental Laboratory) to devel op an

HRA data repository using information from various

sources, including nuclear power plant operational experience,
simul at or studies, and the open psychol ogi ca

literature. It is anticipated that this effort will support the
devel oprent of nore fornmalized quantification nethods for
HRA, including the devel opnment of GCAPs.
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