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The purpose of this modification is to revise the security clauses Section A. Accordingly, the
Delivery Order is hereby modified as follows:

Sections A. 8, A9, A.10, A.12, and A. 13 are hereby deleted in their entirety and replaced with
the following:

"A.8 2052.204-70 SECURITY (FEBRUARV"zOM)

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies,
procedures, and criteria of the NRC Security Program, NRC Management Directive (MD) 12
(including MD12.1, "NRC Facility Security Program;" MD 12.2, "NRC Classified Information
Security Program;" MD 12.3, "NRC Personne! Security Program;* MD 12.4, "NRC
Telecommunications Systems Security Program;” MD 12.5, "NRC Automated Information
Systems Security Program;” and MD 12.6, "NRC Sensitive Unclassified Information Secunty
Program®), epply to performance of this contract, subcontract or other activity. This MD is
incorporated into this contract by reference as though fully set forth herein. The attached NRC
Form 187 (See List of Attachments) furnishes the basis for providing security and classification
requirements to prime contractors, subcontractors, or others (e.g., bidders) who have or may
have an NRC contractual relationship that requires access to classified Restricted Data or
National Security Information or matter, access to sensitive unclassified information
(Safeguards, Official Use Only, and Proprietary information) access to sensitive Information
Technology (IT) systems or data, unescorted access to NRC controlled buildings/space, or
unescorted access to protected and vital areas of nuclear power plants.

(b) Itis the contractor's duty to protect National Security Information, Restricted Data, and
Formerly Restricted Data. The contractor shall, in accordance with the Commission's security
regulations and requirements, be responsible for protecting National Security Information,
Restricted Data, and Formerly Restricted Data, and for protecting against sabotage espionage,
loss, and theft, the classified docurments and material in the contractor's possession in
connection with the performance of work under this contract. Except as otherwise expressly
provided in this contract, the contractor shall, upon completion or termination of this contract,
transmit to the Commission any classified matter in the possession of the contractor or any
person under the contractor's control in connection with performance of this contract. If
retention by the contractor of any classified matter is required after the completion or
termination of the contract and the retention Is approved by the contracting officer, the
contractor shall complete a certificate of possession to be fumished to the Commission
specifying the classified matier to be retained. The certification must identify the items and
types or categories of matter retained, the conditions governing the retention of the matter and
their period of retention, if known. If the retention is approved by the contracting officer, the
security provisions of the contract continue to be applicable to the matter retained.

(c) In connection with the performance of the work under this contract, the contractor may be
fumished, or may develop or acquire, safeguards information, proprietary data (trade secrets)
or confidential or privileged technical, business, or financial information, including Commission



DR-38-04-370
‘Modification No. 8
Page 6 of 11

the contract in the event the employee’s investigation cannot be favorably adjudicated. Such
employee will not be authorized to work under any NRC contract without the approval of
SB/DFS. Timely receipt of property completed security applications is a contract requirement.

Failure of the contractor to comply with this condition within the ten work-day period may be &
basis to void the notice of selection. In that event, the Government may select another firm for
award. When an individual receives final access, the individual will be subject to a
reinvestigation every 10 years. '

The contractor shall submit a comple’ed socurity forms packet, including the SF-86,
“Questionnaire for National Security Positions,” and fingerprint charts, through the Project
Officer to SB/ DFS for review and favorable adjudication, prior to the individual performing work
under this contract. The contractor shall assure that &ll forms are accurate, complete,

and legible (except for Part 2 of the questionnaire, which is required to be completed in private
and submitted by the individual to the contractor in a sealed envelope), as set forth in MD 12.3
which is incorporated into this contract by reference as though fully set forth herein. Based on
SB review of the applicant's security forms and/or the receipt of adverse information by NRC,
the individual may be denied access to NRC facilities, sensitive information technology systems
or data until & final determination is made of his/her eligibility under the provisions of MD 12.3.
Any questions regarding the Individual's eligibility for IT Leve! | approval will be resolved in
accordance with the due process procedures set forth in MD 12.3 and E. O. 12968.

In accordance with NRCAR 2052.204-70 "Security,” IT Level | contractors shall be subject to
the attached NRC Form 187 (See Section J for List of Attachments) which fumishes the basis
for providing security requirements to prime contractors, subcontractors or others (e.g., bidders)
who have or may have an NRC contractual relationship which requires access to or operation of
agency sensitive information technology systems or remote development and/or analysis of
sensitive information technology systems or data or other access to such systems and data;
access on & continuing basis (in excess of 30 days) to NRC Headquarters controlled buildings;
or otherwise requires issuance of an NRC badge.

SECURITY REQUIREMENTS FOR LEVEL lI

Performance under this contract will involve contractor persohnel that develop and/or analyze
sensitive information technology systems or data or otherwise have access to such systems or
data (IT Level ll).

The IT Level Il involves responsibility for the planning, design, operation, or maintenance of a
computer system and all other computer or IT positions. Such contractor personnel shall be
subject to the NRC contractor personnel requirements of MD 12.3, Part |, which is hereby
incorporated by reference and made & part of this contract as though fully set forth herein, and
will require a favorably adjudicated Access National Agency Check with Inquiries (ANACI).
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A contractor employee shall not have access to sensitive information technology systems or
data until he/she is approved by SB/DFS. Temporary eccess may be approved based on a
favorable review of their security forms and checks. Final access will be approved based on &
favorably adjudicated ANACI in accordance with the procedures found in MD 12.3, Part |.

However, temporary access authon..atlon approval will be revoked and the employee may
subsequently be removed from the contract in the event the employee’s investigation cannot

be favorably adjudicated. Such employee will not be authorized to work under any NRC
contract without the approval.of SB/DFS. Timely receipt of properly completed security
applications is a contract requirement. Feilure of the contractor to comply with this condition
within the ten work-day period may be a basis to void the notice of selection. In that event, the

Government may select another firm for award When an individual receives final access, the
indnvndual wnll be subject to a reinvestigation every 10 years.

The contractor shall submit & completed secunty forms packet, including the SF-86,
“Questionnaire for National Security Positions,” and fingerprint charts, through the Project
Officer to the NRC SB/DFS for review and favorable adjudication, prior to the individual
performing work under this contract. The contractor shall assure that &ll forms are accurate,
complete, and legible (except for Part 2 of the questionnaire, which is required to be completed
in private and submitted by the individual to the contractor in a sealed envelope), as set forth in
MD 12.3. Based on SB review of the epplicant's security forms and/or the receipt of adverse
information by NRC, the individual may be denied access to NRC facllities, sensitive information
technology systems or data until a final determination is made of his/her eligibility under the
provisions of MD 12.3. Any questions regarding the individual's eligibllity for IT Level Il approval
will be resolved in accordance with the due process procedures set forth in MD 12.3 and

E.O. 12968. :

In accordance with NRCAR 2052.204-70 *Security,” IT Level Il contractors shall be subject to
the attached NRC Form 187 (See Section J for List of Attachments) which furishes the basis
for providing.security requirements to prime contractors, subcontractors or others (e.g. bidders)
who have or may have an NRC contractual relationship which requires access to or operation of
agency sensitive information technology systems or remote development and/or enalysis of

~ sensitive information technology systems or data or other access to such systems or data;

accesson a contlnumg basis (in excess of 30 days) to NRC Headquarters controlled buildings;
or otherwise requires issuance of an NRC badge. .

CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST
When a request for investigation Is to be withdrawn or canceled, the contractor shall

immediately notify the Project Officer by telephone in order that he/she will immediately contact
the SB/DFS so that the investigation may be promptly discontinued. The notification shall
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contain the full name of the individual, and the date of the request. Telephone notifications
must be promptly confirmed in writing to the Project Officer who will forward the confirmation via
email to the SB/DFS. Additionally, SB/DFS must be immediately notified when an individual no
longer requires access to NRC sensitive automated information technology

systems or data, including the voluntary or involuntary separation of employment of an
individual who has been approved for or is being processed for access under the NRC
“Personne! Security Program.”

(End of Clause)
A13 2052.215-71 PROJECT OFFIC:ZR AUTHORITY (FEBRUARY 2004)

(a) The contracting officer's authorized representative hereinafter referred to as the project officer
for this contract is: '

Name: Reinaldo Picon-Colon
Address: U.S. Nuclear Regulatory Cornmission
Office of Human Resources
11545 Rockville Pike
Mail Stop T-2D32
Rockville, MD 20852

Telephone Number: (301) 415-5571

(b) Performance of the work under this contract is subject to the technical direction of the NRC
project officer. The term “technical direction” is defined to include the following:

(1) Technical direction to the contractor which shifts work emphasis between areas of work or
tasks, authorizes travel which was unanticipated in the Schedule (i.e., travel not contemplated in
the Statement of Work (SOW) or changes to specific travel identified in the SOW), fills in details,
or otherwise serves to accomplish the contractual SOW. ‘

(2) Provide advice and guidance to the contractor in the preparation of drawings, specifications,
or technical portions of the work description.

(3) Review and, where required by the contract, approval of technical reports, drawings,
specifications, and technical information to be delivered by the contractor to the Government under
the contract.

(c) Technical direction must be within the general statement of work stated in the contract. The
project officer does not have the authority to and may not issue any technical direction which:
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(1) Constitutes an assignment of work outside the general scope of the contract.
(2) Constitutes a change as defined in the 'Changes‘ clause of this contract.

(3) In any way causes an increase or déérease in the total estimated contract cost, the fixed fee,
if any, or the time required for contract performance.

(4) Changes any of the expressed terms, conditions, or specifications of the contract.

(5) Terminates the contract, settles any claim or dispute arising under the contract, or issues any
unilateral directive whatever.

(d) Alltechnical directions must be issued in writing by the project officer or must be confirmed by
the project officer in writing within ten (10) working days after verbal issuance. A copy of the written
direction must be furnished to the contracting officer. A copy of NRC Form 445, Request for
Approval of Official Foreign Travel, which has received final approval from the NRC must be
furnished to the contracting officer. -

(e) The cbntractor shall proceed promptly with the performance of technical directions duly issued
by the project officer in the manner prescribed by this clause and within the project officer's
authority under the provisions of this clause.

(f) If, in the opinion of the contractor, any instruction or direction issued by the project officer is
within one of the categories as defined in paragraph (c) of this section, the contractor may not
proceed but shall notify the contracting officer in writing within five (5) working days after the receipt
of any instruction or direction and shall request the contracting officer to modify the contract
accordingly. Upon receiving the notification from the contractor, the contracting officer shall issue
an appropriate contract modification or advise the contractor in writing that, in the contracting
officer's opinion, the technica! direction is within the scope of this article and does not constitute
a change under the "Changes” clause.

(g) Any unauthorized commitment or direction issued by the project officer may result-in an
unnecessary delay in the contractor's performance and may even result in the contractor expending
funds for unallowable costs under the contract.

(h) A failure of the parties to agree upon the nature of the instruction or direction or upon the
contract action to be taken with respect thereto is subject to 52.233-1 - Disputes.

(i) Inaddition to providing technical direction as defined in paragraph (b) of the section, the project
officer shall:
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(1) Monitor the contractor's technical progress, including surveillance and assessment of
performance, and recommend to the contracting officer changes in requirements.

(2) Assist the contractor in the resolution of technical problems encountered during performance.

(3) Review all costs requested for reimbursement by the contractor and submit to the contracting
officer recommendations for approval, disapproval, or susperision of payment for supplies and
services required under this contract. _

(4) Assist the contractor in obtaining the badges for the contractor personnel.

(5) Immediately notify the Security Branch, Division of Facilities and Security (SB/DFS) (via e-mail)
when a contractor employee no longer requires access authorization and return of any NRC issued
badge to SB/DFS within three days after their termination.”

(6) Ensure that all contractor employees that require access to classified Restricted Data or
National Security Information or matter, access to sensitive unclassified information (Safeguards)
access to sensitive IT systems or data, unescorted access to NRC controlled buildings/space, or
unescorted access to protected and vital areas of nuclear power plants receive approval of SB/DFS
prior to access in accordance with Management Directive and Handbook 12.3.

(End of Clause)

All other terms and conditions of the subject delivery order remain unchanged.



