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The purpose of this modification to replace the following clauses with the updated clauses:
2052.204-70 Security and 2052.204-71 Site Access Badge Requirement and add the
Security Requirements for Classified Matter or Information clause. The following clause is
hereby deleted A.13 Site Access Badge Procedures for Non-Information Technology
Contracts. Therefore, the following clauses are deleted and replaced in there entirety:

A.3 2052.204-70 SECURITY (March 2004)

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies,
procedures, and criteria of the NRC Security Program, NRC Management Directive (MD) 12
(including MD 12.1, "NRC Facility Security Program;” MD 12.2, "NRC Classified Information
Security Program;” MD 12.3, "NRC Personnel Security Program;" MD 12.4, "NRC
Telecommunications Systems Security Program;” MD 12.5, "NRC Automated Information
Systems Security Program;" and MD 12.6, "NRC Sensitive Unclassified Information Security
Program”), apply to performance of this contract, subcontract or other activity. This MD is
incorporated into this contract by reference as though fully set forth herein. The attached NRC
Form 187 (See List of Attachments) fumishes the basis for providing security and classification
requirements to prime contractors, subcontractors, or others (e.g., bidders) who have or may
have an NRC contractual relationship that requires access to classified Restricted Data or
National Security Information or matter, access to unclassified Safeguards Information, access
to sensitive Information Technology (IT) systems or data, unescorted access to NRC controlled
buildings/space, or unescorted access to protected and vital areas of nuclear power plants.

(b) ltis the contractor's duty to protect National Security Information, Restricted Data, and

Formerly Restricted Data. The contractor shall, in accordance with the Commission's security
' regulations and requirements, be responsible for protecting National Security Information,
" Restricted Data, and Formerly Restricted Data, and for protecting against sabotage,
espionage, loss, and theft, the classified documents and material in the contractor's
possession in connection with the performance of work under this contract. Except as
otherwise expressly provided in this contract, the contractor shall, upon completion or
termination of this contract, transmit to the Commission any classified matter in the possession
of the contractor or'any person under the contractor’s contro! in connection with performance
of this contract. [f retention by the contractor of any classified matter is required after
thecompletion or termination of the contract and the retention is approved by the contracting
officer, the contractor shall complete a certificate of possession to be furnished to the
Commission specifying the classified matter to be retained. The certification must identify the
items and types or categories of matter retained, the conditions goveming the retention of the
matter and their period of retention, if known. If the retention is approved by the contracting
officer, the security provisions of the contract continue to be applicable to the matter retained.

(c) In connection with the performance of the work under this contract, the contractor may be
fumished, or may develop or acquire, safeguards information, proprietary data (trade secrets)
or confidential or privileged technical, business, or financial information, including Commission
plans, policies, reports, financial plans, other (Official Use Only) intemal data protected by the
Privacy Act of 1974 (Pub. L. 83-579), or other information which has not been released to
thepublic or has been determined by the Commission to be otherwise exempt from disclosure
to the public. The contractor shall ensure that information protected from public disclosure is
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maintained as required by NRC regulations and policies, as cited in this contract or as
otherwise provided by the NRC. The contractor will not directly or indirectly duplicate,
disseminate, or disclose the information in whole or in part to any other person or organization
except as may be necessary to perform the work under this contract. The contractor agrees to
retumn the information to the Commission or otherwise dispose of it at the direction of the
contracting officer. Failure to comply with this clause is grounds for termination of this
contract.

- (d) Regulations. The contractor agrees to conform to all security regulations and requirements
of the Commission which are subject to change as directed by the NRC Division of Facilities
and Security (DFS) and the Contracting Officer. These changes will be under the authority of
the FAR Changes clause referenced in this document.

The contractor agrees to comply with the security requirements set forth in NRC Management
Directive 12.1, NRC Facility Security Program which is incorporated into this contract by
reference as though fully set forth herein. Attention is directed specifically to the section titled
“Infractions and Violations," including "Administrative Actions™ and “Reporting Infractions.”

(e) Definition of National Security Information. The term National Security Information, as
used in this clause, means information that has been determined pursuant to Executive Order
12958 or any predecessor order to require protection against unauthorized disclosure and that
is so designated.

(H Definition of Restricted Data. The term Restricted Data, as used in this clause, means all
data conceming design, manufacture, or utilization of atomic weapons; the production of
special nuclear material; or the use of special nuclear material in the production of energy; but
does not include data declassified or removed from the Restricted Data category pursuant to
Section 142 of the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as used in this
clause, means all data removed from the Restricted Data category under Section 142-d of the
Atomic Energy Act of 1954, as amended.

(h) Definition of Safeguards Information. Sensitive unclassified information that specifically
identifies the detailed security measures of a licensee or an applicant for the physical
protection of special nuclear material; or security measures for the physical protection and
location of certain plant equipment vital to the safety of production of utilization facilities.
Protection of this information is required pursuant to Section 147 of the Atomic Energy Act of
1954, as amended. '

. (i) Security Clearance. The contractor may not permit any individual to have access to
Restricted Data, Formerly Restricted Data, or other classified information, except in
accordance with the Atomic Energy Act of 1954, as amended, and the Commission's
regulations or requirements applicable to the particular type or category of classified
information to which access is required. The contractor shall also execute a Standard Form
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312, Classified Information Nondisclosure Agreement, when access to classified information is
required.

() Criminal Liabilities. It is understood that disclosure of National Security Information,
Restricted Data, and Formerly Restricted Data relating to the work or services ordered
hereunder to any person not entitled to receive it, or failure to safeguard any Restricted Data,
Formerly Restricted Data, or any other classified matter that may come to the contractor or any
person under the contractor’s control in connection with work under this contract, may subject
_the contractor, its agents, employees, or subcontractors to criminal liability under the laws of
the United States. (See the Atomic Energy Act of 1954, as amended, 42 U.S. C 2011 et seq.;
18 U.S.C. 793 and 794, and Executive Order 12958.)

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the
contracting officer, the contractor shall insert provisions similar to the foregoing in all
subcontracts and purchase orders under this contract.

() In performing the contract work, the contractor shall classify all documents, material, and
equipment originated or generated by the contractor in accordance with guidance issued by
the Commission. Every subcontract and purchase order issued hereunder involving the
origination or generation of classified documents, material, and equipment must provide that
the subcontractor or supplier assign classification to all documents, material, and equ:pment in
accordance with guidance fumished by the contractor.

(End of Clause)

A.4 2052.204-71Badge Requirements for Unescorted Building Access to NRC Facilities
(February 2004)

During the life of this contract, the rights of ingress and egress for contractor personnel must
be made available, as required, provided that the individual has been approved for unescorted
access after a favorable adjudication from the Security Branch, Division of Facilities and
Security (SB/DFS). In this regard, all contractor personnel whose duties under this contract
require their presence on-site shall be clearly identifiable by a distinctive badge fumished by
the NRC. The Project Officer shall assist the contractor in obtaining badges for the contractor
personnel. It is the sole responsibility of the contractor to ensure that each employee has a
proper NRC-issued identification/badge at all times. All photo-identification badges must be
immediately (no later than three days) delivered to SB/DFS for cancellation or disposition upon
the termination of employment of any contractor personnel. Contractor personnel must
display any NRC issued badge in clear view at all times during on-site performance under this
contract. Itis the contractor's duty to assure that contractor personnel enter only those work
areas necessary for performance of contract work, and to assure the protection of any
Govemment records or data that contractor personnel may come into contact with.

(End of Clause)
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DELETE THE FOLLOWING CLAUSE:

“A.13 SITE ACCESS BADGE PROCEDURES FOR NON-INFORMATION TECHNOLOGY
CONTRACTS”

ADD THE FOLLOWING CLAUSE:

A.13 SECURITY REQUIREMENTS FOR ACCESS TO CLASSIFIED MATTER OR
INFORMATION (February 2004)

Performance under this contract will require access to classified matter or information (National
Security Information or Restricted Data) in accordance with the attached NRC Form 187 (See
List of Attachments). Prime contractor personnel, subcontractors or others performing work
under this contract shall require a “Q” security clearance (allows access to Top Secret, Secret,
and Confidential National Security Information and Restricted Data) or a “L” security clearance
(allows access to Secret and Confidential Natlonal Security Information and/or Confidential
Restricted Data).

The proposerlcontractor must identify ali individuals to work under this contract and propose
the type of security clearance required for each. The NRC sponsoring office shall make the

final determination of the type of security clearance required for all individuals working under
this contract.

Such contractor personnel shall be subject to the NRC contractor personnel security
requirements of NRC Management Directive (MD) 12.3, Part | and 10 CFR Part 10.11, which is
hereby incorporated by reference and made a part of this contract as though fully set forth
herein, and will require a favorably adjudicated Single Scope Background Investigation(SSBI)
for “Q” clearances or a favorably adjudlcated Limited Background Investigation (LBI) for “L”
clearances.

A contractor employee shall not have access to classified information until he/she is granted a
security clearance by the Security Branch, Division of Facilities and Security (SB/DFS), based
on a favorably adjudicated investigation. In the event the contractor employee’s investigation
cannot be favorably adjudicated, their interim approval could possibly be revoked and the
individual could be subsequently removed from the contract. The individual will be subject to a
reinvestigation every five years for “Q” clearances and every ten years for “L” clearances.

The contractor shall submit a completed security forms packet, including the SF-86,
“Questionnaire for National Security Positions,” and fingerprint charts, through the Project
Officer to SB/DFS for review and submission to the Office of Personnel Management for
investigation. The individual may not work under this contract until SB has granted them the
appropriate security clearance, read, understand, and sign the SF 312, "Classified Information
Nondisclosure Agreement." The contractor shall assure that all forms are accurate, complete,
and legible (except for Part 2 of the questionnaire, which is required to be completed in private
and submitted by the individual to the contractor in a sealed envelope), as set forth in MD 12.3.
Based on SB review of the applicant's investigation, the individual may be denied his/her
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security clearance in accordance with the due process procedures set forth in MD 12.3 Exhibit
1, E. O. 12968, and 10 CFR Part 10.11.

In accordance with NRCAR 2052.204-70 cleared contractors shall be subject to the attached
NRC Form 187 (See Section J for List of Attachments) which furnishes the basis for providing
security requirements to prime contractors, subcontractors or others (e.g., bidders) who have

or may have an NRC contractual relationship which requires access to classified information;
access on a continuing basis (in excess of 30 days) to NRC Headquarters controlled buildings;
or otherwise requires NRC photo identification or card-key badges.

(End of Clause)



