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NETWORK ANNOUNCEMENT

Since the events of September 11, we have had to re-examine the types of information we are
providing to the public. In the interim, the following criteria has been developed to assist the .
staff in deciding whether or not to release certain documents to the public, which includes
posting them to the web and to the PAHS public library i in, ADAMS.
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. ' This gundance is general and w eahze it is subject to interpretations. We will llkelyvdz/& @4{7‘{?
_(_m(a eﬂﬁm&e conservative criteria-suc but-may-decidete-becomemore flexible.over
Uum To the extent you are unsure about whether a particular document should be made Mﬂ)(_—/
publicly available, contact your senior office management.
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As you know, the External web page has been shut down and we are re-building.it- ncrementally

as we make decisions on which material can be app:opﬁaleﬁj"posted. Si ewebis easuly

accessible, we should keep posted material at the more conservative levél. The criteria gives

some guidance in this regard. We are aware that external organizations have material on their
web sites that may be considered sensitive, and will be dealing with this on a case-by-case
basis. Regarding our legal obligation to make certain |n/fcggaﬁon publically available, although

such information may no longer appear on our web site C has informed us that thie M vé’ :
WX{W‘““W pubhcatxon in the Feder IHe ister. 0/71" f ///{7‘4 ~

ubhc meetings should~ be conducte As‘stated-m-th 'a.w%eliev it would be ,M

prudent for staff not to hold public meetings at hcensee sites tolimitAvailability of site .

addresses on the pubhc meeting web site) If discussions at the meeting will cover material you '

believe is sensitive using the attached criteria, notify your office management. Each office will

Jnake the final decision on whether or not to hold the particular meeting, and on what type of -

cmnaterial should-be-discussed. Offices need to take into consideration the fact that public %
W

meeting handouts and minutes are normallymade—:pubhe%avallablerﬁﬂ

Freedom of Information Act (FOIA) material is handled separately from this guidance and is
subject to specific laws and statutes. Guidance on FOIA material will be sent to you separately,
pending decisions from the Department of Justice. For now, handle and process all FOIA
requests in the same manner as you have before.

NUREGS under development should also be evaluated against the criteria on a case-by-case
basis by individual offices. Consider postponing pubhcaﬂon% of NUREGs which could contain

sensitive information.
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CRITERIA TO BE USED WHEN DECIDING TO RELEASE INFORMATION TO THE PUBLIC

Consxder not releasing a document if it contains: ,71 / m

. Documents that represent r(zoﬁhdahon or collection of plant- specific information that
might be used to exploit site-specific features including equipment and specific facility
locations,tsrExamples Final Safety Analysis Heports@ES-ARs) Plant Information Books,
Emergency Plans, Individual Plant Examination for External Event (IPEEE) material,

Operational Safeguards Response Evaluatlon material, risk-informed inspection
notebook J{?/, }z,,.;(,é,zé, _ ,Mm |

. Specific locatlons of the facility site should be avoided on information that is posted to
the web. Limit these descriptions to city and state. Geospatial coordinates should not
be made public through any means. As a Ppractical matter, addresses on licensee .. . *
correspondence can still be made public via ADAMS. Staff should re-consider holding
public meetings at licensee sites to avond posting site addresses on the public meetlng
web site.

.. Eatdy—ma:orﬁnysncal vulnerabilities or weaknesses or potentlal weaknesse Ufould
be useful to terronsts /;f ./Puzafbt (a .
/ .
. Construction detail uch as wall thicknesses or specific barrier dimensions. :

Detailed diagrams, schematics, or cutaways of plant designs. General descriptions
instead of exact numbers (i.e. "several feet, several inches, layers of concrete”) should
be used for general public information.

»  Information which could be useful to defeat or breach barriers mw(la/\ W




