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UNITED STATES
NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001

February 2, 2004

MEMORANDUM TO: - Those on the Attached List

FROM: _ Charlotte L. Tutner

Acting Senior lnformatro, echnology Secunty Offrcer (SITSO)
Oftlce of the Chlef lnformatlon Oftrcer

SUBJECT: . SECURITY PLANS FOR ALL PERSONAL COMPUTERS AND
LAPTOPS BEING USED FOR CL_ASSIFIED AND SAFEGUARDS
INFORMATION PROCESSING

Management Directive (MD) 12.5, NRC Automated lnformatlon Secunty Handbook,’ |mplements
the requrrements of the Federal Information Secunty Management Act (FISMA) which requires
that the agency provide automated informatlon security protecttons commensurate wrth the risk
and magnrtude of the harm resultlng from unauthonzed access, use dlsclosure drsruptron or
ensure that mformatron systems sponsored by thelr offlce that process or store classmed
|nformatlon, Safeguards Informatron (SGI), or sensrtrve mformatron have mdrvrdual secunty
plans . . -

using Accessron Number ML040220713 Borlerplate is, mcluded |n the template and any
information contalned wrthrn < should be replaced wrth the, appropnate rnformatlon for the
personal computer or Iaptop that is belng used tor classrfled and/or sateQUards lntormatlon
processing. lnstructrons for frlllng inthe template arealso attached and ¢an be accessed
through/ ADAMS using Accessron Number ML040220734. ‘Both frles are contarned ina
package ¢ and can be accessed together through ADAMS usrng Accessron Number '
ML040220684 _

The due date for mamtalnlng a centrallzed flle contarnrng thrs mlormatlon is Aprll 1, 2004 .
Please provrde an appropriate’ secunty plan for each personal computer or laptop t that is used
or will be used for classified and/or SGI | processing by March 19, 2004, to Mrs Kathy Lyons-

. Burke. She can be reached at (301) 415-6595 or at kxi3@nrc.gov.

Attachments: As stated
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1 SYSTEM DESCRIPTION

Provide the name, locatlon phone number with area code and emarl address for the system
owner. Provide the same 1nformatron for the mdrvrdual with techmcal knowledge of the system
State whether or not the system is in active use. Ifmulttple systems have the same purpose
users, and location, you can use a smgle plan for all of those systems.

1.1 Locatlon
Describe the locatron of the ADP system durmg use and when not in use.

1. 2 Information.

Indicate the level of protective ¢ concern assocrated with the data on the ADP systern This '
-indication is required with regards to the conﬁdenttaltty, 1ntegnty, and avallablhty ofthedataon =
the system. For each of the conﬁdentrahty, integrity, and avatlabrhty categones mdlcate whether
the impact is low, medtum or high if the information is compromtsed Listed below are excerpts
from Federal Infarmatzon Processmg Staridard 199 - Standards for Securzty Categorlzatzon of
Federal Informatzon and Informatzon .Systems and ﬁom Management Directive (MD) 12. 5 NRC
: Automated Informatton Secunty Program to as51st in makmg these determmatmns '

CONFIDENTIALITY FIPS “Preservmg authonzed restncttons on mformatton access and dxsclosure, "
: 199 . : mcludmg means for protectmg personal pnvacy and propnetary
mformatlon » [44 U S C., Sec 3542] S

‘_ A loss of conﬁdentzahty 1s the unauthonzed dtsclosure of mformatton

NRC . .The concept of holdmg sensxtrve data m conﬁdence, ltnuted to an T
‘MD 12.5- _apprOpnate set of mdwrduals or orgamzatrons ’ R o

; INTEGRITY .. - FIPS : ;':_“Guardmg agamst 1mproper mformatron modtﬁcatron or destructron, and "
R - 199 - includés’€ ensunng xnformatron non-repudxatron and authenttctty
' 4USC,Sec: 3s4z] -

E -,A loss of mtegnty 1s the unauthonzed modrﬁcatton or destructton of
'mfoxmatlon R RIS : .

NRC ) v"Sound untrnpatred ot perfect condrtton 'I'he secunty goal that generates
MD 12.5. -the requrrernent for protectron agamst etther intentional or accidental
- -attempts to v:olate data’ mtegnty (the property that data have when they _
have not been altered inan unauthonzed marmer) or system rntegnty (the o
.quahty thata systern has when it performs its intended functron in an :
S fummpatred rnanner ‘free from unauthonzed manlpulatron) ;

. AYA'ILABtLIfY FIPS ' “Ensunng trmely and relxable access to and use of mformatlon " [44,.:
- o 199 USC Sec. 3542] : o

_ A loss. of avatlabxltty is the dtsruptton of access to or use of mformatton or
A ‘an 1nformat10n system ' : -



. mGn RS

LOW FIPS
199

MODERATE FIPS |
199

199 -

Co 'AMPLIFICATION A severe or catastrophrc adverse effect rneans that for example, the N

NRC A state in which AIS resources are in the placé needed by the user at the
MD 12,5 time the user needs them, and i in the form needed by the user.

The loss of conﬁdenttahty, mtegnty, or avarlabllrty could be expected to have a
hmited adverse effect on orgamzattonal operatrons orgamzatronal assets or
mdrvrduals : :

"AMPLIFICATION: A hrmted adverse effect means that for example, the loss of
_ 'conﬁdenttahty, mtegnty, or avallabrllty rmght

(i) ,cause a degradatron in mission capabrhty to an extent and duratron that
the’ orgamzatron is able to perform its primary functtons, but the
effectrveness of the functrons is nottceably reduced;

(i) result i in minor darnage to organizational assets o

(i) result in minor financial loss; or .

(iv) -result in minor harm to mdwrduals

The loss of conﬁdentxaltty, mtegnty, or avarlabrhty could be expected to have a

~ erious adverse effect on orgamzatronal operatlons, orgamzattonal assets or
‘mdlvrduals S

'- AMPLIFICATION A senous adverse effect means that for example, the loss of
conﬁdenttahty, 1ntegnty, or avarlabthty nught

(i) . .cause a srgmﬁcant degradatxon mn’ mrssxon capabthty to an extent and
' o ‘duratron that the orgamzahon is able o perform its pnmary functxons, '
.. - butthe eﬁ'ectweness of the functlons is srgmﬁcantly reduced
) R result in srgmﬁcant damage to orgamzattonal assets
© (i) - Tesultin srgmﬁcant financial loss or L R
. (iv)' a result in s1gn1ﬁcant harm to’ mdmduals that does not mvolve loss of hfe '
" -or senous hfe threatemng mjunes e :

,The loss of conﬁdentlahty, mtegnty, or avmlabtlxty could be expected to have a

_  severe or catastrophlc adverse eﬁ'ect on orgamzatronal operatxons, orgamzatlonal L
o assets or mdrvrduals SRR . D .

.loss of conﬁdentlallty, mtegnty, or avarlabtllty mrght -
(1) cause a severe degradatton in or loss of rmssron capahthty to'an extent .
and duratron that the orgamzatton rs not able to perform one or moré of :

: its’ pnmary functrons, e

Gi) .  resultin rnajor damage to orgamzatronal assets

(). result in rnajor fmancral loss;or " T
(iv) ;result in'severe or catastrophrc harm to mdrvrdua.ls mvolvmg loss of life

©oor senous hfe threatemng m_)unes : :

1.3 Components

- 1.3 Hardware



Describe all ADP hardware that is directly connected to the ADP system (e.g. printers, monitors),
including property numbers.
1.3.2 Software

Describe all software (e.g. Windows NT, WordPerfect) installed on the ADP system, including

. version information. Include any 1nformat10n about encryptlon used to protect the mformatlon
on the system :

1.4 Period of Operatlon '
Describe the mtended operatmg hours and days (e.g. normal busmess hours) of the ADP system

1.5 Data Integnty and Mamtenance of Permanent Records

Describe the mechanisms used to ensure the mtegnty of the data stored on the system and the
method used to maintain a permanent record of the data.

2 INFORMATION SYSTEMS SECURlTY OFFICER (ISSO)

A system owner de51gnates the ISSO ofa system usrng a written: desrgnatron letteror .
. memorandum The ISSO is respon51ble for ensuring comphance W1th NRC’s IT secunty pohcres -
and procedures A full list of ISSO responsrbrhtres can be found in MD 12, S, Sectron 2.4

Information System Secunty Oﬂicer (ISSO) Th15 plan must be updated any t1me the ISSO or -
Altemate ISSO changes ‘ _ o

-'2 1 anary ISSO

- .Prowde the ISSO’s name ofﬁce/orgamzatron name ofﬁce locatlon, phone number, and emzul
"...address S e :

) 2 Alternate ISSO(S)

r_iProv1de the’ alternate ISSO’s name, ofﬁce/orgamzatlon name oﬂ'rce locatlon, phone number, and ..
- ema11 address B :

'3 NATURE OF ADP ACTIVITY

' 3 1. Class:flcatlon Levels

Indlcate all the classrﬁcatlon levels (e g unclass1ﬁed SGI Secret Top Secret SCI) to be ~

: processed on ‘this system Indlcate for each clasmﬁcatlon_ level the percentage of tlme the
computer use is dedlcated for processmg at that level.

3.2 Types of ADP Actlwty

‘ Descnbe the types of ADP actlvrty (e g. word processmg, spreadsheets, graphlcs srmulatlons)
' that w:ll be performed on the system

4 AUTHORlZED ACCESS



4.1 Users

Either list the authorized users’ names, office names, office locatrons phone numbers and email .
addresses, or provide the other SpeClﬁC deﬁmtlve information to determme who has access.
'Descnbe the procedure for authorizing a new user and for removmg 2 user from the authonzed
list. Indicate the approvm g authority to authonze and remove authonzatron from a user :

4.2 Mechanism
Describe the system authonzatlon mechamsm (e g username/password physrcal access log) for .
access to the ADP system

4.3 Audltmg

Describe thé activity audltrng mechamsm for the ADP system Specrﬁcally, describe the _
operating system auditing controls that are 1mplemented and the information that is recorded for .

“each type of activity (e.g. file crcatron, ﬁle deletron file modrﬁcatlon ) Audrt reviews by the '
.ISSO are requrred at least monthly .

"5 CONTROLS

s 5.1 Phys:calAccess Controls

: Descnbe the physrcal access controls m place to protect the ADP system ﬁrom unauthonzed
‘ 'access Indrcate the procedures for loggmg all access to the system '

- ’.-'.Descnbe any consrderatrons relevant to physrcally protectmg the ADP system ﬁom unauthonzed A_ 4

. .access. (e g loclcmg storage safe)

:-‘52 Vlsn‘or Controls o

'_Descnbe the controls in place to ensure v1s1tors do not have any access to the ADP system

6 HANDLING OF DATA

. _Descnbe how each type of data stored 1n or resu]tmg frorn the ADP system are handled and
- protected R S

‘7 OPERATING PROCEDURES

' Descnbe the ADP systern operatlng proce "ures

8 REPAIRAND MAINTENANCE

'Descnbe the processes and procedures used for the mamtenance of the ADP system

9 SECURITY COMPROMISES OR FAILURES

. Descnbe the procedure in the event of a compromrse or farlure

| .10 RULES OF BEHAVIOR

kS



Describe the rules of behavmr for the ADP system. Please reference MD 12. 5, sectlon 2.5 Rules
of Behav10r for NRC AIS Users for basic rules of behavmr (no need to repeat them in thls ) '

expected behavior of all mdmduals with access to thls system Spec1ﬁcally mclude the
rules/processes for properly handhng classrﬁed and SGI mformatron The rules should state the
users must sign 1nd1cat1ng that they are aware of the rules of behavror before bemg granted access
to the system. These rules should be developed ona separate sheet of paper The ISSO shall
maintain copies of the sheets srgned by each user.-
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Automated Data Processmg (ADP)
Securlty Plan for o

<Desktop Personal Computer Laptop>
NRC # <tag number(s)> '
NRC 'foi'(;el(_)'rgahi'.za't.i@n Name

Rewsion# -
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1 SYSTEM DESCRIPTION

<Desktop Personal Computer, Laptop>NRC # <tag number(s)> is owned by <name of owner>,
<Narmie of owner> can be located at <région>, <building : and room number>, <phone number
_ 1nclud1ng area code>; and <email address>, The individual with téchnical respon51b1hty for the
system is <name of technical POC>, <Name of technical POC>> can be located at <region>,

~<building and room number> <phone riumber mcludmg area code> and <ema11 address>. The
system <1s/15 not> in active use.

".;11 Locatlon |

The system is physwally stored at <reg10n> <bu11dmg name> <ﬂoor> <room desrgnator> in
- <locked location mfonnat10n> The system is physrcally used at <reg10n> <bu11d1ng name>,
<floor>; <room de81gnator> in <10cked locatron 1nforrnat10n> -

. 1.2 Informatlon
) The system is con51dered to be <MlSSlOIl Cntlcal hsted other (specrfy)>

‘The conﬁdentlahty of the data on the ADP system 1s to be treated w1th a <Iow, moderate hlgh> .
level of ] protectron If the conﬁdentlahty of the datd is comprormsed there would be a <l|m1ted

serlous, severe or catastroph1c> adverse effect on orgamzatronal operatlons, orgamzattonal
assets, or mdlvrduals s A

"'.The mtegnty of the data on the ADP system 1s to be treated wrth a <low moderate h1gh> level -
:of proteenon Ifthe mtegnty of the data is compromlsed there would bea <hm1ted serlous, "

' .severéor catastrophxc> adverse effect on orgamzatlonal operatlons, orgamzatronal assets or i
_ -lndmduals ‘ : :

-

: The avatlabrhty of the data on the ADP system is to be treated w1th a <low, moderate hlgh>

- | . level of protectlon Ifthe avallabrhty of the data is compromlsed there would be a <hm1ted

. senous, severe or. catastroph1¢> adverse effect on orgamzatronal operatrons orgamzatlonal
s .asscts, or 1nd1v1duals T e . : o

- 1 3 Components PR

. ,1 3 1 Hardware

The system is a <Desktop PC, Laptop> w1th a <removab1e resrdent> hard dnve umt In the
- secure mode, the <Desktop PC Laptop> w1ll have the removable hard dnve mstalled At all

-The system consrsts of the followmg hardware T Cot
- ,'_- <Persona1 computer Laptop> <Brand> <Model> NRC# <tag number> -
Momtor <Brand><Model> - NRC # <tag niimber> - - '
RAM <amount ofRAM> i



Hard drive: <size> removable hard drive
<number> 3.5 inch floppy dnve(s)
<number> Read/write CD-ROM drive
<number> Read only CD-ROM drive
<number> Read only DVD drive
<number> Read/write DVD drive
list any other drives
Scanner: <Brand> <Model>

 Printer: <Brand> <Mode1>
Network card: <Brand> <Model> :
Any other hardware that is ever attached to thls system dunng processmg

f
e © ® .6 © ¢ © ® o & o

The system <does does not> have a modem (If yes descrzbe the dxsablzng mechamsm)

.The system <does, does not> have LAN connectmty Kii f yes, specgfj/ exactly what LAN actzvzty is
permrtted) -

.'1 3, 2 Software

" The system has the followmg software mstalled on the dnve performmg <SGI cla551ﬁed>
processmg : :

. Operatmg system <OS name> <vers10n> <serv1ce packs 1nstalled> T
. 'Antmrus soﬁware <sofcware name> <ver51on> <frequency of updates to srgnatures>
o <method of 51gnature update> ' .
) 'Encryptron software: <software name> <versron> :
e .-Other software <soﬁware name> <versron>

o

s The dlsplay background has been modtﬁed to mdlcate that <SGI Conﬁdent1a1 Secret Top
: Secret SCI> mformatron is bemg processed ' :

E .A1 4 Penod of Operatlon

. ' The system W111 be used <dunng regular busmess hours oﬁ' hours> <Monday through Fnday
~'-‘-from730AMto415PM> FA AR -l

" . 1. 5 Data lntegrlty and Mamtenance of Permanent Records" .

B 'The 1ntegnty of data: on the system is ensured by <1mp1ementatron of audlt nnplementatlon of
) backup to CD-Rs ngld versmn control etc > every <number of days, weeks months?‘ The f
o mformatlon are ensured through <backup to CD Rs or tape or memory stlck, ﬁle copy to records

. management system (hke ADAMS), etc.> every <number of days, weeks months> Pennanent S
' records are generated by the ISSO or alternate ISSO '

2 INFORMATION SYSTEMS SECURITY OFFlCER (ISSO)



2,1 Primary ISSO

The primary ISSO for the system is <name of ISSO>. <Name of ISSO> can be located at

<region>, <building and room number>, <phone humber 1nclud1ng area code> and <ema11
address>. .

2.2 Alternate ISSO(s)

The alternate ISSO for.the system is <name of ISSO>, <Narne of ISSO> can'be located at

<region>, <bu11dmg and room number> <phone number mcludmg area code> and <email -
address>. -

3 NATURE OF ADP ACT|V|TY

3.1 Classmcatlon Levels

The systern will process <uncla551ﬁed SGI, Secret Top Secret, SCI> 1nformat10n <Percentage> |
of the system useis devoted to <unc1ass1ﬁed SGI Secret Top Secret SCI> processmg

(If the system szl process classy" ed data - provzde a reference to the approval recezved from
NSA for the system to’ process cIassy‘“ ed data) '

3.2 Types of ADP Actlwty

Actmtles performed on the system wrll mclude <word processmg, spreadsheets graphrcs :
: srmulatlons etc> C o -

4 AUTHORIZED ACCESS

: All users authonzed to access ‘this system have the need to know <and requrred secunty
clearance> Priof to bemg granted system access, each user is requrred 16 read this secunty plan
. and srgn a statement acknowledgmg therr understandmg of the requrrements and procedures

4 1 Users

The followrng personnel are authonzed users of thrs systern

. <authonzed user’s name> <ofﬁce/orgamzat10n name> <reg10n> <ofﬁce locatron> L
. <phone number mcludlng area code> <erna11 addresses>

The hst of authonzed users s rev1ewed on a monthly basrs to ensure a contmued need-to-know
In addmon the list is updated upon user rea551gnment or tennlnatlon New users are added to the :
list after need-to-lcnow and’ clearance venﬁcatron and aclcnowledgement 51gnature mdrcatrng
‘ complete understandmg of tlus p]an ' S

.<Name of mdxvrdual authonzmg user. access> authonzes user access to tlus system and also
removes authonzatron when appropnate He/she can be located at <ofﬁce/orgamzatlon name>



4.2 Mechanism

Each system user is assighed a umque usermname and password to access the system A password ,
- protected scréen saver w111 activate aﬁer two mimites of i 1nact1v1ty

4.3 Audltmg

“Each uset’s actions ori the system are audrted and the audrt lo gs are rev1ewed at least monthly by. -

the system admrmstrator to identify any mappropnate actwrty All audrtmg is perforrned by the
ISSO or altemate ISSO. : A

5 CONTROLS

5.1 Phys:cal Access Controls

Physrcal security is controlled at all entrances to the bulldrng by secunty guards Each employee
is requrred to present an NRC IDtoa secunty guard <Describe all physrcal secunty ,
consideérations that must be taken irito account § given the locatlon of u use. If the system is used at’
another locatlon descnbe the physrca] secunty supphed>

The systern is physrcally protected dunng use Physmal access to the system dunng use is-
limited.. Each user records their name and trme ‘of access mto an access log for the system
: <<Descr1be mechamsm that hmlts physrcal access dunng use>

. "The system is also physrcally protected when not m use <Descr1be mechanlsm that hmrts
: .physrcal access dunng storage> ‘

) '52 VISItOI‘ Controls

- famhty Vlsltor escorts ensure the vrs1tors do not enter areas where sensrtrve mforrnatlon 1s berng :
' .processed unless they have a purpose approved by the ISSO

: ]ndrvrduals wrthout a need-to-lmow are prevented ﬁom physrcal access to the system by
<mechamsm> ; I

6 HANDLING OF DATA

' fThe removable hard dnve magnetlc medla (ﬂoppy drsks) optlcal medla (CD-ROMs DVD- o
ROMs) and-all pnntouts from the system that contain' SGI or classrﬁed mformatlon are properly o
‘marked, labeled and handled accordmg to the appllcable procedures in NRC Management '
A Dlrectrve (MD) 12 2, "NRC Classrﬁed Informatron Secunty Program " MD 12.5, “Automated
Informatron Systems Securrty Prograrn” and MD 12.6,: “‘NRC Sensrtrve Unclassrﬁed Infomratron
'Secunty Pro gram,’ and other apphcable procedures prov1ded by the NRC Secunty Office =~

(ADM), the IT Secunty Ofﬁce (OCIO), and the NSRR lNFOSEC Ofﬁce A copy of the o
procedures is avarlable to all authonzed users ' N



When not in use, the removable hard drive, all magnetlc and optical media; and all

printouts or other materials containirg <Safeguards Classrﬁed> Iniformation are marked, labeled,
stored, protected, and destroyed in accordance with apphcable procedures in NRC Management
Directive 12. 1 "NRC Facility Secunty Program" and NRC Management D1rect1ve 122,

7 OPERATING PROCEDURES

The system operatmg procedures for processmg SGI are as follows

l Priorto processmg

a. Ensure that only properly cleared personnel w1th an approved need-to-know are present o

b. Ensure the. monitor screen 1s posrtroned away from the entrance to the Safeguards
processmg area ' co

C. Ensure that access to the Safeguards processmg area is controlled

d. Remove all unclassrﬁed magnetic or optlcal medra from the appropnate drives.
2. Processmg :

Install requlred hard dnve
'Log 1nto the computer gL
" Turn on the printer. © . ‘ g
I needed mstall any necessary magnetrc or optlcal medra in dlskette or CD-ROM dnves.-
: Ensure the medla are labeled as Safeguards Informatlon as appropriate. -

e. ‘Enstre that the background on the screen 1nd1cates <Safeguards Conﬁdentral Secret
“Top Secret, SCI> processmg : _

F ",Begm processing. -
3. Processmg terrnmatlon S s SRR
S -Ensure all magnetlc or optrcal medra contarmng safeguards mformatron have been
o '-,properly marked. . S e -
b, ";Termmate all safeguards data processmg and : _all programs Lo
Remove all safeguards magnetrc and optlcal media ﬁom appropnate dnves - S
; 'Ifused, rin 3 blank pages through pnnter and/or scanner or power off the prmter andlor L
‘scanner.. . CEe e SR t ’
-“Shut-down the prmter o . Sl SN - .
~-.Log out of the notebook computer and ensure that the lo g on screen is present
'Ensure all safeguards matenals are accounted for , : ' .
- Ensure that the notebook computer and all other magnetrc and optrcal medra contammg o
co :Safeguards Informatlon are stored only in’ appropnate lock-bar flle cablnets or other '
“.approved container. I 2

. i Lock and venfy the storage contamer is closed and locked and log access to the contatner
' "'v_asnecessary e

'o-sv'sr'é’

i

8 REPAIR AND MAINTENANCE

Contractor mamtenance and regtonal IT support staff personnel may requrre access to the system .
‘»authonzed and knowledgeable NRC employee will be present at. all trmes 10 momtor the work
~performed Should repair or ‘miairitenance be requtred for the notebook computer hard dnve or
: rother magnetlc or optrcal medla contarmng safeguards data ‘only properly cleared repalr o



personnel will be authorized to perform such work and at least one authorized and

knowledgeable NRC employee will be present at all times to momtor the work performed. All
other classified and safeguards matenals wﬂl be properly secured in approved containers.

9 SECURITY COMPROMISES OR FAILURES

All security compromises or failures will be reported to the ISSO, the Alternate 1SS0, the
regional ISSO, the NRC Semor Information Technology Secunty Ofﬁcer (SITSO), and the

Division of Facrlltles and Secunty (ADM/DFS) in accordance with NRC Management D1rect1ves
' 12 1and 12.2. ' :

10 RULES OF BEHAVIOR

All system usérs must observe the rules of behavror specrﬁed in MD 12.5, section 2.5 Rules of
Behavior for NRC AIS Users. In addition, all users ‘must follow the operating procedures
outlined in Section 7 of this docurnent <C1ear1y dehneate additional responsibilities and
-expected behavior of all individuals with access to this system. Speclﬁcally include the

rules/processes for properly handhng classified arid SGI information. The rules should state the .
vconsequences of mcon51stent behavror or noncomphance >



11 ACKN'OWLEDGMEN'.'JI' ‘STATEMENT

By my signature below, I acknowledge that I have read thls Secunty Plan for <Desktop PC,
-Laptop> computer #<tag number(s)> and understand the operatmg procedures and rules of
behavmr concemmg the processmg of safeguards m.formatlon on this system as well as,my .

include the notebook computer magnetlc and optlcal medla and a]l pnntouts contalmng <SGI
'cla551ﬁed> matenal or other <SGI c1a551ﬁed> matenals

PRINTName. . . - Sigiahire' . .. Date




