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INTERNATIONAL ATOMIC ENERGY AGENCY

AGENCE INTERNATIONALE DE L'ENERGIE ATOMIQUE
MEXAYHAPOIHOE ATEHTCTBO [10 ATOMHON 3HEPI'MH

ORGANISMO INTERNACIONAL DE ENERGfA ATOMICA

WAGRAMER STRASSE 5, P.O. BOX 100, A-1400 VIENNA, AUSTRIA
TELEPHONE: (+43 1) 2600, FACSIMILE: (+43 1) 26007, E-MAIL: Official. Mail@iaea.org, INTERNET: www.iaca.org

IN REPLY PLEASE REFER TO. DIAL DIRECTLY TO EXTENSION.
PRIERE DE RAPPELER LA REFERENCE COMPOSER DIRECTEMENT LE NUMERO DE POSTE:
N102/C 21836

2003-11-04

Dear Mr. Prato,

I have the pleasure to invite you to participate, as a consultant, in a meeting to discuss
the draft guidance on a security walk-down procedure in connection with the self-assessment
guidelines for the physical protection of nuclear installations against sabotage and to assess
the usefulness of the walk down procedure in a nuclear power plant. The main purpose of
security walk-down is to identify power plant structures, systems and components vulnerable
to malicious acts. The walk-down process is also crucial to eliminate those structures, systems
and components, which would not be vulnerable to sabotage events at the nuclear facility.

The meeting is planned to take place at the Korea Institute of Nuclear Safety (KINS),
which will host it during 10-14 November 2003 in Daejon, Korea. This meeting is aimed to
carry out technical discussion, review draft security walk-down procedures prepared by the
Agency and revise the procedure. It will also include a demonstration walk-down at a NPP in
Korea.

The Agency will reimburse USNRC for your travel and per diem in accordance with the
Agency’s procedures for non-staff travel.

This arrangement does not constitute, and shall not be construed to create, an
employment relation between the Agency and yourself. Accordingly, the Agency will not pay
employer’s contribution to any social security scheme or health insurance scheme in
connection with services performed by you under this arrangement. Moreover, the Agency
will not pay any compensation in the event of death, injury or illness incurred in connection
with your services as a consultant. However, while travelling under the authority and at the
request of the Agency, you will be covered under the Agency’s insurance policy for, inter alia,
permanent total disability or death up to an amount of US $100,000 and medical expenses up
to an amount of US $10,000 in the event of an accident related to such travel, subject to the
terms of the insurance policy.

Robert J. Prato

U.S. Nuclear Regulatory Commission (USNRC)
Office of Public Affairs (OPA)

Washington, D.C. 20555

USA



It is a condition of your acceptance that you refrain from disclosing any industrial secret
or other confidential information made known to you by reason of your performing this
consultancy, and that you exercise the utmost discretion regarding all matters related to your
consultancy service. In this regard, you are requested to sign the attached “Confidentiality
Undertaking for Non-Staff Members™ form. Please return the form to the responsible officer
for the meeting as soon as possible, but in any case before starting your consultancy service.

The scientific secretaries of the meeting will be Messrs. Axel Hagemann (NSNS) and
Aybars Guerpinar (NSNI). All subsequent correspondence should be addressed to Mr. Axel
Hagemann of the Office of Nuclear Security (a.hagemann@iaea.org), please feel free to
contact him if you need further information.

Yours sincerely,

Anita B. Nilsson

Head, Office of Nuclear Security

Department of Nuclear Safety
and Security
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WAGRAMER STRASSE §, P.O. BOX 100, A-1400 VIENNA, AUSTRIA
TELEX: 1-12645, CABLE: INATOM VIENNA, FACSIMILE: (+43 1) 26007, TELEPHONE: (+43 1) 2600, E-MAIL: Official. Mail@IAEA.ORG

IN REPLY PLEASE REFER TO DIAL DIRECTLY TO EXTENSION
PRIERE DE RAPPELER LA REFERENCE: COMPOSER DIRECTEMENT LE NUMERO DE POSTE 21117

CONFIDENTIALITY UNDERTAKING FOR NON-STAFF MEMBERS

1. T hereby undertake, as part of the terms and conditions of my contract with the Agency, not to
disclose at any time during or after my contract with the Agency any confidential information
which may come to my knowledge in connection with my contract with the Agency, including
any commerical, technological or industrial secrets to which I have had access in the course of my
contract, to any person, Government or organization not authorized to receive such information.

2. [further undertake that, for the duration of my contract with the Agency, I shall:
(a) follow the Agency’s procedures for the safekeeping, handling and release of any such
information;
(b) restrict any use I make of such information, both within and outside the Agency, to the
proper execution of my official duties;
(c) refrain from any unauthorized use of such information to my private advantage or to that of
any third party.

3. Tundertake that, at all times following the termination of my contract with the Agency, I shall not
use, disclose or disseminate any of the information referred to in paragraph 1 above, except as
authorized by the Director General. I also undertake to take no action that may lead to such
information being disclosed or exploited to the detriment of the Agency, a Member State of the
Agency, a State Party to a Safeguards Agreement or a natural or legal person of such Member
State or State Party.

4. Tunderstand:

that a breach of my obligation not to disclose confidential information without appropriate
authorization, as provided for in the terms and conditions of my contract with the Agency,
including this Undertaking, may result in the initiation of legal procecedings against me, during or
after my contract with the Agency, and that, for such purpose, the Director General may waive
any immunity which may pertain to me.

Date and Place

Signature

Name in block letters



[dool

10/16

-

/03 THU 14;41 FAX 202 586 6789

»

. The IABA ip drafting a security walk-down procedure in

NN-40 NAT'L SECURITY
OPTIONAL FORM 89 (7-90)

FAX TRANSMITTAL € of pages >
UNCLAS¢ o
MIKE wWARREN - 8ps
Dept/Agsncy . Prone #
James R Warden 10/15/2003 03:26:50 PM From D8/inbox: Jame NMRtL SRE— 2557
[} Fax ¥
Cable Text: @0[\41,("‘“(‘. 5¥6—0 436
TEDTIDER NSN 7540-01.317-7388 5090 -101 GENERAL SERVICES ADMINISTRATION
ACTION XP-00 ,\
R
INFO L0G-00 AID-DD CEA-D1 CIAE-D0 COME-00 CTME-00 JINL-00 % )
DINT-00 DODE-DO I1ITCE-DO SRPP-00 MEBE-00 EB-00 EXME-00 ,g
XUR-DD  E-00 UTED-00  VC-0D FRB-DO  HeD2 TEDE-00 \\
INR-OD  X0-00  ITC-P1  LAB-01  L-0Q VCE-00  AC-00 V U
NRC-00 NBAE-00 NSCE+00 OES-0D OIC-02 OMB-01  OPIC-01 ﬂ v bl
eM-00 PRS-00 ACE-00 E80-00 S9-00 8TR-00  TEST-00 {g ‘\ N\ /\
TREE~00 T-00 USIE-00 XPAK-00 PNB-D0 DRL-00 C-00 J) 9
$AS-00 /008w . , %§ (, @ \\
------------------ BLCIEA 1415222 /38 \ Q\
R 1413522 OCT 03 . Q ©

™M USMIBSION UNVIE VIBNNA
TO SBCSTATE WASKDC 004S
NRC WABHDC

DOE WARHDC

UNCLAS UNVIE VIENNA 001091

STATE FOR NP/NE COMELLA., NP/MNA WARDRN; NP/PIR -
CURRY

DOK FOR NA-24; NA-242
NA-25; §0-11 - SOLICH
NRC FOR NSIR FRAGOYANNIS; OIP: DUMN LEE/PETERSON (8] )
DOD FOR ©8D/NTPO: BANNON, ISP/RURASIA: STRAUSS
HOMELAND SECURITY CENTER - HAUGEN

CHERRY, HIBBS, ROONRY;

B,0, 12958: N/A

TAGS: RORC, KNP, IABA, TRGY, ENRG

SUBJECT: IARA/DPHYSICAL PROTECTION U.S$. EXPERT
PARTICIPATION RBQURSTED AT MEETING IN XOREBR TO DISCUSS
PHYSICAL FROTECTION OF NUCLEAR XNATALLATIONE AGAINST
SABOTAGE

1. Anita Wileson, Head, YREA Office of Nuclear
Security, Department of Nucloar Safety and Security,
reguasts O.£. participaticn to revisw & pecurity walk-
down proceadure in connection with the self-assessment
guidelines for the physlcal protection of nuclear
installacicne against sabotage. The meating will take

take . ' 25 Y

place’at the Korean Institute of Nuclear Satety in J 1%

Tasjon, ROK, 10-14 Noverber 2003. Pleame advise, ’(’ﬁT%U;f(/.
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2. Begin text of NWilason's 9 Octcher latter:

connection with the self-asaessament guidelines for the
physical protection of puclear installations against
sabotage. The main purpose of sccurity walk-down is to

idantcig lnerab afety gystem components to
™ s acts including nE¥BU!rp~und~*nw¢dvv~th1!!!ﬂT‘

A valk-down prooegs is crueial to socraen out from
further considezation those items of safety aystem
componenEE that pase certaiff criteria in the process of
vulner ity assessment and identification of vital
arsa in terms of engineering safety aspecte of physical

protection against sabotage eventa at the nuolear
faoiliry.

The Xorea Inatitute of Nuelear Safety will host a
meeting dealing with this subject to be held 10-1a
Novenber 2003 at XINS in Taejon, Korea. During the
neeting a rYeview of the draft security walk-down
procedure prepared by the Agency, will ke performed mnd
the procedure will be xavimad to reflect the meueting
resulta. During the visit, a demonstration walk-down at
a NPP in Koreax will alsoc bhe performed.

I have the pleasurs toc request that an experxt from the
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United States of America participate in the abeve-
mentioned meeting in Taejon. The expert should be
familiar with cperatiomal procedurea in nuclear
facilities and mhould have expert¥hce is inspecting
physical.protection systems.

As always in our past cooperative work, muppert from the .

pexformed by expexts from the United States is greatly .
appreciated in our effortes to further enhance good

practices on intearnational nuclear sscurity,

The Agenoy would provide the expert with travsl and
living expensee, including incidentals, connected with
the consultancy in sccordance with the Agencyls
procedures for nonestaff travel,

Flease nota that compansation is nor payadble by the
Agency for any damags to or loas of the axperzts’
perscnal property. However, for the period of thair
participation in the above Agency meeting on the dates
indicated, including travel between their residence and
the duty station, the designated expert will he covered
under the Agency's insurance policy for, inter alia,
permanent total disability or death up to an amount of
US $100,000 and for medical) expenses up to an amount of
US $10,000 in case of illnase,; injury or death
attributable to thelx relationship with the Agency,
subject to tarms of the lnsurance policy.

It would be appreciated if the nomination of the

¢onsultant could be arranged ae soon as poesible. The

scientific secrataries of the meeting will be Messre. .
Rxel Hagemann (NSNS} and Aybars Guerpinar {(NSNI}. All

subseguent correspondence should be addressed to Mr.

Axel Hagemann of the Qffice of Nuclear Security

{s .hagemannwiaea,org),
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US NUCLEAR REGULATORY COMMISSION
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Office of Nuclear Security and Incident Response
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PROTECTION OF NUCLEAR INSTALLATIONS AGAINST
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SUBJECT: IAEA/PHYSICAL PROTECTION U.S. EXPERT
PARTICIPATION REQUESTED AT MEETING IN KOREA TO DISCUSS
PHYSICAL PROTECTION OF NUCLEAR INSTALLATIONS AGAINST
SABOTAGE

1. Anita Nilsson, Head, IAEA Office of Nuclear
Security., Department of Nuclear Safety and Security,
requests U.S. participation to review a security walk-
down procedure in connection with the self-assessment
guidelines for the physical protection of nuclear
installations against sabotage. The meeting will take
take .

pPlace at the Korean Institute of Nuclear Safety in
Taejon, ROK, 10-14 November 2003. Please advise.
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2. Begin text of Nilsson's 9 October letter:

The IAEA is drafting a security walk-down procedure in
connection with the self-assessment guidelines for the
physical protection of nuclear installations against
sabotage. The main purpose of security walk-down is to
identify wvulnerable safety system components to
malicious acts including intruders and insider threats.
A walk-down process is crucial to screen ocut frem
further consideration those items of safety system
components that pass certain criteria in the process of
vulnerability assessment and identification of vital
area in terms of engineering safety aspects of physical
protection against sabotage events at the nuclear
facility.

The Korea Institute of Nuclear Safety will host a
meeting dealing with this subject to be held 10-14
November 2003 at KINS in Taejoen, Korea. During the
meeting a review of the draft security walk-down
procedure prepared by the Agency, will be performed and
the procedure will be revised to reflect the meeting
results. During the visit, a demonstration walk-down at
a NPP in Korea will also be performed.

I have the pleasure to request that an expert from the
United States of America participate in the above-
mentioned meeting in Taejon. The expert should be
familiar with operational procedures in nuclear
facilities and should have experience in inspecting
physical protection systems.

As always in our past cooperative work, support from the
performed by experts from the United States is greatly
appreciated in our efforts tec further enhance good
practices on international nuclear security.

The Agency would provide the expert with travel and
living expenses, including incidentals, connected with
the consultancy in accordance with the Agency's
procedures for non-staff travel.

Please note that compensation is not payable by the
Agency for any damage to or loss of the experts'’
personal property. However, for the period of their
participation in the above Agency meeting on the dates
indicated, including travel between their residence and
the duty station, the designated expert will be covered
under the Agency's insurance policy for, inter alia,
permanent total disability or death up to an amount of
US $100,000 and for medical expenses up to an amount of
US §10,000 in case of illness, injury or death
attributable to their relationship with the Agency,
subject to terms of the insurance policy.

It would be appreciated if the nomination of the
consultant could be arranged as soon as possible. The
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scientific secretaries of the meeting will be Messre.
Axel Hagemann (NSNS) and Ayvbars Guerpinar (NSNI). Aall
subsequent correspondence should be addressed to Mr.
Axel Hagemann of the Office of Nuclear Security
(a.hagemann@iaea.org).
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