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Subject contract is modified to include the following clause:

C.24 NRC INFORMATION TECHNOLOGY SECURITY TRAINING (AUGUST 2003)

NRC contractors shall ensure that their employees, consultants, and subcontractors with
access to the agency’s information technology (IT) equipment and/or IT services complete
NRC'’s online initial and refresher IT security training requirements to ensure that their
knowledge of IT threats, vulnerabilities, and associated countermeasures remains current.
Both the initial and refresher IT security training courses generally last an hour or less and can
be taken during the employee’s regularly scheduled work day.

Contractor employees, consultants, and subcontractors shall complete the NRC's online,
“Computer Security Awareness” course on the same day that they receive access to the
agency’s IT equipment and/or services, as their first action using the equipment/service. For
those contractor employees, consultants, and subcontractors who are already working under
this contract, the on-line training must be completed in accordance with agency Network
Announcements issued throughout the year 2003 within three weeks of issuance of this
modification.

Contractor employee's, conéultants, and subcontractors who have been granted access to NRC

~ information technology equipment and/or IT services must continue to take IT security refresher

training offered online by the NRC throughout the term of the contract. Contractor employees
will receive notice of NRC's online IT security refresher training requirements through agency-
wide notices.

The NRC reserves the right to deny or withdraw Contractor use or access to NRC IT equipment
and/or services, and/or take other appropriate contract administrative actions (e.g., disallow
costs, terminate for cause) should the Contractor violate the Contractor’s responsibility under
this clause.

(End of Clause)



