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ABSTRACT

On August 15, 2003, with the plant operating at 100% power, Nuclear Management Company (NMC)
personnel discovered an access issue regarding identification (ID) badges that were fabricated for the Fire
Tearm and Fire Brigade members. The badges were made utilizing the security computer system that
fabricates keycards for site Protected Area entry. The ID badges were produced in January, 2003 and
given to the Fire Protection Department for the purpose of identification of Fire Brigade turnout gear and
accountability. The Fire Brigade / Team ID badges had been inadvertently encoded with the same access
ability (global) as the Fire Team / Brigade members' normal keycards. These Fire Team / Brigade keycards
were located in various unsecured common areas around the plant.

Security took control of all known active Fire Team / Brigade ID badges in the protected area. The Fire
Protection Department was contacted, and a determination was made as to what badges existed that were
offsite. Security took control of those badges. The Site Access Coordinator electronically deactivated all
Fire Team / Brigade member unescorted access keycards. These personnel were reissued a new
unescorted access keycard after changing the issue code, which ensures that any potential outlying badges
would not be useable.

This report does not describe a safety system functional failure.
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DESCRIPTION

On August 15, 2003 it was discovered that Fire Brigade / Team identification (ID) badges that were produced
on January 8, 2003 for all team members were active keycards. To fabricate these ID badges, the Security
Management System (SMS) was utilized. This is the security system in which the Kewaunee Nuclear Power
Plant (KNPP) protected area keycards are generated. With this system, the printer encodes that person's
information in the magnetic strip on the back of the keycard, and it can be made active. To disable the ability
to create an "active" keycard, an independent special file was utilized, which was utilized for making other ID
badges. This special file was created in the security keycard database and excluded completion of
mandatory fields that would allow that ID badge to become useable.

When making the Fire Team I Brigade ID badges this file was not used, and along with the transfer of the
database picture, the information and authority from each individual's current active keycard was
consequently transferred to the "ID Badge" making them active duplicate "keycards". There were a total of
119 Fire Team / Brigade ID badges created.
These keycards were then placed In the turnout gear of the Fire Team / Brigade members in various
locations around the plant as well as offsite.

CAUSE OF THE EVENT

The SMS Computer was not designed to create non-active ID badges. A workaround was utilized to
complete the task without written guidance for this process. Further, there was a lack of understanding and
communication to the end-user of what the badge disabling factor was and the appropriate use of the
independent special file, when creating the ID badges.

ANALYSIS OF THE EVENT

KNPP notified the NRC at 1315 hrs. EDT informing them of the situation of the uncontrolled keycards. This
was reported as a one-hour reportable event, and is documented on the Reactor Plant Event Notification
Worksheet EN # 40078.

This determination was reported under 10 CFR 73.71 (b)(1) as a one-hour reportable event as described in
10 CFR 73 Appendix G paragraph 1 (c), which states in part "any discovered vulnerability in a safeguard
system that could allow unauthorized or undetected access to a protected area, material access area,
controlled access area, vital area, or transport for which compensatory measures have not been employed."

The event was reported as a one-hour reportable based on the number of keycards that were uncontrolled
and the initial uncertainty as to how many keycards that had been fabricated. Further, due to the varied
location of the ID badges, Security was not able to maintain physical control of the ID badges within the 10-
minute required time frame.
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The uncontrolled active ID badges had the potential to allow unauthorized personnel access to vital areas of the
plant. However, the unauthorized use of the keycards was unlikely for several reasons:

* The appearance of the badge was drastically different from the normal issued KNPP Unescorted Access
keycards. The ID badges were formatted vertically (portrait) with a bright red card face and person's
picture with text below the picture reading "Fire Brigade/Fire Team Identification Card", in direct contrast
to normal PA keycards that are in a landscape format with white card face and employee picture.

* There were no personnel who had knowledge that these keycards may have been active.
* The ID badges were only active during the time the owner of that duplicate badge was logged into the

protected area.
* A daily report (No Movement, Anti-Pass Back, Tailgate Report) run by the Central Alarm Station did not

detect any keycard misuse during this time frame.
* The ID badges, for use in the Protected Area, were only created for the Fire Brigade/Fire Team.

Due to the improbability that there was an unauthorized use of the keycards the health and safety of the public
was not affected.

CORRECTIVE ACTIONS

1. Initially, Security took control of all known active ID badges in the Protected Area. The Fire Protection
Department was contacted, and a determination was made as to what badges existed that were offsite.
Security then took actions to control those badges.

2. As part of further prompt corrective actions, the Site Access Coordinator electronically deactivated all
Fire Brigade/Fire Team member unescorted access keycards. New unescorted access keycards were
issued after changing the issue code, which ensured that any potential unknown ID badges would not be
useable.

3. ID badges for the Fire Brigade/Fire Team have been fabricated utilizing plastic cards without a magnetic
strip, to prevent the badges from being encoded and becoming active. Similarly, any other new ID
badges made will be fabricated utilizing plastic cards without a magnetic strip.

4. Interim guidance was provided to the Site Access Coordinators to prevent inadvertent encoding of ID
badges.

5. Guidance will be developed and proceduralized for the creation of keycards and ID badges.

6. A formal root cause evaluation is in progress, any additional corrective actions will be relayed to the
KNPP NRC Resident Inspector.

SIMILAR EVENTS

There are no similar events in regards to the fabrication of security ID badges.
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