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The purpose of this modification is to:

(1) add additional labor cost associated with the implementation of the Protected Web Server for
the NRC Office of Nuclear Security and Incident Response (NSIR)should now be charged to the
optional implementation task. As a result, Subsection B.1- SCHEDULE OF SUPPLIES OR
SERVICES AND PRICE/COSTS, paragraph 3. SCHEDULE, CLIN-0006 - TASK 3.6 Sensitive
Information Processing Solution Implementation of the Task Order is revised to reflect an
increase of $16,000 in labor cost as shown in-Attachment 1 to this modification and Allied

* Technology's proposal dated 3/19/2003, which outlines work completed for NSIR as shown in
Attachment 2 . .

(2) revise Subsection B .3 PERIOD OF PERFORMANCE by extendmg the period of
performance to June 30, 2004;

(3) revise Subsection B.4 TABLE OF DELIVERABLES AND SCHEDULE OF DELIVERY to
. reflect revised monthly report due dates as shown in Attachment 3 to this modification

(4) exercise the government's optional task under Section C, paragraph 3.6; which is the
additional effort of implementing sensitive information processing security solution for additional
users in accordance with the term of the contract. This modification also, supports verbal
direction prowded to Allied Technology staff on March 17, 2003, in which the optional task was
implemented for all work associated with the implementation of the Protected Web Server for the
NRC Office of Nuclear Security and Incident (NSIR).

Accordingly, the following section of the task order is hereby modified:
1. Under SECTION B, Subsection B.1 SCHEDULE OF SUPPLIES OR SERVICES AND
PRICE/COSTS, paragraph 3. SCHEDULE, CLIN-0006 - TASK 3.6 Sensitive Information

Processing Solution Implementation, labor costs are increased by $16,000. (See
Attachment number 1 to this modification revised CLIN-0006.)

2. Under SECTION B, Subsection B .3 PERIOD OF PERFORMANCE, the sentence is
deleted entirely and the following is substituted in-lieu thereof:

“This order shall be effective from Septe:mber 30, 2002, through_ June 30, 2004.”
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3. Under SECTION B, Subsection B.4 TABLE OF DELIVERABLES AND SCHEDULE OF
DELIVERY is deleted entirely. The table shown in Attachment 3 is substituted in-lieu
thereof. (See Attachment number 3 to this modification.) :

4. Under Section C, paragraph 3.6 Sensitive Information Processing Solution
_Implementation, the Government hereby exercises its option for additional effort of
implementing sensitive information processing security solution for additional users.

A summary of obligations under this task order, from date of the award through this modification,
is given below: '
Total FY 02 obligations ' $200,000
Cumulative Total of NRC Obligations $200,000
This modification does not obligate any FY'02 funds.

All other terms and conditions remain the same.
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Attachment No. 1
Modification No.1

Nuclear Regulatory Commission . Task Order # NRC-33-01-191-005

CLIN-0006 - TASK 3.6 Sensitive Information Procéssing Solution Implemeﬁtation
Labor Category Rate Hours Dollars
Sr. Management Analyst(206C) $117.28 96 $11,259

| st. Systems Analyst (205C) $7819 ~ [120 $9,383
Sr. Consultant $117.28 120 . | $14,074
NSIR Labor Cost | - o $16,000
NSIR Server Cost B . $1,740
Hardware Costs R ' $ 98,250*
Software Costs S | $234,000*
Subtotal ' ‘336 © 19$384,715

*Software and Hardware Ceiling amounts shall not be exceeded with NRC PO recommendation
Contracting Officer approval. '
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Nuclear Regulatory Commission Attachment No. 2
Task Order # NRC-33-01-191-005 : Modification No.1
Nuclear Security and Incident Response Secure WEBSITE

Work performed on the NSIR WEBSITE as part of the requirements of Contract Number:
GS-35F-0079J, Order Number: NRC-33-01-191-005, the Allied Technology Group, Inc. was to
evaluate various approaches to disseminate sensitive, but unclassified information, up to the
level of Safeguards (SGI) data. This analysis included exchange of individual documents with
specific individuals (data “push”) as well as making data available for retrieval by all or part of
the NRC user community (data “pull”). The work involves a requirement analysis (completed), a
market survey (completed), a pilot test, and deployment, at the election of NRC.

Representatives of the Nuclear Security and Inmdent Response (NSIR) had an immediate need
for a secure approach for disseminating incident and alert information to 2 selected set of
incident response staff and to all licensees. The NSIR requirement was used as an example of a
“push” information dissemination requirement. Specifically, NSIR has a database of information
that it wants to make available to a select user community who can then elect to retrieve/not
retneve that information within their own time frame

As part of the market survey, Allied Technology identrf ed a secure Internet web server (Bnck
offered by Sage, Inc. ) that could be used to establish a WEBSITE from which users could

~retrieve data using generally available Internet “browser” software. In discussions with NRC

personnel, it was decided that the NSIR requirement could be used as a test scenario in a pilot
test of a “pull” information dissemination approach. The initial assessment of the NSIR
requirement indicated a relatively low level of effort to acquire the secure server and create the
software necessary to establish access control to the user level and create the web pages for
dissemination from information provided on a weekly basis. A request to acquire the secure
server and proceed with the “pull” phase of the pilot test was submitted to NRC and approval
was subsequently received. Allied Technology is providing the Intemet connectivity and other
support resources required at no direct cost to NRC.

“Rapid prototyping” development approach was used in developing the NSIR WEBSITE. Under
this approach, an abbreviated system is created and presented to the user for comment and
concurrence. During this process, NSIR requirements relative to the WEBSITE changed. The
most significant change was in the update time frame. While the update cycle for the WEBSITE
was to be weekly, the NSIR staff determined that to effectively address the information

~ dissemination requirement, the update frequency should be immediate (i.e., as soon as an

incident is reported, the WEBSITE should be updated with the non redacted and redacted
information for the incident response team and ultimately included in the general information
database only in redacted form).

The change in an update time frame necessitated a change in the WEBSITE architecture,
supporting hardware, and WEBSITE software.

Once the WEBSITE has achieved its performance objective, the WEBSITE will be transferred to
NSIR for continued operations, management, and potential enhancement. To provide a smooth
transition, Allied Technology will continue providing Internet connectivity and minimal support for
the current configuration until the NSIR transrtlon is completed The results of the NSIR activity
will be mctuded in the pilot test report. : :
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Attachment No. 3
Modification No.1

Nuclear Regulatory Commission | Task Order # NRC-33-01-191-005
B4 TABLE OF DELIVERABLES AND SCHEDULE OF DELIVERY

Deliverables and due dates are summanzed in the table below. Dellverable due dates
are based on workdays.

Kick-Off \l;llé’étmg 5 workdays aﬁer award (pro;ed start, PS) or

A o . . "earlier (OCT 7,2002)
~ | Monthly Progress Reports : o Monthly; 10™ day of each month
2 ) ' November 14, 2002

December 13, 2002
January 15, 2003
February 14, 2003
March 14, 2003
April 14, 2003
May 14, 2003
June 13, 2003
July 10,2003
August 11, 1003
September 10, 2003
October 10, 2003
November 10, 2003
December 10, 2003
“January 12, 2004
February 10, 2004

March 10, 2004
April 12, 2004
May 10, 2004
June 10, 2004
Deliver Project Management Plan PS + 15 workdays
3 {OCT 22, 2002)
‘ Deliver Draft NRC Sensitive Information PS + 45 workdays
4 Processing Requirements Document (DECEMBER §, 2002)
Deliver Final NRC Sensitive Information 10 workdays after approval of Draft
5 '| Processing Requirements Document
Deliver Market Survey Briefing PS + 75 Workdays
6 : (JANUARY 21, 2003)
. Deliver NRC Sensitive Information Processing PS + 135 Workdays
7 Test Report {APRIL 16, 2003)
Deliver Network Infrastructure Security Technical § days after tasked by Government Project
]18 Reports Officer
Implement Operational Sensitive lnformatlon 30 Workdays after tasked by Government
10 Processing Solution : Project Officer

(TBD)




