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MEMORANDUM FOR: Sally Cornell
Program Management, Policy Development
and Analysis Staff, NMSS

FROM: B. Joe Youngblood, Deputy Director
Division of High-Level Waste Management, NMSS

SUBJECT: COMPUTER SECURITY - SENSITIVE SYSTEMS (NMSS9000297)

As requested by Jesse Funches' memorandum of June 20, 1990, we have identified one
existing system, The Program Architecture Support System and future technical
databases to be developed as sensitive computer systems. The requested forms

are completed and attached. Please note that we are not including any of our
present technical analysis computer programs in the sensitive list. These are
utilized as analytical methods to check on DOE's reported results and while the
potential loss or unauthorized modification might be of considerable inconvenience
to the staff, they are not considered of the level to be reported as sensitive

to the national interest or conduct of Federal programs. Future systems as may

be determined to be sensitive will be reported and a security plan prepared.

We have not included the Licensing Support System in our list of sensitive
systems since it is under the LSSA. It is our opinion, however, that the LSSA
should classify this as a sensitive system. Also, please inform the IRM that
we wish to maintain the Work Plan System on the IBM 9370 but no longer
anticipate IRM active support in maintaining this program. Neither it nor

the Open Item Management System (included in IRM support) are considered
sensitive systems.

ORIGINAL SIGNED BY

B. Joe Youngblood, Deputy Director
Division of High-Level Waste Management, NMSS
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MEMORANDUM FOR: Sally Cornell
Program Management, Policy Development
and Analysis Staff, NMSS

FROM: B. Joe Youngblood, Deputy Director
Division of High-Level Waste Managepént, NMSS

SUBJECT: COMPUTER SECURITY - SENSITIVE SY8TEMS (NMSS9000297)

As requested by Jesse Funches memorandum of Jdune 20, 1990, we have identified one
existing system, The Program Architecture Bupport System, and future technical
databases to be developed as sensitive cofiputer systems. The requested forms

are completed and attached. Please notf that we are not including any of our
present technical analysis computer ppOgrams in the sensitive list. These are
utilized as analytical methods to che€ck on DOE reported results and while the
potential loss or unauthorized modjfication might be of considerable inconvenience
to the staff, they are not considgred of the level to be reported as sensitive
to the national interest or condgdct of Federal Programs. Future systems as may
be determined to be sensitive yi11 be reported and a security plan prepared.

We have not included the Ligénsing Support System in our list of sensitive
systems since 1t is under $he LSSA. It is our opinion, however that the LSSA
should classify this as a/sensitive system. Also, please inform the IRM that
we wish to maintain the Mork Plan System on the IBM 9370 but no longer
anticipate IRM active sfipport in maintaining this program. Neither it nor
the Open Item Managemeht System (included in IRM support) are considered
sensitive systems.

B. Joe Youngblood, Deputy Director
Division of High-Level Waste Management, NMSS
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SENSITIVE INFORMATION SYSTEM SURVEY

. NAME OF SYSTEM

Program Architecture Support System (PASS)

. TYPE OF SYSTEM

Text, Relational database with project management

. SYSTEM LOCATION

Center for Nuclear Waste Regulatory Analyses (CNWRA) San Antonfo, TX

. RESPONSIBLE INDIVIDUAL (Name, Title, Phone#)
Rawley Johnson, Director IRM, 512-522-5153 (CNWRA)
Philip Altomare, WSE&I Program Element Manager, 492-3400 (NRC)

. RESPONSIBLE ORGANIZATION

NRC DHLWM/CNWRA

. SYSTEM USERS

DHLWM, OGC, RES, CNWRA Technical Staff and Management

. DESCRIPTION OF EQUIPMENT USED TO SUPPORT SYSTEM

IBM Computer Systems

IBM Software including: PROFS, ASPMC, SQL/DS, and REXX

9.6 Baud Communication Lines and Associated Hardware and Software
NRC 9370 IBM, Printers, and Plotters

DOS Workstations Using Related IBM Software

. DESCRIPTION OF DATA CONTAINED IN/GENERATED BY SYSTEM

Statutes and NRC Regulations

NRC Regulatory requirements and information needs

NRC compliance determination strategy, and methods for review of a
repository license application

Regulatory, institutional and technical uncertainties, and uncertainty
reduction approaches

. USES OF DATA CONTAINED IN THE SYSTEM AND THE USERS OF

SUCH DATA
Reference database for pre and post license application
Users as described in (6) above



