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The following definitions are written from the viewpoint of their 
specialized meaning in security documents. 

Access Authorization. An administrative determination that an 
individual (including a consultant) who is employed by, or is an 
applicant for employment with, the NRC, NRC contractors, agents, 
and licensees of the NRC, or other person designated by the 
Executive Director for Operations, is eligible for a security 
clearance for access to Restricted Data, Formerly Restricted Data, 
or National Security Information. 

Accountable Communications Security (COMSEC) Material. All 
COMSEC aids, equipments, and components thereof, and devices 
that are identifiable by the telecommunications security (TSEC) 
nomenclature system, for example, KG-36, KAG-25, or a 
comparable system of another U.S. department or agency, 
foreign government, or international organization. (See also 
Communications Security.) 

Accreditation. The authorization and approval granted to a system or 
network to process classified and/or sensitive unclassified data in an 
operational environment made on the basis of a certification by the 
designated security officers to the extent that design and 
implementation of the system meet prespecified technical 
requirements for achieving adequate security. 

Administrative Security. The management constraints, operational 
procedures, and supplemental controls established to provide an 
acceptable level of protection for sensitive data. (See also 
Automated Data Processing (ADP) Security, Communications 
Security, Data Security, Physical Security, Teleprocessing Security, 
and Transmission Security.) 

Agency Communications Security (COMSEC) Custodian. The 
individual designated to coordinate all NRC COMSEC accounts 
and to be responsible for the Central Office of Record. 

This Glossary applies to all directives pertaining to Security in Volume 12. 
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Application System. A collection of one or more related computer 
programs designed to solve a particular problem or to perform a 
distinct agency function. 

Audit. To conduct the independent review and examination of system 
records and activities in order to test for adequacy of system 
controls, to ensure compliance with established policy and 
operational procedures, and to recommend any indicated changes 
in controls, policy, or procedures. 

Audit Trail. A manual or automated means of tracing the processing 
steps within an ADP system. 

Authentication. 

1. The act of identifying or verifying the eligibility of a station, an 
originator, or an individual to access specific categories of 
information. 

2. A measure designed to provide protection against fraudulent 
transmissions by establishing the validity of a transmission, a 
message, a station, or an originator. 

Authorized Classifier. An individual authorized in writing by 
appropriate authority to classify, declassify, or downgrade 
information. This term applies to derivative classifiers and original 
classifiers. 

Automated Data Processing (ADP) Access Controls. Hardware or 
software features, operating procedures, management procedures, 
and various combinations thereof, designed to detect and prevent 
unauthorized access and to permit authorized access to an ADP 
system. 

Automated Data Processing (ADP) Facility. One or more rooms of a 
building containing the main elements of an ADP system. 

Automated Data Processing (ADP) Security. The hardware/software 
functions, characteristics, and features; operational procedures, 
accountability procedures, and access controls at the central 
computer facility, remote computer, and terminal facilities; the 
management constraints, physical structure, and devices; and 
personnel and telecommunications controls needed to provide an 
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Automated Data Processing (ADP) Security (continued) 

acceptable level of protection to a computer system. (See also 
Administrative Security, Communications Security, Data Security, 
Physical Security, Teleprocessing Security, and Transmission 
Security.) 

Automated Data Processing (ADP) System. An assembly of computer 
equipment, facilities, personnel, software, and procedures 
configured for the purpose of classifying, sorting, calculating, 
computing, summarizing, storing, and retrieving data and 
information with a minimum of human intervention. An ADP 
system includes general-purpose and special-purpose computers; 
commercially available components; auxiliary, accessory, or 
peripheral equipment; and electrical accounting machines. 

Automated Decisionmaking System. Computer applications that issue 
checks, requisition supplies, or perform similar functions based on 
programmed criteria, with little human intervention. 

Automated Information System (also referred to as automated 
system). An assembly of procedures, processes, methods, routines, 
or techniques (including but not limited to systems such as payroll, 
personnel, and property and supply) united by some form of 
regulated interaction to form an organized whole specifically 
designed to make use of ADP equipment. 

Automated Security Monitoring. The use of automated procedures to 
ensure that the security controls implemented within an ADP 
system are not circumvented. 

Automated System Security Integrity Study. An analysis, test, and 
evaluation of the security measures of an automated system, 
including its administrative, automated, and physical security 
measures, to evaluate the ability of the measures to protect 
classified data. 

Automated System Security Proposal. A proposal that outlines an 
automated system and the security measures to protect classified 
and/or sensitive unclassified data processed or produced by the 
system. Once approved, the proposal becomes a plan. 

Approved: November 6, 1992 
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Automatic Answering Mode. Answering in which the called data 

terminal equipment automatically responds to the calling signal. 
The call may be established whether or not the data terminal 
equipment is attended. 

Backup Procedures. The provisions made for the recovery of data files 
and program libraries and for restart or replacement of ADP 
equipment after a system failure or the occurrence of a disaster. 

Browsing. Searching through storage to locate or acquire information, 
without necessarily knowing of the existence or the format of the 
information being sought. 

Call Back. A procedure established for positively identifying a 
terminal dialing into a computer system by disconnecting the 
calling terminal and reestablishing the connection by the computer 
system’s dialing the telephone number of the calling terminal. 

CCI. See Controlled Cryptographic Item. 

Central Office of Record (COR). The activity within a department or 
agency charged with responsibility for maintaining records of 
accountability of all accountable COMSEC material received by 
or generated within the department or agency. 

Certification. The technical evaluation made as part of and in support 
of the accreditation process that establishes the extent to which a 
particular computer system or network design and implementation 
meet a prespecified set of security requirements. 

Classification. A term applied collectively to original classification 
and derivative classification. 

Classification Authority. The authorized classifier, the classification 
guide, or the source document or documents that determine the 
classification of information. 

Classification Guide. A document issued by an original classification 
authority that provides derivative classification instructions. 

Classified Data. Restricted Data, Formerly Restricted Data, and 
National Security Information processed or produced by a system 
that requires protection against unauthorized disclosure in the 
interest of national security. 
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Classified Information. Information (such as a document or 
correspondence) that is designated National Security Information, 
Restricted Data, or Formerly Restricted Data. 

Classified Interest. Classified information possessed by NRC, an NRC 
contractor, or by any other facility. 

Classified Safeguards Information. Certain types of information 
relating to the safeguarding of nuclear material or facilities 
classified as National Security Information or Restricted Data in 
accordance with the provisions of the “Classification Guide for 
National Security Information Concerning Nuclear Materials and 
Facilities” and to other information not specifically mentioned in 
the guide but referenced in supplementary memoranda, bulletins, 
or guides. 

Collateral Intelligence. Non-SCI (sensitive compartmented 
information) intelligence. 

Commission. The Nuclear Regulatory Commission of five members or 
a quorum thereof sitting as a body, as provided by Section 201 of 
the Energy Reorganization Act of 1974, as amended. 

Communications Center. See Secure Telecommunications Facility. 

Communications Link. The physical means, for example, a telephone 
line, of connecting one location to another for the purpose of 
transmitting information. 

Communications Protection. Applying special measures, such as the 
data encryption standard (DES) and call-back techniques, to 
protect sensitive unclassified telecommunications in order to deny 
unauthorized persons unclassified information of value, to prevent 
disruption, or to ensure the authenticity of such 
telecommunications. 

Communications Security (COMSEC). The protective measures 
taken to deny unauthorized persons information derived from 
telecommunications of the United States Government related to 
national security and to ensure the authenticity of any such 
communications. Such protection results from the application of 
security measures (including cryptosecurity, transmission security, 
and emissions security) to electrical systems generating, handling, 

Approved: November 6, 1992 
(Revised July 15, 1994) 5 



Volume 12, Security 
Glossary 

Glo s s ary (continued) 
Communications Security (COMSEC) (continued) 

processing, or using National Security Information. It also includes 
the application of physical security measures to communications 
security information or materials. (See also Administrative 
Security, ADP Security, Data Security, Physical Security, 
Teleprocessing Security, and Transmission Security.) 

Compartmentalization (ADP). 
1. The isolation of the operating system, user programs, and data files 

from one another in main storage in order to provide protection 
against unauthorized or concurrent access by other users or 
programs. 

2. The breaking down of sensitive data into small, isolated blocks for 
the purpose of reducing risk to the data. 

Compromise. The disclosure of classified information or 
administratively controlled information to persons not authorized 
to receive such information. 

Compromising Emanations (TEMPEST). Unintentional intelligence-
bearing signals that if intercepted and analyzed disclose classified 
information being transmitted, received, handled, or otherwise 
processed by any information-processing system. 

Computer Center. One or more computers with their peripheral and 
storage units, central processing units, and communications 
equipment in a single controlled area. The term “computer center” 
might also be referred to as the ADP facility, the ADP installation, 
the ADP center, or the ADP installation/center.

Computer Program. The sequence of coded instructions that cause the 
computer to solve a problem or perform an ADP operation. 

COMSEC. See Communications Security. 

COMSEC Account. An administrative entity, identified by an account 
number, responsible for maintaining custody and control of 
COMSEC material. 

COMSEC Accounting. Procedures by which control of COMSEC 
material is maintained from time of origin through destruction or 
final disposition. 
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COMSEC Control Officer. The individual designated by the 
supervisor of a secure communications facility to be in charge of 
the day-to-day operations of the facility. 

COMSEC Custodian. The individual designated to be responsible for 
the receipt, transfer, accountability, safeguarding, and destruction 
of COMSEC material issued to a COMSEC account. 

COMSEC Equipment. Equipment designed to provide security to 
telecommunications by converting information to a form 
unintelligible to an unauthorized interceptor and by reconverting 
such information to its original form for authorized recipients, as 
well as equipment designed specifically to aid in or as an essential 
element of the conversion process. COMSEC equipment is 
crypto-equipment, crypto-ancillary equipment, cryptoproduction 
equipment, and authentication equipment. 

COMSEC Facility. A facility that contains classified COMSEC 
material. 

COMSEC Information. All information concerning COMSEC and all 
COMSEC material. 

COMSEC Insecurity. Any occurrence that jeopardizes the security of 
COMSEC material or the secure electrical transmission of 
National Security Information or national security-related 
information. 

COMSEC Material. COMSEC aids, equipment, and components 
thereof, and devices that are identifiable by the 
telecommunications security (TSEC) nomenclature system or a 
similar system of a U.S. department or agency, foreign 
government, or international organization. 

COMSEC Measures. All cryptographic, transmission security, 
emission security, and physical security techniques employed to 
protect telecommunications. 

COMSEC Survey. 

1. The application of COMSEC analysis and assessment techniques 
to a specific operation, function, or program. 

Approved: November 6, 1992 
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COMSEC Survey (continued) 

2. Examination and inspection of a physical location to determine 
whether alterations and modifications are necessary to render it 
acceptable for the installation and operation of COMSEC 
equipment. 

COMSEC System. The combination of all measures intended to 
provide communications security for a specific 
telecommunications system, including associated cryptographic, 
transmission, emission, computer, and physical security measures, 
as well as the COMSEC support system (documentation; doctrine; 
keying material protection and distribution; and equipment 
engineering, production, distribution, modification, and 
maintenance). 

CONFIDENTIAL. The classification level applied to information the 
unauthorized disclosure of which could reasonably be expected to 
cause damage to the national security. (The lowest level of 
classification.) 

Confidential Source. Any individual or organization that has provided 
or that may reasonably be expected to provide information to the 
United States on matters pertaining to the national security or law 
enforcement with the expectation, expressed or implied, that the 
information or relationship, or both, be held in confidence. 

Contingency Plans. Plans for emergency response, backup operations, 
and postdisaster recovery. 

Controlled Area. An area over which NRC or an NRC contractor 
exercises administrative and physical control by use of properly 
cleared and authorized employees or guards stationed so as to 
control admittance to the room, building, or structure or by use of 
a lock that provides reasonable protection against surreptitious 
entry. 

Controlled Cryptographic Item (CCI). Any material that is 
accountable in a COMSEC inventory under the control of a 
COMSEC custodian. 
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Control Zone. The space, expressed in feet of radius, that surrounds 
equipment that is used to process sensitive information and that is 
under sufficient physical and technical control to preclude an 
unauthorized entry or compromise. Synonymous with security 
perimeter. 

COR. See Central Office of Record. 

Counterintelligence. Information gathered and activities conducted to 
protect against espionage, other intelligence activities, sabotage, 
or assassinations for or on behalf of foreign powers, organizations, 
or persons, or international terrorist activities, but not including 
security programs for personnel, physical security, documents, or 
communications. 

Countermeasure. An action, procedure, modification, or physical 
device that is applied to reduce or inhibit the generation of 
compromising emanations. 

Crosstalk. An unwanted transfer of energy from one communications 
channel to another. 

Cryptanalysis. The steps and operations performed in converting 
encrypted messages into plain text without initial knowledge of the 
key employed in the encryption. In COMSEC, the purpose of 
cryptanalysis is to evaluate the adequacy of the security protection 
that it is intended to provide, or to discover weaknesses or 
vulnerabilities that could be exploited to defeat or lessen that 
protection. 

CRYPTO. A marking or designator identifying all COMSEC keying 
material used to protect or authenticate telecommunications 
carrying National Security Information and national 
security-related information. 

Crypto-Equipment. Any equipment employing a cryptographic logic. 

Cryptographic. Pertaining to or concerned with cryptography. 

Cryptographic System. See Cryptosystem. 
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Cryptography. 

1. The protection of telecommunications by rendering information 
unintelligible or unrecognizable until it reaches the intended 
recipient. 

2. The design and use of cryptosystems. 

Crypto-Information. Information that would make a significant 
contribution to the cryptoanalytic solution of encrypted text of a 
cryptosystem. 

Crypto-Insecurity. An equipment malfunction or an operator error 
that adversely affects the security of a cryptosystem. 

Cryptology. The field that encompasses both cryptography and 
cryptanalysis. 

Cryptomaterial. All material, including documents, devices, or 
equipment, that contains crypto-information and is essential to the 
encryption, decryption, or authentication of telecommunications. 

Cryptosecurity. The component of communications security that 
results from the provision of technically sound cryptosystems and 
their proper use. 

Cryptosystem. The associated items of COMSEC equipment or 
material used as a unit to provide a single means of encryption and 
decryption. 

Cryptovariable. See Keying Material. 

Custodian. Any person to whom classified information is charged by 
records of the NRC or of its contractors, or in the case of 
CONFIDENTIAL information in the absence of records, any 
person who possesses the information. 

Data-Dependent Protection. Protection of data at a level 
commensurate with the sensitivity level of the individual data 
elements, rather than with the sensitivity of the entire file that 
includes the data elements. 

Data Encryption Standard (DES). An unclassified crypto-algorithm 
published by the National Institute of Standards and Technology in 
FIPS PUB 46 for the protection of certain U.S. Government 
information. 

10 
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Data Security. The protection of data from accidental or malicious 
modification, destruction, or disclosure. (See also ADP Security, 
Communications Security, Physical Security, Teleprocessing 
Security, and Transmission Security.) 

Decipher. To convert enciphered text to plain text by means of a cipher 
system. 

Declassification. 

1. A determination by appropriate authority that information no 
longer requires classification protection; or 

2. A determination by appropriate authority in accordance with 
approved classification policy or guidance that a classified 
document is no longer classified; or 

3. The removal of classification markings from a document in 
accordance with a declassification notice from an appropriate 
authority. 

Decrypt. To convert encrypted text into its equivalent plain text by 
means of a cryptosystem. 

Dedicated Mode. The operation of an ADP system such that the 
central computer facility, the connected peripheral devices, the 
communications facilities, and all remote terminals are used and 
controlled exclusively by specific users or groups of users for the 
processing of particular types and categories of information. 

Degauss. To apply a variable alternating current (ac) field for the 
purpose of demagnetizing magnetic recording media, usually tapes 
or disks. The process involves increasing the ac field gradually 
from zero to some maximum value and decreasing the field back to 
zero, leaving a very low residue of magnetic induction on the 
media. 

Derivative Classification. A determination in accordance with 
approved classification guides, source documents, or other 
guidance of an authorized original classifier that a document 
contains classified information. 

Approved: November 6, 1992 
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Derivative Classifier. An individual authorized in writing by 
appropriate authority to derivatively classify National Security 
Information, Restricted Data, and Formerly Restricted Data. (See 
also Derivative Classification and Authorized Classifier.) 

DES. See Data Encryption Standard. 

Document. Any recorded information regardless of its physical form 
or characteristics including, but not limited to, the following: 

1. All handwritten, printed, or typed matter; 
2. All painted, drawn, or engraved matter; 

3. All sound, magnetic, or electromechanical recordings; 
4. All photographic prints and exposed or developed film or still 

or motion pictures; 

5. Automated data processing input, memory, program, or output 
information or records such as punch cards, tapes, drums, disks, 
or visual displays; 

6. All optical or laser recordings. 

Documentation. A statement of the number of pages of a document, 
the series designation for the particular set of copies, and the 
number of each copy within the set, or some other unique 
identification technique for differentiating between each copy of a 
document. 

Downgrade. To assign a lower classification than that previously 
assigned. 

Eavesdropping. Interception of a conversation by surreptitious means 
through use of electronic equipment without the consent of one or 
more of the participants. 

Electromagnetic Emanations. Signals transmitted as radiation 
through the air and through conductors. 

Eligible or Eligibility. Both initial eligibility and continued eligibility 
of an individual for access authorization and/or employment 
clearance, unescorted access to nuclear power facilities, access to 
unclassified Safeguards Information (SGI), or access to sensitive 
NRC automated information systems and data. 
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Emanation. Unintended signals or noise appearing external to an 
equipment. 

Emission Security (EMSEC). That component of communications 
security (COMSEC) that results from all measures taken to deny 
unauthorized persons information of value that might be derived 
from intercept and analysis of compromising emanations from 
crypto-equipment, information processing systems, and 
telecommunications systems. 

Employment Clearance. An administrative determination that an 
individual (including a consultant) who is an NRC employee or an 
applicant for NRC employment and other persons designated by 
the Executive Director for Operations of the NRC are eligible for 
employment or continued employment pursuant to 
Subsection 145b of the Atomic Energy Act of 1954, as amended. 

EMSEC. Emission or emanation security. 

Encode. To convert plain text into unintelligible form by means of a 

Encrypt. To convert plain text into unintelligible form by means of a 

code system. 

cryptosystem. 

Facility. An educational institution, manufacturing plant, laboratory, 
office, building or portion thereof used by NRC or its contractors, 
or others associated with the NRC program, or by any other 
organization that is part of or associated with the United States 
Government. 

Facility Approval. A determination by the NRC that classified 
information is approved to be used, processed, stored, reproduced, 
transmitted, or otherwise handled at a specific facility. 

Facility Register. An index of security facilities. 

File Protection. The aggregate of all processes and procedures 
established in a system and designed to inhibit unauthorized 
access, contamination, or elimination of a file. 

Foreign Assignee. An employee of a foreign regulatory agency who is 
assigned to the NRC staff for a period of 6 months or more. 

~ 

Approved: November 6, 1992 
(Revised: July 15,1994) 13 



Volume 12, Security 
Glossary 

Glossary (continued) 

Foreign Government Information. Information provided by a foreign 
government or governments, an international organization of 
governments, or any element thereof, with the expectation, 
expressed or implied, that the information, the source of the 
information, or both, are to be held in confidence. Also, 
information produced by the United States pursuant to or as a 
result of a joint arrangement with a foreign government or 
governments, or an international organization of governments, or 
any element thereof, requiring that the information, the 
arrangement, or both, are to be held in confidence. 

Foreign Intelligence Information (FII). Information relating to the 
capabilities, intentions, and activities of foreign powers, 
organizations, or persons, but not including counterintelligence, 
except for information on international terrorist activities. 

Foreign National. All persons who are not citizens of, nationals of, or 
immigrant aliens to the United States. 

Formerly Restricted Data (FRD). Classified information that the 
Atomic Energy Commission, the Energy Research and 
Development Administration, or the Department of Energy 
removed from the Restricted Data category after that agency and 
the Department of Defense jointly determined that the 
information relates primarily to the military utilization of atomic 
weapons and can be adequately safeguarded as National Security 
Information, subject to the restrictions on transmission to other 
countries and regional defense organizations that apply to 
Restricted Data. 

Fortuitous Conductor. Any conductor that may provide an unintended 
path for signals. Fortuitous conductors include cables, wires, pipes, 
conduits, and structural metal work in the vicinity of a radiation 
source. 

FSTS. Federal secure telephone service. 

Guard. A uniformed individual who is employed for and charged with 
the protection of classified information and/or U.S. Government 
property. 
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Handshaking Procedures. A dialogue between a user and a computer, 

a computer and another computer, or a program and another 
program for the purpose of identifying a user and authenticating 
the user’s identity through a sequence of questions and answers 
based on information either previously stored in the computer or 
supplied to the computer by the initiator of dialogue. Synonymous 
with password dialogue. 

Hardware Security Measures. Equipment features or devices used in 
an ADP system to preclude deliberate or inadvertent unauthorized 
acquisition, disclosure, manipulation, or modification of data or 
information, including classified data or information. 

Hearing Counsel. An NRC attorney assigned by the General Counsel to 
prepare and administer hearings in accordance with 10 CFR Part 10, 
5U.S.C. 7532, or Due Process Procedures (Handbook 12.3, 
Exhibit 11). 

Hearing Examiner. A qualified attorney appointed by the Director, 
Office of Administration, to conduct a hearing in accordance with 
10 CFR Part 10, 5U.S.C. 7532, or Due Process Procedures 
(Handbook 12.3, Exhibit 11). 

Identification, User. The process that enables, generally by the use of 
unique machine-readable names, recognition of users as identical 
to those previously described to an ADP system. 

Immigrant Alien. One who has entered the United States under an 
immigrant visa for permanent residence and who may, if the 
person so desires and meets statutory requirements, become a 
United States citizen. 

Infraction. An act or omission involving failure to comply with NRC 
security requirements or procedures. 

Intelligence Community and Agency or Agencies Within the 
Intelligence Community. Refers to the following organizations: 

1. The Central Intelligence Agency (CIA). 
2. The National Security Agency (NSA). 
3. The Defense Intelligence Agency (DIA). 
4. Offices within the Department of Defense that collect 

specialized national foreign intelligence through 
reconnaissance programs. 
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Intelligence Community and Agency or Agencies Within the 
Intelligence Community (continued) 

5. 

6. 

7. 

The Bureau of Intelligence and Research (INR) of the 
Department of State. 
The intelligence elements of the Army, the Navy, the Air Force, 
and the Marine Corps, the Federal Bureau of Investigation 
(FBI), the Treasury Department, and the Department of 
Energy. 
The staff elements of the Director of Central Intelligence. 

Interim Access Authorization. An authorization to permit an 
individual access to classified information before receiving the 
reports of investigation on the character, loyalty, and associations 
of this individual, based upon a determination by the Commission 
that this action is clearly consistent with the national interest and 
will not endanger the common defense and security. 

Internal Security Audit (ADP). A security audit conducted by 
personnel responsible to the management of the organization 
being audited. 

Intrusion Detection System. A security alarm system that uses an 
ultrasonic, infrared, visible light beam, a door contact, or a 
vibration-sensitive or other type sensor to detect and signal the 
entry of unauthorized persons into a protected area. 

Inventory, COMSEC. 

1. The physical verification of the presence of each item of 
accountable COMSEC material charged to a COMSEC account. 

2. A listing of each item of accountable COMSEC material charged 
to a COMSEC account. 

Inventory Report, COMSEC. A report submitted to the NSA Central 
Office of Record (COR) with a copy to the NRC agency COMSEC 
custodian (NRC COR) attesting to the inventory of accountable 
COMSEC material. 

Keying Material. A type of COMSEC aid that supplies either 
encoding means for manual and auto-manual cryptosystems or 
cryptovariables for machine cryptosystems. 
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Keyword. Synonym for password. 

"L" Access Authorization. An "L"     access authorization is normally based 
upon a National Agency Check, Inquiries and Credit (NACIC) for 
Federal employees or a National Agency Check plus Credit (NACC) for 
non-Federal employees conducted by the Office of Personnel 
Management. This authorization permits individuals access, on a 
need-to-know basis, to SECRET and CONFIDENTIAL National 
Security Information or CONFIDENTIAL Restricted Data not related 
to broad naval nuclear propulsion program policy or direction (e.g., 
preliminary safety analysis reports, final safety analysis reports, and 
amendments thereto). 

Limited Official Use (LOU). Designation applied to certain 
unclassified official information originated by the Department of 
State in oral or documentary form, which is to be given limited 
internal distribution by U.S. Government agencies and their 
contractors. 

Limited Protection. A form of short-term COMSEC protection 
applied to the electromagnetic or acoustic transmission of national 
security-related information. 

Local Area Network (LAN). A nonpublic data communication system 
within a limited geographical area, designed to allow a number of 
independent devices to communicate with each other over a 
common transmission system. (LANs are usually restricted to 
relatively small geographical areas, such as rooms, buildings, or 
clusters of buildings.) 

LOU. See Limited Official Use. 

Marking. 

1. The physical act of indicating on classified documents the assigned 
classification, changes in classification, downgrading and 
declassification instructions, and any limitations on their use. 

2. The physical act of indicating on sensitive unclassified information 
documents the assigned category, changes in the sensitive 
unclassified information category, and removal from the sensitive 
unclassified information category. 

3. The physical act of indicating on unclassified documents the fact 
that they contain unclassified information. 

~ ~~ 
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Master Facility Register. A central index maintained by the Division of 
Security of all security facilities of NRC, NRC contractors, and 
other organizations and persons associated with the NRC program. 

Monitor Sheet. A printed security form, generally placed next to a 
security container, vault, vault-type room, or secure telephone, that 
is initialed on a scheduled basis by the person(s) assigned to 
monitor the security of the unit. 

National Security. The national defense or foreign relations of the 
United States. 

National Security Council Information (NSCI) . Classified information 
contained in (1) any document prepared by or intended primarily 
for use by the National Security Council (NSC), its interagency 
groups as defined in National Security Decision Directive-2 
(NSDD-2), dated January 12, 1982, or its associated committees 
and groups and (2) deliberations of the NSC or its interagency 
groups, as defined in NSDD-2, or its associated committees and 
groups. 

National Security Information (NSI). Information that has been 
determined pursuant to Executive Order 12356 or any predecessor 
order to require protection against unauthorized disclosure and 
that is so designated. 

National Security-Related Information. Unclassified information related to 
the national defense or foreign relations of the United States. 

Naval Nuclear Propulsion Information. In general, all information, 
classified or unclassified, concerning the design, arrangement, 
development, manufacture, testing, operation, administration, 
training, maintenance, and repair of the propulsion plants of naval 
nuclear-powered ships, including the associated nuclear support 
facilities. 

Need-to-know.  A determination by persons having responsibility for 
classified or sensitive unclassified information that a proposed 
recipient’s access to such information is necessary in the 
performance of official, contractual, or licensee duties. 
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NSCI. See National Security Council Information. 

NSI. See National Security Information. 

NSTISSC. National Security Telecommunications and Information 
Sys tems Security Committee . 

Official Use Only (OUO). (Reference Sensitive Information.) 
Unclassified information in oral or documentary form originated 
by or furnished to NRC, or originated by or furnished to an NRC 
contractor, licensee, or applicant, that is authorized to be withheld 
from public disclosure under the provisions of the Freedom of 
Information Act and/or the Privacy Act and that requires special 
handling to ensure that the information receives limited internal 
distribution only and is not publicly disclosed. 

Original Classifier. An individual authorized in writing by 
appropriate authority to originally classify National Security 
Information. (See Authorized Classifier.) 

OUO. See Official Use Only. 

Page Check. A check of the pages contained within an item of 
accountable COMSEC or TOP SECRET material to ascertain 
that no pages are missing, duplicated, or defective. 

Password. Aprotected word or a string of characters that identifies or 
authenticates a user, a specific resource, or an access type. 

Physical Security, ADP. 

1. Use of locks, guards, badges, and similar administrative measures 
to control access to the computer and related equipment. 

2. Measures required for the protection of the structures housing the 
computer, related equipment, and their contents from damage by 
accident, intentional action, fire, or environmental hazards. In 
regard to communications security, “physical security” is the 
component of COMSEC that results from all physical measures 
necessary to safeguard COMSEC material and information from 
access thereto or observation thereof by unauthorized persons. 
(See also Administrative Security,  ADP Security, Communications 
Security, Data Security, Teleprocessing Security, and Transmission 
Security.) 

Plain Text. Intelligible text or signals that have meaning and that can 
be read or acted upon without the application of any decryption. 

~~ ~~~ 
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Proprietary Information. (Reference Sensitive Information.) Trade 

secrets; privileged or confidential research, development, 
commercial, or financial information, exempt from mandatory 
disclosure under 10 CFR Part 2 (Sections 2.740 and 2.790) and 
under 10 CFR Part 9 (Section 9.5); and other information 
submitted in confidence to the NRC by a foreign source and 
determined to be unclassified by the NRC. 

Protected Distribution System. See Protected Wireline System. 
Protected Information. Sensitive unclassified information designated 

as Limited Official Use, Proprietary Information, Safeguards 
Information, Official Use Only, and similar information with other 
designations assigned by U.S. Government agencies, their 
contractors, or their licensees. 

Protected Wireline System. A wireline or fiber-optics system that 
includes adequate acoustical, electrical, electromagnetic, and 
physical safeguards to permit its use for the transmission of 
unencrypted classified information. Synonymous with protected 
distribution system. 

Protective Packaging. Packaging techniques for keying material that 
discourage penetration, reveal that a penetration has occurred, or 
inhibit viewing or copying of keying material before the time it is 
exposed for use. 

"Q" Access Authorization. Normally based upon a single-scope full 
field background investigation (SSBI) conducted by the Federal 
Bureau of Investigation, the Office of Personnel Management, or 
another Government agency that conducts personnel security 
investigations. This authorization permits individuals to have 
access, on a need-to-know basis, to TOP SECRET, SECRET, and 
CONFIDENTIAL Restricted Data, Formerly Restricted Data, 
and National Security Information. 

Raw Intelligence (SCI and Collateral). Intelligence information on 
which there is little or no processing or evaluation to assess its 
reliability, factual content, or credibility. Documents containing 
raw intelligence may or may not identify intelligence sources and 
methods. 

Recovery Procedures. The actions necessary to restore a system’s 
computational capability and data files after a system failure or 
penetration. 
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Red. A term applied to wirelines, components, equipment, and 

systems that handle national security signals, and to areas in which 
national security signals occur. 

Red/Black Concept. The concept that telecommunications circuits, 
components, equipment, and systems that handle classified 
plain-language information in electrical signal form (Red) be 
separated from those that handle encrypted or unclassified 
information (Black). 

Registered Initials. One of the elements in an identification technique 
for restricting access to a computer database or terminal to the 
individual whose initials have been recorded (registered) with the 
computer software that restricts access. 

Remanence. The residual magnetism that remains on magnetic 
storage media after degaussing. 

Removable Mass Storage Media. Media, including magnetic tapes and 
disc packs, on which data or information can be entered, held, and 
retrieved, and that are easily and quickly removed from ADP 
equipment. 

Residue. Data left in storage after processing operations and before 
degaussing or rewriting. 

Restricted Data (RD). All data concerning design, manufacture, or 
utilization of atomic weapons, the production of special nuclear 
material, or the use of special nuclear material in the production of 
energy, but not including data declassified or removed from the 
Restricted Data category pursuant to Section 142 of the Atomic 
Energy Act of 1954, as amended. 

Risk Analysis. An analysis of systems assets and vulnerabilities to 
establish estimated expected losses based on the occurrence of 
adverse events (e.g., fire, power loss, or theft) and the probability 
of the occurrence of these events. 

Sanitizing (ADP). The degaussing or overwriting of sensitive 
information in magnetic or other storage media. Synonymous  with 
scrubbing. 

Scavenging. Searching through residue for the purpose of 
unauthorized data acquisition. 
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SCI. See Sensitive Compartmented Information. 

SECRET. The classification level applied to information the 
unauthorized disclosure of which could reasonably be expected to 
cause serious damage to the national security. (The classification 
level between CONFIDENTIAL and TOP SECRET.) 

Secure Operating System. An operating system that effectively 
controls hardware and software functions in order to provide the 
level of protection appropriate to the value of the data and 
resources managed by the operating system. 

Secure Telecommunications Facility. A telecommunications facility 
that employs crypto-material to protect the transmission of 
national security information. 

Security Area. A physically defined space containing classified 
information and subject to physical protection and personnel 
access controls. 

Security Assurance. A written certification by which a specifically 
authorized official of a foreign government or an international 
organization with which the United States has an international 
agreement covering the exchange of classified information informs 
the United States Government of the category of a security 
clearance held by a foreign national, the scope of the investigation 
upon which the clearance determination is based, and personal 
identity data. 

Security Clearance (NRC). See Access Authorization. 

Security Data (ADP). A term applied to data about protective 
measures intended to eliminate or reduce threats and 
vulnerabilities. 

Security Facility. Any facility that has been approved by the NRC or 
another Government agency for using, processing, storing, 
reproducing, transmitting, or otherwise handling classified 
information. 

Security Facility Approval. See Facility Approval. 
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Security Importance Rating. An alphabetical letter designating the 
relative importance to the national security of an activity that 
involves classified information. These ratings are assigned to 
security facilities and to individual classified interests within 
security facilities, as set forth in Management Directive 12.1. 

Security Perimeter. See Control Zone. 

Security Plan. A document prepared by an NRC office, division, or 
region, or by a contractor, a consultant, a licensee, or a 
licensee-related organization describing the organization’s or the 
individual’s procedures and measures for safeguarding classified 
and/or sensitive unclassified interests and for the security 
education of the employees. This term includes security plans for 
foreign assignees. 

Security Proposal, System. A document that outlines a system, for 
example, a telecommunications and/or an automated data 
processing system, and the security measures to protect sensitive or 
classified information processed, produced, or communicated by 
the system. Once approved, the proposal becomes a plan. 

Security Survey. An onsite examination by an NRC security 
representative of a security facility to assess the devices, 
equipment, and procedures employed within an organization or 
facility to safeguard classified and/or sensitive unclassified 
information and to protect personnel and property. 

Sensitive Application. An automated systems application that 
requires a degree of protection because it processes sensitive data. 

Sensitive Compartmented Information (SCI). All information and 
materials requiring special community controls indicating 
restricted handling within present and future community 
intelligence collection programs and their end products. These 
special community controls are formal systems of sources and 
methods and analytical procedures of foreign intelligence 
programs. The term does not include Restricted Data as defined in 
Section 11, Public Law 585, Atomic Energy Act of 1954, as 
amended (42 U.S.C. 2014). 

~ ~~~ 
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Sensitive Information. That data that requires a degree of protection 

because of the risk and magnitude of loss or harm that could 
result from inadvertent or deliberate disclosure, alteration, or 
destruction of the data. This term includes Proprietary 
Information, unclassified Safeguards Information, naval nuclear 
propulsion information, and other information withheld from 
public dissemination under the Freedom of Information Act, the 
Privacy Act, or the Atomic Energy Act and information not 
exported to foreign countries or that must not be disclosed to 
foreign countries. It also includes sensitive unpublished and 
otherwise unavailable fuel cycle information relating to the 
technology of enrichment or reprocessing. 

Sensitive data falls into the following categories. The examples 
cited below are illustrative and not all-inclusive. Final 
determination of the specific data that is sensitive is made by the 
office director responsible for the data. 

Category A - Personal Data: Sensitive or private data related to 
personnel, medical files, and similar files whose unauthorized 
disclosure would constitute an unwarranted invasion of 
privacy. Data types in this category are protected from 
mandatory public disclosure by 10 CFR 9.5(a)(6). Specific 
examples of records in this category may include- 

1. 

2. 

3. 

Files containing the names, personal identifiers, or other 
identifying data on individuals who have been exposed to 
radiation. 

Files or records pertaining to individuals in which 
disciplinary or administrative actions are documented. 

Performance appraisal data or data concerning individual 
qualifications for promotions. 

Category B - Financial, Commercial, and Confidential Business 
(Proprietary) Information: Sensitive data related to financial 
information and applications, commercial information 
received in confidence, Proprietary Information, or trade 
secrets. In addition, this category includes financially related 
applications, such as automated and equipment inventory 
systems. Data types in this category are described in 
10 CFR 9.5(a)(4). Specific examples of data in this category 
may include- 
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Category B - Financial, Commercial, and Confidential Business 

(Proprietary) Information (continued) 

1. Payroll systems. 

2. General accounting systems. 

3. Automated procurement systems. 

4. Inventory control systems. 

5. Some contract performance information. 

6. Information furnished to the NRC pursuant to a claim that 
it is proprietary (e.g., foreign or domestic). 

7. Information of the type specified in 10 CFR  2.790(d) (e.g., 
special nuclear material (SNM) control and accounting, the 
licensee’s fundamental nuclear material control plan, and 
process monitoring). 

Category C - Internal Data: Sensitive data related to the internal 
operations of the NRC. Included in this category are the 
predecisional versions of internal personnel rules, advance 
information, and procurement actions. These types of data are 
further explained in 10 CFR 9.5(a)(2) and 9.5(a)(5). Specific 
examples of data in this category may include- 

1. Methods, findings, and recommendations concerning 
internal surveys and audits before their publication or other 
public release. 

2. Calculations supporting proposed obligations for specific 
procurements of goods or services by contract. 

Category D - Investigatory, Intelligence, and Security Data: 
Sensitive data related to investigations for compliance 
purposes, intelligence-related information that cannot be 
classified but is protected from public disclosure by statute and 
system-specific security countermeasures for sensitive 
activities, and unclassified Safeguards Information (SGI). 

These data types include those specified in 10 CFR 9.5(a)(3), 
10 CFR 9.5 (a)(7), and Management Directive 12.6. Specific 
examples of data in this category may include- 
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Category D - Investigatory, Intelligence, and Security Data 
(continued) 

1. Office of the Inspector General (OIG) investigations. 

2. Facility-specific data extracted from Security Survey 
Reports (NRC Form 140A). 

3. Unclassified Safeguards Information: Data and 
information discussing specific protection techniques and 
their expected levels of deterrence or effectiveness, usually 
found in facility-specific documents (Management 
Directive 12.6). 

Category E - Other Sensitive Data: Data deemed sensitive by 
other Federal agencies must be protected by NRC when such 
data are in NRC's custody. Specific examples of data in this 
category may include - 

1. Data related to the regulation and supervision of financial 
institutions (5 U.S.C. 552(b)(8)). This information is 
protected from mandatory public disclosure by 10 CFR 
9.5(a)(8).

2. Production data and other data that would yield unfair 
competitive advantage related to oil wells, sub-surface 
mining, or drilling locations provided to NRC during 
consideration of nuclear facility siting (10 CFR 9.5(a)(9)). 

3. Limited Official Use (LOU) Data. Certain unclassified 
official information in oral or documentary form originated 
by the Department of State that is to be given limited 
internal distribution by U.S. Government agencies and 
their contractors. 

4. Naval Nuclear Propulsion Information. Certain 
unclassified information concerning the design, 
arrangement, development, manufacture, testing, 
operation, administration, training, maintenance, and 
repair of the propulsion plants of naval nuclear power ships, 
including the associated nuclear support facilities. 

Sensitive Unclassified Information. See Sensitive Information. 
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Shared Logic. In word processing, an arrangement in which two or 
more proximate work stations share common facilities. 

Shared Logic Word Processing Equipment. Word processing 
equipment in which the resources for a processing unit and storage 
devices are shared between two or more work stations. 

Shielded Enclosure. An area (room or container) specifically designed 
to attenuate electromagnetic radiation or acoustic emanations 
originating either inside or outside the area. 

Significant Information of Intelligence Value. Information useful to a 
foreign country or to a terrorist preparing or executing an 
operational plan that is contrary to the best interests of the United 
States. 

Software Security Measures. Computer programs and routines used in 
an ADP shared logic system to preclude deliberate or inadvertent 
unauthorized acquisition, disclosure, manipulation, or 
modification of data or information, including classified data or 
information. 

Source Document. A document, other than a classification guide, from 
which classified information is extracted and that is used as the 
basis for the classification of a new document. 

Staging. The moving of data from an offline or low-priority device 
back to an online or higher priority device, usually on demand of 
the system or on request of the user. 

Stand-alone System. A system that requires no other piece of 
equipment with it to complete its own operation. It can, and usually 
does, operate independently, for example, a personal computer or 
a word processor. 

Storage Medium. Any device or recording medium into which data can 
be stored and held until some later time and from which the entire 
original data can be obtained. 

Surreptitious Listening Device. Apparatus or equipment used to 
obtain information without the knowledge of all persons involved. 
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System Integrity Study. An examination and analysis of the security 
measures of an ADP system to determine whether or not any 
deliberate attempt by personnel or failure of system components 
could adversely affect the common defense and security. 

System Security Officer, ADP. An individual who is knowledgeable in 
security concepts and principles, including ADP, and technical 
security concepts and principles and is responsible for the security 
of one or more systems or facilities. 

Technical Surveillance Countermeasures (TSCM) Inspection. 
Technical inspection of a facility or premises to determine the 
actual or possible presence of wiretapping or eavesdropping 
devices. Synonymous with audio countermeasures. 

Technological Attack. An attack that can be perpetrated by 
circumventing or nullifying hardware and software access control 
mechanisms rather than by subverting system personnel or other 
users. 

Telecommunications. The transmission, communication, or 
processing of information, including the preparation of such 
information therefor by electrical, electromagnetic, 
electromechanical, or electro-optical means. 

Telecommunications Protection. The protection resulting from all 
measures designed to prevent deliberate or inadvertent 
unauthorized disclosure, acquisition, manipulation, or 
modification of information in a teleprocessing system. (See also 
Teleprocessing Security.) 

Telecommunications System Security Proposal. A document that 
outlines a telecommunications system and the security measures to 
protect sensitive or classified information communicated by the 
system. Once approved, the proposal becomes a plan. 

Teleprocessing. Pertaining to an information transmission system that 
combines telecommunications, ADP systems, and man-machine 
interface equipment for the purpose of interacting and functioning 
as an integrated whole. 
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Teleprocessing Security. The protection resulting from all measures 
designed to prevent deliberate, inadvertent, or unauthorized 
disclosure, acquisition, manipulation, or modification of 
information in a teleprocessing system. (See also ADP Security, 
Data Security, Communications Security, Transmission Security, 
and Telecommunications Protection.) 

TEMPEST. A short name referring to investigations and studies of 
compromising emanations. It is often used synonymously for the 
term “compromising emanations,” for example, TEMPEST tests, 
TEMPEST inspections. 

TEMPEST-Approved Equipment or Systems. Equipment or systems 
that have been certified with the requirements of the effective 
edition of NACSIM 5100, TEMPEST Specifications. 

TEMPEST Test. A laboratory or onsite (field) test to determine the 
nature and amplitude of conducted or radiated signals containing 
compromising information. 

Terminal Identification. The means used to establish the unique 
identification of a terminal by a system. 

Third Agency Document. A document originated by personnel of a 
Government agency or its contractors, by a foreign government, or 
by an international organization, which was provided to NRC by an 
organization other than the originator. 

Threat Monitoring. The analysis, assessment, and review of audit trails 
and other data collected for the purpose of searching out system 
events that may constitute violations or may precipitate incidents 
involving data privacy matters. 

Time-Dependent Password. A password that is valid only at a certain 
time of the day or during a specified interval of time. 

Time-shared System. A system in which available central computer 
time is shared among several jobs as directed by a scheduling plan 
or formula. 

TOP SECRET. The classification level applied to information the 
unauthorized disclosure of which could reasonably be expected to 
cause exceptionally grave damage to the national security. (The 
highest classification level.) 
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Traffic. Messages or voice communications or messages transmitted or 
received via telecommunications. 

Transaction, ADP. A collection or grouping of several related actions 
entered by a terminal operator that produces a predefined output. 

Transmission Security (TRANSEC). The component of 
communications security that results from all measures designed to 
protect transmissions from interception and exploitation by means 
other than cryptanalysis. (See also ADP Security, Data Security, 
Communications Security, and Teleprocessing Security.) 

TSCM. See Technical Surveillance Countermeasures. 

TSEC. The abbreviation for telecommunications security. When 
affixed to a short title, for example, KAM-211A/TSEC, 
TSEC/KG-52, it indicates material is produced or authorized by the 
National Security Agency. 

Unclassified Safeguards Information (SGI). (Reference Sensitive 
Information.) Sensitive unclassified information that specifically 
identifies the detailed security measures of a licensee or an 
applicant for the physical protection of special nuclear material; or 
security measures for the physical protection and location of certain 
plant equipment vital to the safety of production or utilization 
facilities. Protection of this information is required pursuant to 
Section 147 of the Atomic Energy Act of 1954, as amended. 

Upgrade. To raise the classification level of information. 

User Identity Code, ADP. A protected word or a string of characters 
that identifies or authenticates a user, a specific resource, or an 
access type. 

Validation. The performance of tests and evaluations in order to 
determine compliance with security specifications and 
requirements. 

Vault. A windowless enclosure constructed with walls, floor, roof, and 
dorr(s) that will delay penetration sufficient to permit the arrival of 
emergency response forces capable of preventing theft, diversion, 
damage, or compromise of the classified information. 
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Vault-Type Room. A room that has a combination door lock and is 
protected by an intrusion alarm system that alarms upon 
unauthorized penetration. 

Violations (of laws). Criminal violations of statutes of security interest. 

Vulnerability. Characteristics of a friendly telecommunications 
system or cryptosystem that are potentially exploitable by hostile 
intelligence entities. 

Vulnerability Assessment. The systematic examination of 
telecommunications to determine the adequacy of COMSEC 
measures, to identify COMSEC deficiencies, to provide data from 
which to predict the effectiveness of proposed COMSEC 
measures, and to confirm the adequacy of such measures after 
implementation. 

Watchman. A person, unarmed and not necessarily uniformed, who 
provides protection for classified information and/or U.S. 
Government property. 

Weapons Data. Classified information concerning the design, 
manufacture, or utilization (including theory, development, 
storage, characteristics, performance, and effects) of atomic 
weapons or components thereof, including such information 
incorporated in or relating to nuclear explosive devices. 

Wide Area Network (WAN). A network that provides data 
communication capabilities in geographic areas larger than those 
served by local area networks (LANs) .

Wiretapping. The direct or inductive coupling by surreptitious means 
of an electronic device to lines transmitting communications 
without the consent of any of the participants. 

Wiretapping or Eavesdropping Devices. Electronic devices designed 
primarily to surreptitiously intercept communications without the 
consent of any of the participants. 

Working Variable. A cryptovariable distributed by a key generation 
facility for use on a specific interstation call. 

Zeroize. To remove or eliminate the cryptovariable from a 
crypto-equipment or fill device. 
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Policy 
(12.1 -01) 

It is the policy of the U.S. Nuclear Regulatory Commission to provide 
physical security requirements and procedures to protect classified 
information, sensitive unclassified information, and facilities and NRC 
assets. This directive and handbook do not affect Commission rules 
and regulations applicable to NRC licensees that are contained in the 
Code of Federal Regulations. 

Objectives 
(1 2.1 - 02) 

0 To ensure that classified and sensitive unclassified information is 
protected from unauthorized disclosure under pertinent laws, 
Executive orders, management directives, and applicable 
directives of other Federal agencies and organizations. (021) 

0 To ensure that NRC assets are protected from damage or loss to the 
greatest extent possible. (022) 

Organizational Responsibilities and 
Delegations of Authority 
(12.1 - 03) 

General Counsel, Office of the 
General Counsel (OGC) 
(031) 

Performs legal review of facility security-related matters and concurs in 
the EDO decision to authorize and conduct any monitoring or 
recording of conversations. 
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Inspector General, Office of the 
Inspector General (OIG) 
(032) 

0 Provides DFS any information developed or received relating to 
security matters. (a) 

0 Authorizes carrying of firearms by OIG criminal investigators 
(special agents). If designated and sworn as Special Deputy United 
States Marshals, special agents of the OIG are authorized to carry 
firearms by 18 U.S.C. Section 3053 as directed by the IG and in 
accordance with the IG Act, 5 U.S.C. App. 3, and Chapter 6, OIG 
“Special Agents Handbook.” (b) 

0 Approves the surreptitious use of electronic, mechanical, or other 
devices for monitoring, recording, or intercepting conversations, as 
authorized by law. (c) 

Executive Director for Operations (EDO) 
(033) 

Approves the use of devices covered by Handbook 12.1, Part VI, for 
monitoring or recording conversations, as authorized by law. 

Deputy Executive Director for 
Management Services (DEDM) 
(034) 

Ensures that the NRC Facility Security Program is operated in an 
efficient and effective manner consistent with existing policies, 
regulations, and in a manner that protects against identified threats. 

Director, Office of Administration (ADM) 
(035) 

Oversees the NRC Facility Security Program as carried out by the NRC 
Division of Facilities and Security (DFS). 

Director, Office of Investigations (OI) 
(036) 

Provides DFS any information developed or received relating to 
security responsibilities in accordance with the OI/SEC agreement of 
February 1983. 
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Office Directors and 
Regional Administrators 
(037) 

Ensure that NRC employees and NRC contractor personnel under 
their jurisdiction are cognizant of and comply with the provisions of 
this directive and handbook, as appropriate. (a) 

Advise DFS of the existence or proposed creation of any business 
relationship or interest that would require DFS’s review of any 
contract, subcontract, or similar action and of any significant 
change or termination of any classified or sensitive unclassified 
interests in organizations and functions under their jurisdiction. (b) 

Furnish security plans to DFS for review or approval, as 
appropriate. (c) 

Advise DFS of any information that indicates noncompliance with 
this directive and handbook or that is otherwise pertinent to the 
proper protection of classified interests, sensitive unclassified 
information, or NRC assets. (d) 
Take or direct action, as requested by DFS, or as otherwise may be 
pertinent, regarding deficiencies in security or property protection 
in facilities or functions under their jurisdiction. (e) 

Support and implement the NRC Security Education/Awareness 
Program for personnel under their jurisdiction, including ensuring 
that subordinate NRC supervisors discharge their responsibility for 
on-the-job security education/awareness of their employees. ( f )  

Support and implement the NRC Security Infraction Program in all 
organizations and functions under their jurisdiction, including 
submitting infraction reports to DFS. (g) 
Control and safeguard classified and sensitive unclassified 
information under their jurisdiction in accordance with this 
directive and handbook. (h) 

Request exceptions to or deviations from this directive and 
handbook, as required. (i) 
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Director, Division of Facilities and 
Security (DFS), ADM 
(038) 

0 

0 

0 

Applicability 
(12.1 -04) 

Plans, develops, establishes, and administers policies, standards, 
and procedures for the overall NRC Facility Security Program, 
including the approval of facilities for the handling and storage of 
classified and sensitive unclassified information. (a) 

Administers the NRC Security Education/Awareness Program. (b) 

Administers the NRC Security Infraction Program and coordinates 
action, as appropriate, with other NRC and Federal organizations 
regarding incidents of possible disclosure of classified information 
or other violations of Federal law or statutes. (c) 

The policy and guidance in this directive and handbook apply to all 
NRC employees and to all NRC contractors to whom they apply as a 
condition of a contract or purchase order. 

Handbook 
(12.1 -05) 

Handbook 12.1 contains guidelines and procedures with regard to 
facility security, the protection of classified information and facilities, 
the safeguarding of NRC property and programs, and the 
administration of the NRC security awareness program and security 
infraction program. 

References 
(12.1-06) 

Atomic Energy Act of 1954, as amended (42 U.S.C. 2011 et seq.). 

Code of Federal Regulations- 

10 CFR Part 25, “Access Authorization for Licensee Personnel.” 

10 CFR Part 95, “Facility Security Clearance and Safeguarding of 
National Security Information and Restricted Data.” 

10 CFR Part 160, “Trespassing on Commission Property.” 

41 CFR 101-120.5, “Federal Property Management Regulations.’’ 

4 
Approved: April 28, 1993 

(Revised: October 16, 2000 



I 

Volume 12, Security 
NRC Facility Security Program 

Directive 12.1 

References 
(12.1-06) (continued) 

Coordination of Counterintelligence Activities (50 U.S.C. 402a, 
Sect. 811) 

Crimes and Criminal Proceedings (18 U.S.C.). 

Directive 1/21, ‘‘Physical Security Standards for Sensitive Compartmented 
Information Facilities (SCIF),” Director of Central Intelligence, July 29, 
1994. 

Energy Reorganization Act of 1974, as amended (42 U.S.C. 5801 
et seq.). 

Executive Order 10865, as amended, “Safeguarding Classified 
Information Within Industry” (February 20,1960). 

- 12829, “National Industrial Security Program” (NISP), January 6, 
1993. 

- 12958, “Classified National Security Information” (April 17, 1995), 
and related Information Security Oversight Office directives. 

- 12968, “Access to Classified Information,” August 2,1995. 

Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.). 

Freedom of Information Act (5 U.S.C. 552). 

Inspector General Act of 1978 (5 U.S.C., App. 3) 

NISP Operating Manual (NISPOM), Department of Defense 
5220.22M,  January 1995, and Supplement 1, February 1995. 

NRC Management Directive—

2.3, "Telecommunications."

3.1, “Freedom of Information Act.” 

3.2, “Privacy Act.” 

11.1, “NRC Acquisition of Supplies and Services.” 

11.7, “NRC Procedures for Placement and Monitoring of Work 
With the U.S. Department of Energy (DOE).” 

12.2, “NRC Classified Information Security Program.” 
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References 
(12.1 -06) (continued) 

12.3, “NRC Personnel Security Program.” 

NRC, OIG, “Special Agents Handbook.” 

NRC, “OI/SEC Agreement of February 1983.” 

Omnibus Crime Control and Safe Streets Act of 1968, Title 111, “Wire 
Interception and Interception of Oral Communications” (18 U.S.C. 
2510 et seq.). 

Privacy Act of 1974, as amended (5 U.S.C. 552a and App. 3). 

Security Policy Board, Executive Branch, “Directive on Safeguarding 
Classified National Security Information,” draft February 28, 1995. 

- , Provisions of the NISP, September 19,1996. 

U.S. Department of Defense and U.S. Nuclear Regulatory 
Commission Memorandum of Understanding, concerning the NISP, 
April 2, 1996. 
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Part I 

Facility Clearance and Surveys 
This part provides procedures for granting and terminating NRC 
clearances for security facilities, designating and terminating physical 
protection facilities, and surveying these facilities to ensure compliance 
with established security standards. 

Establishment of Security 
Facilities (A) 

Basic Considerations (1) 

A security facility is any facility that has been cleared by NRC to use, 
process, store, reproduce, transmit, or otherwise handle NRC classified 
information. Security facilities are established to provide a 
standardized program of protection for classified information at the 
locations involved. (a) 

Facility clearance is the process by which NRC determines that a facility 
is eligible to handle NRC classified information. The Division of 
Facilities and Security (DFS), Office of Administration, surveys these 
facilities to evaluate the adequacy of the security protection afforded 
NRC classified information. NRC facility clearance is granted at a level 
commensurate with the anticipated level of NRC classified information 
to be received, stored, or otherwise handled by the facility. (b) 

In certain instances, DFS bases facility clearance on assurances from 
another Federal agency that it has similar security measures in place. In 
these instances, the facility must be under the active direction of that 
agency’s security program, and DFS must be provided assurance that 
NRC classified information will be afforded protection in accordance 
with acceptable security criteria, such as Executive Order 12958. (c) 

Approved: April 28, 1993 
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Establishment of Security 
Facilities (A) (continued) 

Notification of Classified Interests (2) 

All NRC offices and divisions must promptly notify DFS of their intent 
to initiate any classified contract, subcontract, or similar interest under 
their jurisdiction or sponsorship. A completed NRC Form 187, 
“Security/Classification  Requirements,” and a statement of work must 
be submitted to DFS. On the basis of this submission, DFS will initiate 
necessary actions to confirm an existing facility security clearance or 
establish such a clearance for the facility. (a) 

An existing facility clearance may be used provided the approval for 
classified information is at the same or lower classification level and the 
proposed security interest may be included. The responsible NRC 
office also will notify DFS of any significant change in or termination of 
a classified interest previously reported. Additional information and 
guidance concerning contract administration can be found in 
Management Directive (MD) 11.1, “NRC Acquisition of Supplies and 
Services.” (b) 

 The Facility Clearance Process (B) 

NRC, NRC Contractor, and NRC Consultant Facilities (1) 

The basis for facility clearance is: a favorable foreign ownership, 
control or influence (FOCI) determination (reference Handbook 12.2, 
“NRC Classified Information Security Program,” Part I( F)); a 
satisfactory security survey rating; an appropriate number of personnel 
access authorizations; and a DFS-approved facility security plan. The 
security plan must be prepared and the security survey must be 
conducted no more than 6 months before the facility clearance is 
granted. If more than 6 months has elapsed, DFS will conduct a special 
survey or otherwise ensure that the conditions and procedures 
described in the security survey report and the security plan are still in 
effect. (a) 

Although the nature of a security plan dictates that each plan be 
somewhat unique, all security plans must contain a written statement 
originated by the appropriate NRC office, division, region, contractor, 
consultant, or other interest describing the organization’s procedures 
and measures for safeguarding NRC classified information and for 
ensuring that employees receive security education. As a rule, the 
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The Facility Clearance Process (B) (continued) 

NRC, NRC Contractor, and NRC Consultant Facilities (1) (continued) 

requirements contained in this directive will be used in formulating the 
security plan. DFS may be consulted at any time for advice and 
assistance to develop the required security plan and normally provides 
this assistance as a matter of course during the facility clearance 
process. (b) 

In special instances, DFS may grant an interim facility clearance before 
an initial security survey is conducted. Interim facility clearance will be 
based on a favorable FOCI determination, an appropriate number of 
NRC access authorizations, a DFS-approved facility security plan. 
Thereafter, the initial security survey will be conducted as soon as 
practical. As a result of the initial security survey, DFS will grant facility 
clearance or will continue or terminate the interim facility clearance 
pending compliance with survey recommendations. (c) 

Special Requirements for the Department of Energy (DOE) National 
Laboratories (2) 

DOE work performed for NRC is subject to security requirements 
other than the provisions of this part. These other requirements are 
contained in the National Industrial Security Program Operating 
Manual (NISPOM) dated January 1995, and Supplement 1 dated 
February 1995. Under the NISPOM, DOE assumes security 
cognizance for NRC classified interests at DOE national laboratory 
facilities and provides DFS assurance that adequate security will be 
afforded NRC classified interests. All NRC offices and divisions must 
promptly notify DFS of their intent to initiate NRC classified work at 
DOE national laboratories. (See also MD 11.7, “NRC Procedures for 
Placement and Monitoring of Work With the U.S. Department of 
Energy (DOE).”) 

Special Requirements for Industrial Facilities at Which NRC and 
DOE Have Interests (3) 

For industrial facilities, defined as non-Governmental organizations 
other than the National Laboratories and the United States 
Enrichment Corporation, at which both NRC and DOE have 
authorized either the possession of or access to (nonpossessing 
facilities) classified information, security requirements other than the 
provisions of this part are specified in a DOE and NRC Memorandum 

Approved: April 28, 1993 
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The Facility Clearance Process (B) (continued) 

Special Requirements for Industrial Facilities at which NRC and DOE 
have Interests (3) (continued) 

of Understanding (MOU), dated September 19, 1996. Under this 
MOU, NRC and DOE agree to provide mutual security services for the 
protection of Classified information released to or within industry on 
behalf of NRC using the specific requirements, restrictions, and other 
safeguards as prescribed in the National Industrial Security Program 
Operating Manual (MSPOM) and its supplement. 

Facilities of the Department of Defense (DOD), DOD Contractors, and 
DOD Consultants (4) 

Under the MSP,  DOD is responsible for the security, as prescribed in the 
NISPOM and its supplement, of all classified interests at its facilities; 
therefore, NRC facility clearance is not necessary. (a) 

An MOU, dated April 2,1996, between the NRC and the DOD reflects 
an agreement that NRC and DOE will provide mutual security services 
for the protection of classified information released to or within industry 
on behalf of NRC or DOD. The MOU further states that NRC and DOD 
will apply the specific requirements, restrictions, and other safeguards as 
prescribed in the NISPOM and its supplement. (b) 

Certain additional security considerations may be required in the 
following instances: (c) 

0 Existing DOD Contractor and Consultant Facilities Engaged 
Directly by NRC or Its Contractors for Work Involving Classified 
Information. NRC approval to perform work requiring access to NRC 
classified information is based on the existing DOD facility clearance 
(Confidential, Secret, or Top Secret), provided that the DOD facility 
clearance includes the NRC classified interest. The responsible DOD 
security office shall furnish DFS a copy of its security inspection report 
covering, or otherwise ensuring, the adequate security protection of 
the NRC classified interest at the facility. The responsible DOD 
security office must agree that it will notify  DFS before its facility 
clearance is downgraded or terminated. All DOD contractors and 
consultants having access to NRC classified information must hold 
comparable DOD access authorizations. If Restricted Data is 
involved, the mandatory personnel access authorization requirements 
of the Atomic Energy Act of 1954, as amended, must be followed. (i) 

4 
Approved: April 28, 1993 

(Revised: October 16, 2000) 



Volume 12, Security 
NRC Facility Security Program 

Handbook 12.1 Part I 

The Facility Clearance Process (B) (continued) 

Facilities of the Department of Defense  (DOD), DOD Contractors, and 
DOD Consultants (4) (continued) 

0 Special Considerations. If the requirements of Section (B)(4)(c)  of 
this part are not met, or if NRC Top Secret information is involved, 
DFS shall grant facility clearance in accordance with Section (B)( 1) 
of this part. (ii) 

Other Federal Agencies (Excluding DOD Facilities) and Their 
Contractors or Consultants (5 )  

The basis for NRC facility clearance is formal assurance from the 
responsible agency official that NRC classified information in its 
possession or in the possession of its contractors and consultants will be 
provided appropriate protection. The responsible agency official will 
provide either a copy of the other agency’s security inspection report or 
similar assurance that documents the adequate security protection of 
the NRC classified interests at the facility. The mandatory personnel 
access authorization requirements of the Atomic Energy Act of 1954, 
as amended, must be followed for access to Restricted Data. (a) 

If this assurance cannot be obtained, facility clearance is granted in 
accordance with the procedures contained in Section (B)(l) of this 
part. Additionally, if a specific agreement exists between NRC and 
another Federal agency that limits the dissemination of certain 
categories of NRC classified information within that agency, DFS will, 
upon execution of the agreement, request that agency to furnish a 
statement of its procedures for ensuring the limitation. The responsible 
Federal agency security office must agree that it will notify DFS before 
its facility clearance is downgraded or terminated. (b) 

Continuing Facility Clearance ( C )I 
At each security facility, DFS assesses compliance with security 
requirements and the adequacy of procedures to safeguard NRC 
classified information. This continuing assessment program for each 
type of facility includes the following: 

0 NRC, NRC Contractor, and NRC Consultant Facilities (1) 

Require a periodic security surveys resulting in a “satisfactory” 
security rating. 

Approved: April 28, 1993 
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Continuing Facility Clearance (C) (continued) 

0 DOE National Laboratories (2) 

See Section (B)(2)of this part for special requirements. 

DOD, DOD Contractor, and DOD Consultant Facilities (3) 

Generally, NRC periodic surveys are not required. However, if an 
agreement exists between the NRC and DOD (or another Federal 
agency subject to DOD industrial security services) that specifically 
limits the dissemination of certain categories of NRC classified 
information, the responsible security official will submit an annual 
statement to DFS addressing the effectiveness of the other agency's 
procedures in meeting this agreement. (a) 

Other security measures may be required for existing DOD 
contractor and consultant facilities engaged directly by NRC or its 
contractors for work involving NRC classified information. These 
security measures require the responsible DOD security office to 
furnish DFS, on a periodic basis, a copy of its security inspection 
report, or other assurance of adequate security safeguards, 
covering the NRC Confidential or Secret interests at the facility. (b) 

0 Other Federal Agencies (Excluding DOD Facilities) and Their 
Contractors and Consultants (4) 

Normally, periodic surveys are not required, except as specified in 
Section (C)(4)(b) of this part. However, surveys may be conducted 
upon request by or agreement with the particular agency involved. 
Additionally, other security measures may be required in the 
following instances: 

- Special Considerations. If an agreement exists between NRC 
and the Federal agency to limit the dissemination of certain 
categories of NRC classified information, the responsible 
security office must submit an annual statement to DFS 
regarding the effectiveness of its procedures in meeting this 
agreement. (a) 

- Federal Records Centers. A periodic security survey resulting in 
a "satisfactory" security rating is required for a Federal Records 
Center storing NRC classified information. (b) 
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I Terminating Facility Clearance (D)

DFS will terminate the facility clearance when a facility has completed 
its NRC classified activities or no longer requires NRC classified 
information. In these cases, DFS will ensure that classified information 
has been destroyed or returned to appropriate NRC custody. (1) 

In certain instances, the responsible party may demonstrate a need to 
retain possession of NRC classified information after the completion or 
termination of an NRC contract, subcontract, or other agreement. The 
responsible party shall complete a “Certificate of Possession” (see 
Exhibit 1),    and DFS will conduct periodic security surveys to ensure the 
continued protection of NRC classified information. (2) 

However, when the termination of an NRC classified interest results in 
the termination of the facility clearance, this process is accomplished by 
means of a termination survey, by correspondence, or other 
appropriate means, and includes the actions listed below: (3) 

0 Security Termination Statements. All individuals granted NRC 
access authorizations who, as a result of the termination of the 
contract, subcontract, or other agreement, no longer require NRC 
access authorizations, shall complete and forward to DFS, through 
the responsible security official, an NRC Form 136, “Security 
Termination Statement.” (a) 

0 Certificate of Nonpossession. The responsible security official, or 
other designated official, shall complete and forward to DFS a 
“Certificate of Nonpossession” (Exhibit 2), which certifies that all 
NRC classified information associated with the contract, 
subcontract, or other agreement has been destroyed in accordance 
with NRC security regulations or has been returned to appropriate 
NRC custody. (b) 

0 Cancellation of Pending Access Authorizations. The responsible 
security office shall notify DFS in writing to cancel all pending 
requests for access authorization under the terminated contract, 
subcontract, or other agreement. (c) 

Special Considerations 
Applicable to Bidders (E) 

Facility clearances for bidders or prospective contractors are granted, 
continued, or terminated in accordance with Sections (A) through (D) 
of this part. These clearances may be granted on a short-term basis for a 
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Special Considerations 
Applicable to Bidders (E) (continued) 

particular procurement action or continued on a standby status to 
accommodate a current or projected procurement action. (1) 

Unsuccessful bidders are required to destroy or return to NRC custody 
all classified information received or generated in connection with 
their proposals, as directed by the NRC official issuing the solicitation. 
This action must be accomplished within 15 days after receipt of 
notification that a purchase order or a contract has been awarded or 
that the bid invitation has been withdrawn. ( 2 )  

Security Surveys (F) 

Basic Considerations (1) 

A security survey of an NRC facility, internal organizational 
component, or an NRC contractor facility provides a basis for 

security program and the protection afforded NRC classified or 
sensitive unclassified information, employees, and assets. It also 
thoroughly examines the policies and procedures in effect to ensure 
compliance with NRC security regulations. These surveys include— 

evaluating the adequacy and effectiveness of the administration of the 

0 Initial Security Survey. A survey conducted before facility 
clearance is granted. (a) 

0 Periodic Security Survey. A facility or organizational survey 
conducted at regular or scheduled intervals. (b) 

0 Special Security Survey. A facility or organizational survey 
conducted to address specific or immediate problems, questions, or 
deficiencies and usually performed between periodic surveys or 
before an initial security survey of the facility. (c) 

0 Termination Security Survey. A facility survey conducted to ensure 
the proper termination of NRC security interests. (d) 

Coverage (2) 

Initial and periodic security surveys examine safeguards afforded all 
NRC classified interests and include a critical examination of all 
applicable components and elements of the security program. (a) 
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Security Surveys (F) (continued) 

Coverage (2 )  (continued) 

Special security surveys evaluate the adequacy of existing protection 
for new activities and the need for changes to security procedures as a 
result of other conditions, such as renovation or remodeling of the 
facility, or new security measures to correct security deficiencies. (b) 

Termination security surveys ensure classified interests are terminated 
and security termination actions are completed. (c) 

Reporting (3) 

Report of Survey (a) 

Following the completion of a security or physical protection survey 
(see Section (G) of this part), DFS prepares a written report to 
document the results of the survey. DFS verbally advises the 
responsible organization of all deficiencies and recommendations 
upon completion of the survey and in writing following completion of 
the survey report. 

Report of Action Taken (b) 

Upon receipt of DFS’s survey findings, the responsible organization 
shall inform DFS of those actions taken by the date specified by DFS. 
When the required action cannot be completed by the prescribed date, 
the responsible organization will keep DFS informed on the status of 
the action to be taken. 

Immediate Corrective Action (c) 

When a security deficiency is discovered during a survey that poses an 
imminent or serious threat to NRC classified interests, DFS provides 
immediate onsite direction to correct the deficiency. When such a 
situation cannot be corrected, DFS takes immediate measures to 
remove the classified interests and suspend or terminate facility 
clearance pending corrective action. Similarly, the responsible 
organization or facility shall immediately notify DFS of any situation or 
occurrence that poses an imminent or serious threat to NRC classified 
interests. DFS provides advice and assistance as to any corrective 
actions to be taken. Similarly, immediate actions will be taken, as 
appropriate, to address deficiencies that pose an imminent or serious 
threat to NRC sensitive unclassified interests. 
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Physical Protection Facilities (G) 

Notification (1) 

Certain NRC facilities that are not designated “security facilities” must 
be designated “physical protection facilities” when they are within the 
scope of the specific security criteria set forth in Part III of this 
handbook. (a) 

The responsible NRC office or division shall promptly notify DFS of 
any facility, contractor or otherwise, that is subject to this protection. 
This notification must include the name and address of the facility, its 
function, the nature of the interest, and the name and title of the 
individual responsible for its protection. (b) 

The responsible NRC organization also will notify DFS of any 
termination or significant change in the interest at any facility 
previously reported. (c) 

Physical Protection Surveys (2) 

NRC security representatives conduct the following onsite critical 
examinations of a physical protection facility to ensure safeguarding of 
property or sensitive NRC interests: 

0 Initial Physical Protection Survey. The first survey conducted after 
a facility has been designated as a “physical protection facility.” (a) 

0 Periodic Physical Protection Survey. A survey conducted 
subsequent to the initial survey. (b) 

0 Special Physical Protection Survey. A survey conducted to address 
specific problems, questions, or deficiencies and performed as 
necessary. (c) 

0 Termination Physical Protection Survey. A survey conducted to 
confirm the termination of property or sensitive NRC interests. (d) 

Facility Data Reports and the 
Master Facility Register (H) 

Facility Data Reports (1) 

DFS prepares an original or an amended facility data report (FDR) on 
the basis of information received from NRC organizations concerning 
security facilities or physical protection facilities under their 
jurisdiction. 
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Facility Data Reports and the 
Master Facility Register (H)(continued) 

Master Facility Register (2) 

DFS uses the FDRs to prepare a facility register that indicates the name 
and address of each facility, whether it is a security facility or a physical 
protection facility, the nature of the NRC interest, the responsible NRC 
contracting office or other office, the name and title of the security or 
physical protection administrator, the month and year of each survey, and 
the current survey rating: "U" (unsatisfactory) or “S” (satisfactory). 
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Part II

Security Requirements for the 
Protection of Classified Information 

This part provides the practices and procedures for the protection of 
classified information and facilities pursuant to the Atomic Energy Act 
of 1954, as amended; and the Energy Reorganization Act of 1974, as 
amended; and Executive orders (e.g., Executive Order 12958). 

Overview of Physical Security (A) 

Each Federal agency must establish controls to ensure that classified 
information is used, stored, processed, reproduced, transmitted, and 
destroyed only under conditions that will provide adequate protection 
and prevent access by unauthorized persons. Physical security as it 
relates to the protection afforded classified information is composed of 
those measures by which physical controls and administrative 
procedures are used to adequately deter its unauthorized disclosure. 
The Division of Facilities and Security (DFS), Office of 
Administration, establishes, maintains, and oversees these controls. 

Basic Considerations (1) 

The factors to be taken into consideration in determining the type and 
degree of physical protection to be afforded classified information 
include- 

0 The level of the classified information, such as Top Secret, Secret, 
or Confidential; the relative vulnerability of that information to 
espionage, sabotage, theft, or other unlawful activity; and the need 
for compartmentalization of the information. (a) 

0 The relative importance of the facility, or the information housed in 
the facility, to the overall NRC program, considering such items as 
the availability of alternate facilities and information that could be 
used in an emergency. (b) 
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Overview of Physical Security (A) (continued) 

Basic Considerations (1) (continued) 

0 The location, size, and arrangement of the facility that houses the 
classified information and the need to integrate security measures 
with facility operations. (c) 

0 The relative efficiency, effectiveness, and economy of alternative 
methods of protection. (d) 

Access Controls and Authorization (2) 

Access controls must be established to provide adequate protection 
and prevent access by unauthorized persons to classified 
information. (a) 

Access to classified information must be limited to persons who possess 
the appropriate access authorization and who require access to the 
information in the performance of their official Government duties or 
contractual obligations. (b) 

Persons without appropriate access authorization for the area visited 
must be escorted at all times by a person possessing the appropriate 
access authorization while within a security area or any other area in 
which unsecured classified information is located, such as open storage 
areas. Additionally, when there are local or unique restrictions on 
access because of operating, technical, or compartmentalization 
considerations, only persons knowledgeable of these restrictions shall 
serve as escorts. Persons without the appropriate access authorization 
do not require escort within nonsecurity areas or facilities when the 
classified information located in these areas or facilities is properly 
secured. (c) 

Control of Areas (3) 

Physical and administrative controls will be established and 
maintained to control access by individuals to certain predesignated 
areas to protect classified information located in these areas. 

Security Area (a) 

A security area is a physically defined space (usually a room, or a series 
of interconnecting rooms, within a facility) containing classified 
information and subject to physical protection and personnel access 
controls. A security area will be established when the nature, size, 
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Control of Areas (3) (continued) 

revealing characteristics, sensitivity, or importance of the classified 
information is such that access cannot otherwise be effectively 
controlled. Entry into the area must not, in itself, constitute access to 
classified information. 

Controlled Area (b) 

A controlled area is a space over which the NRC or an NRC contractor 
exercises administrative and physical control by use of properly cleared 
and authorized employees or guards stationed so as to control 
admittance to the room, building, or structure, or by a lock that 
provides reasonable protection against surreptitious entry. Entry into a 
controlled area must not, in itself, constitute access to classified 
information. DFS determines the nature and degree of the minimum 
controls necessary to establish and maintain controlled areas. 

Package Inspection (4) 

Packages, parcels, briefcases, and any other similar containers will be 
subject to inspection. The purpose of this inspection is to ensure that 
prohibited articles are not admitted into the facility. 

Prohibited Articles (a) 

Any article that could result in the illegal or covert compromise of 
classified or sensitive unclassified information or cause property 
damage or personal injury is prohibited. Prohibited articles include any 
camera, copying, recording device, firearm, explosive, incendiary 
device; or any other item similar in effect or purpose. Only upon 
request to and approval of the Director, DFS, his or her designee, or a 
regional administrator will an exception be permitted. (i) 

Use of NRC-owned recording, photographic, or other equipment in 
areas other than security areas issued expressly for the purpose of 
accomplishing official NRC business is not prohibited or restricted by 
this requirement. Individuals responsible for such NRC equipment 
shall take necessary actions to ensure that the equipment is not used in 
“security areas” or whenever it could knowingly or unknowingly 
compromise classified or sensitive unclassified information. Similarly, 
the prohibition on the admittance of a firearm, a two-way radio, or 
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Overview of Physical Security (A) (continued) 

Package Inspection (4) (continued) 

similar law enforcement equipment would not normally apply to 
Federal, State, or local law enforcement authorities whose duties 
require the possession of these articles. (ii) 

Notices (b) . 
Written announcements setting forth the policy and requirements 
regarding prohibited articles will be conspicuously posted at the 
entrance to the facility or area concerned. 

Special Considerations (c) 

Notwithstanding the above, packages, briefcases, parcels, and any 
similar containers of any visitor or employee may be inspected 
whenever the Director, DFS, or a regional administrator decides that 
inspection is warranted. 

Possible Violations of Law (d) 

When inspection of a package, box, briefcase, or similar container 
discloses a prohibited article and there is no reasonable explanation for 
its presence, the matter must be reported to the Director, DFS. 
Similarly, when there is an indication of a possible violation of Federal 
law, the matter must be reported immediately in accordance with 
Part V of this handbook. 

Personnel and Vehicular Access Controls (5 )  

Positive Identification (a) 

Verification of the identity of persons authorized access to NRC 
security areas, or other areas as determined by DFS, will be 
accomplished at the designated entry points by a guard, a receptionist, 
or other person assigned for that purpose, except that remote 
identification by television may be used, for example, closed circuit 
television, provided positive identification is ensured. 

Entrance Equipment (b) 

Entrances to and exits from NRC security areas, or other areas as 
determined by DFS, may be equipped with metal and/or explosives 
detectors, doors, gates, rails, or other movable barriers to screen, 
direct, and control personnel, packages, or vehicles through designated 
portals. 
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Personnel Identification System (B) 

Apass or badge system will be used to control access to security areas or 
any other area designated by DFS in which 30 or more people are 
employed per shift. Such a system is used to ensure that only authorized 
persons enter or leave the facility or area concerned and to indicate any 
limitations placed upon access to classified information. DFS procures 
and issues the badges. Personal recognition may be used in lieu of a pass 
or badge system to control access to a facility in which fewer than 30 
persons are employed per shift. 

NRC Permanent Identification Badge (1) 

Issuance (a) 

To control access to NRC facilities, the NRC permanent identification badge 
is issued to all NRC employees, selected NRC contractors, and others, such 
as long-term visitors and other agency employees assigned to NRC. 

Specifications (b) 

The face of the badge will contain the name and location of the issuing 
office, such as NRC headquarters or the regional office, will be 
consecutively numbered to ensure accountability, and will be 
prominently coded by letter, number, or color to denote the level of 
access authorization, if any, held by the person. A clear image of the 
individual and their name will be as large as practicable. The badge will 
be designed and made of materials to effectively prevent attempted 
alteration. Any additional specifications will be developed and 
approved by DFS. 

NRC Visitor Badges (2 )  

Temporary Visitor Badges (a) 

Temporary badges are issued to visitors who require one-time or 
short-term access to NRC facilities. These badges must be continuously 
and conspicuously worn by the visitor. Temporary badges must be 
inventoried and accounted for on a daily basis. The inventory of 
temporary badges will be stored in a locked cabinet when unattended 
to ensure against loss, theft, or unauthorized use. The NRC temporary 
visitor badge will contain the following information: 

i 
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Personnel Identification System (B) (continued) 

NRC Visitor Badges (2) (continued) 

0 Level of access authorization, if any, prominently coded by letter, 
color, or number (i) 

0 Escort requirement, if any (ii) 

0 A control number and/or date to ensure proper facility access and 
badge accountability/inventory  control (iii) 

Long-Term Visitor Badges (b) 

Long-term visitor badges will be issued only to those persons who have 
a continuous and recurring need to enter NRC facilities for official 
business. These badges will conform to the specifications and 
requirements of Section (B)(1)   of this part. Long-term visitor badges 
will be surrendered at the issuing guard or receptionist desk at the end 
of the visit or when the visitor no longer requires access to NRC 
facilities. (i) 

Foreign nationals who are temporarily assigned to NRC will be issued a 
permanent identification badge which meets the specifications and 
requirements of Section (B)(1) of this part and contains the words 
“Foreign Assignee.” (ii) 

Temporary Badges for Employees (3) 

Temporary badges for employees must conform to the requirements for 
permanent hard badges for employees or visitors. Temporary badges 
for employees must be returned to the guard or receptionist desk at the 
facility from which they were issued. 

Records (4) 

Records must be maintained by each facility showing the disposition of 
all badges and passes in use or in storage. These records must include 
the date of issuance, the name of the holder, the type of access 
authorization and, if applicable, the categories of information and the 
areas within the facility to which access is permitted. Accountability for 
badges destroyed, scrapped, or returned must be maintained. 
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Lost Badges or Passes (5) 

Each individual issued an NRC badge or pass is responsible for its 
protection. The loss or recovery of an NRC identification badge or pass 
must be reported immediately to DFS. 

Recovery (6) 

All badges or passes issued must be returned to DFS upon the 
termination of an individual's employment or when the badge or pass is 
no longer needed for access to NRC facilities. 

Reissuance of Badges or Passes (7) 

To maintain effective security, all employee, contractor, and temporary 
badges or passes in use will be replaced by a badge or pass that is 
distinctly different in design approximately every 5 years. 

Special Requirements for Security Areas (8) 

The NRC badge or pass must be shown to the guard, receptionist, or 
other responsible individual before gaining access to any NRC security 
area. Badges or passes must be conspicuously worn by all individuals 
while in any NRC security area. In some instances, or as required by 
DFS, separate entry registers or logs for the security area also will be 
used. All employees and duly authorizedvisitors will be informed of the 
special security requirements of each security area before being 
admitted to the area. This instruction is normally accomplished by the 
guard, the receptionist, or other responsible individual controlling 
access to the security area concerned. 

Physical Barriers (C) 

Physical barriers such as walls, doors, fences, and electronic entry 
devices will be used to deny or impede unauthorized access to security 
areas or other areas as required by DFS. Permanent barriers will be 
used to enclose all security areas, and any other area as directed by 
DFS, except during construction when temporary barriers may be 
erected. (1) 

DFS will approve use of electronic and electro-mechanical devices to 
control personnel access, such as card reader entry controls, to 
supplement existing physical security requirements. These devices will 
be used at those facilities at which physical layout, level of classified 
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Physical Barriers (C) (continued) 

information in use or in storage, and other factors demonstrate that 
these devices will effectively and efficiently control personnel access to 
the facilities. The following requirements will apply: (2) 
0 

0 

0 

General Requirements (a) 

Entry control devices may be used, as approved above, to control 
access to NRC-owned or -leased space but must not be used as the 
sole personnel access control to security areas or other areas in 
which access to a room or a defined space would constitute access to 
classified information. (i) 

NRC employees and others who have been authorized unescorted 
access and whose duties require daily or regular access to facilities 
or areas employing these devices will be issued the necessary 
control card or other medium needed to operate the devices. (ii) 

Requirements for Visitors (b) 

Visitors requiring access to areas or facilities employing electronic 
and electro-mechanical devices must report to the appropriate 
guard or receptionist desk to complete the required visitor sign-in 
process. Visitors who are authorized unescorted access will be issued a 
temporary control card/badge. Upon completion of the visit, the 
temporary control card/badge must be returned to the issuing guard 
or receptionist desk. (i) 

At certain NRC locations in which the volume of classified 
information is limited, or in which other supportive physical security 
measures are used, electronic and electro-mechanical devices may 
serve as the primary system for controlling personnel access. At these 
locations, visitors will be admitted by the NRC employee to be visited, 
but they must be escorted or kept under constant employee 
observation while in an NRC controlled area. Except as authorized by 
DFS, employees must not admit visitors to these locations during 
other than normal business hours. Facility-specific visitor register 
procedures also must be followed, as appropriate. (ii) 

Prohibitions (c) 

Permanent or temporary control cards/badges are not transferable 
and must not be used by any person who was not originally assigned 
the use of the card/badge. Failure to abide by this requirement will 
constitute a breach of established security regulations and may 
result in disciplinary action. 
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Intrusion Detection (D) 

Interior Protective Alarms (1) 

As used in this section, devices and equipment for interior intrusion 
detection systems required for the protection of classified information 
are tamper-indicating, electrical, electro-mechanical, electro-optical, 
electronic, or similar devices that will detect intrusion by an individual 
into the protected facility or area and will alert guards, watchmen, or 
other duly assigned personnel by means of actuated visible and audible 
signals. 

Access Authorization Requirement (a) 

Facility protective personnel responding to intrusion detection alarms 
used for the protection of National Security Information or Restricted 
Data must possess “Q” or "L" access authorizations, except in those 
situations in which a commercial response force, located at a central 
alarm station outside the facility, is involved. In these instances, the 

facility until properly authorized facility protection personnel arrive. 
Section (E) of this part sets forth additional specifications for access 
authorization. 

responding commercial force must secure the perimeter of the area or 

Records (b) 

Protective personnel must record each nonscheduled alarm, showing 
the date and time the signal was received, the time protective or other 
responsible personnel arrived at the alarmed area, the action taken, 
and the cause of the alarm if known, or probable cause if the cause is not 
definitely established. The name and signature of the recorder and the 
date of the recording must appear in the record. 

Reports (c) 

A report of each nonscheduled alarm containing the information 
required in Section (D)(1)(b) of this part must be furnished to the 
facility security officer immediately if unauthorized intrusion is 
involved. Otherwise, the report will be furnished to the facility security 
office on the same day if the alarm occurs during normal working hours 
or no later than the first working day after the alarm if it occurs during 
nonworking hours. A violation must be reported immediately (see 
Part V of this handbook). 
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Intrusion Detection (D) (continued) 

Interior Protective Alarms (1) (continued) 

Protection of Central Station Alarm System (d) 

Facility central stations must be established as, or located within, 
security areas and must be constantly attended. Admittance must be 
restricted to those who require access in the performance of official 
duties. The number of personnel who require access must be kept to a 
minimum. (i) 

Commercial central stations must meet Grade “A’ standards 
established by Underwriters Laboratory UL-611, “Central Station 
Burglar Alarm Units and Systems.” A copy of UL certification that a 
central station of a commercial protection service meets these 
standards will be accepted as evidence of compliance with the 
requirement. (ii) 

Police central stations are normally attended continuously. If response 
by police to an alarm device is required for NRC facility approval, the 
central station should be one that is constantly attended by members of 
the police department who can direct a response by armed policemen 
to the alarmed area. In addition, the connection to the police central 
station should meet the specification contained in UL Class A of 
UL-365, “Police Station Connected Burglar Alarm Systems and 
Units.” (iii) 

Protective Lighting (2) 

Protective lighting should be used, as appropriate, as part of a security 
system to properly protect a facility that houses classified 
information. (a) 

Adequate illumination must be provided, as applicable, to detect 
intruders, reveal unauthorized personnel and permit examination of 
credentials, personnel identification badges, and vehicles at pedestrian 
and vehicular entrances. (b) 

Protective Personnel (E) 

Guard Force 

A licensed and trained guard force is required for the protection of 
security areas in which classified information cannot be adequately 
safeguarded by employees during working hours or by alarm protection 
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Protective Personnel (E) (continued) 

Guard Force (continued) 

systems during nonworking hours as set forth in Section (D) of this part. 
Guard force requirements (e.g., post orders, performance measures, 
and other qualifications) must be specified in contract documents. 

Protection of Classified 
Information in Use (F) 

Requirements (1) 

Persons using classified information in the performance of official 
duties shall physically protect the information to ensure that the 
information is safeguarded against unauthorized disclosure. The 
requirements specified below must be followed by all those who use 
classified information. 

Visual Controls (a) 

of an authorized person. As specified in Section (G) of this part, 
classified information must never be left unattended when in actual use 
and not secured in an approved storage area or container. 

Personal Responsibility (b) 

Those attending or controlling classified information in actual use shall 
prevent unauthorized persons from having access to the information. 
The information must be protected against visual access when the 
information can be obtained by observation. The information must be 
covered, turned face down, placed in approved storage containers, or 
otherwise protected when unauthorized persons are present. As 
applicable, drapes, blinds, shades, or other window coverings must be 
drawn to ensure that classified information in use is not viewed by 
unauthorized persons. Classified information must be returned to 
approved storage containers or areas as soon as practicable after use. 

Accountability (c) 

An accountability system must be maintained to promptly reveal when 
classified information is lost or unaccounted for. The approved NRC 
accountability system for classified information is specified in 
Management Directive (MD) 12.2, “NRC Classified Information 
Security Program.” 

All classified information must be kept under the constant surveillance 
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Protection of Classified 
Information in Use (F) (continued) 

Destruction of Classified Information (2) 

When no longer needed, classified information must be destroyed, 
altered in content or configuration, or otherwise changed so that the 
information is completely obliterated or destroyed. The method of 
destruction chosen must preclude recognition or reconstruction of the 
classified information involved. Shredding may be used if the shredding 
device has been approved by DFS. Before destruction, persons should 
refer to Handbook 12.2, Part I, for itemized destruction procedures for 
Top Secret, Secret, and Confidential information. 

Classified Conferences (3) 

Basic Considerations (a) 

Conferences involving classified information must be held within 
NRC-approved security areas whenever practicable. Classified 
conferences held outside security areas must only be held under 
conditions in which adequate protection can be provided the classified 
information and with DFS authorization. 

Request for Authorization (b) 

Requests to hold classified conferences outside NRC security areas 
must be submitted to the Director, DFS, at least 15 days before the date 
of the conference and must contain the following information, as 
appropriate: (i) 

Purpose and nature of conference (a) 

Number of participants ( b )

Specific location of conference, that is, building and room 
number (c) 

Level and category of the classified information involved (d) 

Description of existing security restrictions concerning the 
classified information involved (e)  

Name of  person(s) responsible for the security of the conference (f) 

Description of the conference area, adjacent rooms or areas, and 
the security precautions planned (g) 
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Protection of Classified 
Information in Use (F) (continued) 

Classified Conferences (3) (continued) 

0 Information concerning any permanently installed public address   
systems, telephones, or other known situations or fixtures of 
possible coricern to the security of the conference (h) 

Special Note: Requests to hold classified conferences outside security 
areas must be marked and handled as Official Use Only information, 
except in those instances in which the request contains classified 
information necessitating security classification and control. (ii)

Other Considerations (c) 

The conduct of a classified conference will be based on the following 
principles: 

0 All attendees must have the appropriate access authorization and 
need-to-know. The requirements of MD 12.3, “NRC Personnel 
Security Program,” Part II of this handbook, as applicable, also 
must be met. (i) 

0 Unless specifically authorized by DFS, all attendees at such events 
must be U.S. citizens. (ii) 

0 Before classified information is introduced into a conference 
situation and as needed throughout the conference, the individual 
responsible for the security of the conference shall advise those 
present of the restrictions governing the information. Additional 
instructions governing the security of the information, such as the 
permissibility of taking written notes, must be provided as 
necessary. (iii) 

Prevention of the Use of Surreptitious Listening Devices (4) 

Offices or rooms within NRC security areas in which Top Secret 
information is discussed on a regular or recurring basis must be 
inspected periodically by DFS to ensure that classified information will 
not be compromised by surreptitious listening devices. The person 
assuming cognizance over the classified conference shall contact DFS 
in advance to arrange for security inspection of the office or room. (a) 
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Protection of Classified 
Information in Use (F) (continued) 

Prevention of the Use of Surreptitious Listening Devices (4) 
(continued) 

Conference rooms located outside NRC security areas must be 
inspected by DFS immediately before any conference involving Top 
Secret information. Conference rooms used for discussions of Secret 
information must be inspected periodically and immediately before 
any Secret discussion. (b) 

Inspections of telephone equipment and public address systems must 
be conducted by appropriately cleared and qualified NRC personnel 
and contractors, or telephone company personnel. (c) 

Telephones or public address systems in conference rooms or offices in 
which classified discussions regularly occur should be equipped with 
jacks or other disconnecting devices. Telephones and public address 
systems must be disconnected when classified discussions are taking 
place. (d) 

Photocopy Machine Control (5) 

Reproduction of classified information must be accomplished under 
appropriate security conditions to preclude unauthorized access. For 
example, reproduction must not take place in the presence of 
uncleared persons, care must be taken that no classified waste is 
trapped in the equipment, and the machine must be cleared of any 
possible residual classified images by running an unclassified sheet 
through the machine following classified reproduction. (a) 

Machines repeatedly used for reproduction of classified information 
should be located within a security area and protected against 
unauthorized access during nonworking hours. Notices regarding the 
restrictions and requirements of reproducing classified information 
must be conspicuously posted next to the equipment. Copies of these 
notices can be obtained from DFS. (b) 

Storage of Classified Information (G) 

The classification level of classified information determines the 
protection required for storage. 
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Storage of Classified Information (G) (continued) 

Security Containers (1) 

Security containers for Top Secret and Secret information must, as a 
minimum, be one of the following types: 

0 Security Filing Cabinet (a) 

A security filing cabinet bears a Test Certification Label on the side 
of the locking drawer, inside the wall adjacent to the locking 
drawer, or on an interior door plate, or is marked “General Services 
Administration Approved Security Container” on the exterior of 
the top drawer or door. 

0 Safe (b)

A safe is a burglar-resistive cabinet or chest that meets Federal 
Specification AAF-358 and that bears a label of the Underwriters 
Laboratories, Inc., certifying the unit to be a TL-15, a TL-30, or a 
TRTL-30, or bears a Test Certification Label on the inside of the 
door or is marked “General Services Administration Approved 
Security Container,” exclusive of bolt work and locking devices. 

0 Vault (c) 

Avault is a windowless enclosure constructed with walls, floor, roof, 
and door(s) that will delay penetration sufficient to permit the 
arrival of emergency response forces capable of preventing theft, 
diversion, damage, or compromise of the classified information 
when delay time is assessed in conjunction with detection and 
communication subsystems of the physical protection system. 

0 Vault-Type Room (d) 

Avault-type room has a combination lock door and is protected by 
an intrusion alarm system that alarms upon the unauthorized 
penetration by a person anywhere into the room. 

0 Other Repositories (e) 

Other repositories are those that would provide comparable 
physical protection in the judgment of DFS. 
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Storage of Classified Information (G) (continued) 

Requirements for Storage (2) 

The following storage requirements will apply to the storage of 
classified information: 

0 Top Secret Information (a) 

While unattended or not in actual use, Top Secret information must 
be under continuous guard control or stored in approved security 
containers that are- 

- Located within a security area under either central station 
alarm protection specified in Section (D) of this part or subject 
to guard patrol and inspection at intervals not to exceed 
2 hours (i) 

- Not located within a security area but under central station 
alarm protection as specified in Section (D) of this part and 
subject to guard patrols at intervals not to exceed 2 hours (ii) 

0 Secret Information (b) 

While unattended or not in actual use, Secret information must be 
stored in a manner authorized for Top Secret information, or at 
least as securely as in one of the following methods: 

- If not located in a security area, Secret information will be 
stored in an approved security container under alarm protection 
as specified in Section (D) of this part, or stored in a security 
container and subject to guard or watchman patrols at intervals 
not to exceed 4 hours. (i) 

- If located within a security area, Secret information will be 
stored-(ii) 

As specified in Section (G)(2)(b)(i) of this part or in a 
commercial-type steel filing cabinet equipped with a 
built-in combination lock and under either alarm 
protection as specified in Section (D) of this part or subject 
to guard or watchman patrols at intervals not to exceed 
8 hours (a) 

In unlocked cabinets or open storage, such as shelves and 
bookcases, within a vault-type room (b)  
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Storage  of Classified Information (G) (continued) 

Requirements for Storage (2) (continued) 

0 In a combination-padlocked filing cabinet under alarm 
protection as specified in Section (D) of this part and 
subject to guard or watchman patrols at intervals not to 
exceed 8 hours (c) 

0 Confidential Information (c) 

While unattended or not in use, Confidential information must be 
stored in a manner authorized for Top Secret or Secret information, 
or at least as securely as in one of the following methods: 

- In a commercial-type steel filing cabinet equipped with a 
built-in combination lock (i) 

- In unlocked cabinets or open storage within a locked room or in 
a key-locked filing cabinet and the room or cabinet is under 
alarm protection as specified in Section (D) of this part (ii) 

0 Communications Security (COMSEC) Information (d) 

While unattended or not in use, COMSEC information must be 
stored in a manner authorized above for the classification involved 
and storage must meet the standards and specifications set forth in 
NACSI-4005 (published by the National Security Agency, 
Department of Defense) and MD 12.4, “NRC Telecommunications 
Systems Security Program.” 

0 Sensitive Compartmented Information (e) 

Sensitive compartmented information facilities must be afforded 
physical protection as required by Directive 1/21, “Physical Security 
Standards for Sensitive Compartmented Information Facilities 
(SCIF),” Director of Central Intelligence, July 29, 1994. Matters 
pertaining to security requirements for these facilities must be 
directed to the Director, DFS, for coordination. 

0 Repository Checks (f) 
When guards or watchmen are required for the protection of NRC 
classified information in facilities housing unalarmed repositories 
containing Secret or Confidential information, the guards or 
watchmen shall—
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Storage of Classified Information (G) (continued) 

Requirements for Storage (2) (continued) 

- Physically inspect these repositories as soon as possible after the 
close of each working day and at least once every 8 hours during 
a Saturday, Sunday, holiday, or other nonworking day (i) 

- In the’ case of repositories located within security areas, 
physically inspect the entry into the security area or the 
repository itself, whichever applies, at intervals not to exceed 
6 hours (ii) 

Alternate Storage Locations (3) 

Safe deposit boxes or vaults of a bank may be used for storage of Secret 
or Confidential information provided that the lock and keys to the box 
or vault are changed before use and the customer’s key is furnished only 
to those authorized access to the contents. These persons shall be 
appropriately cleared for the level of classification involved. (a) 

Remote storage facilities, such as an offsite emergency relocation 
center or an underground Federal facility in a remote location, must be 
equipped with security containers for the storage of classified 
information and must otherwise meet the requirements of 
Section (G)(2) of this part. (b) 

DFS can arrange for the storage of NRC Secret and Confidential 
documents in certain Federal records centers (FRCs). Among other 
necessary conditions for this storage are General Services 
Administration approval for storage of the category and level of 
classified information involved, and DFS approval of the FRC facility 
in accordance with Part I of this handbook. If a problem involving 
volume storage of classified documents can be alleviated by FRC 
storage, contact DFS for additional guidance. (c) 

Miscellaneous Storage Specifications and Procedures (4) 

Combination Locks (a) 

A combination lock is a three- or four-position, dial-type combination 
lock meeting Federal Specification FF-L-2740. (i) 

A combination padlock is a three-position, dial-type, changeable 
combination padlock meeting Federal Specification FF-P-110. (ii) 
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Miscellaneous Storage Specifications and Procedures (4) (continued) 

Combinations of locks or padlocks on repositories containing classified 
information may be known only by those authorized access to the 
information and must be changed when repositories are placed in use, 
whenever anyone knowing the combination terminates employment, 
whenever the combination may have been compromised, or at least 
every 3 years. See Section (G)(4)(c) of this part for additional 
information regarding combinations. (iii) 

Records of combinations must be classified no lower than the highest 
classification of the information stored in the repository. (iv) 

Lock Bars, Keys, Hasps, and Yokes (b) 

Lock bars must be 1-1/4 inches by 3/16 inch or equivalent in 
cross-section and constructed of hardened steel or a material of 
equivalent hardness. (i) 

Hasps and yokes on repositories containing classified information must 
be constructed of hardened steel at least 1/4 inch in diameter or 
equivalent cross-section and secured to the repositories by welding or 
riveting. (ii) 

Keys to locks used to secure gates or doors in the perimeters of a 
security area must be issued only to those authorized access to the 
information or to the area. Keys must be given protection equal to that 
afforded the information or item being protected. A record of all locks, 
cores, and keys must be maintained. Keys must be recovered from 
terminating personnel. Locks must be changed or recorded 
immediately whenever a key is lost, the key or lock has been 
compromised, or when unrecorded keys are found. A physical 
inventory of locks, cores, and keys must be conducted annually. (iii) 

Locking and Monitoring of Repositories and Office Areas (c) 

Each office must assign personnel to lock and monitor the locking  of all 
repositories containing classified information and to ensure that all 
classified information is properly secured when the office is 
unattended. (i) 

The names, addresses, and home telephone numbers of custodians 
having knowledge of the combination and the date of the last 
combination change must be posted on the inside of each classified 
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Storage of Classified  Information (G) (continued) 

Miscellaneous Storage Specifications and Procedures (4) (continued) 

repository on Part I of SF 700, “Security Container Information” 
(Exhibit 3). Part 2A contains the combination of the repository and 
must be classified at the highest level of the information authorized for 
storage in the repository. Part 2 must be similarly classified at the 
highest level of the information authorized for storage in the repository 
when it contains the combination. A new SF 700 must be completed 
each time the combination of the repository is changed. (ii) 

SF 702, “Security Container Check Sheet" (Exhibit 4),  must be posted 
on each repository containing classified information. The check sheet 
must be initialed at the end of each workday in the “closed    by" block by 
the person responsible for locking the repository and in the “checked 
by” block by one other person who has physically checked the 
repository to ensure that it has been properly secured. If no other 
person is available, the person locking the repository will recheck the 
repository and initial the “checked  by" block as well as the “closed  by" 
block. (iii) 

Security containers that must be removed for repair or maintenance, or 
are to be returned to the supply system, or are taken out of service for 
any reason must be physically examined by the custodian of the 
container before this action to ensure that no classified information is 
mistakenly left in the container. Any built-in combination lock must be 
reset to the standard combination 50-25-50. Combination padlocks 
must be reset to the standard combination 10-20-30. (iv) 

Unattended Repository Found Open (d) 

In the event an unattended repository containing classified information 
is found open, a card, “Notice of Unlocked Condition-Classified 
Matter  Container," is placed in the repository, the repository is secured 
by a designated person such as a guard or watchman, and the custodian 
shall check the contents not later than the next workday. (i) 

If there is an indication of a suspected violation (see Part V of this 
handbook) by NRC employees or contractors, it must be reported 
immediately to DFS and the Office of the Inspector General (OIG). 
Personnel must secure the area, being careful not to destroy any criminal 
evidence, but independent investigations shall not be conducted before 
notifying DFS and OIG. (ii) 

Approved: April 28, 1993 
(Revised: October 16,2000) 31 



Volume 12, Security 
NRC Facility Security Program 
Handbook 12.1 Part II

Trespassing on Commission Property (H) 

Statutory Provisions (1) 

Pursuant to the authority of Section 229 of the Atomic Energy Act of 
1954, as amended, 10 CFR Part 160 prohibits the unauthorized entry 
and the unauthorized carrying, transporting, or otherwise introducing 
or causing to be introduced any dangerous weapon, explosive, or other 
dangerous instrument or material likely to produce substantial injury 
or damage to persons or property, into or upon any designated and 
posted facility, installation, or real property subject to the jurisdiction, 
administration, or in the custody of the Commission. The statute 
provides penalties for violations. 

Criteria (2) 

Selection of facilities, installations, and real property for posting will 
generally be based upon the need for supplementing other Federal 
statutes protecting against espionage, sabotage, or destruction of 
Government property. Real property may be posted for protection for 
reasons other than the protection of classified information if deemed 
necessary. 

Proposals (3) 

Submission (a) 

Proposals for the posting of facilities, installations, or real property, or 
amendment to or revocation of a previous proposal, will be submitted 
when  -

0 The property is owned by, or leased to, the United States for use by 
the NRC. (i) 

0 The property requires protection under 10 CFR Part 160. (ii) 

0 A previous notice needs to be amended or revoked. (iii) 

Contents (b) 

Each proposal for postingwill contain the name and specific location of 
the installation, facility, or real property to be covered, and the 
boundary coordinates. If boundary coordinates are not available, the 
proposal will include a description adequate enough to furnish 
reasonable notice of the area to be covered, which may be an entire 
area or any portion thereof that can be physically delineated by the 
posting specified in Section (H)(4) of this part. (i) 
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Trespassing on Commission Property (H)(continued) 

Proposals (3) (continued) 

Each proposal for amendment or revocation will identify the property 
involved; state clearly the action to be taken, such as a change in 
property description, correction, or revocation; and contain a new or 
revised property description, if required. (ii) 

Posting Requirements (4) 

Upon approval by the Executive Director for Operations (EDO), the 
notice designating the facility, installation, or real property, or 
amending or revoking a previous notice, will be published in the Federal 
Register. The regulation will be effective 30 days after publication, 
provided the posting requirements are accomplished. (a) 

I If directed by the EDO, property covered under 10 CFR Part 160 will 
be posted at entrances and at intervals along the perimeter of the 
property to provide reasonable assurance of notice to persons about to 
enter the property. Signs will measure at least 11 by 14 inches reading 
as follows: (b) 

NO TRESPASSING 
BY ORDER OF 

THE UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

The unauthorized entry upon any facility, installation, or real 
property subject to the jurisdiction, administration, or in the 
custody of the Nuclear Regulatory Commission that has been 
designated as subject to the provisions contained in Part 160 of the 
rules and regulations of the Nuclear Regulatory Commission 
(10 CFR Part 160) is prohibited, and the unauthorized canying, 
transporting, or otherwise introducing or causing to be introduced 
any dangerous weapon, explosive, or other dangerous instrument 
or material likely to produce substantial injury or damage to 
persons or property, into or upon such facility, installation, or real 
property is prohibited. 

Whoever willfully violates the aforesaid regulation of the Nuclear 
Regulatory Commission shall, upon conviction thereof, be 
punishable by a  fine as specified in 10 CFR 160. whoever willfully 
violates this regulation with respect to any facility, installation, or 
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Trespassing on Commission Property (H) (continued) 

Posting Requirements (4) (continued) 

real property enclosed by a fence, wall, floor; roof or other 
structural barrier shall be guilty of a misdemeanor and, upon 
conviction thereof, shall be punished by a fine of not to exceed 
$5,000 or imprisonment  for not more than 1 year; or both. 

By authority of Section 229 of the Atomic Energy Act of 1954, as 
amended, and Part 160 of the rules and regulations of the Nuclear 
Regulatoiy Commission, this facility, installation, or real property 
has been designated as subject to these regulations by the Nuclear 
Regulatoiy Commission. 

Notification of the Federal Bureau of Investigation (5)  

Notification of the date of posting, relocation, removal of posting, or 
other change in the identity of the property involved must be furnished 
promptly to the local office of the Federal Bureau of Investigation 
exercising investigative responsibility for the property. 

Violations (6) 

Violations of the prohibitions as posted must be reported in accordance 
with Part V of this handbook. 
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Part III
Protection of Unclassified NRC Facilities 

This part provides guidance for those responsible for the protection of 
NRC facilities  that are not protected as security facilities under Part I of 
this handbook but that require safeguarding to ensure adequate 
protection of NRC property and programs. 

Criteria (A) 

Facilities that are not protected as security facilities under Part I of this 
handbook require protection commensurate with their monetary value 
or programmatic importance. For the purposes of this part, an 
unclassified NRC facility requiring protection is any facility that-( 1) 

0 Contains property, excluding real property, owned by or leased to 
the NRC, valued at $1,000,000 or more (a) 

0 Contributes in an important manner to fulfilling NRC's 
responsibility for the protection of public health or safety (b) 

0 Assumes importance for continuity of NRC programs or is essential 
to the NRC mission (c) 

0 Is determined by the Director, Division of Facilities and Security 
(DFS), Office of Administration (ADM), for headquarters 
facilities or by the responsible regional administrator for facilities 
within the region’s geographical area of responsibility to require 
protection for other reasons (d) 

When the relative importance of an unclassified NRC facility does not 
fall under these criteria, the facility must be protected to a degree 
called for by its value and significance. The extent of and need for 
protective measures at such a facility must be determined by the 
appropriate responsible NRC official, either the Director, DFS, for a 
headquarters facility or the regional administrator for a regional 
facility. (2) 
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Guidance (B) 

General (1) 

Protective measures must be taken to prevent loss, damage, or 
destruction that might result from theft, vandalism, arson, sabotage, or 
other unlawful acts at unclassified NRC facilities. The measures taken 
must be adequate to provide reasonable assurance of protection and 
may include access controls; physical barriers, such as walls and fences; 
guards or watchmen; lock and key systems; and intrusion alarms. 

Standards and Requirements (2) 

Access Controls (a) 

Access to an unclassified NRC facility must be controlled during 
working hours by receptionists or by employees who have been 
specifically designated responsibility for ensuring that only those with 
proper authorization are admitted. When the facility is unoccupied, 
such as during nonworking hours, or occupied by a small number of 
persons unable to afford adequate protection, these facilities, as a 
minimum, must be locked with NRC-approved locking devices and 
must be protected by other means, such as NRC-approved access 
control devices, designated by the Director, DFS, or the responsible 
regional administrator, as appropriate. 

Physical Barriers (b) 

Barriers such as walls and fences are intended to control or impede 
access. Walls of buildings normally constitute an adequate physical 
barrier. When the size or nature of the facility warrants, fencing may be 
required and must be approved by the Director, DFS, or the regional 
administrator. 

Guards or Watchmen (c) 

Protection may be provided by guards or watchmen as the Director, 
DFS, or the responsible regional administrator deems necessary. 
When guards or watchmen are used, patrols must be conducted at 
irregular intervals but not less frequently than once every 8 hours 
during nonworking or unoccupied periods. 

36 
Approved: April 28, 1993 

(Revised: October 16, 2000) 



Volume 12, Security 
NRC Facility Security Program 

Handbook 12.1 Part III

Guidance (B) (continued) 

Standards and Requirements (2) (continued) 

Locks and Keys (d) 

Key locks in doors must be resistant to picking and jimmying. 
Combination locks must be resistant to manipulation. Padlocks must 
be of sturdy construction and resistant to picking, rapping, forcing, or 
the use of shims or similar techniques. Hasps and other door hardware 
must afford equivalent protection, as appropriate. Positive control of 
keys is essential. When an exterior or outer perimeter entrance key or 
door key is lost and there is reason to believe it has been compromised, 
the lock that it opens must be replaced or recorded immediately. 
Combinations or keys and cores of exterior entrances or doors must be 
changed when a person having access thereto is terminated or the 
person is permanently reassigned to another facility. Locks must be 
replaced or recorded, or combinations changed for interior doors 
whenever 5 percent of the keys are lost or whenever the management 
official responsible for the area deems it appropriate. Advice on 
approved locks is available from DFS. 

Intrusion Alarms (e) 

Alarm systems may be used to provide or supplement notification of an 
actual unauthorized entry into an NRC facility or onto its premises. An 
intrusion alarm system is considered to be of significant value when a 
response time not exceeding 15 minutes is ensured and when the system 
itself is dependable. DFS can advise on alarm systems. 

Prohibited Articles ( f )  

Inspection of packages to ensure that prohibited articles are not 
introduced into the facility must be accomplished as specified in Part II
of this handbook. 

Signs Posting “No Trespassing" (g) 

Facilities owned or leased by NRC must be posted as specified in 
Part II(H)(4) of this handbook. 
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Guidance (B) (continued) 

Standards and Requirements (2) (continued) 

Reports (h) 

Incidents bearing on the security of the facility, such as fire, vandalism, 
bomb threats, riots or civil disturbances, must be reported immediately 
to DFS by telephone and also to the responsible regional office, if 
appropriate. This report must be promptly followed up in writing and 
must be initiated by the responsible NRC organization monitoring 
NRC's interest at the facility. 

Surveys (i) 

Physical protection surveys of unclassified NRC facilities must be 
conducted as specified in Part I of this handbook. 

Occupant Emergency Program (C) 

In accordance with Federal Property Management Regulations 
promulgated by the General Services Administration (GSA) 
(41 CFR 101-20.5), an occupant emergency program must be 
established at all NRC federally occupied facilities, regardless of their 
designation as either security facilities under Part I of this handbook or 
as unclassified NRC facilities as stated in this part. 

Occupant Emergency Plan (1) 

An occupant emergency plan (OEP) specifies responses in an 
emergency situation and methods to protect life and property in a 
specific federally occupied space. For NRC headquarters related 
buildings, OEPs are developed and coordinated by DFS and approved 
by the Director, ADM, and local fire/rescue  authorities. NRC regional 
offices develop, coordinate, and seek approval of their OEPs through 
their local GSA regional office. 
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Occupant Emergency Program (C) (continued) 

Designated Official (2) 

As defined in 41 CFR 101-120.5, the designated official is the highest 
ranking official of the primary occupant agency or the alternate highest 
ranking official or designee selected by mutual agreement by other 
occupant agency officials. The designated official is responsible for 
developing, implementing, and maintaining a current OEP and for 
establishing, staffing, and maintaining the occupant emergency 
organization. 

Non-Federal Facility Emergency Plan (D) 

To ensure that emergency situations are appropriately provided for, 
non-Federal facilities, such as those of an NRC contractor, falling 
within the purview of this part must establish an adequate emergency 
plan to provide for the prompt assistance of Federal, State, and local 
law enforcement authorities and other emergency assistance 
organizations. DFS will review and approve this emergency plan during 
physical protection surveys and DFS will advise as to the specific 
content of the plan on a case-by-case basis. Generally, these plans 
cover- 

0 The emergency chain of command (1) 

0 Designation of specific individuals, with alternates, who are 
responsible for key emergency functions and for notifying DFS or 
the appropriate regional administrator of incidents bearing on the 
security of the NRC interest at the facility (2) 
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Part IV 
Security Awareness 

This part specifies the policy and requirements for a security awareness 
program to: develop an appreciation for the importance of security and 
the importance of potential threats to security; provide employees with 
an understanding of security policies, procedures, and requirements; 
advise employees of their security responsibilities; and ensure 
adequate protection for classified and sensitive unclassified 
information and NRC property. 

Program Design (A) 

The program must be developed and implemented with careful 
consideration of-( 1) 

The categories and quantities of classified or sensitive unclassified 
information handled and the personnel involved (a) 

The physical security aspects of the facility (b) 

Existing personnel security access authorization requirements (c) 

The program must employ methods that are appropriate and effective 
for the personnel and situations concerned. The methods may range 
from informal instruction of individuals to audiovisual presentations 
for large groups. Briefing presentations by individuals skilled in public 
speaking and the use of constructive instruction techniques such as 
visual aids and audience participation are essential as they increase 
employee interest, motivation, and knowledge retention. (2) 

The program must contain-(3) 

An initial security orientation briefing for new and newly assigned 
employees (a) 

A briefing on safeguarding classified information for newly cleared 
employees (b) 
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Program Design (A) (continued) 

Continuing and special security awareness efforts (c) 

A final briefing upon termination of an individual’s NRC access 
authorization (d) 

The Director, Division of Facilities and Security (DFS), will approve or 
disapprove  the use of classified information for security awareness 
needs consistent with the requirements of this part. (4) 

Program Components (B) 

Security Orientation Briefing for New Employees (1) 

A security orientation briefing must be given by an employee or a 
representative of DFS to NRC employees when they start duty and by 
the contractor security officer to contractor employees who have been 
granted an NRC access authorization. This briefing will contain the 
following: 

The types of security clearances granted by the NRC and the access 
those clearances afford after an official need-to-know has been 
established (a) 

Personnel security reporting responsibilities of each individual (b) 

Prescribed procedures for the storage and handling of sensitive 
unclassified information and the importance of protecting this 
information (c) 

Physical security aspects of the particular facility, the importance of 
visitor control, and the means or procedures for protecting 
Government property (d) 

Information on where to obtain further guidance or assistance (e) 

Briefing on Safeguarding Classified Information (2) 

A briefing on safeguarding classified information will be given by an 
employee or a representative of DFS to NRC employees who have 
been granted an NRC access authorization. This briefing will contain 
the following: 
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Program Components (B) (continued) 

Briefing on Safeguarding Classified Information (2) (continued) 

Requirements for access to classified information (a) 

Types and levels of classified information (b) 

Prescribed procedures for the storage, handling, and transmission 
of classified information and the importance of protecting this 
information (c) 

Information on where to obtain further guidance or assistance, such 
as MD 12.1 or consulting an authorized classifier or a security 
advisor (d) 

The requirement for signing an SF 312, “Classified Information 
Nondisclosure Agreement” (Exhibit 5 )  (e) 

Continuing Refresher or Special Security Awareness Efforts (3) 

Security Advisor Program (a) 

The objectives of the security advisor program are to increase the 
understanding of and compliance with NRC security policies and 
procedures; to provide readily available security advice and assistance 
throughout the NRC organization; and to expand communications 
between DFS and NRC employees. One or more employees from each 
NRC organizational component and the regional offices are appointed 
to serve as security advisors for the employees of their organizational 
component or region. DFS will adequately acquaint these individuals 
with basic and general NRC security policies and procedures and the 
staff and functions of DFS. Further, DFS will keep the security advisors 
informed of revision to security procedures and requirements and 
items and occurrences of security interest or concern. 

On-the- Job Security Training (b) 

Supervisors shall supplement the security education and awareness 
program through demonstrated endorsement of security principles and 
procedures, and by providing specific on-the-job instructions pertinent 
to the sensitivity of the employee’s position and duties, such as 
protection requirements for information handled. Also, any physical 
security procedures particular to the office will be explained. 
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Program Components (B) (continued) 

Continuing or Special Security Awareness Efforts (3) (continued) 

Special Briefings (c) 

DFS shall develop and present special briefings as requested by 
management, when a specific need is recognized, or in support of other 
security programs such as the authorized classifiers program. 
Contractor security officers should contact DFS when special briefings 
are requested or considered. 

Defensive Security Briefings (d) 

Through various security education efforts, NRC and contractor 
employees who have been granted an NRC access authorization will be 
encouraged to contact DFS or their security officer, respectively, when 
they contemplate travel, either official or personal, to designated 
countries or attendance at any international meeting, conference, or 
symposium so that they can be given a defensive security briefing. 

Publications and Other Media (e) 

Publications and other media, such as posters, audiovisual productions, 
and booklets may be used in support of the Security Awareness 
Program to increase employee awareness, employee motivation, and 
program effectiveness. 

Briefing on Termination of Access (4) 

When an individual’s NRC access authorization is to be terminated in 
accordance with MD 12.3, “NRC Personnel Security Program,” DFS, 
or designated regional staff, will conduct a termination briefing to 
inform the individual of his or her continuing security responsibilities. 
After all statements contained in NRC Form 136, “Security 
Termination Statement” (accessed through the Wordperfect Informs 
icon), have been reviewed, the terminating individual and the person 
conducting the briefing shall execute the form. 

Program Records (C) 

NRC employees and contractors to whom an access authorization has 
been granted shall complete an SF 312, “Classified Information 
Nondisclosure Agreement” (Exhibit 5) ,  upon attendance at the 
briefing on safeguarding classified information; and an NRC Form 136 
upon termination of NRC employment. The original copy of these 
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Program Records (C) (continued) 

completed forms will be forwarded to DFS for retention. The NRC 
Form 136 is retained in the individual’s personnel security file and the 
SF 312 is retained in a separate file system maintained by DFS. (1) 

NRC contractors shall maintain records of an employee’s orientation, 
refresher, or special security briefings related to NRC work performed, 
and of the termination briefing, for 1 year after termination of the 
employee’s NRC access authorization. The original copy of the 
completed NRC Form 136 must be forwarded to DFS for retention in 
the employee’s personnel security file; the original copy of the 
completed SF 312, if applicable, must be forwarded to DFS for 
retention. (2) 
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 Part V 
Infractions and Violations 

This part contains the requirements, standards, and procedures 
governing the NRC security infraction program, alleged and suspected 
violations of laws of security interest, and losses and compromises of 
classified and sensitive unclassified information. 

Infractions (A) 

Security Infraction (1) 

A security infraction is an act or omission involving failure to comply 
with NRC security requirements or procedures. Therefore, an 
infraction may include an actual or suspected compromise of classified 
information or sensitive unclassified information. A security infraction 
also may constitute a violation under this part. 

Administrative Action (2) 

Administrative action, which may include disciplinary or adverse 
action, must be taken in any case in which a person is responsible for an 
infraction, except for minor infractions not actually jeopardizing the 
security of classified information or sensitive information. An example 
of a minor infraction is the failure to place the name of the addressee on 
a receipt when the receipt is signed by the addressee’s authorized 
representative, or failing to change a repository combination until a few 
days after the required date. 
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Infractions (A) (continued) 

Administrative Action (2) (continued) 

Determination of Action (a) 

NRC Employees (i) 

Office or division directors at headquarters or regional administrators 
shall determine whether an infraction committed by an NRC employee 
requires disciplinary or adverse action and, if so, the severity of the 
action. The responsible director or administrator shall consult with the 
personnel office about any contemplated adverse action. 

NRC Contractor Employees (ii) 

Officials designated by contractors shall determine whether an 
infraction committed by an NRC contractor employee requires 
disciplinary or adverse action and, if so, the severity of the action. 

Personnel of Other Government Agencies (iii) 

The NRC or the NRC contractor shall take the minimum action in the 
case of personnel of other Government agencies assigned to the NRC 
or to NRC’s contractors for the first infraction as described in 
Section (A)(2)(c) of this part, unless the first infraction significantly 
endangers the national security or the security of the NRC program. 
For a first infraction that endangers security and for any subsequent 
infraction, the responsible NRC official or NRC contractor official 
shall report the infraction to the Government agency to which the 
employee is permanently assigned to allow that agency to take the 
disciplinary or adverse action deemed necessary. 

Determining Factors (b) 

For NRC personnel or NRC contractor employees, the following 
factors should be considered in determining the action to be taken on 
security infractions- 

0 The degree to which the national security or the security of the NRC 
program is endangered (i) 

0 The employee’s performance, conduct, attitude, and past record of 
compliance with security regulations (ii) 
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Infractions (A) (continued) 

Administrative Action (2) (continued) 

Suggested Schedule of Administrative Action (c) 

Except in cases in which consideration is being given to suspending or 
terminating access authorization, the following schedule of 
administrative action is suggested for infractions occurring within any 
12-month period. 

0 First Infraction (i) 

Interview the person committing the infraction to impress on that 
person the seriousness of the matter, determine the reason for the 
infraction, and call attention to pertinent regulations and office 
procedures. If necessary, modify office procedures to prevent a 
recurrence. The following responsible officials will conduct the 
interviews: 

- Regions (a) 

In the case of an NRC regional office employee other than 
the administrator, the interview will be conducted by the 
administrator, or the administrator’s designee. ( I )  

In the case of an infraction committed by the administrator, 
the interview will be conducted by the person to whom the 
administrator is administratively responsible. (2) 

- Headquarters (b) 

In the case of a headquarters employee other than an office 
or division director, the interview will be conducted by the 
director, the deputy director, or the assistant director of the 
employee’s office or division, unless these persons are 
involved in the infraction. ( I )  

In the case of the deputy director or the assistant director, 
the interview will be conducted by the director. (2) 

In the case of an office or division director, the interview 
will be conducted by a person to whom the director is 
administratively responsible. (3) 
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Infractions (A) (continued) 

Administrative Action (2) (continued) 

- Contractors and Other Organizations (c )  

In the case of a contractor employee or an employee of an 
organization other than NRC, the interview will be conducted 
by an official designated by the contractor or the organization 
involved. 

0 Second Infraction (ii) 

Interview the person committing the infraction as specified in 
Section (A)(2)(c)(i) of this part and write a reprimand to the 
employee warning that another infraction may result in an adverse 
action, specifically that the employee may be suspended without 
pay. Place a notation of the interview and a copy of the written 
reprimand in the employee’s personnel and security files. 

0 Third Infraction (iii) 

Interview the person committing the infraction as specified in 
Section (A)(2)(c)(i)  of this part, suspend the employee without pay 
for 3 working  days, and provide the employee written notification 
that a subsequent infraction may result in removal from his or her 
position with the NRC and from Federal service. Place a notation of 
the interview, a copy of the written reprimand, and a copy of the 
suspension letter in the employee’s personnel and security files. 

0 Subsequent Infractions (iv) 

Determine whether to propose the employee’s removal for cause. If 
the employee’s removal is not proposed, propose other appropriate 
adverse action, such as an additional suspension without pay. 
Document the action taken in the employee’s personnel and 
security files. 

Reporting Infractions (3) 

NRC Employees (a) 

Office or division directors and regional administrators shall report, in 
writing, to the Division of Facilities and Security (DFS), Office of 
Administration, each infraction involving NRC personnel, consultants, 
and others under their jurisdiction immediately following the 
infraction. 
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Infractions (A) (continued) 

Reporting Infractions (3) (continued) 

Contractor Employees (b) 

A contractor shall report each infraction immediately following its 
occurrence, in writing, to DFS, with a copy to the NRC project officer. 
In addition, the contractor shall immediately notify the contracting 
officer that an infraction has occurred, the details of the infraction, and 
the name of person who committed it. 

Content of Reports (c) 

NRC or NRC contractors shall attach two copies of any associated 
written reprimand or notice to each report that has been issued and 
shall forward the report and attachments to DFS to be placed in the 
individual’s personnel security files. The report must state- 

0 The full name of the individual involved (i) 

0 The title of that individual’s position and the name and title of his or 
her employer (ii) 

0 The type and level of information involved, if applicable (iii) 

0 The date, reason or cause, and nature of the infraction (iv) 

0 Whether it is the first, second, third, or subsequent infractionwithin 
a 12-month period, if known (v) 

0 The corrective action taken (vi) 

Preliminary Inquiry (4) 

Upon receipt of the report of an infraction, DFS, or personnel 
designated by DFS, such as regional personnel, may conduct a 
preliminary inquiry to determine the facts and circumstances 
surrounding the infraction, the person responsible, and the adequacy of 
security procedures within the organization in which the infraction 
occurred. If at any time during the course of the preliminary inquiry 
information is developed that suggests a violation may have occurred, 
the matter will be referred immediately to the Office of the Inspector 
General (OIG) or the Office of Investigations (0I), as appropriate, for 
action. See Section (B)(3) of this part. 

I 
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Violations (B) 

Violation (1) 

“Violation,” as used in this part, covers criminal breach of the Atomic 
Energy Act of 1954; Internal Security Act of 1950, when related to NRC 
activities; Title 18 U.S. Code relating to-(a) 

0 Espionage or information control, Sections 792-98 (i) 

0 Sabotage, Sections 2151-57 (ii) 

0 Treason, sedition, and subversive activities, Sections 2381-85  (iii) 

0 Malicious mischief, Sections 1361-64 (iv) 

0 Actual or threatened use of explosives against persons or property, 
Sections 841-48 (v) 

0 Destruction of Government property, Sections 1361,2232  (vi) 

0 Embezzlement and theft, Sections 641-665 (vii) 

0 Extortion and threats, Sections 871-878 (viii) 

Other Federal statutes related to the national security, the security of 
the NRC program or facilities, or classified information. (b) 

Handling a Violation (2) 

Alleged or suspected violations of the Atomic Energy Act and other 
Federal statutes affecting the national security and the security of NRC 
or NRC contractors  must be handled with a view to timely and effective 
action. 

Reporting Procedures (3) 

Reports to DFS (a) 

Except as stated in Section (B)(3)(c) of this part, NRC or NRC 
contractor personnel shall immediately report alleged or suspected 
violations affecting classified information, sensitive unclassified 
information, and the safety of NRC personnel or property to DFS for 
preliminary inquiry and further referral, if warranted. 
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Violations (B) (continued) 

Reporting Procedures (3) (continued) 

Reports to OIG and O I   (b) 

OIG and OI   will advise DFS of alleged or suspected violations of 
security interest reported directly to them. 

Reports to the Regional Administrators (c) 

For cases requiring prompt field response, NRC employees or NRC 
contractor personnel under the jurisdiction of a regional administrator 
shall report alleged or suspected violations such as sabotage, terrorism, 
or the theft of special nuclear material to the regional administrator. 
The regional administrator shall notify the local Federal Bureau of 
Investigation (FBI) immediately and promptly advise OIG or OI, as 
appropriate, for action. 

Method of Reporting (d) 

To ensure timely reporting, the initial report will generally be oral; 
however, reports must immediately be confirmed in writing. 

Content of Report (4) 

Reports that contain classified or sensitive unclassified information 
must be properly protected and marked with the appropriate 
classification and control markings.  Reports of alleged or suspected 
violations not involving losses or compromise of classified or sensitive 
unclassified information discussed in Section (C) of this part must 
contain- 

0 A statement regarding the items and information involved (a) 

0 Names of personnel involved (b) 

0 Circumstances (c) 

0 Action contemplated or taken (d) 
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Violations (B)  (continued) 

Investigation of Violations (5 )  

OIG is responsible, except as stated in Section (B)(3)(c)  of this part, for 
investigating and referring to the Department of Justice (DOJ), if 
necessary, alleged or suspected violations by employees of NRC or 
NRC contractors. 01 is responsible, except as stated in 
Section (B)(3)(c) of this part, for investigating and referring to the 
DOJ, if necessary, alleged or suspected violations that licensees, 
applicants, and their contractors and vendors commit. 

Assistance to Federal Law Enforcement Agencies (6) 

The NRC will give Federal law enforcement agencies all appropriate 
assistance, including technical advisory assistance, as needed. Agents 
of the Federal Bureau of Investigation (FBI) must be granted 
admission to all areas and afforded access to any Restricted Data or 
other classified information or sensitive unclassified information 
necessary to the performance of their duties. They must be advised at 
the time of access, either oral or visual access, of the level and category 
of classification, or of the category of sensitive unclassified 
information, and the procedures required to protect the information. 
The availability of NRC badges and advance notification arrangements 
must be determined by agreements between the NRC and the FBI 
offices involved. 

Followup of Alleged or Suspected Violations of Security (7) 

NRC followup  will include coordination with FBI or other Federal law 
enforcement authorities. Followup will be accomplished so as not to 
interfere with any investigation the FBI or other Federal law 
enforcement agencies are conducting and will be coordinated between 
OIG or 01 and DFS as their interests demand. 

Losses or Compromise of Classified 
Information or Sensitive Unclassified 
Information (C) 

Reporting Procedures (1) 

Any NRC employee or NRC contractor employee who knows of the 
loss or possible or actual compromise of classified or sensitive 
unclassified information shall report that fact to DFS by the most rapid 
and secure means available. 
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Losses or Compromise of Classified 
Information or Sensitive Unclassified 
Information (C) (continued) 

Content of Report (2) 

The report of a lost or compromised classified or sensitive unclassified 
document must contain- 

Title, type, and physical form of the document (a) 

A brief description of the contents of the document (b) 

Originator’s name (c) 

Any identification number and the date of the document (d) 

Level and category of classified information or type of sensitive 
unclassified information contained in the document (e) 

Names of the person to whom the document was charged and the 
person responsible for protecting the document ( f )  

Last known location of document if a lost document is involved (g) 

Known circumstances surrounding the loss or compromise of the 
document (h) 

Action (3) 

Upon notification, DFS will conduct a preliminary inquiry, including a 
preliminary assessment of the damage to NRC’s  mission or the national 
security. DFS will refer the preliminary assessment to the Executive 
Director for Operations (EDO), OI, OIG, OGC, or the Chairman, as 
warranted, and take any other appropriate action: 

0 Whenever the lost or compromised classified information has been 
originated by or is of interest to another Government agency, DFS 
will notify each agency involved of the facts, circumstances, actions 
being taken by NRC, and pertinent findings. DFS will also inform 
the designated representative of the Director, Central 
Intelligence. (a) 
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Losses or Compromise of Classified 
Information or Sensitive Unclassified 
Information (C) (continued) 

Action (3) (continued) 

0 DFS will determine whether actions taken in response to the loss or 
compromise of sensitive unclassified information are consistent 
with the schedule for infractions specified in Section (A)(2) of this 
part. If statutory penalties such as penalties for disclosure of 
unclassified Safeguards Information as specified in Section 147 of 
the Atomic Energy Act and penalties for the unauthorized 
disclosure of trade secrets as specified in 18 U.S.C. 1905 are 
involved, DFS will refer the matter to OIG or OI for further 
referral, notifications, and other necessary actions. (b) 

Damage Assessment (4) 

When Conducted (a) 

If, in the judgment of the Chairman, the EDO, or DFS, after having 
reviewed the preliminary assessment regarding the compromise of 
classified information originated by or for NRC, damage to the 
national security could reasonably be expected, DFS will prepare a 
damage assessment and take any other action warranted by the 
damage. 

Content of Damage Assessment (b) 

Damage assessments must be in writing and, as a minimum, contain the 
following information: 

0 Identification of the source, date, and circumstances of the 
compromise (i) 

0 Classification of the specific information lost (ii) 

0 A description of the specific information lost (iii) 

0 An analysis and statement of the known or probable damage to the 
national security that has resulted or may result from the 
compromise (iv) 

0 An assessment of the possible advantage to foreign powers 
resulting from the compromise (v) 
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Losses or Compromise of Classified 
Information or Sensitive Unclassified 
Information (C) (continued) 

Damage Assessment (4) (continued) 

0 An assessment of whether-(vi) 

- The classification of the information involved should be 
continued without change (a)  

- The specific information, or parts thereof, must be modified to 
minimize or nullify the effects of the reported compromise and 
the classification retained (b) 

- Downgrading, declassification, or upgrading is warranted (If 
these actions are warranted, promptly notify holders of the 
information of any change and obtain confirmation of receipt of 
notification.) (c) 

0 An assessment of whether countermeasures are appropriate and 
feasible to negate or minimize the effect of the compromise (vii) 

0 An assessment of other appropriate corrective, administrative, 
legal, disciplinary, or adverse actions (viii) 

Damage Assessment Involving Information From Other Government 
Agencies (c) 

Whenever a damage assessment incorporating information from NRC 
and one or more other Government agency is needed, DFS and 
personnel of the other agency shall agree upon the assignment of 
responsibility for their agency’s portion of the damage assessment. If 
NRC and any other agency conduct separate damage assessments for 
the same infraction, the NRC and any other agency involved will 
exchange any information from their separate assessments that would 
affect another agency’s information or interests. 

Compromise by Foreign Nationals (d) 

Whenever DFS performs a damage assessment involving the 
compromise of U.S. classified information as the result of actions taken 
by foreign nationals, by foreign government officials, or by U.S. 
nationals in the employ of international organizations, DFS will 
request that the Office of International Programs (OIP) obtain the 
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Losses or Compromise of Classified 
Information or Sensitive Unclassified 
Information (C)       (continued) 

Damage Assessment (4) (continued) 

required information pertinent to the assessment through appropriate 
intergovernmental liaison channels. (i) 

If NRC and one or more other Government agencies are responsible 
for the assessment, OIP will arrange for joint preparation of the 
assessment with any other involved agency through appropriate 
channels before transmitting the request for joint preparation to the 
other agency. (ii) 

Records Maintained (5) 

DFS, OIG, and OI will maintain appropriate records of each instance 
involving the loss or compromise of classified information. The records 
must identify the classified information involved, the date on which the 
loss was discovered or the compromise occurred, any action taken to 
determine whether the loss or compromise could reasonably be 
expected to cause damage to the national security, the determinations 
reached, a copy of the damage assessments in cases of loss or 
compromise, and any other action taken in each instance. 

Actions Against Individuals (6) 

Administrative and Criminal Sanctions (a) 

Persons determined to have knowingly made an unauthorized 
disclosure of classified information or who have refused to cooperate in 
the inquiry or investigation will be denied further access to classified 
information and may be subject to other administrative sanctions. If 
alleged or suspected violations of Federal statutes are proven, the 
administrative or criminal penalties of the statute apply. 

Action When No Criminal Prosecution Is Contemplated (b) 

Whenever an action, other than criminal prosecution, is contemplated 
against any person responsible for the compromise of classified 
information, DFS will furnish its damage assessment to either OIG or 
OI. 
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Losses or Compromise of Classified 
Information or Sensitive Unclassified 
Information (C) (continued) 

Actions Against Individuals (6) (continued) 

Action Involving Criminal Prosecution (c) 

When a damage assessment reveals that a violation of criminal law 
appears to have occurred and a criminal prosecution is contemplated, 
the agency responsible for the damage assessment will coordinate the 
contemplated prosecution with the DOJ. OIG or 01, depending upon 
which office has jurisdiction, will coordinate any contemplated 
prosecution that involves NRC with the DOJ. 
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Part VI 
Prohibitions on Wiretapping and 

Eavesdropping Devices 
This part relates to surreptitious use of wiretapping or eavesdropping 
devices in conversations or wire transmission without the consent of 
any of the participants.* 

Procurement and Use of Devices (A) 

NRC funds must not be used to purchase wiretapping or eavesdropping 
devices, except as stated below. These devices must not be installed or 
used for eavesdropping or wiretapping in or on any NRC building, or 
installation, or on real estate owned or leased by the U.S. Government 
for the use of the NRC, except as authorized bylaw. See Title III, “Wire 
Interception and Interception of Oral Communications,” of the 
Omnibus Crime Control and Safe Streets Act of 1968 and the Foreign 
Intelligence Surveillance Act of 1978. 

Services Available From the 
Division of Facilities and Security (B) 

Technical Inspection (1) 

The NRC Division of Facilities and Security (DFS), Office of 
Administration, will, on request, provide for technical inspection of 
facilities or premises in connection with proposed meetings or 
otherwise to determine the presence of wiretapping or eavesdropping 
devices. 

*For NRC policies and procedures related to consensual monitoring or recording of verbal or wire 
communications, see Management Directive 2.3, “Telecommunications.” 
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Services Available From the 
Division of Facilities and Security (B) (continued) 

Notification (2) 

If any such device or suspected wiretapping or eavesdropping device is 
discovered as a result of this inspection or otherwise, DFS must be 
notified immediately by the most secure and rapid means available. No 
tests or attempts at removal must be made by anyone who discovers the 
device or by other personnel advised of the existence of the device, 
except as authorized either by DFS, which will act in coordination with 
OIG, or the Federal Bureau of Investigation (FBI). 

Staff Assistance (3) 

DFS will provide staff assistance in determiningwhether the object is in 
fact a wiretapping or eavesdropping device and/or in handling the 
device. Only DFS will procure or possess devices required for such 
technical inspections or conduct or authorize such inspections. 

Actions To Be Taken Upon 
Discovery of Devices (C) 

By Individuals (1) 

The individual who discovers an actual or suspected eavesdropping or 
wiretapping device shall take the following actions: 

0 Maintain silence or normal conversation in the area in which the 
device is operative in order to conceal the discovery of the 
device (a) 

0 Avoid touching or otherwise tampering with the device (b) 

0 Provide immediate and constant surveillance of the device at all 
times until relieved by DFS representatives or directed otherwise 
by the FBI or DFS (This course of action will prevent any touching 
or tampering with the device or its unauthorized removal.) (c) 

0 If the discoverer is alone, enlist assistance from the nearest 
responsible NRC employee, or the nearest responsible NRC 
contractor employee if a contractor location is involved, to ensure 
that the device is kept under surveillance while DFS is being 
contacted (d) 
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Actions To Be Taken Upon 
Discovery of Devices (C) (continued) 

By Individuals (1) (continued) 

0 As soon as measures have been taken to ensure constant 
surveillance of the device, notify DFS by the most secure and rapid 
means available outside the listening area for the device 
(Notification by telephone is acceptable, provided the device is not 
located in a telephone closet or in any way connected to telephone 
wires. If a telephone cannot be used, the nearest security guard 
should be notified.) (e) 

By DFS ( 2 )  

DFS will notify OIG if any alleged or suspected criminal violations are 
involved, and OIG will notify appropriate law enforcement authorities. 

Classification (3) 

the discovery or use of these devices, all pertinent information must be 
classified confidential National Security Information until it is 
reviewed. If NRC authorized classifiers have determined that classified 
information is not involved, the information must be handled as 
“Official Use Only.” Documents containing classified or Official Use 
Only information must be marked accordingly. 

Since there are potential national security implications associated with 

Advance Notice of Attachment of 
Any Devices to Telephone or 
Teletype Lines (D) 

EDO Approval (1) 

NRC office and division directors and heads of NRC contractor 
organizations shall obtain the approval of the EDO, in writing, for any 
physical wiring attachment or inductive coupling to any telephone or 
teletype line and of any device that has the inherent capability of 
monitoring or recording messages. In cases involving NRC staff, 
contractors, or equipment, the Director, DFS; the IG; and the Chief, 
Technology Infrastructure Branch, Office of the Chief Information 
Officer, must be notified in advance of the proposed use of this 
equipment. This notification must take place even if the device is 
normally used in routine maintenance or operation. 
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Advance Notice of Attachment of 
Any Devices to Telephone or 
Teletype Lines (D) (continued) 

Line Compatibility (2) 

Any recording equipment attached to telephone or teletype lines must 
meet line compatibility requirements of the company supplying the 
lines. 

Instructions to NRC and 
Contractor Personnel (E) 

NRC office and division directors shall ensure that NRC and contractor 
personnel under their jurisdiction are aware of and observe the 
procedures specified in this part. Similarly, the heads of NRC 
contractor organizations have the same responsibility regarding their 
personnel. 
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Exhibit 1 
Certificate of Possession 

This is to certify to the best knowledge and belief of 

(name of contractor, subcontractor, or other party) 

that, with the exception of the items listed below, it has returned to authorized representatives 
of the Nuclear Regulatory Commission (NRC), or disposed of in accordance with NRC 
security requirements, all classified documents and classified material originated, produced, 
or received by the company in connection with work performed by it for NRC under 

- except 
(identify contract, subcontract, or other agreement) 

(Identify documents and material retained, length of retention, and indicate classification of 
each item.) 

It is understood and agreed that- 

(1) The listed items will retain their present classification until downgraded or declassified 
by NRC and will be safeguarded in accordance with NRC security requirements; 

(2) Unauthorized disclosure of classified information is subject to criminal penalties, as 
provided for, for example, in the Atomic Energy Act of 1954, as amended, and/or the 
Espionage Act; and 

(3) Any unaccounted-for classified documents or classified material or listed items 
exposed to unauthorized persons will immediately be reported to NRC or the Federal 
Bureau of Investigation in accordance with NRC security requirements. 

Signature 
For the (name of contractor, 
subcontractor, or other party to 
the agreement). 

Title 

Date 
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Exhibit 2 
Certificate of Nonpossession 

This is to certify to the best knowledge and belief of 

(name of contractor, subcontractor, or other party) 

that it has returned to authorized representatives of the Nuclear Regulatory Commission 
(NRC), or disposed of in accordance with NRC security requirements, all classified 
documents and classified material originated, produced, or received in connection with work 
performed for NRC under- 

(identify contract, subcontract, or other agreement) 

Signature 
For the (name of contractor, 
subcontractor, or other party to 
the agreement) 

Title 

Date 

Approved: April 28, 1993 
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SECURITY CONTAINER INFORMATION 

Exhibit 3 

rwy 2. BUILDING 3. ROOM NO. 
(11 mqUIlsd) 

Standard Form 700, “Security Container Information” 

I .  COMPLETE PART I AND PART 2A (ON EN0 
OF FUP) 4. ACTIVIlY (MVISON. BRAHCH. SECTION OR OFFICE) I 5 CONTAINER NO 

EMPLOYEE W E  

CHANGED 

2. DETACH PAAT 1 AN0 ATrACH TO IHSUE OF 

3. lURK PARTS 2 AND 2A WITH THE HIGHEST 

4. DETACH PART U AND INSERT IN ENVELOPE 

CONTAINER 

CUSSlFlCATlON STORED IN MIS CONTAINER. 

HOME ADDRESS HOME PHONE 

6. SEE PRIVACY ACT STATEMENT ON REVERSE. 

imnW&lv ndh M@ ol Lhc ffllarlm w m h  I chb WMI ii fwnd om ind unllltndkI 

CONMINER NUMBER z 

COMBINATION 

WRNING 
THIS COW CONTA!NS CLASSIFIED INFORMATION WHEN 
COMBINIIION IS ENTERED. 

UNCLASSIFIED UPON CHANGE OF COMBINATION 
-------- 

2A INSERT IN ~ , ‘ ~ ~ ~ ~ ~ ~ l  
ENVELOPE GSA~ISOO 

32CFR 2003 

~ ~~________  

Front Side 

Privacy Act Statement 
Authority lor solicitation of the intormation is E.O. 12356, National Security Intormation, August 1, 1982, which requires that security classified material be 
used, possessed, and stored only under conditions which will prevent access by unauthorized persons or dissemination to unalhorized persons. Disclosure 
of the information is voluntary, The principal purpose of the information is to provlde on the inside of the security container the name, home address, and 
telephone number of employees who have access to the container and are custodians of the material so that they may be alerted if a container is found 
open during non-duty houn. Routine uses of the information may include the transfer of information to appropriate Federal, State, local, or loreign agencies 
when relevant to civil, criminal, or regulatory investigations or prosecution; or pursuant to a request of a Federal agency in connection with the hiring or 
retention of an employee, the issuance of a security clearance, or the investigation of an employee. If the information is not provided, the employee cannot 
be designated as a custodian of the meterial. 

Reverse Side 

Note: When the SF 700 is reissued, all references to 12356 will be updated to reflect EO 12958 
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Exhibit 4 
Standard Form 702, "Security Container Check Sheet" 

SECURITY CONTAINER CHECK SHEET I 

t C a n m c A l l o N  1 1  I 

I i 
I B 

I I w 

I 

I 0 

I i 
I I !  

I '  I I  

I I I I I I I 

701-101 
NSN 754001-213-7pO0 

SECURITY CONTAINER CHECK SHEET 
FROM ULDYO umrwu m. 

I 
I 

1 
I 
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Standard 
Exhibit 5 

Agreement” 
Form 312, “Classified Information Nondisclosure 

CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT 
AN AGREEMENT BETWEEN AM3 THE UNITED STATES 

(Name of Individual - Prinled or typed1 

1. Intending to be legally bound, 1 hereby accept the obligations contained in this Agreement in consideration of my being 
granted access to classified information. As used in this Agreement, classified information is marked or unmarked classified 
information. including oral communications, that is classified under the standards of Executive Order 12356. or  under any other 
Executive order or statute that prohibits the unauthorized disclosure of information in the interest of national security; and 
unclassified information that meets the standards for classification and is in the process of a classification determination as 
provided in Sections 1.1 and 1.2(e) of Executive Order 12356, or under any other Executive order or statute that requires 
protection for such information in the interest of national security. I understand and accept that by being granted access to 
classified information, special confidence and trust shall be placed in me by the United States Government. 
2. 1 hereby acknowledge that I have received a security indoctrination concerning the nature and protection of classified 

information, including the procedures to be followed in ascertaining whether other persons to whom I contemplate disclosing this 
information have been approved for access to it. and that I understand these procedures. 
3 .  I have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of classified information 

by me could cause damage or irreparable injury to the United States or could be used to advantage by a foreign nation. I hereby 
agree that I will never divulge classified information to anyone unless: (a) I have officially verified that the recipient has been 
properly authorized by the United States Government to receive it; or (b) I have been given prior written notice of authorization 
from the Cnited States Government Department or Agency (hereinafter Department or Agency) responsible for the 
classification of the information or last granting me a security clearance that such disclosure is permitted. I understand that if 
I am uncertain about the classification status of information. I am required to confirm from an authorized official that the 
information is unclassified before I may disclose it, except to a person as provided in (a) or (b). above. I further understand that 
I am obligated to comply with laws and regulations that prohibit the unauthorized disclosure of classified information. 
4 .  1 have been advised that any breach of this Agreement may result in the termination of any security clearances 1 hold; 

removal from any position of special confidence and trust requiring such clearances: or the termination of my employment or 
other relationships with the Departments or Agencies that granted my security clearance or clearances. In addition, I have been 
advised that any unauthorized disclosure of classified information by me may constitute a violation, or violations. of United 
States criminal laws. including rhe provisions of Sections 641. 793, 794. 798. and ‘952. Title 18. United States Code, 
‘the provisions of Section 783(b), Title 5 0 ,  United States Code, and the provisions of the Intelligence Identities Protection Act 
of 1982. I recognize that nothing in this Agreement constitutes a waiver by the United States of the right to prosecute me for any 
statutory violation. 
5 .  I hereby assign to the United States Government all royalties, remunerations, and emoluments that have resulted, will result 
or may result from any disclosure, publication, or revelation of classified information not consistent with the terms of this 
Agreement. 
6. 1 understand that the Cnited States Government may seek any remedy available to it to enforce this Agreement including. 

but not limited to. application for a court order prohibiting disclosure of information in breach of this Agreement. 
7. I understand that all classified information to which I have access or may obtain access by signing this Agreement is now and 

will remain the property of. or under the control of the United States Government unless and until otherwise determined by an 
authorized official or final ruling of a court of law. I agree that I shall return all classified materials which have. or may come into 
my possession or for which I am responsible because of such access: (a) upon demand by an authorized representative of the 
United States Government; (b) upon the conclusion of my employment or other relationship with the Department or Agency 
that last granted me a security clearance or that provided me access to classified information; or (c) upon conclusion of my 
employment or other relationship that requires access to classified information. If I do  not return such materials upon request, 
I understand that this may be a violation of Section 793. Title 18, United States Code, a United States criminal law. 
8. Unless and until 1 am released in writing by an authorized representative of the United States Government, 1 understand 

that all conditions and obligations imposed upon me by this Ageement apply during the time I am granted access to classified 
information, and at all times thereafter. 
9. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be unenforceable, 

all other provisions of this Agreement shall remain in full force and effect. 
10. These restrictions are consistent with and do not supersede, conflict with or otherwise alter the employee obligations, rights 
or liabilities created by Executive Order 12356; Section 721 1 of Title 5. United States Code (governing disclosures to Congress); 
Section 1034 of Title 10, United States Code, as amended b y  the Military Whistleblower Protection Act (governing disclosure 
to Congress by members of the military); Section 2302(b)(8) of Title 5 .  United States Code, as amended by the Whistleblower 
Protection Act (governing disclosures of illegality. waste, fraud, abuse or public health or safety threats); the Intelligence 
Identities Protection Act of 1982 (50 U.S.C. 421 el seq.) (governing disclosures that could expose confidential Government 
agents), and the statutes which protect against disclosure that may compromise t nal security. including Sections 64 1. 
793. 794, 798. and 952 of Title 18. United States Code, and Section 4(b) of the ve Activities Act of 1950 (50 U.S.C. 
Section 763(b)). The definitions. requirements, obligations, rights, sanctions and 1 created by said Executive Order and 
listed statutes are incorporated into this Agreemenr and are controlling. 

f Conllnue on .eYelse. 1 , - . .._ . . .. . - . - _ _  - , 
STANDARD FORM 312 (REV. 1-91) 
Prescribed by GSAIISOO 
32 CFR 2003. E.O. 12351 

NSN ~ s ~ a - a ~ - ~ s o - s ~ 9 ~  312-102 
Previous edition not urmblc. 
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DATE SIGNATURE 

Exhibit 5 (continued) 

SOCIAL SECURITY NUMBER 
(Sc+ N o l i C C  below) 

WITNESS 

THE EXECUTION OF THIS AGREEMENT WAS WITNESSED 
BY THE UNDERSIGNED. 

SIGNATURE DATE 

NAME AND ADDRESS (Type 0, Print) 

ACCEPTANCE 

THE UNDERSIGNED ACCEPTED THlS AGREEMENT ON 
BEHALF OF THE UNITED STATES GOVERNMENT. 

SIGYATURX DATR 

NAME AND ADDRESS (Type 01 prinl)  

Note: When the SF 312 is reissued all references to EO 12356 will be updated to reflect EO 12958 

SIQNATURE OF IZMPLOYEE 

Approved: April 28, 1993 
(Revised: October 16,2000) 

DATE 
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Transmittal of Directive 12.3, “NRC Personnel Security 
Program.” 

Directive and Handbook 12.3 have been revised to include the 
DEDM position and responsibilities, changes to position 
sensitivity criteria, and procedures for NRC contractor 
unescorted access to NRC facilities. Several revisions in the 
handbook were made to comply with Executive Order 12968, 
“Access to Classified Information,” including eligibility for access 
to classified information, conditions for reinstatement of access, 
circumstances affecting eligibility for access to classified 
information, determination of eligibility, access for dual citizens 
and aliens, and the investigation and reinvestigation programs. 
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Directive: 
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November 6, 1992 (Revised: November 17, 1999) 
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Office of Administration 
David L. Meyer (301) 415-7162 or 
Jeannette P. Kiminas (301) 415-7086 
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U. S. Nuclear Regulatory Commission 
Volume: 12 Security ADM 

NRC Personnel Security Program 
Directive 12.3 
Policy 
(12.3 -01) 

It is the policy of the U.S. Nuclear Regulatory Commission to establish 
a personnel security program to ensure that determinations of an 
individual’s eligibility for an NRC access authorization, employment 
clearance, unescorted access to nuclear power facilities; for access to 
unclassified Safeguards Information or to sensitive NRC information 
technology systems and data or unescorted access to NRC facilities; for 
the conduct of visits involving classified information; or for providing 
information to foreign regulatory assignees are accomplished in 
accordance with pertinent laws, Executive orders, management 
directives, and applicable directives of other Federal agencies. 

Objectives 
(12.3-02) 

To provide effective controls to further protect classified and sensitive 
unclassified information. 

Organizational Responsibilities and 
Delegations of Authority 
(12.3 -03) 

Commission 
(031) 

0 Grants access authorization and/or employment clearance to 
individuals for whom no report has been made to the NRC on their 
character, associations, and loyalty, provided that the Commission 
determines that this action is clearly consistent with the national 
interest. (a) 

Approved: November 6, 1992 
(Revised: November 17, 1999) 1 
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Commission 
(031) (continued) 

0 Performs the Commission functions specified in 10 CFR Part 10 
relative to personnel clearance cases subject to personnel security 
hearing procedures. (b) 

General Counsel, Office of the 
General Counsel (OGC) 
(032) 

0 Performs the functions assigned to the General Counsel under 
10 CFR Part 10, including concurrence in the issuance of 
subpoenas. (a) 

0 Performs legal review of matters related to personnel security. (b) 

Director, Office of International 
Programs (OIP) 
(033) 

Approves or disapproves the assignment of foreign regulatory 
employees to NRC after coordination with Division of Facilities and 
Security (DFS) and the office to which the person is temporarily 
assigned. 

I Deputy Executive Director for 
Management Services (DEDM) 

Performs the functions assigned to the DEDM under 10 CFR  Part 10  
including appointment of the NRC Hearing Counsel and the granting, 
suspension, denial, or revocation of access authorization in 
accordance with the requirements of 10 CFR Part 10. (a) 

Grants exemptions  to 10 CFR Parts 25, “Access Authorization for 
Licensee Personnel,” and 95, “Security Facility Approval and 
Safeguarding of National Security Information and Restricted 
Data,” when a finding can be made that the requested exemption 
does not endanger the common defense and security, as authorized 

Performs the functions of the designated NRC Senior Agency 
Official, pursuant to the provisions of Section 6.l(a) of Executive 
Order (EO) 12968, “Access to Classified Information,” to direct 
and administer the NRC’s Personnel Security Program, including 

by SECY-80-387. (b) 

Approved: November 6, 1992 
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I Deputy Executive Director for 
Management Services (DEDM) 
(034) (continued) 

active oversight and implementation of continuing security 
education and awareness programs, to ensure that the order is 
effectively carried out. (c) 

0 Approves NRC’s employment of individuals before the security 
investigation is completed, as required by Section 145b of the 
Atomic Energy Act of 1954, as amended (AEA),  provided that the 
individual is not granted access to classified information, the 
requesting organization clearly demonstrates a need for the 
individual, and an affirmative recommendation is made by the 
Director, DFS, ADM. (d) 

0 Grants, under the authority in Section 145b, AEA, accesss to
Restricted Data and other NRC classified information to 
designated members of Congress (no investigation to be 
conducted). This access, as authorized by SECY-81-291, applies to 
members of Congress serving on NRC Congressional Oversight 
Subcommittees. (e) 

0 Establishes, under the authority of Section 145g, AEA, standards 
and specifications in writing as to the scope and extent of 
investigations, the reports of which NRC will use to make the 
determination that permitting a person access to Restricted Data 
will not endanger the common defense and security. (f) 

I 

Director, Office of Administration (ADM) 
(035) 

0 Performs the functions assigned to ADM under 10 CFR Part 10. (a) 

0 Oversees the NRC personnel security program as carried out by the 
DFS, ADM. (b) 

Director, Office of Investigations (OI) 
(036) 

Provides DFS any information developed or received in accordance 
with the OI/SEC agreement of February 1983. 

Approved: November 6, 1992 
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Director, Office of Human Resources (HR) 
(037) 

Concurs in request for preappointment investigation waiver. 

Office Directors and 
Regional Administrators 
(038) 

0 Ensure that NRC employees, NRC contractor personnel, and any 
other personnel under their jurisdiction are cognizant of and 
comply with the provisions of this directive and handbook, as 
appropriate. (a) 

0 Ensure that NRC licensee and licensee-related personnel under 
their jurisdiction are cognizant of and comply with the personnel 
security provisions of 10 CFR Parts 10, 25, and 95. (b) 

0 Advise DFS of any information that indicates noncompliance with 
this directive and handbook or that is otherwise pertinent to the 
proper protection of classified interests, sensitive unclassified 
information, or NRC property. (c) 

0 Notify DFS of individuals under their jurisdiction who possess an 
access authorization or similar access approval, or for whom an 
access authorization or similar access approval has been requested, 
who are hospitalized or otherwise treated for an illness or mental 
condition that may cause defects in their judgment or reliability, 
and of any subsequent developments as required by this 
handbook. (d) 

0 Notify DFS of persons under their jurisdiction possessing access 
authorizations or similar access approval who are disabled for a 
prolonged period, who die, who for any other reason no longer 
require access authorization or similar access approval, require 
change of access authorization or similar access approval, or who 
are subject to any circumstance that may affect their continued 
eligibility for access authorization or access approval. (e) 

0 Report immediately to the Inspector General (IG) and DFS all 
alleged or suspected incidents of employee or contractor fraud, 
misconduct, unauthorized disclosure, or misuse of automated 
information systems. ( f )  

4 
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Director, Division of Facilities and 
Security (DFS), ADM 
(039) 

I 

I 

0 Plans, develops, establishes, and administers policies, standards, 
and procedures for the overall NRC personnel security program, 
including granting access authorization or similar access approval 
involving substantially derogatory information falling within 
10 CFR 10.11 when the case has been favorably resolved through 
an interview or other investigation. (a) 

0 Administers the visitor control program which covers visits 
requiring access to classified information, the assignment of foreign 
regulatory employees to the NRC in coordination with the Office of 
International Programs, and the acceptance and issuance of 
security assurances to and from foreign governments. (b) 

0 Serves as the NRC central point of contact with the Federal Bureau 
of Investigation, the Office of Personnel Management, and other 
investigative agencies on NRC personnel security matters. (c) 

0 Recommends to the DEDM a preappointment investigation 
waiver. (d) 

Applicability 
(12.3 - 04) 

This directive and handbook apply to all NRC employees, consultants, 
experts, panel members, applicants for employment, and other person 
designated by the DEDM as well as to all NRC contractors and 
subcontractors to whom they apply as a condition of a contract or a 
purchase order. 

Handbook 
(12.3-05) 

Handbook 12.3 provides guidelines for personnel security, classified 
visits, and foreign assignees. 

Approved: November 6, 1992 
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Exceptions or Deviations 
(12.3-06) 

Exceptions or deviations to this directive and handbook may be granted 
by DFS, except for those areas in which the responsibility or authority is 
vested solely with the Commission, the DEDM, or ADM and is 
nondelegable; or for matters specifically required by law, Executive 
order, or directive to be referred to other management officials. 

References 
(12.3-07) 

Atomic Energy Act of 1954, as amended (42 U.S.C. 2011 et seq.). 

Code of Federal Regulations- 

10 CFR Part 10, “Criteria and Procedures for Determining 
Eligibility for Access to Restricted Data or National Security 
Information or an Employment Clearance.” 

10 CFR Part 25, “Access Authorization for Licensee Personnel.” 

10 CFR Part 95, “Security Facility Approval and Safeguarding of 
National Security Information and Restricted Data.” 

32 CFR 147, ‘Adjudicative Guidelines for Determining Eligibility 
for Access to Classified Information.” 

“Crimes and Criminal Procedures” (Title 18, United States Code). 

Energy Reorganization Act of 1974, as amended (42 U.S.C. 5801 
et seq.). 

Executive Order 10450, “Security Requirements for Government 
Employment,” April 27, 1953, as amended. 

- 10865, “Safeguarding Classified Information Within Industry,” 
February 20, 1960, as amended. 

- 12958, “Classified National Security Information,” April 17, 1995. 

- 12968, ‘Access to Classified Information,” August 2, 1995. 

Freedom of Information Act of 1966 (5 U.S.C. 522). 

“National Industrial Security Program Operating Manual 
(NISPOM),” Department of Defense. 

- 
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References 
(12.3 -07) (continued) 

NRC Management Directive- 

3.1, “Freedom of Information Act.” 

3.2, “Privacy Act.” 

3.4, “Release of Information to the Public.” 

10.1, “Appointments, General Employment Issues, Details, and 
Position Changes. ” 

11.1, “NRC Acquisition of Supplies and Services.” 

12.2, “NRC Classified Information Security Program.” 

NRC SECY-80-387, “Delegation of Authority to Grant Exemptions to 
10 CFR Parts 25 and 95,” August 15, 1980. 

- 81-291, “Approval Under Section 145b  of the Atomic Energy Act of 
1954,  as Amended, to Grant Access to Restricted Data and Other NRC 
Classified Information to Designated Members of Congress (No 
Investigation to be Conducted),”  May 5, 1981. 

NRC System of Records NRC-39, “Personnel Security Files and 
Associated Records-NRC.” 

Privacy Act of 1974, as amended (5 U.S.C. 552a). 

“Suspension and Removal” (5 U.S.C. 7532). 
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Part I 
Access Authorization and Employment 

Introduction 
Clearance 

Procedures are given for meeting the requirements of the NRC personnel 
security program, which investigates and determines the eligibility of 
individuals for NRC access authorization and/or employment clearance, 
unescorted access to nuclear power facilities, access to unclassified 
Safeguards Information (SGI), access to sensitive NRC information 
technology systems and data, or unescorted access to NRC buildings. (1) 

Personnel security and associated records maintained under the 
provisions of the NRC personnel security program are protected from 
public disclosure under the provisions of the Privacy Act of 1974, as 
amended, and are subject to the routine uses specified for NRC System 
of Records NRC-39, “Personnel Security Files and Associated 
Records-NRC.” (2) 

Position Sensitivity Criteria (B) 

These criteria determine whether a person in a particular NRC 
position requires a “Q” security clearance on the basis of a single-scope 
background investigation (SSBI) by the Federal Bureau of 
Investigation (FBI), or a "Q" or High Public Trust "L" on the basis of an 
SSBI by the Office of Personnel Management (OPM), or an "L" 
security clearance, as a minimum,on the basis of an access national 
agency check with inquiries (ANACI). 

"Q" Positions of a High Degree of Importance or Sensitivity (1) 

People in positions of a high degree of importance or sensitivity require 
an NRC "Q" access authorization based on an FBI SSBI pursuant to 
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Position Sensitivity Criteria (B) (continued) 

"Q" Positions of a High Degree of Importance or Sensitivity (1) 
(continued) 

Section 145f of the Atomic Energy Act of 1954 (AEA), as amended. 
These positions include the following: 

0 The Chairman (a) 

0 An NRC Commissioner (b) 

0 Any other individual so designated by the Commission (Under this 
criterion, the Commission-designated Commissioners’ assistants 
who have access to sensitive compartmented information.) (c) 

Positions of a Critical and Sensitive Nature Require a "Q" 
Clearance (2) 

People in critical and sensitive positions must have an NRC "Q" access 
authorization based on an OPM SSBI. Functions considered critical 
and sensitive have one or more of the following characteristics: 

0 Access to Secret or Top Secret Restricted Data or Top Secret 
National Security Information (a) 

0 Access to Confidential Restricted Data involving broad naval 
nuclear propulsion program policy or direction (e.g., preliminary 
safety analysis reports, final safety analysis reports, and 
amendments thereto) (b) 

Positions of High Public Trust   Require an "L" Clearance (3) 

People in positions of high public trust require an "L" access authorization 
based on an OPM SSBI. The types of functions considered to be of high 
public trust include one or more of the following characteristics: 

0 Final approval of plans, policies, or programs that directly affect the 
overall operations and direction of the NRC (a) 

0 Responsibility for the planning, direction, and implementation of a 
computer security program; major responsibility for the direction, 
planning, and design of a computer system, including the hardware 
and software; or the capability to access a computer system during 
its operation or maintenance in such a way that could cause, or that 
has a relatively high risk of causing, grave damage; or the capability 
to realize a significant personal gain from computer access (b) 
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Position Sensitivity Criteria (B) (continued) 

Positions of High Public Trust Require an "L" Clearance (3) 
(continued) 

0 Resident inspectors (c) 

0 Criminal investigators (d) 

0 Such other duties requiring high public trust as determined on an 
as-needed basis by the Deputy Executive Director for Management 
Services (DEDM) (e) 

"L"   Positions of a Noncritical and Sensitive Nature (4) 

People in any NRC position not covered by Section (B)(l),  (2), or (3) of 
this part require an NRC "L"  access authorization based on an ANACI. 

Access Authorization Requests (C) 

Employees (1) 

Access authorizations (“Q” or "L") for NRC employees, applicants for 
NRC employment (i.e., anyone who has received an authorized 
conditional offer of employment), and NRC experts, panel members, 
and consultants must be requested from the Division of Facilities and 
Security (DFS), Office of Administration, on NRC Form 236, 
“Personnel Security Clearance Request and Notification,” by the 
employing division director or his or her designee. Requests for access 
authorization are submitted through the Office of Human Resources 
(HR) or the Regional Personnel Office (RPO), as appropriate. The 
Office of the Inspector General (OIG) requests are forwarded directly 
to DFS. Instructions are printed on the reverse side of the form. (a) 

The NRC official (HR or regional designee) responsible for submitting 
NRC Form 236 to DFS with a completed security forms packet shall 
ensure that the information shown on the applicant’s employment form 
is consistent with the information reflected in Part 1 of the 
Questionnaire for National Security Positions (QSP, Standard Form 
[SF] 86). If the information is not consistent, an explanation and 
assessment should be furnished to DFS regarding the inconsistency. (b) 
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Access Authorization Requests (C) (continued) 

Contractors (2) 

Access authorizations for NRC contractors, subcontractors, or other 
individuals who are not NRC employees (e.g., other Government 
agency personnel) may be requested on NRC Form 237, “Request for 
Access Authorization.” The requester must forward this form to DFS 
or, if otherwise indicated, to the approving official of the NRC office 
sponsoring the activity that requires NRC access authorization. 
Instructions are printed on the reverse side of the form. (a) 

At those contractor facilities at which NRC is not the cognizant security 
authority (CSA), access authorizations will be requested following the 
procedures of the CSA. (b) 

Security Forms Packet (3) 

Unless otherwise indicated, each request for access authorization must 
be accompanied by a properly completed security forms packet 
consisting of-( a) 

SF 86, QSP (Part 2 of the QSP is the privacy portion and is to be 
placed in the sealed envelope, NRC Form E-1, provided to the 
respondent. The NRC will maintain the privacy of the information 
provided on this form, Parts 1 and 2.) (i) 

Two applicant fingerprint cards (SF 87 for Federal employee 
applicants or FD 258 for contractors) (ii) 

NRC Form 176, “Security Acknowledgment” (iii) 

Two copies of Optional Form (OF) 612, “Optional Application for 
Federal Employment”; SF 171, “Application for Federal 
Employment” (6/88  or subsequent version); or equivalent for NRC 
applicants (iv) 

Related forms when so specified in the accompanying instructions 
(i.e., NRC Form 254) (To prevent errors and omissions that may 
delay consideration of a request, detailed instructions for 
completing the security forms packet, contained in NRC Form 254, 
should be followed carefully. Further instructions or guidance may 
be obtained from DFS.) (v) 

NRC Form 89, “Photo-Identification Badge Request” (for NRC 
employees, consultants, and contractors) (vi) 
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Access Authorization Requests
Security Forms Packet (3) (continued) 

DFS will return requests for access authorization to requester if-(b) 

0 All security forms are not completed and signed as required. (i) 

0 The printed content of the security or release form is altered. (ii) 

0 Required information is not provided. (iii) 

0 The forms are illegible. (iv) 

0 The “Authorization for Release of Information” on the SF 86 is not 
signed. (v) 

Information entered on the forms in the security forms packet will be 
used in conjunction with any other relevant information to determine a 
person’s initial or continuing eligibility for an access authorization, an 
employment clearance, unescorted access to nuclear power facilities, 
access to SGI, or access to sensitive NRC information technology 
systems and data. (c) 

Cancelled or Withdrawn Request (4) 

When a request for an applicant’s access authorization or similar access 
approval is to be withdrawn or cancelled, DFS should be notified 
immediately by telephone so that the investigation may be promptly 
discontinued. The notification should contain the full name of the 
individual, the date of the request, and the type of access authorization 
or similar access approval request being cancelled. Telephone 
notifications must be promptly confirmed in writing to DFS. 

Unescorted Access by NRC Contractors (D) 

Sponsoring Office Responsibilities for Unescorted Access of NRC 
Contractors (1) 

The NRC sponsoring office shall decide whether performance under 
an NRC contract will involve unescorted access to nuclear power 
facilities, access to nuclear power reactor unclassified SGI, access to 
NRC sensitive information technology systems and data, or unescorted 
access to NRC headquarters or regional office facilities. For these 
contracts, the sponsoring office shall- 
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Unescorted Access by NRC Contractors (D) (continued) 

Sponsoring Office Responsibilities for Unescorted Access of NRC 
Contractors (1) (continued) 

0 Check "yes" for security requirements and insert one of the 
following statements in the appropriate block on the NRC 
Form 400, “Request for Procurement Action (RFPA)”: (a) 

- “This contract requires unescorted access to nuclear power 
facilities by contractor employees,” or “This contract requires 
contractor access to nuclear power reactor unclassified SGI, or 
“This contract requires access to NRC sensitive information 
technology systems and data.” (i) 

- “This contract requires continuous unescorted access (in excess 
of 30 days or more) to NRC headquarters or regional office 
facilities, or otherwise requires NRC photo identification or 
keycard badges.” (ii) 

0 Include an NRC Form 187, “Contract Security and/or Classification 
Requirements,” according to the requirements of Management 
Directive (MD) 11.1, “NRC Acquisition of Supplies and Services,” 
with the appropriate blocks in Section 5 of the form completed. (b) 

Unescorted Access of Nuclear Power Reactor Facilities (2) 

Individual contractors requiring access will be approved for unescorted 
access to protected and vital areas of nuclear power facilities in 
accordance with the following procedures: 

0 Temporary Approval (a) 

Temporary approvals may be obtained by two methods: 

- For the first method, the contractor shall submit to DFS through 
the NRC project officer the following information: (i) 

A completed personnel security forms packet, including an 
SF 86 QSP (a) 

Copies of the contractor’s 5-year employment and 
education history checks, including verification of the 
highest degree obtained (b) 
A reference from at least one additional person not provided by 
the individual (c) 
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Unescorted Access by NRC Contractors (D) (continued) 

I Unescorted Access of Nuclear Power Reactor Facilities (2) (continued) 

Results of the psychological evaluation (d)
0 A signed copy of NRC Form 570, “Access Authorization 

Acknowledgement” (The contractor employee’s signature 
indicates that he or she understands his or her responsibility 
to report to NRC any information bearing on his or her 
continued eligibility for access authorization as specified in 
10 CFR 10.11.) (e)  

0 A certification that the contractor has found all checks 
acceptable (f) 

In limited cases, as determined by the sponsoring office, a 
copy of the contractor’s 1-year employment check, along 
with items (D)(2)(a)(i)(a) and (c )  through (f) of this part (g) 

- DFS will conduct criminal history and credit checks and hold a 
security assurance interview with the contractor employee as 
specified in the above items. On the basis of the result of these 
checks, DFS will determine the contractor employee’s 
eligibility for temporary access and will indicate “objection” or 
“no objection” to the sponsoring office, pending completion of 
the required background investigation. (ii) 

- For the second method, the contractor employee will be 
fingerprinted by the utility and the individual will be subject to 
the utility‘s access authorization program. (iii) 

Final Approval (b) 

Final access approval will be granted after- 

- The required investigation on the individual has been 
completed and is satisfactory, resulting in NRC's endorsement 
of the individual’s unescorted access at all nuclear facilities for 
the life of the contract. (i) 

- The contractor has obtained unescorted access authorization 
(other than temporary access) at the specific facility through 
that utility‘s access authorization program. (ii) 

- The individual possesses a valid Government-issued clearance 
as verified by DFS. (iii) 
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Unescorted Access by NRC Contractors (D) (continued) 

I Unescorted Access of Nuclear Power Reactor Facilities (2) (continued) 

I 

0 Resolving Questions of Eligibility (c) 

The investigation described in Section  (D)(2)(b)(i) of this part may 
involve an ANACI or other investigation as DFS deems necessary. 
Any question regarding the contractor employee’s eligibility for 
unescorted access to protected or vital areas of nuclear power 
facilities will be resolved in accordance with the provisions 
specified in Exhibit 1 of this handbook. 

Access to Unclassified Safeguards 
Information (SGI) by NRC Contractors (E) 

The NRC sponsoring office shall decide whether performance under an 
NRC contract will involve access to nuclear power reactor SGI. This 
access may require a national agency check (NAC) or other investigation 
as DFS deems necessary. Any question regarding the contractor 
employee’s eligibility for access to nuclear power reactor SGI will be 
resolved in accordance with the provisions specified in Exhibit 1 of this 
handbook. Based on the review of the applicant’s security forms by DFS 
and/or the receipt of adverse information by NRC, the individual may be 
denied access to nuclear power reactor SGI until a final determination of 
his or her eligibility for access is made under the provisions specified in 
Exhibit 1 of this handbook. While DFS is processing new contractor 
employees for access to nuclear power reactor SGI, access may be 
granted under licensee programs. 

I 

I 
Access to NRC Sensitive Information 
Technology Systems and Data by 
NRC Contractors (F) 

The Executive Director for Operations (EDO) approved the sensitivity 
criteria to be used in determining whether individual contractor 
employees shall require information technology (IT) Level I or I I
approval for access to NRC sensitive information technology systems and 
data. An IT Level I approval shall require a limited background 
investigation (LBI) by OPM and an IT Level I Iapproval shall require, as 
a minimum, an ANACI by OPM. Dual citizens (United States citizens 
who are also a citizen of another country) and immigrant aliens and 
foreign nationals may be processed for IT Level I and II if investigative 
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Access to NRC Sensitive Information 
Technology Systems and Data by 
NRC Contractors (F) (continued) 

coverage can be obtained for the immediate 10-year retrospective period. 
Only for these categories will an LBI be required for an IT Level 11. 

IT Level I (1) 

IT Level I involves responsibility for the planning, direction, and 
implementation of a computer security program; major responsibility 
for the direction, planning, and design of a computer system, including 
the hardware and software; or the capability to access a computer 
system during its operation or maintenance in such a way that could 
cause or that has a relatively high risk of causing grave damage; or the 
capability to realize a significant personal gain from computer access. 
Such positions may involve- 

I 

Responsibility for the development and administration of agency 
computer security programs, including direction and control of risk 
analysis and/or threat assessment (a) 

Significant involvement in life-critical or mission-critical 
systems (b) 

Responsibility for the preparation or approval of data for input into 
a system that does not necessarily involve personal access to the 
system but with relatively high risk for causing grave damage or 
realizing significant personal gain (c) 

Relatively high risk assignments associated with or directly 
involving the accounting, disbursement, or authorization for 
disbursement from systems of either-(d) 

- Dollar amounts of $10 million per year or greater (i) 

- Lesser amounts if the activities of the individual are not subject 
to technical review by higher authority at the IT Level I to 
ensure the integrity of the system (ii) 

Positions involving major responsibility for the direction, planning, 
design, testing, maintenance, operation, monitoring, and/or 
management of systems hardware and software (e) 

Other positions that involve relatively high risk for causing grave 
damage or realizing significant personal gain (f) 
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I Access to NRC Sensitive Information 
Technology Systems and Data by 
NRC Contractors  (F) (continued) I 

IT Level II (2) 

I All other IT positions. (a) 

Individual contractor employees requiring access will be approved for 
access in accordance with the following procedures. (b) 

0 Temporary Approval (i) 

- The contractor shall submit a completed personnel security 
forms packet, including an SF 86 QSP to DFS through the NRC 
project officer. (a) 

- The project officer shall forward the completed security forms 
packet to DFS together with a written request identifying 
whether the contractor employee shall be processed for IT 
Level I or I I approval and the specific criterion(ia) that 
applies. (b) 

- DFS will conduct criminal history and credit checks and will 
hold a security assurance interview with the individual. (c) 

- On the basis of the results of these checks, DFS will determine 
the contractor employee’s eligibility for temporary access and 
will indicate approval or disapproval to the sponsoring office, 
pending completion of the required background investigation 
and final approval for IT Level I or II access. (d)  

0 Final Approval (ii) 

- Final access approval will be granted after the required 
investigation on the contractor employee has been completed 
and is satisfactory, resulting in the contractor employee’s 
approval for IT Level I or II access. (a)  

- DFS will notify the sponsoring office of final approval. (b) 
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Access to NRC Sensitive Information 
Technology Systems and Data by 
NRC Contractors (F) (continued) 

Resolving Questions of Eligibility (3) 
I 
I 
I 

Any question regarding the contractor employee’s eligibility for IT 
Level I or II approval will be resolved in accordance with the due 
process procedures (Exhibit 1 of this handbook). On the basis of DFS’s 
review of the contractor employee’s security forms and/or the receipt of 
adverse information, the contractor employee may be denied access to 
NRC sensitive information technology systems and data until a final 
determination of eligibility for access is made under the provisions of 
due process. 

Continuous Unescorted Access to NRC 
Headquarters and Regional Office 
Facilities By NRC Contractor Employees 
and Others Not Otherwise Screened 
Under Sections C Through F Above (G) 

The NRC sponsoring office shall decide whether performance under 
an NRC contract, interagency agreement, memorandum of 
understanding, or similar agreement, will involve continuous 
unescorted access (in excess of 30 or more days) or otherwise requires 
NRC photo identification or keycard badge to NRC headquarters 
buildings and regional office facilities by NRC contractor employees, 
or by other individuals not covered by NRC contracts (e.g., vendors, 
health unit personnel). This access will require limited background 
checks (i.e., criminal history checks, conducted by the General Services 
Administration [GSA]). For these contractual or other similar 
arrangements or agreements, the sponsoring office shall include an 
NRC Form 187 with Section 5F checked. (1) 

Individual contractor employees or other individuals requiring access 
will be approved for continuous unescorted access in accordance with 
the following procedures: (2) 
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Continuous Unescorted Access to NRC 
Headquarters and Regional Office 
Facilities By NRC Contractor Employees 
and Others Not Otherwise Screened 
Under Sections C Through F Above (G) (continued) 

0 Temporary Approval (a) 

The contractor shall submit the following information to DFS 
through the NRC headquarters or regional project officer: a 
completed GSA Form 176, “Statement of Personal History,” and 
two FD-258s, “Fingerprint Chart,” and NRC Form 89, “Photo 
Badge Request.” (i) 

On the basis of the DFS review of the applicant’s security forms 
and/or NRC's receipt of adverse information, DFS will determine 
the individual’s eligibility for temporary access and will indicate 
approval or disapproval to the sponsoring office, pending 
completion of the required criminal history checks and final 
approval by GSA. (ii) 

0 Final Approval (b) 

Final continuous unescorted access approval will be granted under 
one of the following conditions: 

- After completion and approval of the required GSA 
investigation, indicated in Section (G)(2)(a) of this part, 
resulting in GSA's endorsement of the individual’s unescorted 
access to NRC facilities (i) 

- As determined by DFS, the individual possesses a valid 
NRC/Government-issued clearance or has previously received 
final security approval under one of DFS' various screening 
programs (ii) 

0 Recertification (c) 

This approval is valid for 3 years from the date of the notification 
letter to the requester, provided that the individual remains 
employed under the contract, agreement, or similar arrangement. 
In accordance with GSA requirements, each individual who is 
approved for unescorted building access must be recertified every 3 
years from the date of the initial approval and each subsequent 
recertification. (i) 
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Continuous Unescorted Access to NRC 
Headquarters and Regional Office 
Facilities By NRC Contractor Employees 
and Others Not Otherwise Screened 
Under Sections C Through F Above (G) (continued) 

Ninety days before the expiration of the initial approval, and each 
subsequent recertification, the contractor will submit a GSA Form 
176, “Statement of Personal History,” and two FD-258s to DFS, 
through the NRC headquarters or regional project officer, for each 
individual who requires recertification. With timely application and 
in the absence of any adverse information, the individual will 
maintain unescorted access pending recertification. If the 
contractor fails to submit a timely application, unescorted access 
approval will expire at the end of the 3-year period and the 
individual will be denied admittance to NRC space. (ii) 

0 Resolving Questions of Eligibility (d) 

Any questions regarding the individual’s eligibility for continuous 
unescorted access to NRC facilities on the basis of the GSA 
investigation will be resolved directly between the individual and 
GSA. 

A contractor employee or other individual requiring unescorted access 
shall not be provided unescorted access to NRC facilities  until he or she 
is approved for temporary or final access in accordance with these 
procedures. (3) 

Investigations (H)

The hiring or employing office, in concert with HR, shall determine the 
position sensitivity for NRC employees, applicants for employment, 
consultants, experts, and panel members, using the criteria specified in 
Section (B) of this part, before requesting access authorization for 
these individuals. The access authorization or similar access approval 
level or type of investigation required for NRC contractor and 
subcontractor employees will usually be determined on the basis of 
their classified access requirements, their need for unescorted access to 
nuclear power facilities, their access to SGI, access to sensitive NRC 
information technology systems and data, or unescorted access to NRC 
headquarters or regional office facilities. (1) 
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Investigations (H)(continued) 

In lieu of an OPM investigation and report, NRC may accept an 
investigation and report not more than 5 years old for “Q"  access 
authorization (or "L"   access authorization for a position of high public 
trust) and not more than 10 years old for an “L"  access authorization on 
the character, associations, and loyalty of an individual from another 
Government agency that conducts personnel security investigations, 
provided that an access authorization has been granted to the individual 
by another Government agency on the basis of such an investigation and 
report. (2) 

I 
" "Certification of “Q” and L Access 

Authorization ( I )

An NRC “Q” access authorization and an NRC “L" access 
authorization for positions of high public trust may be granted on the 
basis of a current Top Secret or “Q” access authorization certified by 
another Government agency if the supporting  SSBI investigation is not 
more that 5 years old. An NRC “L"  access authorization for other than 
high public trust positions may be granted on the basis of a current 
Secret or “L"  access authorization certified by another Government 
agency if the supporting ANACI or national agency check with law and 
credit (NACLC), as appropriate, is not more than 10 years old. An 
up-to-date security forms packet may be required before certification 
can be granted. 

Reopening of Cancelled Cases (J) 

For security clearance processing requests that are cancelled before the 
investigation is completed, and more than 90 days have elapsed since 
the security forms originally submitted were signed, the individual will 
be required to update a copy of the forms, if necessary, and resign and 
date the forms so they may be submitted for investigation. 

Preappointment Investigation 
Waiver With No Access to 
Classified Information (K) 

The Deputy Executive Director for Management Services (DEDM) is 
authorized to approve the employment of an individual by the NRC 
before completion of the security investigation and the reports 
required by Section 145b of the AEA. This authority may not be 
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Preappointment Investigation 
Waiver With No Access to I Classified Information (K) (continued) 

redelegated and is limited to situations in which the individual will not 
have access to classified information. Also, there must be an 
affirmative recommendation from the Director, DFS, and a clear need 
shown by the requesting organization to use the services of that 
individual during the required investigation. (1) 

I 
A request for a preappointment investigation waiver (Exhibit 2) must 
be forwarded to HR for evaluation and processing, with the exception 
of waivers involving OIG. If concurred in by HR and DFS, HR will send 
the request to the DEDM for approval or disapproval. OIG will 
forward a request for a preappointment investigation waiver to DFS. If 
concurred in by DFS, OIG may send the request directly to the DEDM 
for approval or disapproval. All waivers must-(2) 

0 Be requested by the office director or the deputy office director for 
headquarters personnel or by the regional administrator or deputy 
regional administrator for regional personnel (a) 

0 Be justified by indicating that a serious delay or interference to an 
essential NRC operation or program will occur unless the 
individual is employed as soon as possible (b) 

0 Indicate that administrative controls will be established to ensure 
the individual will not have access to classified information  until the 
appropriate access authorization is granted (c) 

0 Be concurred in by the Director or Deputy Director, HR, the 
Director or Deputy Director, DFS, and if regional personnel are 
involved, the Regional Personnel Officer (d) 

HR and DFS shall process all Section 145b  requests in accordance with 
the procedures specified in Exhibit 3 of this handbook. HR or the RPO, 
when applicable, must provide DFS with the results of pre-employment 
checks conducted on NRC applicants who are being considered for 
employment under Section 145b.(3) 
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Preappointment Investigation 
Waiver With No Access to I Classified Information (K) (continued) 

An exception to personnel reference checking for consultants or 
experts may be recommended to the Director, HR, by the office 
director or the regional administrator in those cases in which the 
consultant or expert is known to be highly regarded and respected in the 
professional community. This recommendation must be reflected in 
the Section 145b request (Exhibit 2). (4) 

In the case of students being considered for temporary summer 
appointments, personal reference checking must be conducted in 
accordance with the procedures specified in Exhibit 4. (5) 

Expedited Approval for Temporary 
Unescorted Access for NRC Employees, 
Including Inspectors and Resident I Clerical Aides (L) 

When requests for approval for unescorted access to nuclear power 
facilities by NRC employees are received, including those from 
inspectors and resident clerical aides, the procedures specified in 
Exhibit 5 must be followed. When the need for temporary access is 
known at the time the Section 145b request is prepared, that need must 
be documented in the Section 145b request (Exhibit 2). 

Extension and Transfer of Access I Authorization (M) 
An extension of an access authorization by DFS permits an individual 
who possesses an active NRC access authorization in connection with a 
particular employer or activity to have concurrent access to classified 
information at a level comparable to or lower than that already 
authorized. (1) 

Transfer of an access authorization is the termination of an individual’s 
access authorization from one employer or activity while at the same 
time activating the access authorization at another employer or 
activity. (2) 
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Extension and Transfer of Access I Authorization (M) (continued) 

The requester should ensure that requests to DFS for extension or 
transfer of access authorization contain the full name, social security 
number, and date of birth of the individual, in addition to the level of 
access authorization requested. At the discretion of DFS (as, for 
example, in the case of significant changes since execution of the last 
QSP), a new security forms packet may be required. In all cases 
involving the extension or transfer of an access authorization to a 
position certified as being of a high degree of importance or sensitivity, 
a new security forms packet will be required. (3) 

Circumstances for Reinstatement 
(Reapproval) of Access 
Authorization (N) 

Where access has been terminated because an individual no longer has 
need for access and a new need for access arises, access eligibility up to 
the same level shall be reapproved without further investigation 
provided the last investigation was completed within the past 5 years; 
he or she has remained employed with the same employer during the 
period in question; the individual certifies in writing through the 
completion of a new SF 86 or by updating and resigning a copy of his or 
her most recent SF 86 that there has been no change in the relevant 
information provided by the individual for the last investigation; and 
there is no information that would tend to indicate the individual may 
no longer satisfy the standards established by EO 12968 for access to 
classified information. (1) 

Access eligibility shall be reapproved for individuals who were 
determined to be eligible on the basis of a favorable adjudication of an 
investigation completed within the prior 5 years and who have been 
retired or otherwise separated from United States Government 
employment for not more than 2 years, provided there is no indication, 
through the completion of a new SF 86 or by updating and resigning a 
copy of his or her most recent SF 86, the individual may no longer satisfy 
the standards of information provided by the individual for the last 
background investigation, and an appropriate record check reveals no 
unfavorable information. (2) 
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Circumstances for Reinstatement 
(Reapproval) of Access 
Authorization (N) (continued) 

An access authorization may be reinstated at the same or lower level if 
no significant changes are known to have occurred since the date of the 
SF 86 used for the current investigation. When new security forms are 
not required, requests for reinstatements will contain the full name, 
social security number, and date of birth of the individual to establish 
positive identification. A new “Security Acknowledgment" will be 
obtained in all cases. (3) 

A supplemental investigation will normally be requested before 
reinstatement when-(4) 

0 More than 5 years has elapsed since the previous investigation or 
the individual has not remained employed with the same employer 
during the time period in question. (a) 

0 More than 2 years have elapsed since the access authorization of the 
individual has been terminated as a result of separation or 
retirement from U.S. Government employment. (b) 

When the reinstatement involves the assignment of an individual to a 
position of a high degree of importance or sensitivity and the previous 
investigation was conducted by a Government agency other than the 
FBI, a new security forms packet will be forwarded to the FBI for 
investigation. The Chief, Personnel Security Branch (PERSEC), DFS, 
may authorize the reinstatement of access authorization before the 
report of the new investigation is received from the FBI. (5)  

When the reinstatement involves an individual who falls within the 
scope of the reinvestigation program, a new security forms packet will 
be obtained and the case will concurrently be processed for 
reinvestigation. The Chief, PERSEC, may authorize the reinstatement 
of access authorization before the reinvestigation report is 
received. (6) 
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Circumstances Affecting Eligibility for I Access Authorization (0) 

When a person who possesses or is being processed for NRC access 
authorization, unescorted access to nuclear power facilities, access to 
SGI, or access to sensitive NRC information technology systems and 
data, or unescorted access to NRC headquarters or regional office 
facilities is hospitalized or otherwise treated for an illness or mental 
condition that may cause a defect in the person’s judgment or 
reliability, the person’s employer  (i.e., in the case of an NRC employee, 
the employee’s office director, regional administrator, or other 
designated official) shall promptly report the circumstances to the 
Director, DFS. (1) 

In the case of contractor personnel, the circumstances must promptly 
be reported to the Director, DFS, by the contracting officer, the 
security officer, or other person so designated. (2) 

The reporting requirements of Sections (O)(1) and (2) of this part do 
not relieve an individual from the requirement to report to DFS his or 
her arrest as required by the QSP (SF 86), the security acknowledgment 
(NRC Form 176), or other form signed by the individual. The arrest 
must be reported within 10 workdays. (3) 

Other circumstances that may affect a person’s initial or continued 
eligibility for NRC access authorization, employment clearance, 
unescorted access to nuclear power facilities, access to SGI, or access to 
sensitive NRC information technology systems and data are listed in 
10 CFR 10.11. These matters must also be promptly reported to the 
Director, DFS, by the person’s designated employment official. (4) 

Individuals are encouraged and expected to report any information 
that raises doubts as to whether another individual’s continued 
eligibility for access to classified information is clearly consistent with 
the national security. (5 )  

NRC employees and designated management officials are encouraged 
to seek information and assistance available from the NRC Employee 
Assistance Program Manager concerning issues that may affect an 
individual’s eligibility for security clearance, including sources of 
assistance about financial matters, mental health, and substance abuse. 
NRC contractor personnel and others may seek assistance from similar 
financial, health, and substance abuse organizations in the local 
community. (6) 
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Determination of Eligibility for 
Access Authorization (P) 

Except as provided for in Section (R) of this part, an NRC "L" or "Q" 
access authorization shall be granted only to employees and 
contractors who are United States citizens for whom an appropriate 
investigation has been completed and whose personal and professional 
history affirmatively indicates loyalty to the United States, strength of 
character, trustworthiness, honesty, reliability, discretion, and sound 
judgment, as well as freedom from conflicting allegiances and potential 
for coercion, and willingness and ability to abide by regulations 
governing the use, handling, and protection of classified information. 
The determination of eligibility for access authorization will be 
consistent with 5 U.S.C. 7532 or 10 CFR Part 10. The determination of 
eligibility for unescorted access to nuclear power facilities, access to 
SGI, or access to sensitive NRC information technology systems and 
data will be made in accordance with the provisions of Exhibit 1 of this 
handbook. (1) 

Applicants for NRC access authorization will be required to sign an 
SF 312, “Classified Information Nondisclosure Agreement.” (2) 

Interim Authorization for Access to 
Classified Information (Q) 

Only the Commission may grant an interim access authorization for 
access to Restricted Data. (1) 

Requests for interim access authorization must be forwarded to DFS in 
the same manner as requests for access authorization and must include 
the forms and information specified in Section (C) of this part. These 
requests also must include a justification from the NRC sponsoring 
office that a serious delay or interference in an operation or project 
essential to an NRC program may be experienced unless the designated 
individual is granted immediate access to classified information. (2) 

HR or the RPO, as appropriate, must provide DFS with the results of 
the preemployment checks on NRC applicants who are being 
considered for interim access authorization (see Exhibit 4 for the scope 
of the required preemployment checks). (3) 

If DFS's evaluation of the information developed on an applicant is 
unfavorable, DFS will inform the requester of its recommendation in 
the matter and, if applicable, HR. (4) 

20 
Approved: November 6, 1992 
(Revised: November 17, 1999) 



Volume 12, Security 
NRC Personnel Security Program 

Handbook 12.3 Part I 

Access Authorization for Aliens and 
Dual Citizens (R) 

A dual citizen, that is, a United States citizen who is also a citizen of 
another country, may be processed for a "Q" or an "L" access 
authorization when the need for access authorization is adequately 
supported and investigative coverage can be obtained for the 
immediate 10-year retrospective period. As provided for in EO 12968, 
where there are compelling reasons in furtherance of the NRC's 
mission, immigrant aliens and foreign national employees who possess 
a special expertise may, in the discretion of the Director, DFS, be 
granted an NRC "L" or “Q” access authorization with access to 
classified information limited to the specific programs, project, 
contracts, licenses, certificates, or grants for which there is a need for 
access. Such individuals shall not be eligible for access to any greater 
level of classified information than the United States Government has 
determined may be releasable to the country of which the subject is 
currently a citizen, and such limited access may be approved only if the 
prior 10 years of the subjects life can  be   appropriately investigated.(1) 

An interview with the applicant will normally be conducted and include 
the applicant’s - (2) 

Statement and disclosure of national allegiance (a) 

Intent as to permanent residence in the United States (b) 

General attitude toward the United States vis-a-vis the country of 
the applicant’s current citizenship (c) 

For dual citizens, eligibility and intention to maintain dual 
citizenship (d) 

Previous civilian or military service with a foreign government (e) 

Family or other relatives abroad or employed by a foreign 
government (f) 

The names and addresses of United States citizens who can furnish 
information as to the applicant’s background and activities outside 
the United States (g)  

verbatim transcript or detailed summary of the interview will be 
maintained and provided to the applicant upon request. (3) 
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Access Authorization for Aliens and 
Dual Citizens (R) (continued) 

If DFS concludes that adequate support exists to initiate the 
investigation, the pertinent record will be forwarded to the 
investigation agency. An SSBI will be required for an "L" access 
authorization. (4) 

If DFS concludes that the case is not suitable for further processing, the 
NRC sponsor (e.g., HR) will be informed and given advice as to 
whether the objection to processing can be resolved by submission of 
further information, documentation, or testimony. (5) 

Data Report on Spouse (s) 
Applicants for NRC access authorization, unescorted access to nuclear 
power facilities, access to SGI, or access to sensitive NRC information 
technology systems and data whose spouses are aliens, or who marry 
after they have submitted a QSP, must furnish DFS with two copies of 
NRC Form 354, “Data Report on Spouse.” 

Reinvestigation Program (T) 

The NRC reinvestigation program is designed to ensure the continued 
eligibility for access authorization of individuals employed in the NRC 
program. The program applies to all those who possess "Q" or “L"  access 
authorization, including NRC employees, consultants, experts, panel 
members; former senior NRC officials who retain their clearances after 
terminating their employment when continued access to classified 
information is required in the conduct of the agency‘s activities; 
congressional staff members cleared by NRC; employees and consultants 
of NRC contractors; and agents of NRC. DFS must reevaluate the 
continued eligibility of those individuals cleared at the “ Q  level not to 
exceed every 5 years. The eligibility of individuals cleared at the “L" level 
who are in positions of high public trust must be reevaluated not to exceed 
5 years. All other individuals cleared at the “L"  level   (e.g.,a regular "L"
must be reevaluated not to exceed 10 years. (See Exhibit 6 for “Q” and  "L" 
"L"reinvestigation requirements.) (1) 
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Reinvestigation Program (T) (continued) 

I 

Each year, DFS will provide NRC office directors and regional 
administrators, or their designees, with the names of the individuals in 
their offices who are to be reinvestigated and the dates by which the 
individuals are to complete the security forms packet. DFS will advise 
former senior NRC officials who have retained their NRC security 
clearances, congressional staff members, and contractor organizations 
directly. DFS will provide each individual to be reinvestigated with a 
security forms packet and advise him or her of the due date. (2) 

Each  individual must complete the security forms packet and return it 
to his or her office or regional contact in a sealed envelope by the 
specified date. The office director or the regional administrator, or 
their designee, must ensure that individuals complete and return
security forms packets to them and that all completed and sealed 
security forms packets are returned to DFS by the specified date. 
Contractor personnel must return forms  through  their security office. If 
the contractor fails to submit forms by the specified date, the NRC 
security clearance for contractor personnel may be administratively 
terminated. (3) 

Upon satisfactory completion of the investigation, DFS will provide 
certification to the appropriate personnel office for the individual's 
official personnel file or other appropriate record. (4) 

Termination of Access I Authorization (U) 

Access authorization will be terminated and a security termination 
statement (NRC Form 136) must be signed when-(1) 

0 An individual is separated from employment with the NRC. (a) 

0 In the case of a non-NRC employee, an individual is separated for a 
period of 60 days or more from activities for which he or she was 
granted an access authorization. (b) 

0 Access authorization is no longer required. (c) 

Upon the voluntary or involuntary separation (e.g., death) from 
employment of a person who holds an NRC access authorization, the 
employing office at headquarters or the regional office or facility (e.g., 
an NRC contractor) must as a minimum, when applicable to persons 
being separated-(2) 
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Termination of Access I Authorization (U) (continued) 

Provide prompt notification of the termination of employment to 
DFS and headquarters or the regional office, if other than the 
employing office, as applicable (a) 

Ensure that all classified and sensitive unclassified documents 
charged to the person are accounted for and properly disposed 

Arrange for the recovery of badges, passes, and other forms of 
official identification and their return to the responsible security 
office or NRC official (in the case of NRC employees) (c) 

Arrange for the person’s name to be removed from all access and 
mailing lists, especially those involving classified or sensitive 
unclassified information (d) 

Ensure that combinations are changed of any repositories to which 
the person had access (e) 

Arrange for the person’s name to be removed from access 
permissions to critical or sensitive areas, such as telephone closets 
and computer rooms (f) 

Arrange for the deactivation of the person’s formal access 
permissions to all IT systems from mainframes to desktops as well 
as Internet working systems such as the local area network. (g) 

Arrange for the deactivation, expiration, or removal of the person’s 
user IDs; if the user’s ID and password are shared by others, the 
password should be changed immediately (h) 

Arrange for the deactivation, expiration, or removal of the person’s 
external communications login ID (i) 

of (b) 

Upon completion of a security termination statement-(3) 

The signed copy of the security termination statement must be 
forwarded to DFS. DFS will retain the statement in the employee’s 
personnel security file. (a) 
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Termination of Access 
Authorization (U) (continued) 

0 If a security termination statement is used when an individual’s 
association with a particular contract, agreement, or facility is 
terminated, but the NRC access authorization is to remain active, 
the following wording is suggested to modify the introductory 
paragraph of the statement: (b) 

“I make the following statement relating to the termination of 
my access authorization granted by the Nuclear Regulatory 
Commission in connection with my work, or my association with 
(name of contractor; party to agreement of facility). My NRC 
access authorization will remain active in connection with other 
interests.” 

Disability (4) 

In the case of the disability of a person when it is apparent that the 
disability will render the individual unable to perform his or her duties 
for at least 6 months, prompt notification must be made to DFS and 
measures similar to those specified in Section (U)(2)(b) through (i) of 
this part must be employed. 

Termination of Employment in the 
Interest of National Security (V)  

The DEDM may suspend or remove an employee when suspension or 
removal is considered to be in the interest of national security in 
accordance with 5 U.S.C. 7532. (1) 

I 
The criteria set forth in 10 CFR 10.11 must be used to determine 
whether an action should be taken under 5 U.S.C. 7532. (2) 

When a hearing is held under 5 U.S.C. 7532, the NRC's “Procedures  for 
the Conduct of Hearings Under 5 U.S.C. 7532” (Exhibit 7) must be 
used. (3) 

I Termination of Access Approval (W) 
The NRC sponsoring office must immediately notify DFS in writing 
when a contractor employee no longer requires unescorted access to 
nuclear power facilities, access to SGI, access to sensitive NRC 
information technology systems and data, or unescorted access to NRC 
headquarters or regional office facilities. 
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Part II
Control of Visits Involving Classified 

Information 
Introduction (A) 

Standards and procedures are given for the protection of classified 
information involved in the course of visits to NRC, or visits by NRC 
employees and NRC contractors to other Government agencies and 
contractors. 

General (B) 
Before disclosing classified information to any visitor, individuals must 
confirm the visitor's identity, need-to-know, and level of access 
authorization. (1) 

NRC or contractor officials (e.g., supervisors) must ensure that visit 
requests are submitted early enough for timely processing and 
notification of the person or facility to be visited. (2) 

Continuing visit approval for 1 year or less may be granted for repeated 
visits to NRC, the Department of Energy (DOE), or other facilities. A 
single visit request form may be used if the repeated visits are to the 
same facility and involve the same individuals, the same level of 
classified information (e.g., Secret), and the same type of classified 
information (e.g., Restricted Data). (3) 

Visit requests of an unusual or emergency nature for which timely 
notification cannot be given may be transmitted to the NRC Division of 
Facilities and Security (DFS), Office of Administration, by facsimile, 
teletype, or telephone. Telephone arrangements must be immediately 
confirmed with DFS in writing. Visit requests that are not in writing or 
that do not provide timely notification may not be accepted at some 
facilities. (4) 
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General (B) (continued) 

Classified information must not be given to NRC employees or other 
individuals who possess an NRC red (no access) badge. (5) 

Access to classified information other than that authorized in the visit 
request must not be granted, regardless of the level of access 
authorization stipulated for the visitor. (6)  

The NRC office, NRC contractor, or other NRC activity visited shall 
establish appropriate administrative controls over the movement of 
approved visitors to ensure that they are given access only to the 
classified information authorized. (7) 

Neither classified nor unclassified naval nuclear propulsion 
information may be disclosed to individuals who are not United States 
citizens or to others not authorized access to this information. (8) 

The NRC photo-identification badge will be accepted as authority for 
admission to DOE headquarters but is not accepted as authority for 
access to classified information. Similarly, the DOE photo 
identification badge will be accepted as authority for admission to NRC 
headquarters but may not be accepted as authority for access to 
classified information (see Section (D)(2) of this part). (9) 

If appropriate, the visitor should confirm in advance with the facility to 
be visited that necessary approvals have been received. (10) 

Access to Restricted Data requires a “Q” or "L" access authorization, 
depending on the classification level of the Restricted Data, except as 
provided in Section (D)(1) of this part. (11) 

Requests for visits to NRC offices or divisions, except as indicated in 
Section (C)(1)(a) of this part, to NRC contractors, to other NRC 
facilities, or to other Government agencies involving classified 
information must be requested on NRC Form 277, “Request for Visit 
or Access Approval,” or in an appropriate written request containing 
the following information: (12) 

0 Identity of each visitor, including full name, social security number, 
citizenship, date of birth, and organization with which affiliated (a) 

0 Specific information to which access is requested, including the 
classification level and type of information, for example, Restricted 
Data or National Security Information (b) 
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0 Access authorization level ("Q", "L" Top Secret, Secret, or 
Confidential) and the need-to-know of each person certified by an 
appropriate official (c) 

0 Purpose of the visit (d) 

0 Name and location of facility(ies) to be visited (e) 

0 Anticipated dates of visit and names of persons to be visited (If a 
conference is involved, provide the date, place, and sponsor of the 
conference.) (f) 

0 Name, title of position, organization, and telephone number of the 
person who prepared the request (g) 

0 Requests for visits to NRC, NRC contractors, or other NRC 
facilities by individuals outside NRC should be sent to the following 
address: (h) 

U.S. Nuclear Regulatory Commission 
Chief, Personnel Security Branch 
Division of Facilities and Security 
Washington, D.C. 20555 

Classified notes or other classified records must not be released to a 
visitor to take outside the facilitywithout the express permission of the 
person visited. If the visit is in connection with a conference or other 
such activity, the express permission of the person responsible for the 
activity must be obtained. Also, records so released must be protected 
in accordance with Management Directive (MD) 12.2, “NRC 
Classified Information Security Program.” (13) 

Visits by NRC ( C )

NRC Employees (1) 

For visits to NRC headquarters and regional offices,   a request for visit 
or access approval (NRC Form 277) is not necessary. The employee’s 
NRC photo-identification badge will serve to identify the employee 
and the access authorization held. A blue badge signifies a “Q” access 
authorization and a yellow badge an "L". A red photo-identification 
badge signifies no access authorization has been granted to the 
employee. (a) 
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Visits by NRC (C) (continued) 

NRC Employees (1) (continued) 

For visits to NRC contractors, licensees and their related facilities, and 
to other Government agencies or their contractors, NRC employees 
should submit an NRC Form 277 to DFS at least 7 working days before 
the initial date of the visit. When acting as representatives of the 
Federal Government in their official capacities as inspectors, 
investigators, or auditors, NRC employees may visit a contractor or 
licensee facility, without furnishing advanced notification, provided 
these employees present appropriate NRC credentials upon 

Access to weapon data, sensitive nuclear material production 
information, inertial fusion data, advanced isotope separation 
technology, uranium enrichment technology, or naval nuclear 
propulsion information requires special processing and approval by 
DOE. For this reason, an NRC Form 277 should be submitted to DFS 
at least 15 working days before the initial visit date. (c) 

For visits to facilities performing work on naval reactors for DOE, an 
NRC Form 277 should be received at least 15 working days before the 
initial visit date, especially for visits that do not involve inspections. (d) 

A separate NRC Form 277 should be used for visits to a Government 
agency other than NRC, to DOE headquarters, and to DOE field or 
area offices having jurisdiction over the facilities and personnel being 
visited. (e) 

NRC Contractor or Subcontractor Personnel and NRC Consultants  (2) 

For visits to facilities other than NRC, an NRC Form 277 or other 
written request for visit or access approval should be submitted to the 
NRC office or division sponsoring the contract, to the consultant or 
licensed activity to be visited for certification of the individual’s 
need-to-know, and to DFS for verification of access authorization. The 
NRC sponsoring office or division should receive the visit request at 
least 15 working days before the initial date of the visit. Because of the 
limited number of firms that have classified contracts with NRC, the 
authority to certify the contractor employees clearance and need-to- 
know shall remain with DFS. At those contractor or licensee facilities 
at which NRC is not the cognizant security authority (CSA), the visit 
control procedures of the CSA shall be followed. (a) 

arrival. (b) 
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Visits by NRC (C)  (continued) 

NRC Contractor or Subcontractor Personnel and NRC Consultants (2) 
(continued) 

Requests to visit NRC offices should be submitted directly to DFS at 
least 10 working days before the initial date of the visit. (b) 

Requests for visits to facilities performing work on naval reactors for. 
DOE should be received by the NRC sponsoring office or division at 
least 15 working days before the initial visit date. (c) 

NRC consultants who plan to visit NRC employees directing or 
monitoring their consultant interests will not be required to submit an 
NRC Form 277. The person visited must confirm the NRC consultant’s 
need-to-know and required access authorization level before classified 
information is disclosed to the visitor. (d) 

Visits by Others (D) 

Personnel and Contractors of the Department of Defense (DOD) and 
the National Aeronautics and Space Administration (NASA) (1) 

For visits by personnel and contractors of DOD and NASA to NRC, 
NRC contractors, or other NRC facilities, an NRC Form 277, a NASA 
Form 405, or a memorandum or teletype signed by or in the name of an 
official of the agency originating the request must be submitted to DFS 
for processing and approval by the NRC activity involved. (a) 

DOD or Armed Forces personnel and contractors may be granted 
access to Restricted Data on the basis of an NRC “Q” or "L" access 
authorization or a DOD-certified access authorization (security 
clearance) approved by the NRC activity involved. (b) 

NASA personnel or their contractors may be granted access to 
Restricted Data related to aeronautical or space activities on the basis 
of a NASA access authorization (security clearance). Access to 
Restricted Data not related to aeronautical and space activities will 
require an NRC “Q” or "L" access authorization, depending on the 
classification level of the Restricted Data. (c) 
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Visits by Others (D)(continued) 

Personnel, Contractors, and Subcontractors of the Department of 
Energy (DOE) (2) 

For visits by personnel, contractors, and subcontractors of DOE to 
NRC, NRC contractors, or other NRC facilities, a DOE Form DOE 
F 5631.20, an NRC Form 277, or a memorandum or teletype signed by 
or in the name of the appropriate  DOE official  should be transmitted to 
DFS. Verification of DOE access authorization and certification of 
need-to-know must be included in the visit request before NRC will 
process the request. (a) 

Contractor personnel at DOE national laboratories who are engaged 
in contract work for the NRC should have DOE forward their visit 
requests for transmission to DFS. These requests verify their DOE 
access authorization to the NRC office administering the contract. (b) 

Employees, Contractors, and Subcontractors of Government Agencies 
Other Than DOD, NASA, or DOE (3) 

Restricted Data in the possession of the NRC, its contractors, or in 
NRC facilities must not be released to visitors from Government 
agencies or their contractors unless they have the appropriate NRC or 
DOE access authorization and the need for access has been properly 
certified. (a) 

Classified information, other than Restricted Data, may be furnished 
to employees of agencies and their contractor or subcontractor 
personnel when they have the required access authorization and their 
need for access is confirmed by the NRC activity to be visited. (b) 

For visits involving access to classified information, including 
Restricted Data, an NRC Form277 or a memorandum or teletype 
signed by or in the name of an official of the requesting agency should 
be submitted to DFS for processing and approval by the NRC activity 
involved. (c) 

If authorized by the Director, DFS, representatives of other agencies 
(e.g., the FBI or OPM) acting in their official capacities may be granted 
access to classified information upon presentation of proper 
credentials. In case of doubt about identity or the level of access 
authorized, DFS will verify these credentials or the level of access by 
contacting a security official of the agency or activity involved. (d) 

Approved: November 6, 1992 
(Revised: November 17, 1999) 31 



Volume 12, Security 
NRC Personnel Security Program 
Handbook 12.3 Part II

Visits by Others (D)(continued) 

Members of Congress and Congressional Staff (4) 

Visits to NRC, NRC contractors, or other activities associated with the 
NRC program involving access to Restricted Data or other classified 
information by members of Congress or their staff may be approved by 
directors of headquarters offices or divisions, or by regional 
administrators. The identity of the visitors and their need-to-know 
must be established by the responsible congressional official or staff 
member. The proposed visit must be coordinated with the Director, 
DFS, to certify access authorization and with the Director, NRC Office 
of Congressional Affairs. 

Immigrant Aliens Admitted to the United States for Permanent 
Residence (5) 

Visit requests for immigrant aliens who possess DOD or NASA access 
authorization will be handled in accordance with the procedures 
specified in Section (D)(1) of this part. Procedures specified in 
Section (D)(2) of this part apply to those immigrant aliens who possess 
DOE access authorization. The procedures specified in Section (D)(3)
of this part apply to those immigrant aliens who possess access 
authorization granted by Government agencies other than the DOD, 
NASA, and DOE. 

Visits Involving Access to Sensitive 
Compartmented Information (SCI) (E)

Visitors to the NRC must have their SCI access authorization and 
need-to-know forwarded to the Special Security Officer in the NRC
Division of Facilities and Security through SCI channels. As a 
minimum, the information required for these visits should include the 
full name of the visitor, the agency affiliation, the purpose of the visit, 
the date of the visit, the name of the person to be visited, and the SCI 
compartments involved. This information may be provided by 
telephone by a known or verifiable special security officer of the agency 
or department requesting the visit, by memorandum or teletype. If 
access to classified information other than SCI is involved, the need for 
this access must be certified and the required access authorization must 
be verified. (1) 
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Visits Involving Access to Sensitive 
Compartmen ted Information CI) (E) (continued) 

NRC employees visiting other Government agencies or departments, 
or their contractors, shall contact the Special Security Officer in DFS to 
have their SCI access authorization properly forwarded to the agency 
to be visited. A request for access to classified information other than 
SCI may be included with the request for SCI or may be processed 
separately in accordance with the procedure specified in this part. (2) 

Visits by Foreign Nationals Sponsored 
by Foreign Governments or 
International Organizations (F) 

Requests for foreign nationals to visit NRC, NRC contractors, or other 
activities associated with the NRC program must be forwarded to the 
Director, DFS. Any security assurance the foreign nationals may 
possess must be officially certified to DFS by an authorized official of 
the foreign government sponsoring the visit, with the assistance of the 
Office of International Programs (OIP), if necessary. If the foreign 
nationals do not possess security assurance, OIP shall request DFS to 
conduct investigative checks. For further guidance on the disclosure of 
classified information to foreign nationals, refer to MD 12.2. (1) 

Representatives of the International Atomic Energy Agency (IAEA) 
who are authorized to make visits to or inspect NRC-licensed facilities 
in accordance with the U.S./IAEA Safeguards Agreement may be 
authorized access to classified information, except for Restricted Data, 
on the basis of a DFS-issued disclosure authorization letter (DAL). 
The DAL will specify the names of the IAEA representatives and the 
classified information authorized, in addition to other relevant 
information. For further guidance on the disclosure of classified 
information to IAEA representatives, refer to MD 12.2. (2) 

Visits to Foreign Governments or 
Activities by NRC Personnel (G) 

For visits to foreign governments or activities by NRC personnel, an 
NRC Form277 should be submitted to DFS for processing and 
coordination with OIP when classified information is involved. If an 
NRC Form277 is not available, the information listed under 
Section (B)(12) of this part should be submitted to DFS. (1) 
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Visits to Foreign Governments or 
Activities by NRC Personnel (G) (continued) 

These visit requests should be submitted at leas 
the initial visit date. (2) 

Records of Visit Requests (H) 

30 days in advance of 

Records of visit requests consisting of the NRC Form277 or its 
equivalent and any related correspondence must be retained for 
2 years after the expiration date of the visit authorized by the 
requesting office and the office of the facility visited. 
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Part III
Assignment of Foreign Regulatory 

Employees to NRC 
Introduction (A) 

Guidelines are given for the prevention of unauthorized access to 
classified information or sensitive unclassified information by foreign 
regulatory employees assigned to the NRC. The responsibilities of the 
Office of International Programs (OIP), the Division of Facilities and 
Security (DFS, Office of Administration), supervisors, and employees 
also are specified in this part. 

Activity Plans (B) 

OIP, in cooperation with DFS, will establish and coordinate the 
assignee program and individual assignee activity plans that enumerate 
the variety of activities in which the assignee is expected to participate. 

Assignments (C)
Consideration for assignments will be given in the following order of 
priority: (1) 

0 Nationals from developing countries building or operating 
U.S.-type light water reactors (a) 

0 Nationals from other countries with which NRC has entered into 
information exchange and cooperation arrangements (b) 

0 Nationals from the International Atomic Energy Agency (IAEA) 
member states sponsored under the IAEA Fellowship Program, if 
different from Sections (C)(1)(a) and (b) of this part (c) 

0 Other foreign nationals as decided on a case-by-case basis (d) 
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Assignments (C) (continued) 

Within each of these categories, preference will be given, in general, to 
nationals from countries party to the Treaty on the Non-Proliferation of 
Nuclear Weapons. Foreign nationals actively engaged in 
unsafeguarded nuclear activities in non-nuclear weapons states will not 
normally be selected. (2) 

All personnel accepted for NRC assignments of generally not less than 
6 months should-(3) 

0 Be fluent in English (a) 

0 Have successfully completed an NRC-approved English language 
foreign competency examination (b) 

0 Have professional training, experience, or education (c) 

0 Be certified as regular employees of either their national regulatory 
agencies or of other institutes or organizations responsible for 
performing domestic regulatory and safety functions (d) 

The sponsoring government, institute, or other organization must bear 
all costs associated with the assignment, including, but not limited to, 
the assignee’s salary, travel, and per diem. Any questions about costs 
should be referred to OIP . Assignees should be largely self-sufficient 
after orientation in order to minimize the impact on the NRC staff. 
Personal services such as assistance with housing and other orientation 
briefings will be handled by the Embassy of the assignee’s country or by 
local representatives of his or her institution. Assignees will normally 
be given duties similar to those of NRC employees, without special 
“diverse experience” assignments, except when convenient to 

OIP must notify the Commission promptly whenever an application 
from a sensitive country is received to allow the Commission the 
opportunity to request any action they believe necessary while the staff 
is attempting to arrange placement and before any commitment is 
made. Another notification to the Commission must be prepared as 
soon as details of the proposed assignment are confirmed within the 
staff and at least 1 full week before the assignment is formally 
approved. Special care must be taken in regard to security 
considerations in selecting and screening foreign nationals, placing 
them within the staff, monitoring them closely, and educating their 
supervisors and co-workers. (5) 

NRC. (4) 
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Assignments (C)   (continued) 

OIP shall forward all formal NRC letters of invitation accepting 
proposed assignments through State Department channels in
conformance with and in furtherance of U.S. laws, regulations, and 
policy directives and objectives. Letters of invitation must be 
countersigned and returned to OIP 4 weeks before the assignee’s 
expected arrival at the NRC. (6) 

OIP approves or disapproves the assignment of a foreign national to 
the NRC and designates the office to which the foreign national will be 
assigned, subject to the concurrence of the cognizant office director or 
regional administrator and DFS. (7) 

Foreign nationals will not be assigned to the Commission, to the Office 
of the Secretary, to the Office of the Executive Director for Operations, 
to office directors, or to offices in which classified information or other 
sensitive information is often in use. Generally, assignments will not be 
made to branches in which large amounts of classified or other sensitive 
unclassified information is processed or stored, or to areas near these 
branches. (8) 

Background Check (D)

Before inviting the foreign regulatory employee to join the NRC, OIP 
will obtain the required background and biographical data and submit 
it to DFS with a request that the appropriate indices check be 
conducted by the appropriate agencies (the Central Intelligence 
Agency, the Federal Bureau of Investigation, and the Department of 
State). Information that creates a question as to whether assignment of 
the foreign national is consistent with the national interest will be 
evaluated by DFS and forwarded with a recommendation to OIP.

Assignee Agreements (E)

Foreign assignees will be required to sign a commitment patterned 
after the agreement signed by the Government contract consultants 
agreeing not to take any proprietary documents away from their proper 
place of use and storage and not to disclose proprietary information or 
otherwise violate the conditions under which NRC staff members 
receive and use this information. The signing of the confidentiality 
agreement by the assignee is made a condition of the assignment under 
the terms of the agency-to-agency agreement that both the NRC and 
the foreign regulatory agency sign. Specific procedures are as follows: 
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The supervisor of an assignee will make a determination of the need 
for an assignee to have access to proprietary information. A 
separate determination of need will be made for the proprietary 
information related to each program area in which the assignee is 
authorized to work. The supervisor will prepare a note concerning 
this access and will maintain a listing of documents to which the 
assignee has access. Whenever work on a program area is 
terminated, and at the end of each assignment, the assignee will 
return all proprietary documents. The supervisor of the assignee 
shall ensure that all documents on the assignee’s list are 
returned. (1) 

0 Access to special classes of information identified in 10 CFR 
2.790(d), including details of facility security plans, material control 
and accounting information, and Safeguards Information that is 
subject to 10 CFR 73.21, must not be granted unless approved by 
the Office of Nuclear Material Safety and Safeguards, Division of 
Fuel Cycle Safety and Safeguards (NMSS/FCSS), or the Office of 
Nuclear Reactor Regulation, Safeguards Branch (NRR/PSGB), in 
the case of reactors. (2) 

Security Plans (F)

Representatives from DFS, OIP, and the office to which the foreign 
employee will be assigned will work together to define the assignment 
and to develop a security plan for each assignee. This task will be 
completed before the invitation letter is issued. The host office will be 
primarily responsible for developing the plan. This plan must be 
developed and approved before the assignee arrives. Each foreign 
assignee will be required to read, agree to, and sign the security plan. 
The plan will require the approval of OIP, the host office, and DFS and 
must include the following elements: (1) 

0 Description of the physical location of the assignment within NRC, 
a licensee facility, or another facility (a) 

0 Identification of specific areas to which assignees are to be given 
unescorted access in order to perform essential responsibilities 
(The assignee’s access should be consistent with the requirements 
of DFS and the assignments of the host office.) (b) 

0 Explanation of special badging required and associated 
restrictions (c) 

~ 
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Security Plans (F) (continued) 

0 Explanation of restrictions on the use of, or connection to, NRC 
computing resources such as local area networks, other NRC 
computing systems, document management systems, and sensitive 
data. (d) 

0 Discussion of the ways in which commercial or foreign proprietary 
information must be protected if the assignment requires access to 
this information (Assignments should normally be tailored so that 
they do not require access to this information.) (e) 

0 Instructions on alerting co-workers about an assignee’s presence and 
the assignee’s restricted access, both physical and informational, 
including a DFS counterintelligence-type briefing (f) 

0 Assignment of a supervisor and an alternate to monitor the 
assignee’s day-to-day activities (g) 

0 Requirement for monthly or quarterly progress reports from the 
assignee (Copies of the report are to be sent to the supervisor and 
other appropriate persons in the office to which the foreignnational 
is assigned.) (h) 

0 Requirement for a mid-point (or more frequent) interview by DFS 
of the assignee, the assignee’s supervisors and, as appropriate, the 
assignee’s co-workers to ensure that the assignee and supervisors 
are continuing to comply with the approved security plan (Any 
problems will be reported to OIP and any other appropriate 
office.) (i) 

If later experience indicates that the security plan requirements cannot 
be met, or conditions change that warrant a possible change in 
requirements, or if any other problems arise, the supervisor will 
immediately advise OIP and DFS. Any changes in the security plan 
must be approved by DFS and OIP.(2) 

DFS will issue assignees special identification badges. These badges, 
while allowing assignees unescorted access to specific areas, are 
prominently marked “Assignee” and are color-coded red for “no 
access.” Foreign assignees will be required to wear their badges at all 
times. (3) 
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Security Plans (F)(continued) 

Co-workers and other staff members in the assignee’s area also will be 
made aware of the requirement for the assignee to wear his or her 
badge at all times. Access by the assignee into other areas not specified 
in the plan will require that the assignee be escorted by a cleared NRC 
employee designated by the assignee’s supervisor. (4) 

The assignee’s supervisor will make an initial evaluation of an 
assignee’s work area, as well as a reevaluation at the midpoint of the 
assignment and at any time the security plan is amended. Any 
recommendations should be given to DFS for action at this time. (5) 

Assignee Responsibilities ( G )

Assignees will not authorize visits by other individuals to NRC, NRC 
contractors, or other NRC facilities. (1) 

Assignee duties are to be limited to those that do not require 
representing NRC in public or acting as an official representative in 
meetings with NRC licensees. (2) 

Assignees will be responsible for obtaining and making whatever 
copies of records or documents they desire to take with them before 
completion of their assignments. Assignees will be required to obtain 
the supervisor’s approval before copying these records and will also be 
required to provide a list of these records to their NRC supervisors, 
OIP, and DFS. (3) 

Evaluation of Assignees (H)

Upon completion of the assignment, OIP will provide an evaluation 
form to the supervisor. The supervisor shall complete the form and 
send copies of it to OIP, DFS, and the cognizant office director or 
regional administrator. 
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Exhibit 1 

Due Process Procedures 

Purpose of the Procedures (A) 

The procedures specified herein are established for the conduct of hearings to determine the 
eligibility of NRC contractor personnel for unescorted access to nuclear power facilities, 
access to unclassified Safeguards Information (SGI), and access to sensitive NRC 
I information technology systems and data under the NRC computer personnel screening 

program. Guidance is provided in 10 CFR 10.10 and 10.11 as to the types of information that 
raise questions concerning the consistency of an individual’s eligibility for unescorted access to 
nuclear power facilities or access to unclassified SGI and the public health and safety; or for 
I access to sensitive NRC information technology systems and data and the loss or harm that 

could result from improper operation of the information systems and from inadvertent or 
deliberate disclosure, alteration, or destruction of the data. 

Notification to Individual of Hearing (B) 

A notification letter providing the date, hour, and place of the hearing and the identity of the 
hearing official will be presented to each individual who has requested a hearing. When 
practicable, this letter will be presented to the individual in person at least 10 days in advance 
of the hearing, which will be scheduled with due regard for the convenience and necessity of the 
parties. The letter will be accompanied by a copy of these procedures and other administrative 
instructions, as necessary. (1) 

The individual will have the right to appear personally before the hearing official and present 
evidence on his or her behalf through witnesses or by document or both, and may call, examine, 
and cross-examine witnesses. The individual may be present during the hearing to the extent 
permitted by national security concerns. The individual may be accompanied, represented, 
and advised by counsel or other representatives of his or her own choosing. In this case, the 
I individual shall file with the Deputy Executive Director for Management Services (DEDM) a 

document designating the attorney or representative and authorizing him or her to receive all 
correspondence pertaining to the hearing. (2) 

NRC Hearing Counsel (C) 

The NRC hearing counsel assigned shall, before the scheduling of the hearing, review the 
information in the case and shall request the presence of witnesses and the production of 
documents and other physical evidence that the Division of Facilities and Security (DFS), 
Office of Administration (ADM), relied on to determine a substantial doubt exists concerning 
the individual’s eligibility for unescorted access to nuclear power facilities, access to 
I unclassified SGI, or access to sensitive NRC information technology systems and data. 
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NRC Hearing Counsel (C)  (continued) 

When the presence of a witness and the production of documents and other physical evidence 
are deemed by the hearing counsel to be necessary or desirable for a determination of the 
issues, the Director, DFS shall make arrangements for the production of this evidence and for 
the witnesses to appear at the hearing by subpoena or by other means. (1) 

The hearing counsel is authorized to communicate directly with the individual’s counsel or 
representative, or the individual if the individual is not so represented, for purposes of 
mutually agreeing upon arrangements for expeditious hearing of the case. (2) 

The individual is responsible for producing witnesses in his or her own behalf and presenting 
other evidence before the hearing official to support his or her position. The hearing counsel 
may at his or her discretion request the Director, DFS, to arrange for the issuance of subpoenas 
for witnesses to attend the hearing in the individual’s behalf or for the production of specific 
documents or other physical evidence, provided the necessity for this assistance has been 
shown. (3) 

Appointment of Hearing Official (D) 

The NRC shall appoint a hearing official from a list of qualified attorneys possessing the 
highest degree of integrity, ability, and good judgment. To qualify, an attorney must have an 
NRC"Q" access authorization. No hearing official will be selected who has knowledge of the 
case or of any information relevant to the disposition of the case, or who for any reason would 
be unable to issue a fair and unbiased recommendation. 

Prehearing Proceedings (E) 

Before the hearing, the hearing official will be furnished the record in the case, consisting of 
the statement of charges and any associated  amendment(s), the request for the hearing and the 
notice of hearing if it has been issued, and any agreements between the individual and the 
hearing counsel. (1) 

The parties will be notified by the hearing official at least 10 days in advance of the hearing of 
the date, hour, and place of the hearing. The hearing official may order postponements or 
continuances from time to time for good cause shown. If, after due notice, the individual fails to 
appear at the hearing, or appears but is not prepared to proceed, the hearing official shall, 
I unless good cause is shown, return the case to the DEDM who shall make the final 

determination on the basis of the information in the NRC's possession. (2) 

Conduct of Hearing (F) 

The hearing official shall conduct the hearing in an orderly, impartial, and decorous manner. 
Technical rules of evidence may be relaxed so that a full evidentiary record may be made based 
on all material and relevant facts. (1) 
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Conduct of Hearing (F) (continued) 
The proceedings will be open only to duly authorized NRC staff representatives, the 
individual, his or her counsel or representative, and those persons as may be officially 
authorized by the hearing official. Witnesses shall not testify in the presence of other witnesses 
except that the hearing official may, at his or her discretion, allow for expert witnesses to be 
present during testimony relevant to their own testimony. (2) 
Witnesses, including the individual, shall be examined under oath or affirmation by the party 
who called them and may be cross-examined by the other party. The hearing official will rule 
on all evidentiary matters, may further examine any witness, and may call for additional 
witnesses or the production of documentary or other physical evidence if, in the exercise of his 
or her discretion, this additional evidence is deemed necessary to the resolution of an issue. (3) 

If it appears during the hearing that Restricted Data or National Security Information may be 
disclosed, the hearing official shall ensure that disclosure is made only to persons authorized to 
receive it. (4) 
The hearing official may permit the hearing counsel to amend the statement of charges to add 
or modify charges to be considered at any time during the hearing. In the event of such an 
amendment, the individual shall be given an opportunity to answer the amended charges. If the 
changes are of such a substantial nature that the individual cannot answer the amended 
charges without additional time, the hearing official shall grant such additional time as he or 
she deems necessary. (5)  

The hearing official may receive and consider evidence in the form of depositions or responses 
to interrogatories upon a showing that the witness is not available for good reason, such as 
death, serious illness, or similar cause, or in the form of depositions, interrogatories, affidavits, 
or statements with agreement of the parties. The hearing official may take official notice at any 
stage of the proceeding, where appropriate, of any fact not subject to reasonable dispute in that 
it is either generally known within the United States or capable of accurate and ready 
determination by resorting to sources whose accuracy cannot reasonably be questioned. A 
party is entitled, upon timely request, to an opportunity to be heard as to the propriety of taking 
such official notice. In the absence of prior notification, the request may be made after notice is 
taken. (6) 
Records provided by investigative agencies that were compiled as a regular or routine 
procedure by the business or agency from which obtained, or other physical evidence other 
than investigative reports, may be received and considered subject to rebuttal without 
authenticating witnesses, provided that the investigative agency furnished this information to 
the NRC pursuant to its responsibilities in connection with assisting the NRC in determining 
the individual's eligibility. (7) 
Records compiled in the regular course of business, or other physical evidence other than 
investigative reports, relating to a controverted issue that may not be inspected by the 
individual because they are classified may be received and considered, provided-( 8) 
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Exhibit 1 (continued) 

Conduct of Hearing (F) (continued) 

I 0 

I 0 

The DEDM has made a determination that the records or other physical evidence appears 
to be material. (a) 

The DEDM has made a determination that failure to receive and consider the records or 
other physical evidence would, in view of the fact that access eligibility is being sought, be 
substantially harmful to the NRC  programs. (b) 

0 To the extent that national security permits, a summary or description of the records or 
other physical evidence is made available to the individual. In every such case, information 
as to the authenticity and accuracy of the physical evidence furnished by the investigative 
agency must be considered. (c) 

Whenever information is made part of the record under Section (F)(7)  or (F)(8) of this exhibit, 
the record must contain certification evidencing that the required determinations have been 
made. (9) 

If the hearing official determines that additional investigation of any material information is 
required, he or she shall request in writing that the Director, DFS, arrange for the investigation 
and shall specify those issues for which more evidence is requested and identify, when possible, 
any persons or sources that might provide the evidence sought. (10) 

A written transcript of the entire proceeding shall be made by a person possessing appropriate 
NRC access authorization and, except for portions containing Restricted Data or National 
Security Information, or other lawfully withholdable information, a copy of this transcript will 
be furnished the individual without cost. (11) 

Recommendation of the Hearing Official (G)  

The hearing official’s findings and recommendation shall be on the basis of the entire record, 
consisting of the transcript of the hearing, the documentary and other evidence adduced 
therein, and the statement of charges and any associated amendment and answer. The hearing 
official also shall consider the circumstances of the receipt of evidence and the nature and 
sensitivity of the job the individual is performing or may be expected to perform. (1) 

The hearing official shall make specific findings on each charge in the statement of charges, 
including the reasons for his or her findings, and shall make a recommendation as to the action 
that should be taken in the case. (2) 

The hearing official’s recommendation shall be predicated upon his or her findings. If, after 
considering all the factors, the hearing official is of the opinion that the individual has clearly 
demonstrated that approving him or her for unescorted access to nuclear power facilities or for 
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Exhibit 1 (continued) 

Recommendation of the Hearing Official (G) (continued) 

access to unclassified SGI does not constitute an unreasonable risk to the public health and 
safety; or approving him or her for access to sensitive NRC information technology systems and 
data does not constitute an unreasonable risk to the security of such systems and data, a 
favorable recommendation must be made; otherwise, an adverse recommendation must be 
made. (3) 

The hearing official shall submit his or her findings and recommendation in a signed report 
with the record of the case to the DEDM as soon as possible. (4) 

The hearing official shall not consider the possible impact of the loss of the individual’s services 
upon the NRC program. (5) 

New Evidence (H) 

After the close of the hearing, in the event the individual discovers new evidence not previously 
available or known to him or her, the individual may petition the hearing official if the hearing 
official’s recommendation has not yet been issued, or thereafter, the DEDM to reopen the 
record to receive that evidence. If the hearing official or the DEDM, respectively, deems it 
material and appropriate, the record may be reopened to accept the evidence either by 
stipulation, with the agreement of the hearing counsel, or in a reconvened hearing. 

Actions by the DEDM on the Recommendations (I) 

Upon receipt of the findings and recommendation from the hearing official, and the record, 
the DEDM at his or her discretion may return the record for further proceedings by the hearing 
official with respect to specific matters designated by the DEDM. (1) 

If no further proceedings are necessary, upon receipt of the findings and the recommendation 
by the hearing official, the DEDM, on the basis of the record accompanied by all findings and 
recommendations, shall make a final determination on whether the individual is eligible for 
unescorted access to nuclear power facilities, for access to unclassified SGI, or for access to 
sensitive NRC information technology systems and data. (2) 

well as the unfavorable information concerning the individual. (3) 
I In making his or her determination, the DEDM shall give due consideration to the favorable as 

In the event of an adverse determination, the DEDM shall promptly notify the individual of his 
or her final decision concerning the individual’s eligibility and of his or her findings with 
respect to each charge contained in the statement of charges. (4) 

In the event of a favorable determination, the DEDM shall promptly notify the individual. (5) 
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Exhibit 2 
Format for a Request for a 

Preappointment Investigation Waiver 

MEMORANDUM TO: , Director 
Office of Human Resources 

FROM: (Requesting Office Director or Regional Administrator) 

SUBJECT: AUTHORITY TO APPROVE THE EMPLOYMENT OF 
AN INDIVIDUAL BEFORE COMPLETION OF THE 
REQUIRED INVESTIGATION AND REPORT WHEN 
ACCESS TO CLASSIFIED MATTER IS NOT INVOLVED 

This relates to the authority vested in the Deputy Executive Director for Management Services 
(DEDM) for approving employment of an NRC applicant before the completion of the 
required investigation when access to classified matter will not initially be required. 

I request DEDM approval to employ the following individual(s)  before the completion of the 
security investigation and report required by Section 145b of the Atomic Energy Act of 1954, as 
amended. The individual(s)  has/have been selected to fill the position(s) indicated. Favorable 
preemployment checks have been conducted. 

(Name (s)) (Position(s))

I 
(Provide adequate justification for each request. Justification should not be standardized and 
should detail why a serious delay or interference to an NRC operation or program will result if 
the request is not approved. Note: If the request involves interim unescorted access to nuclear 
power plants for inspectors and resident clerical aides or a recommendation for waiving 
personnel reference checks for NRC consultants or experts, it should be clearly stated in the 
justification.) 

Administrative controls will be established to ensure that (the individual(s)) will not have 
access to National Security Information or Restricted Data until he/she/they  is/are granted an 
access authorization by the Division of Facilities and Security, Office of Administration. 
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Exhibit 3 
Preemployment Screening and Section 145b Processing 

Procedures for NRC Applicants 

The headquarters Human Resources (HR) specialist or the Regional HR Officer will-(A) 

0 Obtain security forms from the selectee (1) 

0 Ensure that character and employment reference checks covering the required number of 
years are conducted in accordance with the standard operating procedures of Exhibit 4 to 
this handbook (2) 

0 Evaluate and certify the acceptability of the character and employment reference 
checks (3) 

The required documentation for all acceptable packages (consisting of the Standard Form 86, 
Parts 1 and 2; two fingerprint charts; and NRC Form E- 1,176 and 354) will be forwarded to 
the Division of Facilities and Security (DFS), Office of Administration. This documentation 
will include the memorandum requesting a preappointment waiver and certifying need by the 
regional administrator, the office director, or the deputy office director, pursuant to 
Section 145b  of the Atomic Energy Act of 1954, as amended. (B) 

I 

Upon receipt of the Section 145b package, DFS will-(C) 

Request the Office of Personnel Management to conduct a National Crime Information 
Center (NCIC) check on the selectee (1) 

0 Conduct an online computer credit check of the selectee (2) 

If deemed necessary, telephonically conduct a security assurance interview with the 
selected applicant to discuss in detail the answers provided on the SF 86, as well as any 
other matters of security concern (3) 

0 Evaluate the eligibility of the applicant for a Section 145b employment waiver on the basis 
of a review of the final package and the results of the credit check, the NCIC check, and the 
security interview, if conducted, and recommend approval or disapproval (4) 
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Exhibit 4 
Standard Operating Procedures for Preemployment 

Screening of NRC Applicants 

I The headquarters Human Resources (HR) specialist or the Regional HR Officer will obtain a 
current Optional Form (OF) 612, Standard Form (SF) 171, or equivalent and security forms 
package (consisting of the SF 86, Parts 1 and 2; two fingerprint charts; and NRC Forms E- 1, 
I 176, and 354) from the selectee. The HR specialist or the Regional HR Officer will ensure that 

appropriate reference checks are conducted using the OF 612, SF 171, or equivalent and the 
SF 86, Part 1, as the source documents. (A) 

The reference checks will generally follow the format of NRC Form 212, “Qualifications 
Investigation,” plus additional requirements as indicated below. Questions  23, 24, 25, and 26 
must be asked of each source. Space is provided on the form for annotations and appropriate 
comments. Additional pages should be used as needed. (B) 

The following additional requirements apply: (C) 

All personnel conducting reference checks must be thoroughly familiar with the NRC 
Form 212 and reference check techniques. (1) 

Using the OF 612,  SF 171, or equivalent and the  SF  86, Part 1, as guides, identify employers 
for at least the past 5 years, where applicable. (2) 

0 On the basis of the answer to each item or question on NRC Form 212, ask as many 
followup questions as needed to develop a full response. (3) 

For applicants other than students being considered for temporary summer appointments, 
reference checks must cover at a minimum the last 5 years. For applicants who do not have 
5 years of employment experience, obtain, if possible, references from high school or 
college sources, as appropriate, to cover at least the past 5 years. For students being 
considered for temporary summer employment, conduct supervisory reference checks for 
all jobs held during the past 2 years, where applicable. For students who do not have 2 years 
of employment experience, obtain, if possible, references from school and other sources. In 
either case, at least two references are required. If any adverse employment or 
security-related information is noted or developed during processing, the student will be 
processed in accordance with the normal processing procedures. Summer employees other 
than students are subject to the normal processing procedures. (4) 

0 In all cases, verify dates of attendance at the educational institution, the highest 
educational level attained, and the type and year of degree. (5) 
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Exhibit 4 (continued) 

Standard Operating Procedures for Preemployment 
Screening of NRC Applicants (continued) 

0 To supplement the education and employment history for applicants other than students 
being considered for summer employment, develop at least one additional source on the 
applicant (developed references are not required for students being considered for 
summer employment). This additional source must not be an individual listed on the 
OF 612, SF 171, or equivalent or the SF 86 or otherwise provided by the applicant. This 
source may be developed by asking employers or those responding to education questions 
if they can name anyone else who has personal knowledge of the applicant. Use NRC 
Form 212 to obtain the reference from the developed source. (6) 

The HR specialist or the Regional HR Officerwill review the results of all the reference checks 
to determine acceptability of the applicant. If either the HR specialist or the Regional HR 
Officer has any doubt as to the applicant’s acceptability, he or she must discuss whether to 
proceed with the selecting official. If the decision is to proceed with the applicant, the HR 
specialist or the Regional HR Officer will certify the acceptability of the Section 145b package 
and will send the complete security forms package, the Section 145b  request memorandum, all 
reference checks, and any other documentation normally required to DFS by overnight mail if 
from a region or by interoffice mail if from a headquarters office. (D) 

I 
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Exhibit 5 
Expedited Temporary Unescorted Access Approval for 

NRC Employees, Including Inspectors and 
Resident Clerical Aides 

The preemployment screening and processing procedures to meet Section 145b requirements 
for NRC applicants (Exhibit 3 of this handbook) will proceed as usual. The following steps, as 
applicable, are to be followed when temporary unescorted access is required: 

0 

I 

0 

0 

0 

The Regional Human Resources (HR) Officer will initiate processing of security forms 
from the selectee. The Regional HR Officer will immediately forward to Division of 
Facilities and Security (DFS), by overnight mail, an advance copy of Standard Form (SF) 
86, “Questionnaire for National Security Positions,” two fingerprint cards, and a copy of 
the Optional Form (OF) 612, SF 171, or equivalent completed by the individual. (1) 

Upon receipt of these forms, DFS will conduct a National Crime Information Center 
(NCIC) check and the required online credit checks. The credit and NCIC checks must be 
completed before unescorted access is granted. (2) 

Upon the Regional HR Officer’s completion and evaluation of character and employment 
reference checks on the selectee, the Regional HR Officer will forward the results of these 
checks to HR via overnight mail. If the Regional HR Officer has been delegated the 
authority to submit the documentation directly to DFS by the Director, HR, the Regional 
HR Officer may make and certify the acceptability of reference checks in accordance with 
paragraph (5) of this exhibit. The original security forms on the selected applicant, the 
memorandum requesting a preappointment waiver and certifying need for immediate 
employment by the regional administrator or the deputy pursuant to Section 145b, and all 
other documentation normally required also will be forwarded if it has not already been 
submitted. (3) 

The regional administrator will document the need for an additional security interview by 
DFS for temporary unescorted access to the protected or vital areas of a nuclear power plant, 
pending the grant of an NRC security clearance. (4) 

HR will evaluate the acceptability of character and employment reference checks and will 
forward the acceptable packages to DFS. (5) 

Upon receipt of the final acceptable package from HR, DFS will conduct a security 
assurance interview by telephone with the selected applicant to discuss in detail the 
answers provided on the SF 86, as well as any other matters of security concern. DFS will 
then evaluate the applicant based on a review of the final package and the results of the 
credit check, the NCIC check, and the security interview. DFS will advise the regional 
administrator of its “no objection” or “objection” to the approval of temporary 
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Exhibit 5 (continued) 

Expedited Temporary Unescorted Access Approval for 
NRC Employees, Including Inspectors and 

Resident Clerical Aides (continued) 

unescorted access, pending the grant of the security clearance. DFS must be provided with 
a copy of the regional administrator’s final decision. (6) 

0 DFS will advise the regional office and HR when DFS receives any significant adverse 
information on an individual who is on board or being processed that raises immediate 
security concerns. DFS will recommend to the regional administrator whether temporary 
unescorted access approval, if access has been granted, should be rescinded pending the 
resolution of security concerns under the provisions of 10 CFR Part 10. The regional 
administrator will decide whether temporary unescorted access approval should be 
rescinded and shall notify DFS of the decision. (7) 
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Exhibit 6
"Q" and "L" Reinvestigation Program Requirements 

“Q” and Sensitive Compartmented Information (SCI)
Reinvestigation Requirements (I)
For employees, consultants experts, panel members, former senior NRC officials, contractors and agents
of the NRC, and congressional staff members-

0 Each individual to be reinvestigated shall submit a new Questionnaire for National Security
Positions (QSP, Standard Form 86) and related forms, including an NRC
Form 176, “Security Acknowledgment.” These forms will be the basis for an investigation
as specified below. (1)

0 An OPM single-scope background investigation periodic reinvestigation (SSBI--PR)
will be conducted for “Q” and SCI cleared individuals other than the Chairman,
Commissioners, and the Inspector General who are subject to an FBI (re)investigation
in connection with their presidential appointment. (2)

0 Further investigative coverage may be undertaken on a case-by-case basis if the
scheduled coverage is insufficient to obtain the required information. (3)

"L" Reinvestigation Program Requirements (II) 
Each  individual to be investigated shall submit a new QSP and related forms, including an NRC Form
176, “Security Acknowledgment.”  These forms will be the basis for an investigation as follows:

 0 A national agency check with law and credit (NACLC) shall be conducted. The
investigation may be expanded as necessary to determine if access is clearly consistent
with national security. (1) 

0 Further investigative coverage may be undertaken on a case-by-case basis if the
scheduled coverage is insufficient to obtain the required information (2)

0 Although not normally required for “Q” or "L" reinvestigations, a new set of
fingerprint cards may be requested on a case-by-case basis. (3)
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Exhibit 7 
Procedures for the Conduct of Hearings 

Under 5 U.S.C. 7532 
Purpose of the Procedures (A) 

The procedures set forth below are established for the conduct of hearings pursuant to 
5 U.S.C. 7532 to determine whether an individual’s continued employment with the NRC is 
clearly consistent with the national security. Guidance is provided in 10 CFR 10.10 and 10.11 as 
to the types of information that raise questions concerning the consistency of an individual’s 
employment and the national security. 

Notification to Individual of Hearing (B) 

A notification letter providing the date, hour, and place of the hearing and the identity of the 
hearing official will be presented to each individual who has requested a hearing. Where 
practicable, this letter will be presented to the individual in person at least 10 days in advance 
of the hearing, which will be scheduled with due regard for the convenience and necessity of the 
parties. The letter will be accompanied by a copy of these procedures and other administrative 
instructions, as necessary. (1) 

The individual will have the right to appear personally before the hearing official and present 
evidence in his or her behalf through witnesses or by document or both, and may call, examine, 
and cross-examine witnesses. The individual may be present during the hearing to the extent 
permitted by national security concerns. The individual may be accompanied, represented, 
and advised by counsel or other representatives of his or her own choosing. In this case, the 
I individual shall file with the Deputy Executive Director for Management Services (DEDM) a 

document designating the attorney or representative and authorizing him or her to receive all 
correspondence pertaining to the hearing. (2) 

NRC Hearing Counsel (C) 

The NRC hearing counsel assigned shall, before the scheduling of the hearing, review the 
information in the case and shall request the presence of witnesses and the production of 
documents and other physical evidence relied upon in suspending the individual pursuant to 
the provisions of 5 U.S.C. 7532. When the presence of a witness and the production of 
documents and other physical evidence are deemed by the hearing counsel to be necessary or 
desirable for a determination of the issues, the Director, Division of Facilities and Security 
(DFS), Office of Administration, shall make arrangements for the production of this evidence 
and for the witnesses to appear at the hearing by subpoena or by other means. (1) 

The hearing counsel is authorized to communicate directly with the individual’s counsel or 
representative, or the individual if the individual is not so represented, for purposes of 
mutually agreeing upon arrangements for expeditious hearing of the case. (2) 
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Exhibit 7 (continued) 

Procedures for the Conduct of Hearings 
Under 5 U.S.C. 7532 (continued) 

NRC Hearing Counsel (C) (continued) 

The individual is responsible for producing witnesses in his or her own behalf and presenting 
other evidence before the hearing official to support his or her position. The hearing counsel 
may at his or her discretion request the Director, DFS, to arrange for the issuance of subpoenas 
for witnesses to attend the hearing in the individual’s behalf or for the production of specific 
documents or other physical evidence, provided the necessity for this assistance has been 
shown. (3) 

Appointment of Hearing Official (D) 

The NRC shall appoint a hearing official from a list of qualified attorneys possessing the 
highest degree of integrity, ability, and good judgment. To qualify, an attorney must have an 
NRC "Q" access authorization. No hearing official will be selected who has knowledge of the 
case or of any information relevant to the disposition of the case, or who for any reason would 
be unable to issue a fair and unbiased recommendation. 

Prehearing Proceedings (E) 

Before the hearing, the hearing official will be furnished the record in the case, consisting of 
the statement of charges and any associated  amendment(s), the request for the hearing and the 
notice of hearing if it has been issued, and any agreements between the individual and the 
hearing counsel. (1) 

The parties will be notified by the hearing official at least 10 days in advance of the hearing of 
the date, hour, and place of the hearing. The hearing official may order postponements or 
continuances from time to time for good cause shown. If, after due notice, the individual fails to 
appear at the hearing, or appears but is not prepared to proceed, the hearing official shall, 
unless good cause is shown, return the case to the DEDM who shall make the final 
determination on the basis of the information in the NRC's possession. (2) 

Conduct of Hearing (F) 

The hearing official shall conduct the hearing in an orderly, impartial, and decorous manner. 
Technical rules of evidence may be relaxed so that a full evidentiary record may be made based 
on all material and relevant facts. (1) 
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Exhibit 7 (continued) 

Procedures for the Conduct of Hearings 
Under 5 U.S.C. 7532 (continued) 

Conduct of Hearing (F) (continued) 

The proceedings will be open only to duly authorized NRC staff representatives, the 
individual, his or her counsel or representative, and those persons as may be officially 
authorized by the hearing official. Witnesses shall not testify in the presence of other witnesses 
except that the hearing official may, at his or her discretion, allow for expert witnesses to be 
present during testimony relevant to their own testimony. (2) 

Witnesses, including the individual, shall be examined under oath or affirmation by the party 
who called them and may be cross-examined by the other party. The hearing official will rule 
on all evidentiary matters, may further examine any witness, and may call for additional 
witnesses or the production of documentary or other physical evidence if, in the exercise of his 
or her discretion, this additional evidence is deemed necessary to the resolution of an issue. (3) 

If it appears during the hearing that Restricted Data or National Security Information may be 
disclosed, the hearing official shall ensure that disclosure is made only to persons authorized to 
receive it. (4) 

The hearing official may permit the hearing counsel to amend the statement of charges to add 
or modify charges to be considered at any time during the hearing. In the event of such an 
amendment, the individual shall be given an opportunity to answer the amended charges. If the 
changes are of such a substantial nature that the individual cannot answer the amended 
charges without additional time, the hearing official shall grant such additional time as he or 
she deems necessary. (5) 

The hearing official may receive and consider evidence in the form of depositions or responses 
to interrogatories upon a showing that the witness is not available for good reason, such as 
death, serious illness, or similar cause, or in the form of deposition, interrogatories, affidavits, 
or statements with agreement of the parties. The hearing official may take official notice at any 
stage of the proceeding, where appropriate, of any fact not subject to reasonable dispute in that 
it is either generally known within the United States or capable of accurate and ready 
determination by resorting to sources whose accuracy cannot reasonably be questioned. A 
party is entitled, upon timely request, to an opportunity to be heard as to the propriety of taking 
such official notice. In the absence of prior notification, the request maybe made after notice is 
taken. (6) 
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Exhibit 7 (continued) 

Procedures for the Conduct of Hearings 
Under 5 U.S.C. 7532 (continued) 

Conduct of Hearing (F) (continued) 

Records provided by investigative agencies that were compiled as a regular or routine 
procedure by the business or agency from which obtained, or other physical evidence other 
than investigative reports, may be received and considered subject to rebuttal without 
authenticating witnesses, provided that the investigative agency furnished this information to 
the NRC pursuant to its responsibilities in connection with assisting the NRC in determining 
the individual’s eligibility for reinstatement consistent with the national security. (7) 

Records compiled in the regular course of business, or other physical evidence other than 
investigative reports, relating to a controverted issue that, because they are classified, may not 
be inspected by the individual, may be received and considered, provided-(8) 

I 0 

I 0 

The DEDM has made a determination that the records or other physical evidence appears 
to be material. (a) 

The DEDM has made a determination that failure to receive and consider the records or 
other physical evidence would, in view of the fact that access authorization and/or 
employment clearance is being sought, be substantially harmful to the national security. (b) 

0 To the extent that national security permits, a summary or description of the records or 
other physical evidence is made available to the individual. In every such case, information 
as to the authenticity and accuracy of the physical evidence furnished by the investigative 
agency must be considered. (c) 

Whenever informationis made part of the recordunder Section (F)(7) or (8) of this exhibit, the 
record must contain certification evidencing that the required determinations have been 
made. (9) 

If the hearing official determines that additional investigation of any material information is 
required, he or she shall request in writing  that the Director, DFS, arrange for the investigation 
and shall specify those issues upon which more evidence is requested and identify, where 
possible, any persons or sources that might provide the evidence sought. (10) 

A written transcript of the entire proceeding shall be made by a person possessing appropriate 
NRC access authorization and/or employment clearance and, except for portions containing 
Restricted Data or National Security Information, or other lawfully withholdable information, 
a copy of this transcript shall be furnished the individual without cost. (11) 
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Exhibit 7 (continued) 

Procedures for the Conduct of Hearings 
Under 5 U.S.C. 7532 (continued) 

Recommendation of the Hearing Official (G) 

The hearing official’s findings and recommendation shall be based upon the entire record 
consisting of the transcript of the hearing, the documentary and other evidence adduced 
therein, and the statement of charges and any associated amendment and answer. The hearing 
official also shall consider the circumstances of the receipt of evidence and the nature and 
sensitivity of the job the individual was performing. (1) 

The hearing official shall make specific findings on each charge in the statement of charges, 
including the reasons for his or her findings, and shall make a recommendation as to the action 
that should be taken in the case. (2) 

The hearing official’s recommendation shall be predicated upon his or her findings. If, after 
considering all the factors, the hearing official is of the opinion that the individual has clearly 
demonstrated that reinstating his or her access authorization and/or employment clearance, or 
reinstatement of employment will not endanger the national security, a favorable 
recommendation must be made; otherwise, an adverse recommendation must be made. (3) 

The hearing official shall submit his or her findings and recommendation in a signed report 
I with the record of the case to the DEDM as soon as possible. (4) 

The hearing official shall not consider the possible impact of the loss of the individual’s services 
upon the NRC program. (5)  

New Evidence (H) 

After the close of the hearing, in the event the individual discovers new evidence not previously 
available or known to him or her, the individual may petition the hearing official if the hearing 
official’s recommendation has not yet been issued, or thereafter, the DEDM to reopen the 
record to receive that evidence. If the hearing official or the DEDM, respectively, deems it 
material and appropriate, the record may be reopened to accept the evidence either by 
stipulation, with the agreement of the hearing counsel, or in a reconvened hearing. 
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Exhibit 7 (continued) 

Procedures for the Conduct of Hearings 
Under 5 U.S.C. 7532 (continued) 

Actions by the DEDM on the Recommendations (I) 

Upon receipt of the findings and recommendation from the hearing official, and the record, 
the DEDM at his or her discretion may return the record for further proceedings by the hearing I official with respect to specific matters designated by the DEDM. (1) 

If no further proceedings are necessary, upon receipt of the findings and the recommendation 
 by the hearing official, the DEDM, on the basis of the record accompanied by all findings and 

recommendations, shall make a final determination whether the individual will be reinstated 
or removed in the interest of national security. (2)  

In making the determination as to whether the individual will be reinstated or removed in the 
interest of national security, the DEDM shall give due recognition to the favorable as well as 
the unfavorable information concerning the individual. (3) 

In the event of an adverse determination, the DEDM shall promptly notify the individual of his 
or her final decision to remove that individual in the interest of national security and of his or 
her findings with respect to each charge contained in the statement of charges. (4) 

I In the event of a favorable determination, the DEDM shall promptly notify the individual. (5)  
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Policy 
(12.4-01) 

It is the policy of the U.S. Nuclear Regulatory Commission that all 
classified or sensitive unclassified information transmitted on 
telecommunications systems that are under the security jurisdiction of 
the NRC be protected as required by law. 

0 bj ec t ive s 
(12.4-02) 

0 To safeguard the following information that is communicated on 
telecommunications systems. (021) 

- National Security Information (a) 

- Restricted Data and formerly Restricted Data (b) 

- Sensitive unclassified information (c) 

Privacy information (i) 
0 Proprietary Information (ii) 
0 Safeguards Information (iii) 

- Other sensitive information as defined by the Computer 
Security Act of 1987 (d) 

0 To safeguard classified or sensitive unclassified information 
communicated over telecommunications systems that prepare, 
transmit, communicate, or process the information (writing, 
images, sounds, or other data) by electrical, electromagnetic, 
electromechanical, electro-optical, or electronic means, using 
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Objectives 
(12.4-02) (continued) 

media such as twisted pair cable, coaxial cable, fiber optic cable, 
microwave, or satellite. These telecommunications systems 
include, but are not limited to, the following: (022) 

- Telephones (a) 

- Facsimiles (b) 

- Radios (c) 

- Video and video-teleconferencing systems (d) 

- Networks (i.e., local area network and wide area network) (e) 

- Other data transmission systems ( f )

Organizational Responsibilities and 
Delegations of Authority 
(12.4-03) 

Deputy Executive Director for 
Management Services (DEDM) 
(031) 

0 Acts as the Senior Agency Official for issues involving classified 
information. (a) 

0 Authorizes, directly or by designee, exceptions to or deviations 
from this directive within the limitations of authority set by law and 
Federal regulation. (b)

Chief Information Officer (CIO) 
(032)

0 Reviews and approves, in conjunction with the Division of Facilities 
and Security (DFS), Office of Administration, security proposals 
and plans originated by NRC offices, licensees, certificate holders, 
and contractors, for telecommunications systems, facilities, and 
communication centers to be used for communicating classified or 
sensitive unclassified information. (a) 
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Chief Information Officer (CIO) 
(032) (continued) 

0 

0 

0 

0 

0 

Reviews and concurs in feasibility studies for requested new NRC 
telecommunications systems that will communicate classified or 
sensitive unclassified information. (b) 

Reviews  information  copies of facility security surveys  conducted  by 
DFS on non-network systems that handle classified or sensitive 
unclassified infomation; acts on specific recommendations in 
accordance with Handbook 12.4. (c) 

Provides engineering design services for all cryptographic and 
related terminal equipment that interfaces with common carrier 
circuitry; orders the installation of this equipment. (d) 

Reviews, comments, and concurs in documents of the National 
Security Telecommunications and Information Systems Security 
Committee (NSTISSC). (e) 

Appoints an observer to the Subcommittee on Information Systems 
Security. (f) 

Provides technical support and installation of high-speed data lines, 
as needed. (g) 

Office Directors and 
Regional Administrators 
(033) 

0 Specify, budget, order, install, move, test, and maintain 
telecommunication systems under their jurisdiction and arranges 
for appropriate training of personnel. (a) 

0 Ensure that all secure telecommunications systems operated by 
NRC or NRC contractors comply with this directive and handbook 
to safeguard classified or sensitive unclassified information. (b) 

Director, Division of Facilities and Security (DFS), 
Office of Administration (ADM) 
(034) 

0 Ensures that classified or sensitive unclassified information 
processed by systems used by NRC headquarters and regional 
offices is safeguarded. (a) 

Approved: January 21,1998 
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Director, Division of Facilities and Security (DFS), 
Office of Administration (ADM) 
(034) (continued) 

Reviews and approves NRC security proposals and plans, contracts, 
and interagency agreements involving classified or sensitive 
unclassified information; conducts feasibility studies and issues 
security requirements for systems that communicate classified or 
sensitive unclassified information. (b) 

Conducts system security surveys and provides followup
recommendations to ensure compliance with security policies for 
non-network systems that handle classified or sensitive unclassified 
information. (c) 

Serves as the observer to NSTISSC and observer to the NSTISSC 
Subcommittee on Telecommunications Security. (d) 

Serves as the NRC representative to the National Security Agency 
for all matters relating to communications security (COMSEC), 
such as COMSEC accounting, COMSEC training, and the Central 
Office of Record. (e) 

Serves as the Command Authority for the secure telephone unit and 
secure terminal equipment; appoints user representatives for NRC 
and specifies key ordering privileges. ( f )

Manages and operates the Secure Communications Center, 
including budgeting, ordering, installing, moving, testing, and 
maintaining telecommunications systems. (g) 

Specifies, budgets, orders, installs, moves, tests, and maintains 
agency infrastructure components, including NRC headquarters 
telecommunications systems that communicate classified or 
sensitive unclassified information; trains or arranges training for 
personnel on these systems; originates statements of work, work 
orders, and requests for procurement action. (h) 

Approves all purchase requests from NRC regions for 
telecommunications systems that transmit classified or sensitive 
unclassified information. (i) 

Coordinates services performed by the General Services 
Administration or other contractors, including issuing necessary 
budget documents and work orders for cryptographic, red/black 
wiring, and installation for telecommunications systems that 
process classified information. (j) 
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Director, Division of Facilities and Security (DFS), 
Office of Administration (ADM) 
(034) (continued) 

0 Ensures, through proper coordination with the Personnel Security 
Branch, that all individuals designated to participate in the design, 
planning, operation, or maintenance of NRC telecommunications 
systems, or centers that communicate classified or sensitive 
unclassified information, are properly screened and eligible for 
access to this information or these systems before this access is 
granted. (k) 
Ensures the adequacy of the security requirements included in 
contracts, interagency agreements, and designs for NRC 
telecommunications systems that handle classified or sensitive 
unclassified information. (1) 
Determines requirements for cryptographic equipment and defines 
specifications for the acquisition and implementation of automated 
information equipment or systems that process or produce 
classified or sensitive unclassified information. (m) 
Ensures that any construction, expansion, or restack of NRC areas 
or facilities having or requiring telecommunications systems, is 
coordinated with Office of the CIO (OCIO) during both planning 
and installation phases. (n) 

Director, Division of Contracts and 
Property Management (DCPM), ADM 
(035) 

0 Ensures that all Federal and NRC requirements for the protection 
of classified or sensitive unclassified information are provided in 
solicitations and contracts. (a) 

0 Ensures that redistribution, destruction, and disposal of NRC 
telecommunications systems that have been used to process 
classified or sensitive unclassified information, is coordinated 
through OCIO and DFS before release. (b) 

Associate Director for Training and 
Development, Office of Human Resources (HR) 
(036) 

0 Assists in the development and delivery of appropriate security 
training programs for NRC personnel who work on NRC 
telecommunications systems, as requested. (a) 
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Associate Director for Training and 
Development, Office of Human Resources (HR) 
(036) (continued) 

0 Provides other security-related training, as requested. (b) 

0 Ensures the inclusion of a security briefing in the initial orientation 
of new employees. (c) 

Applicability 
(12.4 - 04) 

The policy and guidance in this directive and handbook apply to all 
NRC employees, consultants, experts, panel members, contractors, 
and subcontractors who transmit classified or sensitive unclassified 
information on telecommunications systems that are under the 
jurisdiction of NRC, including those performing work for the NRC 
pursuant to interagency agreements, memoranda of understanding, or 
financial assistance programs. This directive does not apply to NRC 
licensees or certificate holders. 

Handbook 
( 12.4 - 05) 

Procedures and guidelines for implementation of the telecommunica- 
tions systems security program are contained in Handbook 12.4. 

References 
(12.4-06) 

Computer Security Act of 1987, Pub. L. 100-235. 

Management Directive 3.2, “Privacy Act.” 

- 12.1, “NRC Facility Security Program.” 

- 12.2, “NRC Classified Information Security Program.” 

- 12.3, “NRC Personnel Security Program.” 

- 12.5, “NRC Automated Information Systems Security Program.” 

- 12.6, “NRC Sensitive Unclassified Information Security Program.” 
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References 
(12.4-06) (continued) 

National Security Agency (NSA), * Electronic Key Management 
System (EKMS) 702.01, "STU-III Key Management Plan,” and 
supplements. 

-, Manual 90-2, “COMSEC Material and Control Manual.” 

National Security Decision Directive 145, “National Policy on 
Telecommunications and Automated Information Systems Security.” 

National Security Telecommunications and Information Systems 
Security (NSTISSI),* * No. 4001, “Controlled Cryptographic Items.” 

-, No. 4005, “Safeguarding COMSEC Facilities and Material.” 

Office of Management and Budget Circular A-130, “Management of 
Federal Information Resources.” 

National Security Telecommunications and Information Systems 
Security Advisory Memorandum TEMPEST 2-95, “Guidelines for 
Facility Design and Red/Black Installation,” dated November 1,1995. 

* 

** 

Copies of NSA documents are available to all NRC personnel assigned 
COMSEC responsibilities, or upon written request to the Director, DFS. 
Contact the Chief, INFOSEC, for a copy of NSTISSI documents. 
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Part I 
Introduction 

This handbook contains the procedures for planning, implementing, 
maintaining, and monitoring the security of NRC contractor and NRC 
telecommunications systems that communicate classified and sensitive 
unclassified information. It does not address traditional computer 
security or physical security issues except when they are directly related 
to the protection of information during processing or transmission. 
This handbook is intended for use in combination with other 
management directives and handbooks, and in conjunction with 
National Security Telecommunications and Information Systems 
Security (NSTISS) publications, National Security Agency (NSA) 
Communications Security (COMSEC) publications, and NRC 
policies. (A) 

A list of the Federal authorities involved with telecommunications 
systems security is given below. (B) 
0 National Security Council/Policy Coordinating Committee 

(NSC/PCC) for National Security Telecommunications and 
Information Systems (1) 
This committee consists of the Secretary of State, the Secretary of 
the Treasury, the Attorney General, the Secretary of Energy, the 
Secretary of Commerce, the Director of Central Intelligence, the 
Assistant Director for National Security Affairs, the Director of the 
Office of Management and Budget, the Senior Director for 
Defense Policy and Arms Policy of the NSC, and is chaired by the 
Assistant Secretary of Defense (Command, Control, 
Communications, and Intelligence). The National Manager for 
NSTISS participates as an observer. 

0 The National Security Telecommunications and Information 
Systems Security Committee (NSTISSC) (2) 
This committee is established to operate under the guidance of the 
NSC/PCC for National Security Telecommunications and 
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Information Systems to consider technical matters and develop 
operating policies, procedures, guidelines, instructions, and 
standards as necessary to implement the provisions of the directive 
entitled “National Policy for the Security of National Security 
Telecommunications and Information Systems.” The NRC is a 
non-voting member of this committee. 

Executive Agent of the Government for National Security 
Telecommunications and Information Systems Security (3) 

The Secretary of Defense is the Executive Agent of the 
Government for NSTISS and is responsible for implementing, 
under his signature, the policies developed by the NSTISSC. 
National Manager for National Security Telecommunications and 
Information Systems Security (4) 

The Director, NSA, is designated the National Manager for 
NSTISS. The NSA prescribes or approves all cryptographic systems 
and techniques used by or on behalf of the U.S. Government. These 
responsibilities include, but are not limited to: 

- Conducting, approving, or endorsing research and 
development of techniques and equipment to secure national 
security systems (a) 

- Reviewing and approving all standards, techniques, systems, 
and equipment related to the security of national security 
systems (b) 

- Prescribing the minimum standards, methods, and procedures 
for protecting cryptographic and other technical security 
material, techniques, and information related to national 
security systems (c) 
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Part II
Security of Telecommunications 

Communications Security (COMSEC) (A) 

General (1) 

Communications security is the protection of information while it is 
being transmitted by telephone, cable, microwave, satellite, or any 
other means. It includes cryptographic security, transmission security, 
emission security, and physical security of COMSEC material. 
COMSEC is a program that certifies cryptographic and other 
communications security products. 

Sensitivity of COMSEC Information (2) 

COMSEC information is considered especially sensitive because of the 
need to safeguard U.S. cryptographic principles, methods, and 
material against exploitation. 

COMSEC Material and Equipment (3) 

COMSEC material and equipment are items designed to secure or 
authenticate telecommunications. This includes, but is not limited to, 
keys, equipment, devices, documents, firmware or software that 
embodies or describes cryptographic logic or performs COMSEC 
functions. Information and material that are designated and marked 
are made available only to appropriately cleared personnel who have a 
legitimate need-to-know. COMSEC material and equipment are 
issued to and transferred only between COMSEC accounts. If further 
distribution is required, COMSEC custodians or alternates will issue 
the material or equipment on temporary “hand receipts.” Hand 
receipts must be reissued every 6 months by the COMSEC custodian. 
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Communications Security (COMSEC) (A) (continued) 

Control of COMSEC Material (4) 

NRC COMSEC material will be controlled in accordance with current 
National Security Telecommunications and Information Systems 
Security (NSTISS) directives. COMSEC material consists of aids, 
equipment, components, and devices that are identifiable by the 
National Security Agency (NSA) telecommunications security 
nomenclature system. (a) 

The NRC follows the NSA COMSEC accounting policies and 
procedures as prescribed in NSA Manual 90-2, “COMSEC Material 
and Control Manual,” and Electronic Key Management System 
(EKMS) 702.01, "STU-III Key Management Plan.” Copies of the 
above manuals are available to all NRC personnel assigned COMSEC 
responsibilities, or upon written request to the Director, DFS. (b) 

Controlled Cryptographic Items (CCI) (5) 

Controlled cryptographic items are secure telecommunications or 
information handling equipment or associated cryptographic 
components that are unclassified but governed by a special set of 
control requirements determined by the NSA. These items are marked 
“Controlled Cryptographic Item,” or “CCI.” CCI items are accounted 
for and controlled through the NSA COMSEC material control system 
(CMCS). 

Other Materials (6) 

Materials such as COMSEC instructional documents, COMSEC 
equipment operating and maintenance manuals, cryptographic 

 ancillary material, are not cryptographic in scope, and are not marked 
“CRYPTO” or subject to the special safeguards required for 
information bearing that marking. However, for logistical control 
purposes, and as an identification aid to communications personnel, 
"non-crypto" COMSEC materials essential to secure communications 
are issued and transferred through the CMCS and made available only 
on a need-to-know basis. (a) 
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Communications Security (COMSEC) (A)(continued) 

Other Materials (6) (continued) 

Materials such as correspondence, messages, or publications, that are 
related to secure communications operations, but do not contain 
cryptographic information, are handled in accordance with the 
material classification or marking. Generally, all materials that 
mention or describe NRC secure communications facilities, 
operations, or capabilities, or that use short title designations of 
COMSEC material, require the minimum designation of “Official 
Use Only.” (b) 

Access to Cryptographic and COMSEC Information (7) 

Certain U.S. classified cryptographic and/or COMSEC information, 
the loss of which could cause serious or exceptionally grave damage to 
U.S. national security, requires special access controls. An individual 
may be granted access to U.S. classified cryptographic information or 
COMSEC information, only if that individual- 

Is a U.S. citizen (a) 

Is an employee of the U.S. Government, is a U.S. Government- 
cleared contractor or employee of such contractor, licensee, 
certificate holder, or is employed as a U.S. Government 
representative (including consultants of the U.S. Government) (b) 

Possesses a security clearance appropriate to the classification level 
of the U.S. cryptographic information or COMSEC information to 
be accessed (c) 
Possesses  a valid need-to-know as determined necessary to perform 
duties for, or on behalf of, the U.S. Government (d) 

Receives a security briefing appropriate to the U.S. cryptographic 
information or COMSEC information to be accessed (e) 

Acknowledges the granting of access by signing a cryptographic 
access or COMSEC access certificate ( f )

Approved: January 21, 1998 
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Communications Security (COMSEC) (A) (continued) 

NRC Contractor COMSEC Authorizations (8) 

Managers shall obtain Division of Facilities and Security (DFS), Office 
of Administration, authorization for either—(a) 
0 The release of operational COMSEC material to contractors, 

licensees, or certificate holders, for the purpose of transmitting 
classified information or data (i) 

0 The use of contractor personnel to install, maintain, or operate a 
secure communications facility for NRC (ii) 

Managers also shall advise DFS of the start and termination of the 
actual use of such authorizations. (b) 

COMSEC Functional Designations and Responsibilities (9) 

COMSEC Control Officer (a) 

The Chief, Information Security Branch (INFOSEC), DFS, is the 
COMSEC Control Officer for the agency and is responsible for the 
operation of the NRC Central Office of Record (COR) and for 
specifying control criteria for all COMSEC material. 

Central Office of Record (b) 

COR performs oversight of all NRC COMSEC accounts. COR 
coordinates all COMSEC activities with the National Security Agency 
(NSA) for NRC, particularly the accounting of all COMSEC 
material. (i) 

COR periodically inspects all NRC COMSEC accounts. The Director, 
DFS, will send the cognizant organization any deficiency reports 
resulting from the inspection. The cognizant organization is 
responsible for correcting any deficiencies, just as it would implement 
recommendations from other security surveys or inspections. (ii) 

The requirement to audit the NRC COR is vested in the NSA. NSA 
conducts these audits periodically and directs any resulting deficiency 
reports to the Director, DFS, for correction. NSA may audit individual 
COMSEC accounts at any time and provide resulting audit reports to 
the individual COMSEC accounts, with copies of deficiency reports to 
COR. (iii) 
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Communications Security (COMSEC) (A) (continued) 

COMSEC Functional Designations and Responsibilities (9) 
(continued) 

STU-III Command Authority (c) 

The STU-III Command Authority is responsible for appointing, 
adding, deleting, or making changes to information regarding user 
representatives and their key ordering privileges. In most cases, user 
representatives are COMSEC custodians and alternates who order 
STU-III keying material for the secure telephones. 

COMSEC Custodian (d) 

The NRC currently has five COMSEC accounts, located at 
headquarters and each regional office. Each account has a primary 
custodian and 1 to 2 alternate custodians. COMSEC custodian duties 
include the receipt, transfer, accounting, safeguarding, and destruction 
of all COMSEC material assigned to the custodian’s specific account. 
Managers shall nominate candidates in writing to the Director, DFS, 
and provide the individual’s name, social security number (SSN), date 
of birth, place of birth, and security clearance or access authorization. 
COMSEC custodians must possess a “Q” clearance. The COR, after 
verification of clearance information, will appoint the COMSEC 
custodian in writing. Managers and candidates should be aware that 
there is a mandatory requirement for formal COMSEC custodian 
training upon assumption of COMSEC duties. When a change in 
custodian becomes necessary, the responsible manager shall submit a 
request for the change to the NRC COR at least 45 days in advance of 
the departure of the COMSEC custodian to allow for a 
change-of-custodian inventory to be conducted. If this is not possible, 
contact the COR for direction. 

Alternate COMSEC Custodian (e) 

Alternate COMSEC custodians assist the COMSEC custodian in the 
duties listed above. During periods when the COMSEC custodian is 
unavailable, the alternate custodian is authorized to perform these 
duties. Managers shall nominate candidates in writing to the Director, 
DFS and provide the individual’s name, SSN, date of birth, place of 
birth, and clearance access level. Alternate COMSEC custodians must 
possess a “Q” clearance. The COR, after verification of clearance 
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Communications Security (COMSEC) (A)(continued) 

COMSEC Functional Designations and Responsibilities (9) 
(continued) 

information, will appoint the Alternate COMSEC custodian in writing. 
Managers and candidates should be aware that there is a mandatory 
requirement for formal COMSEC custodian training upon assumption 
of COMSEC duties. 

Users ( f )

The individual user or holder of COMSEC material is personally 
responsible for the control and safeguarding of COMSEC material 
while it is entrusted to his or her care. 

Installation of COMSEC Equipment (10) 

Installation of Government-owned COMSEC equipment is subject to 
policies established by the National Security Telecommunications and 
Information Systems Security Committee (NSTISSC) and procedures 
set forth for the type of equipment involved. COMSEC equipment 
shall not be installed for new applications until all the following 
requirements have been met: 
0 Approved storage containers for the appropriate level of classified 

COMSEC material have been provided (a) 
0 The installation has been afforded the required physical safeguards 

and access controls (b) 
0 A security plan has been approved by Director, DFS (c)  

Acquisition of COMSEC Material (1 1) 

All accountable COMSEC material, with the exception of the keying 
material for the secure telephone unit-generation three (STU-III), 
shall be controlled through the COMSEC CMCS. STU-III keying 
material shall be controlled through the NSA key management system 
(KMS). Contact your COMSEC custodian or the NRC COR to obtain 
both COMSEC material and STU-III keying material. 

8 
Approved: January 21, 1998 
(Revised. December 8, 1999) 



Volume 12, Security 
NRC Telecommunications Systems Security Program 

Handbook 12.4 Part I I

Communications Security (COMSEC) (A)(continued) 

Releasing COMSEC Information to U.S. Contractors and Other 
Sources Outside the U.S. Government (12) 

It should be noted that the release of COMSEC and COMSEC-related 
information, such as National Security Telecommunications and 
Information Systems Security Instructions (NTISSI) and National 
Communications Security Instructions (NACSI), to U.S. contractors 
and other U.S. non-governmental personnel is generally restricted. 
Any release of NRC COMSEC material to U.S. contractors and other 
U.S. non-governmental sources must be approved in advance by the 
Director, DFS. 

Reporting COMSEC Insecurities (Incidents) (13) 

The immediate reporting of any incident that may have subjected 
accountable classified COMSEC information furnished to NRC 
COMSEC accounts to be compromised is essential to ensuring the 
continued integrity of the information itself and the communications 
media protecting the information. In almost all cases, timely reporting 
of compromises to DFS will minimize the effects of the violation or loss 
of the information. The longer the delay in reporting incidents of 
security interest, the more difficult it becomes to determine and 
minimize the effect on national security. (a) 

In reporting possible compromises to DFS and the NRC COR, the 
preferred mode of transmission is the STU-III, or successor 
equipment. When secure communications are not available, an 
unclassified report giving a brief unclassified description of the incident 
should be provided to DFS within 12 hours after discovery. After 
normal duty hours and on weekends and holidays, unclassified reports 
should be made to the Director, DFS, or the Chief, INFOSEC, through 
the NRC operator on 301-415-7000. (b) 

In all cases, telephonic reports will be followed up by written 
correspondence, classified if appropriate, to Director, DFS, and, if 
accountable, COMSEC material is involved, also to the NRC COR. A 
followup written report detailing initial investigative actions and 
results should be submitted within 72 hours, and a final written report 
should be submitted within 30 days. Complete details of the incident 
and investigation are essential to determining the impact and followup 
actions necessary to minimize the effects of a compromise or security 
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Communications Security (COMSEC) (A)(continued) 

Reporting COMSEC Insecurities (Incidents) (13) (continued) 

violation and to draw a reasonable conclusion on the basis of fact. Each 
written report of a security incident involving COMSEC information 
should contain, as a minimum-(c) 

Name and address of the COMSEC account (i) 
Designated COMSEC custodian for the COMSEC account and the 
custodian’s telephone number (ii) 
COMSEC account number (iii) 
Identification of the material involved (iv) 
Type of area control in effect (v) 
Description of the incident (vi) 
Personnel involved and their clearance levels (vii) 
Results of material inventory (viii) 
Investigative actions initiated and preliminary results (ix) 
Evaluation by the action officer of whether a compromise 
occurred (x) 
Actions taken to prevent recurrence of the incident (xi) 

Followup and final reports will be classified a minimum of 
“CONFIDENTIAL-NSI” and should be marked “DECLASSIFY on:
X1."

 

COMSEC Emergency Procedures (14) 

Each organization holding classified or CCI COMSEC material must 
maintain, a current, written emergency plan for the protection of this 
material during emergencies. NSTISSI 4004, “Routine Destruction 
and Emergency Protection of COMSEC Material,” dated March 11, 
1987, or successor editions, provides guidance and information. 
Contact the COR to obtain a copy of the current document, or if 
additional information is required. These plans should be included in 
standard operating procedures and also should be posted as a separate 
document where it can be referenced by personnel during an 
emergency situation. The COMSEC emergency plans are approved by 
the COR and reviewed during COMSEC audits. 
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Secure Telecommunications Facilities 
Requirements (B) 

Safeguarding COMSEC Facilities (1) 

NRC-approved COMSEC facilities used for communicating National 
Security Information or Restricted Data shall be safeguarded in 
accordance with NSTISS directives. (a) 

Cleared NRC personnel having a need-to-know, primarily as a result of 
their involvement in the supervision of the design, construction, or 
operation of an NRC COMSEC facility, may obtain copies of the 
applicable NSTISS directives upon written request to the Director, 
DFS. (b) 

Establishment of a Secure Telecommunications Facility (2) 

The feasibility and advisability of a secure telecommunications facility 
should first be established by preliminary communications with DFS. 
Once established, the NRC office requesting the telecommunications 
facility submits to DFS, for evaluation and approval, a security 
proposal for the facility, using the format provided in the exhibit of  this 
handbook. Refer to NSTISSI 4005, “Safeguarding COMSEC Facilities 
and Material,” for minimum requirements for the construction and 
safeguarding of secure telecommunications facilities. Contact the 
Chief, INFOSEC, for a copy of this document. (a) 

The proposal shall be developed only if a strong requirement exists for 
such a facility. Limitations on the number of secure facilities and the 
concentration of security measures at a centralized location is usually 
more prudent than creating multiple facilities. (b) 

For NRC offices, OCIO and DFS will provide certain essential 
information for the proposal upon request, for example, floor plans, 
cryptographic equipment selections, and alarm designs. (c) 

In each proposal, more detailed technical information may have to be 
elicited from the requesting office regarding the communicating 
techniques to be used. (d) 
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Secure Telecommunications Facilities 
Requirements (B) (continued) 

Establishment of a Secure Telecommunications Facility (2) 
(continued) 

When the security proposal is approved, it will become the facility 
communications security plan. It must be updated by the COMSEC 
Control Officer when modifications to the facility are proposed and 
must be resubmitted through the same process for approval. Copies of 
the plan, sound attenuation test reports, technical surveillance 
countermeasures (TSCM) reports, inspection reports, and TEMPEST 
test results, when required by NRC or other agencies, will be kept on 
file in DFS. (e) 

Classified information may be discussed or transmitted only over those 
secure systems the Director, DFS, has approved in writing. ( f )

If more than one type of telecommunications system is desired for a 
single communications center, the user organization must submit only 
one proposal to the OCIO. If a telecommunications center also is to 
include the telecommunication of data from automated information 
systems ( A I S ) ,  the proposal should be written to cover all systems. 
Both DFS and OCIO are involved in the development of the proposal 
and the approval process for NRC users. See the guidelines for security 
proposals for AIS systems contained in Management Directive 
(MD) 12.5, “NRC Automated Information Systems Security 
Program.” (g) 

Security Clearance for Installation, Maintenance, and 
Modification (3) 

The installation, maintenance, and modification of a secure 
communications facility presents an opportunity for hostile 
penetration that may not be present when an encrypted signal is used. 
Ideally, all maintenance personnel should possess a final government 
issued security clearance. Personnel without a final security clearance 
may be used, but must be under constant visual observation by 
technically qualified and cleared NRC or NRC contractor personnel. A 
technical inspection must be conducted prior to the transmission of 
classified information. Uncleared persons must not have access to 
classified data transmitted via the system. 
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Secure Telecommunications Facilities 
Requirements (B) (continued) 

Guidelines for Facility Design and Red/Black Installation (4) 

Secure telecommunications systems must be installed in accordance 
with NSTISSAM TEMPEST 2-95, “Guidelines for Facility Design and 
Red/Black Installation,” dated November 1, 1995. This document 
defines the guidance to consider during the design of facilities and for 
subsequent installation of equipment and systems that receive, 
transmit, manipulate, graph, store, archive, calculate, generate, print, 
or in any other manner, process national security information. 
Red/black installation recommendations, TEMPEST facility 
considerations, administrative support equipment (e.g., telephone 
systems, intercoms, alarms, and radio devices), cabling, inspectable 
space, and facility shielding are discussed in this document. Contact the 
Chief, INFOSEC, to obtain copies of this document. 

Operation of Secure Telecommunications 
Facilities ( C )

General Guidelines and Procedures (1) 

There are numerous documents that provide guidance for the 
operation of secure telecommunications facilities from NSA and the 
NSTISSC. Contact the Chief, INFOSEC, to obtain copies of these 
documents. 

Standard Operating Procedures (2) 

The details for operating a telecommunications facility must be 
developed by the operating personnel under the direction of the 
COMSEC Control Officer on a case-by-case basis within the 
constraints imposed by the various NSA, NSTISSC, and NRC guidance 
documents. 

Equipment Operation (3) 

The operation of COMSEC equipment in NRC and NRC contractor 
systems must conform to NSA operations and maintenance manuals 
published for specific pieces of COMSEC equipment. Equipment that 
has been newly installed, relocated, or modified must not be operated 
until DFS has performed the required security checks of the operational 
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Operation of Secure Telecommunications 
Facilities (C)(continued) 

Equipment Operation (3) (continued) 

area. DFS-authorized qualified maintenance personnel also must 
check the equipment and determined that it is properly installed with 
all required modifications and ready for operation. 

Handling of Information (4) 

Classified and sensitive unclassified information shall be prepared, 
received, safeguarded, distributed, and disposed of in accordance with 
the requirements and procedures specified in MD 12.2, “NRC 
Classified Information Security Program," and MD 12.6, “NRC 
Sensitive Unclassified Information Security Program.” 

Security Surveys of Telecommunications Systems (5) 

Telecommunications systems that receive, process, transmit, or 
safeguard classified data or information must be surveyed by DFS in 
accordance with the requirements and procedures of MD 12.1, “NRC 
Facility Security Program.” The Director, DFS, shall furnish a 
statement of any proposed corrective actions resulting from the survey 
to the responsible headquarters office, division, regional office, or 
contractor. (a) 

NRC COR inspections of all NRC COMSEC accounts will be 
performed periodically. The Director, DFS, will send the cognizant 
organization any deficiency reports resulting from the inspection for 
correction of the deficiency. The cognizant organization is responsible 
for correcting any deficiencies, just as it would implement 
recommendations from other security surveys or inspections. (b) 

Followup of Deficiencies (6) 

Managers shall ensure that their personnel follow up on any security 
deficiencies involving COMSEC or telecommunications systems. In 
turn, managers shall report any such matters to DFS, as required by this 
handbook. 
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Transmission and Emission Security (D)
Transmission Security (1) 

Transmission security is the component of commynications security 
that results from the application of measures designed to protect 
transmissions from interception and exploitation by means other than 
cryptanalysis. To accomplish this, separation requirements are put into 
place to ensure classified information cannot be inadvertently 
transferred to unclassified transmission media and equipment. Red/
black separation requirements and shielded cabling, along with the use 
of cryptographic equipment and technical surveillance counter- 
measures inspections at NRC, are the minimum recommended criteria 
for the design/installation of equipment within NRC controlled areas. 
Contact the Chief, INFOSEC, for additional information. (a) 

Additional information regarding TSCM inspections can be found in 
MD 12.1. (b) 

Administrative telephones, intercom systems, and public address 
systems shall not be placed within 3 feet, and telephone wires or 
unclassified data communication lines shall not be placed within 1 foot, 
of a microcomputer system processing classified information or 
attached to a classified network. Communication lines, telephones, 
and other equipment and connections, in adjoining rooms, ceilings, and 
floors also are considered for purposes of distance separation. If it is 
necessary to have a telephone, telephone wires, intercom, or an 
unclassified data communication line closer than the minimum 
distances, the Director, DFS, must approve this in writing. (c) 

Emission Security (2) 

Emissions security is the protection resulting from measures taken to 
deny unauthorized persons information derived from intercept and 
analysis of compromising emanations from cryptographic equipment 
or an information system. (a) 

All electronic equipment (e.g., microcomputers, typewriters, printers, 
scanners) emit electrical and electromagnetic radiation through the air 
or through conductors. The possibility exists that electronic 
eavesdroppers could intercept emanations, decipher them, and use this 
information to reconstruct the data being processed by the equipment, 
even being located some distance from the equipment. The use of 
TEMPEST-certified technology is the preferred method of protecting 
against compromising emanations. (b) 
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 TEMPEST (3) 

TEMPEST is an unclassified short name referring to investigations and 
studies of compromising emanations. Compromising emanations are 
unintentional intelligence bearing signals that, if intercepted and 
analyzed, will disclose classified information when it is transmitted, 
received, handled, or otherwise processed by any information 
processing equipment. (a) 

Under certain circumstances and in some specific physical 
environments, non-TEMPEST telecommunications equipment may be 
used to communicate classified information when the Director, DFS, 
approves this in writing. (b) 

Whether a specific piece of equipment can be used in certain cases in an 
unshielded environment must be determined on a case-by-case basis in 
the normal process of developing a security proposal. (c) 

Technical Security Inspections (4) 

DFS, will, upon request, arrange for technical security inspections such 
as TEMPEST and/or countermeasures inspections of secure 
telecommunications systems or facilities as dictated by local conditions 
or circumstances. (See MD 12.1 for additional information.) 

Protection of Sensitive Unclassified 
Information (E) 

Telecommunications Protection Authority (1) 

The protection of sensitive unclassified information transmitted over 
telecommunications media (e.g., voice, video, network, facsimile, or 
other telecommunications systems) is required under National 
Security Decision Directive 145, “National Policy on 
Telecommunications and Automated Information Systems Security,” 
and the Office of Management and Budget Circular A-130, 
“Management of Federal Information Resources.” (a) 
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Protection of Sensitive Unclassified 
Information (E) (continued) 

Telecommunications Protection Authority (1) (continued) 

The procedures for the protection of sensitive unclassified information 
or data transmitted over telecommunications circuits used by any type 
of telecommunications system is given below. The general categories of 
sensitive unclassified that must be protected during NRC 
telecommunications transmissions are defined in MD 12.6, and include 
Proprietary, Official Use Only, and Safeguards Information (SGI). (b) 

Telecommunications Protection Procedures (2) 

Record Telecommunications (a) 

Record telecommunications include the telecommunication of data 
and information using network automated information systems and 
facsimile equipment. Telecommunications security for automated 
information systems must meet the requirements of MD 12.5. (i) 

Sensitive unclassified record telecommunications using automated 
information systems, laptops, and/or facsimile systems must be 
transmitted over protected systems. Examples of protected systems 
include the following: (ii) 

Unclassified systems that use hardware or software 
implementations of the data encryption standard (DES) that the 
Director, DFS, has approved in writing. (a )  

Unclassified systems that use hardware or software 
implementations of non-DES algorithms that the Director, DFS, 
has approved in writing. (b) 
Other unclassified systems that the Director, DFS, has approved in 
writing. (c) 

Secure classified systems that use encryption equipment certified 
by NSA for the transmission of National Security Information and 
Restricted Data. (d) 
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Protection of Sensitive Unclassified 
Information (E) (continued) 

Telecommunications Protection Procedures (2) (continued) 

Voice Telecommunications (b) 

Sensitive unclassified voice telecommunications should be transmitted 
by protected systems to the maximum degree possible. The STU-III is 
the NRC-preferred telephone for the voice transmission of sensitive 
unclassified. Contact the Chief, INFOSEC, for the availability of 
STU-III telephones. 

Privacy Act (c) 

Managers shall ensure compliance with the provisions of MD 3.2, 
“Privacy Act,” if the information communicated or contained in the 
system is subject to the Privacy Act of 1974, as amended. 

Secure Telecommunications 
Systems at NRC (F) 

General (1) 

Managers of  NRC  or NRC contractor telecommunications systems that 
process classified and/or sensitive unclassified information must 
ensure that personnel having access to the system are cognizant of and 
comply with the provisions of this handbook. 

Security Proposals and Plans (2) 

Managers shall obtain prior approval from DFS and OCIO for the 
operation of any telecommunications system by means of security 
proposals and plans. 

Review of Telecommunications  Traffic  (3) 

In conjunction with OCIO, and when requested by DFS, managers 
shall review the categories or subjects of unsecured clear voice radio 
and telephone traffic under their jurisdiction to determine whether any 
systems pass traffic of significant intelligence value. Managers shall 
furnish the results of these reviews to DFS through OCIO. As 
necessary, managers shall request OCIO to provide secure COMSEC 
equipment or privacy equipment. 
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Secure Telecommunications 
Systems at NRC (F) (continued) 

Record Telecommunications (4) 

Secure Facsimile (a) 

All classified and sensitive unclassified information telecommunicated 
via facsimile must be transmitted over protected systems. The DFS’s 
Secure Communications Center (COMCtr) provides secure facsimile 
service for the NRC headquarters, utilizing STU-III telephones for 
encryption. The Secure COMCtr operates daily during normal working 
hours. For emergencies, the DFS also has procedures for the receipt or 
transmission of information outside of normal working hours. In 
addition to the COMCtr, AEOD’s  Emergency Operations Center and 
each regional office has secure facsimile capability. The NRC 
Telephone Directory provides information on the locations and 
telephone numbers of secure facsimiles at NRC. (i) 

Submit requirements for secure telecommunications equipment to the 
Director, DFS. Requests must clearly identify requirements and be 
appropriately justified. Ensure that no classified or sensitive 
unclassified data is included in the request. DFS will evaluate and 
verify each request and initiate the necessary procurement actions. (ii) 

Automatic Digital Network (AUTODIN) (b) 

The NRC DFS operates an AUTODIN system in the Secure COMCtr, 
Room O-2D6. The AUTODIN receives and transmits classified and 
unclassified messages within the Federal Government to include the 
Department of Defense; civil agencies (e.g., Federal Bureau of 
Investigations, Federal Emergency Management Agency, Department 
of Energy); embassies; and some non-governmental agencies such as 
the International Atomic Energy Agency (IAEA). Information 
received includes diverse national or international information or 
activities involving or relating to nuclear power or nuclear materials 
safety and safeguards, terrorist activities worldwide, threats and hostile 
actions against nuclear facilities, nuclear incidents worldwide, travel 
advisories, and IAEA international cooperation. (i) 
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Secure Telecommunications 
Systems at NRC (F) (continued) 

Record Telecommunications (4) (continued) 

AUTODIN is capable of sending and receiving classified and 
unclassified message traffic at various levels of classification and 
precedence categories. The Secure COMCtr operates daily during 
normal working hours, and DFS has procedures for emergencies. 
Contact the Information Security Branch for additional information on 
accessing this network. (ii) 

Microcomputers (PCs) (c) 

Any telecommunication of classified information, Safeguards 
Information (SGI), or sensitive unclassified information, using an AIS, 
whether network or standalone, must meet the requirements of 
MD 12.5. 

Voice Telecommunications (5) 

General (a) 

Classified or sensitive unclassified voice telecommunications, whether 
by telephone, radio, video-teleconferencing, or another means, should 
be transmitted over protected systems to the maximum degree 
possible. The STU-III is the NRC-preferred telephone for voice 
transmission of classified and sensitive unclassified information. 
Submit requests for STU-III telephones in writing to the Director, 
DFS. Resident inspectors requesting secure voice capability should 
submit the request through the regional COMSEC custodian for 
concurrence. Requests for other secure telecommunications 
equipment should be submitted to the Director, DFS. (i) 

Requests should include a point of contact, intended location of the 
STU-III telephone, anticipated number of users, and justification of 
the need for secure voice capability. Requests must clearly identify
requirements and be appropriately justified. Ensure that no classified 
or sensitive unclassified data is included on the request. DFS will 
evaluate and verify each request and initiate the necessary 
procurement actions. (ii) 
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Secure Telecommunications 
Systems at NRC (F) (continued) 

Voice Telecommunications (5 )  (continued) 

Secure Telephone Unit-Third Generation (STU-III), 1 
Terminal (b) 

The STU-III is a self-contained secure analog telephone unit and data 
transmitter that fits on top of a desk. It uses public-switched telephone 
network circuits to establish an ordinary dial-up telephone 
communication path, then, by inserting a terminal-unique 
crypto-ignition key (CIK) into the telephone, and pushing the “Secure” 
button, can encrypt voice and data communications worldwide. There 
are over 300,000 STU-III telephones in use throughout the U.S. 
Government. The Type 1 terminal has been endorsed by the NSA for 
securing classified or sensitive unclassified information, when 
appropriately keyed. 

NRC Doctrine for the STU-III, Type 1, Telephone (i) 
The STU-III  may be located in areas ranging from a true-type vault 
to a private office. The location must provide audio privacy to 
protect information being discussed. (a) 

0 The STU-III must be inventoried daily or upon opening of the room 
where the telephone is located. The survey should consider signs of 
tampering and physical or cryptographic insecurities. Loss or 
possible compromise of the STU-III must be reported to the 
COMSEC custodian immediately, who then must report it to NRC 
COR. COMSEC custodians must conduct a physical sight inventory 
of all STU-III equipment annually, and should sight the equipment 
twice a year as part of the semiannual COMSEC inventory. 

The STU-III is a CCI and must be protected in accordance with 
NSTISSI No. 4001, “Controlled Cryptographic Items.” NRC 
requires that it also be protected as a high value item. (c) 

0 INFOSEC, will, upon installation of an STU-III provide any 
necessary training to the holders and users on the proper operation 
and protection of the STU-III Regional COMSEC custodians will 
provide training to their holders and users. It is the holder’s 
responsibility to ensure that only those appropriately cleared 
individuals have access to the CIK. (d) 
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Systems at NRC (F) (continued) 

Voice Telecommunications (5) (continued) 
0 COMSEC custodians should periodically inspect STU-IIIs 

installed in locations accessed by unescorted cleaning crews or 
non-cleared personnel, for evidence of tampering. Any evidence of 
tampering must be reported to the Director, DFS, as a COMSEC 
incident, and the STU-III telephone must be removed from 
operation pending a determination by the proper authorities of the 
actions to be taken. (e)  

0 When stored in the same room as the STU-III, CIKs must be placed 
in GSA-approved security containers. CIKs stored in areas apart 
from STU-III may be kept in a locked cabinet or desk drawer. 
Master CIKs are not provided to STU-III holders or users and will 
remain in the COMSEC custodian’s custody at all times. (f) 
STU-III users should not normally keep CIKs in their personal 
possession (e.g., on a key ring or in a purse) or outside the building 
in which the corresponding  STU-III  is located. This course of action 
minimizes possible loss of CIKs and maximizes the availability of 
CIKs for authorized use. (g) 

0 CIKs must be placed in locked GSA-approved security containers 
in those areas in which cleaning crews have unescorted access. CIKs 
must never be left in an unattended STU-III, regardless of its 
location, and users must ensure that the CIK is secured after their 
calls are completed. (h)  

0 At the end of each business day, the office to which the STU-III is 
assigned must ensure that no CIK is left in the STU-III overnight 
and that all CIKs are properly stored. (i) 

0 Any relocation of a STU-III terminal, whether temporary or 
permanent, must be reported to the COMSEC custodian, who then 
notifies the guard force of the relocation. If a STU-III is no longer 
required, contact the COMSEC custodian for disposition 
instructions. (j) 
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Secure Telecommunications 
Systems at NRC(F) (continued) 

Voice Telecommunications (5) (continued) 
0 The STU-III telephone must be electronically rekeyed annually or 

when directed. At the present time, the annual electronic rekeying 
is performed by the COMSEC custodians. NSA recommends that 
the STU-III telephones be rekeyed more often, if possible. STU-III
holders can perform electronic rekeying by inserting the CIK and 
turning it 1/4 clockwise; placing a call to EKMS (1-800-635-6301); 
and waiting until new operational key is downloaded. If any 
problems occur during rekeying, contact your COMSEC custodian 
for assistance. (k) 

0 All COMSEC incidents related to the loss, compromise, or possible 
compromise of STU-III equipment or keys must be reported 
immediately by secure means to the NRC COR, which immediately 
reports to the Director, DFS. The Director, DFS, will determine 
any additional reporting requirements and take whatever reporting 
actions are necessary in accordance with existing NSA COMSEC 
reporting procedures. (l) 

User Responsibilities (ii) 

STU-III users are responsible for the proper use and control of their 
terminals and CIKs. Responsibilities include: 

Using the secure mode when discussing classified or sensitive 
unclassified information (a) 

Closing the door to the room when using the telephone in the secure 
mode so that the conversation will not be overheard by persons 
without the need-to-know (b)  
Adhering to the security classification displayed on the terminal for 
each call (c) 

When the terminal is keyed, limiting access to those with a proper 
clearance and need-to-know (d) 
Ensuring only those appropriately cleared individuals have access 
to the CIK (e) 
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Secure Telecommunications 
Systems at NRC (F) (continued) 

Voice Telecommunications (5) (continued) 
0 Ensuring that the CIK is not left unattended in the STU-III 

terminal, and that the CIK is  secured upon completion of the call (f)
0 Checking the STU-III at the end of the day to ensure that a CIK has 

not been left in the unit and initialing the NRC Form 700 (g) 

0 Reporting COMSEC incidents to the COMSEC custodian or NRC 
COR. (h)  

Key Management (iii) 

The policy for the management of Type 1  keying material is contained 
in EKMS 702.01, "STU-III Key Management Plan,”  and supplements 
published by NSA. Questions about NRC key management should be 
directed to the appropriate COMSEC custodian, the NRC COR, or the 
STU-III Command Authority. These offices and staff members 
maintain copies of the plan and supplements. 

Hand-Receipts and Inventories (iv) 

COMSEC custodians are required to perform semiannual inventories 
and issue hand-receipts to holders of COMSEC equipment. 

STU-III Cellular (c) 

The NRC has portable cellular STU-III briefcases that can transform 
desktop STU-IIIs into mobile units with cellular and land line 
transmission capability. Contact the appropriate COMSEC custodian 
or the NRC COR for additional information. 
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Exhibit 

Format and Guidelines for a Secure 
Telecommunications Facility Proposal or Plan 

1 Introduction 

The format and guidelines cover the proposal requirements for both NRC contractors and 
NRC organizations. 

If the proposed system contains a central’processing unit or a personal computer, it is also 
necessary to refer to Handbook 12.5, “NRC Automated Information Systems Security 
Program,” because such a system will be processing as well as transmitting classified data. 

The complete proposal may be classified. It should be given a classification review and handled 
as classified in its draft form. 

A coordination sheet should be attached to the front of the proposal and contain the 
appropriate coordination signatures (see the attachment to this exhibit). 

2 Secure Telecommunications 

Telecommunications systems prepare, transmit, communicate, or process information (e.g., 
writing, images, sounds) by electrical, electromagnetic, electromechanical, electro-optical or 
electronic means, using media such as telephone lines, cable, microwave, satellite, etc. 
Telecommunications systems include, but are not limited to, telephones, facsimiles, radios, 
video and video-teleconferencing, networks (e.g., LANs and WANs), or other data 
transmission systems. 

Classified information may not be telecommunicated unless the telecommunications system 
has been approved by the Director, Division of Facilities and Security (DFS), Office of 
Administration. The NRC office requesting approval of a telecommunications facility must 
submit a security proposal using the format provided below. Submit the proposal to the 
Director, DFS, for evaluation and approval. 

2.1 Justification for the Need for Secure Telecommunications 

Justify the need for secure voice and/or data communications. Discuss the classification 
levels (e.g., secret or confidential); categories of information (e.g., national security 
information (NSI) or restricted data (RD)); and the types of information (e.g., material 
control and accountability information) being transmitted. 

2.2 Duration and Nature of Activity 

Indicate if this is an ongoing requirement or if short-term and the probable duration of the 
telecommunications activity. 

I 
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2.5 

2.6 

Exhibit (continued) 

Format and Guidelines for a Secure 
Telecommunications Facility Proposal or Plan 

(continued) 
Supplementary Glossary of Terms 

Define any special terminology applicable to the telecommunications system that may be 
system-unique or not defined in NSTISSI 4009, “National Information Systems Security 
(INFOSEC) Glossary.” 

The terms “Secure Communications Center” and “Telecommunications Facility,” refer 
to a type of facility dedicated to the preparation, transmission, communication or related 
processing of information. Unless otherwise noted, both terms refer to both attended and 
unattended facilities. 

Equipment and Media 

List all equipment and media that comprises the secure telecommunications system, 
including terminal equipment, cryptographic equipment, modems, switching systems, 
signaling equipment, and testing equipment. If the telecommunications system is to be 
networked, describe the network media used, e.g., twisted pair cable, coaxial cable, fiber 
optic cable, microwave, satellite, or combinations of media (e.g., a network system that 
uses Ethernet cabling throughout a building, but fiber optic cabling between buildings). 

Provide the manufacturer’s name and the model number of each piece of equipment. 

System Functional Block Diagram 

By means of a complete system functional block diagram, show the functional 
interrelationship of all equipment associatedwith the secure telecommunications system, 
including terminal equipment, cryptographic equipment, and modems. If the 
telecommunications system is to be networked, provide the network security 
architecture, specifically addressing security-relevant issues. All interconnected nodes on 
the network should be provided on the block diagram. Provide a brief narrative 
description, as necessary, to supplement the diagram. 

Communications Security (COMSEC) 

COMSEC is a program in which the National Security Agency (NSA) acts as the central 
procurement agency for the development and, in some cases, the production of 
INFOSEC items. The NSA certifies cryptographic and other communications security 
products such as key, equipment, devices, documents, firmware, or software that 
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embodies or describes cryptographic logic or performs COMSEC functions. COMSEC is 
considered especially sensitive because of the need to safeguard U.S. cryptographic 
principles, methods, and material against exploitation. 

2.6.1 

2.6.2 

COMSEC Accounts 

COMSEC accounts are administrative entities, identified by an account number, 
used to maintain accountability, custody, and control of COMSEC material. 

Discuss the COMSEC account(s) that exists or is planned. Provide the name, 
address, and telephone number of the Central Office of Record (COR) of the 
COMSEC account (if already established). Discuss the contents of the COMSEC 
account inventory in general terms only (e.g., the holdings in this account include 
the secure telephone units [STU-IIIs], Type 1 seed key, traditional key, electronic 
key, KG-84s,  and the data encryption standard key). If additional information is 
required, the NRC will contact the COR of the account. 

NOTE: Not all equipment and material associated with a telecommunications 
system is COMSEC accountable and this equipment may be different than the 
equipment listed in Section 2.4. 

COMSEC Custodians and Alternates 

Designate the names, titles, and qualifications (citizenship, possess a valid “Q” 
clearance, COMSEC or related experience, training) of the individuals who have 
been selected as the COMSEC custodian and alternate(s). 

Because of the sensitivity of COMSEC material and the rigid controls required, the 
COMSEC custodian and alternate(s) must possess exemplary qualities. Ensure 
that the individuals selected: 

Are responsible individuals qualified to assume the duties and responsibilities 
of a COMSEC Custodian 

0 Are in a position or level of authority that will permit them to exercise proper 
jurisdiction in fulfilling their responsibilities 
Have not been previously relieved of COMSEC custodian duties for reasons of 
negligence or nonperformance of duties 
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0 Are in a position that will permit maximum tenure (not less than 1 year) 

0 Will not be assigned duties that will interfere with their duties as COMSEC 
custodian or alternate 

0 Are actually performing the custodial functions on a day-to-day basis (The 
COMSEC custodian position will not be assumed solely for the purpose of 
maintaining administrative or management control of the account functions.) 

0 Hold grade GG-7 or above 

2.6.3 COMSEC Material Accountability 

Describe how the accountability of COMSEC materials and documents is 
maintained (e.g., under NRC oversight, the Department of Energy (DOE) 
oversight, or NSA oversight). 

2.6.4 Storage, Transportation, Reproduction, and Destruction of COMSEC Material 

National Security Telecommunications and Information Systems Security 
Instruction (NSTISSI) 4005, “Safeguarding COMSEC Facilities and Material,” 
establishes the minimum national standards for safeguarding COMSEC material. 

Describe how COMSEC material is/or  will be stored, transported, reproduced, 
protected, and destroyed. In the case of destruction of accountable COMSEC 
documents and keyingmaterial, state the type, manufacturer, and model number of 
any destruction equipment (e.g., shredders) you would like to have considered by 
the Director, DFS, as approved equipment. Describe the techniques used in the 
destruction process (e.g., mixture of classified material with unclassified material, 
and the method of disposal of the waste material). 

2.6.5 COMSEC Training 

Discuss COMSEC training (e.g., ND-112, NSA COMSEC Custodian Course) 
previously received (include dates) by COMSEC custodian or alternates (e.g., 
DOE COMSEC training or NSA COMSEC training). Indicate the number of 
people requiring training, the approximate timing for such training, and the name 
and title of the individual who will coordinate the training. 
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3 Fixed COMSEC Facilities, Telecommunications Facilities, Secure Communications 

Centers 

NSTISSI 4005 establishes the minimum national standards for constructing and protecting 
COMSEC facilities, wherein the primary purpose is generating, storing, repairing, or using 
COMSEC material. 

Work areas not considered COMSEC facilities that contain COMSEC equipment (e.g., 
STU-IIIs, KG-84s,  and/or data transfer devices) must be protected in a manner that affords 
protection at least equal to what is normally provided to other high value and sensitive material 
and ensure that access and accounting integrity is maintained. 

3.1 

3.2 

3.3 

Physical Security 

Describe the physical location of the facilitywithin its host building. Discuss the functions 
and relative locations of adjacent buildings and rooms. Describe the construction of the 
facility, to include walls, floors, ceilings, main entrance door, other doors, door locks, 
windows, other openings, and security systems in place (e.g., intrusion alarms, armed 
guards, and/or video cameras). 

Describe the procedures for daily security checks (e.g., visual checks are made at least 
once every 24 hours on a random basis by personnel assigned to the facility). 

Provide initial and latest reinspection reports, technical security evaluation (TSE) report, 
and TEMPEST countermeasures and verification reports, if applicable. 

Access Lists 

Discuss requirements for access to the secure facility. Include the functional titles of the 
individuals who will routinely access the facility. Provide the title of the official who will 
generate the access lists and the method to be used for keeping the list up to date. 

Visitor Control 

Avisitor register must be maintained at the facility entrance area to record the arrival and 
departure of authorized visitors. Describe the format of the log, requirements for the 
monitoring of visitors while in the facility, how personnel security clearances are verified, 
and what personal identification is required for access to the facility. 
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Intrusion Alarm System/Protective  Personnel 
Describe the type of intrusion alarm system (e.g., infrared, ultrasonic) used to protect the 
facility and where the alarm annunciates. Specify the required response time of protective 
personnel, if the alarm is activated. 

Protecting Passwords and Lock Combinations 
Describe the method used for protecting combinations for the secure facility. Refer to 
NSTISSI 4005 for the requirements for controlling the combinations of containers used to 
store COMSEC documents and material. Describe the written instructions furnished to 
the secure facility’s personnel and users for controlling combinations. 

Destruction 
Identify the pertinent types of classified media (e.g., printed or magnetic storage media) 
involved in the activities of the secure facility and the classification of the media (e.g., 
Secret-National Security Information, Secret-Restricted Data). 

Describe the methods of both routine and emergency destruction of each type of media 
(e.g., shredding, degaussing). See NSTISSI 4004, “Routine Destruction and Emergency 
Protection of COMSEC Material (U),” for guidance in the destruction of COMSEC 
material. 

Floor Plans and Drawings 
Provide the following: 

Floor plans of the secure facility showing the location of all equipment, including all 
terminals, related cryptographic equipment, modems, and other telecommunications 
equipment 

0 Floor plans showing the construction of walls, floor, and ceiling of the room(s) 
containing the secure equipment 

0 Separate architectural details such as doors, windows, and ducts 
0 Floor plans that indicate the type of facilities and operations in the areas adjacent to 

and on the floors immediately above and below the secure facility and installation 
drawings, including wiring diagrams and conduit plans for the secure 
telecommunications equipment 
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3.8 TEMPEST 

“TEMPEST” is an unclassified short name referring to investigations and studies of 
compromising emanations. Compromising emanations are unintentional intelligence- 
bearing signals that, if intercepted and analyzed, will disclose classified information when 
transmitted, received, handled, or otherwise processed by any information processing 
equipment. 

TEMPEST countermeasures will be applied only in proportion to the threat of 
exploitation and the resulting damage to the national security, should the information be 
obtained by a foreign intelligence organization. 

Identify what TEMPEST countermeasures may be required for the secure facility. If 
TEMPEST countermeasures are in use at the facility, describe your implementation of 
the program (e.g., certification, accreditation, zoning, shielding). 

3.9 Nonessential Audio/Visual Equipment 

Certain U.S. Government-owned or -leased (or company-owned or -leased) items are 
prohibited in secure facilities unless approved by the Director, DFS, for conduct of 
official duties. These include two-way transmitting equipment, recording equipment 
(audio, video, optical), and test, measurement, and diagnostic equipment. Also, certain 
personally owned electronic equipment items, such as photographic, video, and audio 
recording equipment; and computers and associated media, are prohibited in secure 
facilities. 

Describe in the plan any telephone, intercom, paging, or music systems that are internal 
to, or penetrate the secure facility. Verify and certify that there are no fortuitous 
conductors, speakers that can be reversed to be used as microphones, or telephones that 
can be rewired to be used as microphones. Pay particular attention to any wire 
penetrations into the secure facility by any system operated or controlled from outside the 
facility. This  section of the plan also should describe the controls and restrictions imposed 
on personnel bringing electronic devices into the secure facility. 
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3.10 Technical Security Evaluation (TSE) 

All reasonable countermeasures should be taken to ensure that there are no clandestine 
surveillance devices in secure telecommunications facilities. Evaluations for clandestine 
surveillance devices should be conducted as appropriate to the threat level determined by 
the Director, DFS. These evaluations should be considered when facilities are initially 
activated or reactivated after foreign occupation, or when there is known or suspected 
access by foreign maintenance or construction personnel, or when clandestine 
surveillance or recording devices are suspected in or near a secure facility. Any actual or 
suspected clandestine surveillance or recording devices must be reported in accordance 
with the requirements of NSTISSI 4003, “Reporting and Evaluating COMSEC 
Incidents.” 

Describe any tests or inspections of the secure facility that are planned or have already 
been performed. Indicate the frequency of the testing, the reason for the frequency (e.g., 
type, purpose, and classification level of the information handled at the secure facility, or 
specific equipment contained therein), and if the tests and inspections include external 
sound attenuation tests and audio countermeasure tests to detect clandestine 
“eavesdropping” devices. 

Provide a list of tests to be performed, copies of the specific test procedures to be used, 
and the name of the contractor(s)  performing the tests to the Director, DFS, for approval. 
If the tests have already been conducted, provide a copy of the test results to the Director, 
DFS, for approval. 

3.11 COMSEC Inspections 

A COMSEC inspection should be conducted prior to initial activation where practical, 
but must be conducted within 90 days after activation. Thereafter, facilities must be 
reinspected based on threat, physical modifications, sensitivity of programs, and past 
security performance. At a minimum, the inspection must address secure operating 
procedures and practices, handling and storage of COMSEC material, and routine and 
emergency destruction capabilities. 

Describe the procedures, either in place or planned, for conducting COMSEC 
inspections. 
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3.12 Unattended Secure Telecommunications Facilities 

Unattended secure telecommunications facilities must be protected by an intrusion 
detection system or guarded in accordance with NSTISSI 4005. 

Describe any special security controls in place for unattended secure telecommunications 
facilities. Information on response time to an alarm, storage of keyed COMSEC 
equipment and maintenance manuals, procedures for inspection of the facility, and 
emergency procedures, should be addressed in the plan. 
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Director of Facilities and Security 
Office of Administration 

Director, Division of Contracts and 
Property Management, ADM 

or 
Director, Division of Regional Administrator 

Prepared by 
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