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L1 GENERAL »

P " This supplement estabhshes requlrements for the development modlf' cation, control. and use of software..
R B ‘Software that is acquired as an integral part of measuring and test equipment, and has not been developed or
modified by the Affected Organization, is controlied by Section 12.0, Control of Measuring and Test -
Equipment. and is exempt from the requirements of this supplement. Requirements for electronic
management of data are addressed in Suppiement V, Control of the Electronic Management of Data.

The followmg types of software are not requu-ed tobe quahﬁed usmg this supplement: -operating systems
administrative and management systems: system utilities and compilers and their associated libraries; and
word processing programs. Industry standard software such as database managers, graphing and visual

" display software, spreadsheets, and statistical software are also excluded. However, software routines and
macros written for use within these types of mdustry standard software need to meet the requrrements of
-Paraornph 12.1.C. . : :

‘[2° REQUIREMENTS |
" L2.-l 'Software Life Cycles, Baselmes, and Controls E

: ".A. " For developed or modtﬁed software, each Affected Orgamzatxon shall document and approve a.
" specific software life cycle for each software item pnor to development or modification of software.

. | L Software life cycles shall be deﬁned by control points at which software baseline elements
. : - - ~ shall be documented. Software life cycle activities may be performed in an iterative or
sequenttal manner.. : :

2 ' When the software life cycle is defined for software development or modification wlthm an

‘ Affected Organization, the documentation requirements of Subsections 1.2.3, Software :
Verification, B and C, 1.2.4, Software Validation, F and G, and 1.2.5, Documentation, A, B, _ -
and C shall be established. All other requxrements apply subsequent to estabhshment of the ‘
software life cycle , -
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3. Revnews of software basclmes shall be performed and documented at the software control
- points. .
B.  For acquired software the following requirements shall be met:
1. - Perform mstallatlon tests to ensure thnt software performs as requtred in the operauonal
'cnvnronment. ‘ )

Perform validation in accordance with Subsection L.2.4, Software Validation, D, E, F and G
using test cases developed independently of the sofiware déveloper. Additional test cases

~ provided by the developer may be used to supplement this process wrth jusnf’ cation for their ~
use. _ -

[

3. Documentin accordance wnth the requrrements of Subsectlon 125, Documentatton. A,B,
) C.2, and C 6 as appllcablc :

4. Perform and document reviews of software basehncs

5. Place under the configuration controls in accordance with Subsectlon l 2.6, Software
‘ Conﬁguratlon Management o

6. lmplemcnt 2 defect repomng and resolution system in accordance with Subsectton l 2 .
. - Defect Reportmg and Resolutton : K
7. Control the use of software in accordance with Subsecnon L 2 8 Control of the Use of
Software. .
C. _Software. mcludmg macros, that can be verified by vnsual mspectton andlor hand calculatlons shall
have Itmlted requxremcnts applied as follows: : : :
“ R | B , 1. Listing of the verston and any subsequcnt changes to the software
2. | , Docnmentatton that the software provrdes correct results fora spectﬁed range of i mput |
parameters. _

L.2.2 Software Verif' cation and Software Validation '

AL Software venf cation and software validation shall be performed pnor to release. In those cases
where this requirement cannot be met prior to the release of the software, the: pomons of software that ’
have not been verified and wvalidated shall be tdenuﬁed and controlled and wntten ]usttﬁcatton of thc

. ' reason documented

B. . Software verification and software vahdatron activities shall be perfomwd or reviewed by -
~ independent individuals or organizations who did not work on the original software developmentor
" 'modification. The person who directed the work may perform these activities wrth a hlgher level of
: management approval and documented ]usttﬁcatlon 3
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‘L2.3 Software Verifi cation

A."  The software verification shall be performcd and documemed to ensure that baselme elements meet
' the established rcquirements ' A ‘
B.  The venﬁcatlon documentation shall mclude a description of the tasks. methods lmplementmg ~

documents, and acceptance criteria for accomphshmg the software verification.

: C. - Arecordof the results of the execunon of planned software venﬁcatron shall bc generated mcludmg ‘
T the extent to which the results agree with the specified accepmnce cntenn SN

I.2.4 Software Valtdation .

- A.’ Software validation actmtles (such as the development of test pl.tns and test cases) shall be mtegrated
into the software hfe cycle. : Lo ,

. Tesnng shall be the pnmary method of software valldauon
Software validation’of modlﬁcatlons to released sofrwam items shall include regression testmg

Software validation shall be performed to an npproved plan or process. *

m o 0w

o The test methods and test cases shall be documented to enisure that software meets the Affected
Orgamzatron s requrrements for its intended use. . :

F.  The validation documentatlon shall mclude a descnptlon of the tasks mcthods. lmplementmg
- documents, and aooeptance cntena for accompltshlng the software valrdatton

G . A record of thc results of the execution of planned software validation shall be genemted including
the extent to which the results agree with the specified acceptance criteria.

' _ I.2‘._$ . Documentaﬁon‘

"Software activities sha!l be documcnted sufﬁcrcntly to demonstrate the ablhty of the software to meet the
needs of the Aﬁ'ectcd Orgamzanon and shall tnclude the followmg

-

" A. - Functional Requrrements Informatlon |
| | L. Adescription of the overall nature and purpose of the software. |
2 |  Requirements for its intended use. -
- B. - User lnformatton
. 1. A dcscnptton of how to usc the software item mcludmg
2 ) Input and output options.
b. - Data ﬁle's. Iinput and output data, defaults, and file formats.
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l L R c. Adescription of the allowablel'and _tolerable ranges for inputs and outputs: -
di : Anticipated errors and how the user can reSpond. ‘ |
e The hardware and software environments. - )
‘ 2 A‘trailable sample problems. |
3 lnstallation procedures.,\ )
C - Requirements and Design Infonnationt |
. Performance requrrements and desrgn constrmnts
2.‘_ ’ Interfaces wrth external data. hardware. or other software
3. Apphcable software and hardware operation issues including programmmg languaées and

_ verstons. portability, marntamabrlrty. rehabrllty. and efﬁcrency

4. ,’ A descnptlon of each software |tem as |t relates to the functronal requirements

5. A descnptlon of the software structure mcludmg software mtemal interfaces, control loglc. e
and data structure and flow. . : :

6 A descriptionvot' models and numerical methods.
7. - Source code for developed software or software modrﬁcauon
1.2.6 Software Configuratron Management

, A software configuration management system shall be establxshed to mclude conﬁguratron identification and
*configuration control and status accounting. Software shall be placed under configuration management
control as each baselme element is approved Lo

: A. ' Conf guratron rdenuf catxon shall tnclude
' l. . A deﬁnmon of the baselme elements of each software baseline.

2.  Aunique |dentrﬁcatxon of each software item to be placed under software conﬁguratron
~ management. : :

2 Each version or revision of a software item shall be uniquely identiﬁed and labeled. '

b. The software version or revrsron |dent1fier shall be |ncluded with the generated
output when feasrble : . ,

o 3. -Assrgnment of unique ldenttﬁers that relate baselrne documents to therr assoctated software -
' items. Cross-references between baselme documents and associated software shall be
' matntamed : .
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" AB.‘ ’ Conﬁgnration control shall include: - )
| ‘ ... Arelease and control process for baselme elements.
2. | Changes to baselme elements, mcludmg retirement and wuthdrawal shall be fonnally

- controlled and documented. This documentation shall contain a descnptlon of the change. .
the rattonale for the change. and the |denttﬁcatlon of affected baseline elements -

2 _The change shall be formally evaluated and approved by the orgamzatxon responsxble
' ~for approvmg the baselme element -

b - ' Only approved changes shall be made to software baselmes :

. o lnformatton conceming approved changes shall be transmltted toall orgamzatrons .
: affected by the changes -
d. Software venﬁcatlons shall be perfonned for the changes as necessary to ensure the .

changes are appropriately reflected in software documentation and to ensure that
document traceabthty is mamtamed o :

e. ‘ Software vahdatton shall be perfom\ed as necessary for the change
C. Conﬁguratton status accountmg shall tnclude |
| TS A hstmg of the approved baseline elements and un'ique identifiers. -

4

2. The status of proposed and approved changes to the baselme elements

-

3. A bnef chronology of the software i items, tncludtng descnpttons of the changes made
between versnons of software items. : -

l 2.7 Defect Reporting and Resolutxon
A software defect repomng and resolutlon system shall be |mplemented

A. o The defect reporting and resolutton system shall be integrated with the software confi guratton ,
management system to ensure formal processing ¢ of defect resolutions.

B. ' Software defect reporting and resolution systems shall include the following controls:

H

L. Defects sha!l be documented and resolved ‘
| 2. . Defects shall be assessed for their i lmpact on prevnous appltcauons
3. : Resolutlons sha!l be rcv:ewed and approved before changes are made to baselme elements.
4 | Nouﬁcatton of identified user orgamzatlons g
4
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C.

I.2.8 ControloftheUseot'Software A o - o

'A.

. Affected Orgamzauons shall control and document the use of released software items such that

-of the process.’

Useof software shall be independently reviewed and approved to ensune that the software selected is .
* suitable to the problem being solved. .

lf a defect is identified in software that adversely lmpacts previous-applicatians, then the condition -
" adverse to quality shall be documcnted and controlled in accordance wrth Section I6 0, Corrective

Actxon,‘__‘. o A . )

comparable results can be obunned with any differences explamed through lndependent repllcatlon .

.

If use of a software item falls outsnde the range of valldatlon. funhcr validation shnll be performed -
pnor to use. o , . o
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