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ABSTRACT

This NUREG presents the primary physical protection requirements, issued by the U.S. Nuclear

Regulatory Commission (NRC), under Title 10 of the U.S. Code of Federal Regulations,
applicable to unirradiated Categories 1, 11, and IlIl material at fixed sites. Category I refers to

formula quantities of strategic special nuclear material. Category II refers to quantities and

types of special nuclear material of moderate strategic significance. Category IlIl refers to

quantities and types of special nuclear material of low strategic significance. The requirements

are presented in a modular format in relation to the various physical protection functional areas.
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1. INTRODUCTION

1.1 Purpose

This NUREG presents the primary physical protection requ -- ents, issued by the U.S. Nuclear

Regulatory Commission (NRC), under Title 10 of the U.S. Code of Federal Regulations

(hereafter, the Code), applicable to unirradiated Categories I, II, and IlIl material at fixed sites

(see "Glossary of Terms," the appendix to this NUREG). The requirements are presented in a

modular format in relation to the various physical protection functional areas.

This NUREG may be used by NRC staff, licensees, and applicants as a convenient reference

document that outlines the primary physical protection requirements for various categories of

material.

1.2 Scope of NUREG

This NUREG does not treat all applicable NRC physical protection requirements. In this regard,

NRC requires licensees to be familiar with the applicable regulations of the Code and not limit

their designs for physical protection to the scope of this NUREG. Major provisions of the Code

that are part of this NUREG include the principal applicable portions of 10 CFR Part 73,

"Physical Protection of Plants and Material" (i.e., 10 CFR 73.1; 73.20; 73.45; 73.46; 73 67;

73.70; and 73.71) and Appendix G, "Reportable Safeguards Events." Depending on the

category of material under consideration, other parts of the Code that may apply, but are not

explicitly within the scope of this document, include the following applicable appendices to

Part 73- Appendix B, "General Criteria for Security Personnel;" Appendix C, "Licensee

Safeguards Contingency Plans;" and Appendix H, "Minimum Day Firing Criteria;" -- 10 CFR

Part 11, "Criteria and Procedures for Determining Eligibility for Access to Special Nuclear

Material;" and 10 CFR Part 26, "Fitness for Duty Programs." Further, this document does not

address physical protection requirements for spent fuel. These requirements are found under

10 CFR 72.212, for a general license, and 10 CFR 73.51, for a specific license.

1.3 Additional Guidance

A compilation of physical protection guidance, published by NRC and presented under modular

groupings as presented in this NUREG, is found in NUREG/BR -0252, "User's Guide to

NRC-Published Physical Protection Documents," August 1998.

1.4 Modular Format

The modular format of this NUREG is one that NRC is adopting in the fuel cycle physical

protection area, to streamline, and make more user-friendly, its guidance documents.

1.5 Description of NUREG

This NUREG is divided into eleven major modules that represent, in combination, the basic

elements of the required physical protection system for Categories I, II, and IlIl material. These

modules are as follows:
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Module 1: General Requirements
Module II: General Performance Objectives and Capabilities
Module Ill: Threat and Protection Goal
Module IV: Security Organization
Module V: Barriers and Designated Areas
Module VI: Access Control Subsystems and Procedures
Module VII: Detection, Surveillance, and Alarm Subsystems
Module VIlIl: Communications Subsystems
Module IX: Test and Maintenance Program for Physical Protection Equipment
Module X: Contingency Response Plans and Procedures
Module XI: Reporting of Safeguards Events

For each module, listed are the requirements that a licensee must meet in designing its physical
protection system. A regulatory reference is included with each requirement.
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APPENDIX B - GLOSSARY OF TERMS

These terms are excerpted from Title 10 of the Code of Federal Regulations (10 CFR Part 73).

Armed response personnel - Persons not necessarily uniformed, whose primary duty in the
event of attempted theft of special nuclear material or radiological sabotage is to respond,
armed and equipped, to prevent or delay such actions.

Authorized individual - Any individual, including an employee, a student, a consultant, or an
agent of a licensee who has been designated in writing by a licensee to have responsibility for
surveillance of or control over special nuclear material or to have unescorted access to areas
where special nuclear material is used or stored.

Category I - A formula quantity of strategic special nuclear material (SSNM)
SSNM in any combination in a quantity of 5,000 grams or more computed by the formula,
grams=(grams contained U-235) + 2.5(grams U-233 + grams plutonium).]

Category II - Special nuclear material (SNM) of moderate strategic significance [(1) less than
a formula quantity of SSNM but more than 1,000 grams of uranium-235 (contained in uranium
enriched to 20 percent or more in the U-235 isotope) or more than 500 grams of U-233 or
plutonium or in a combined quantity of more than 1,000 grams when computed by the equation,
grams = (grams contained U-235) + 2(grams U-233 + grams plutonium); or 2) 10,000 grams or
more of U-235 (contained in uranium enriched to 10 percent or more but less than 20 percent
in the U-235 isotope).]

Categorv Ill - SNM of low strategic significance.[1) less than an amount of SNM
of moderate strategic significance but more than 15 grams of U-235 (contained in uranium
enriched to 20 percent or more in the U-235 isotope) or 15 grams of U-233 or 15 grams of

plutonium or the combination of 15 grams when computed by the equation, grams = (grams
contained U-235) + (grams plutonium) + (grams U-233); or 2) Less than 10,000 grams but more
than 1,000 grams of uranium-235 (contained in uranium enriched to 10 percent or more but
less than 20 percent in the U-2325 isotope); or 3) 10,000 grams or more of uranium-235
(contained in uranium enriched above natural but less than 10 percent in the U-235 isotope).]

Controlled access area - Any temporarily or permanently established area which is
clearly demarcated, access to which is controlled and which affords isolation of the
material or persons within it.

Deceit - Methods used to attempt to gain unauthorized access, introduce unauthorized
materials, or remove strategic special nuclear materials, where the attempt involves
falsification to present the appearance of authorized access.

Force - Violent methods used by an adversary to attempt to steal strategic special
nuclear material or to sabotage a nuclear facility or violent methods used by response
personnel to protect against such adversary actions.

Guard - A uniformed individual armed with a firearm whose primary duty is the protection of
special nuclear material against theft, the protection of a plant against radiological
sabotage, or both.
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Incendiary device - Any self contained device intended to create an intense fire that can
damage normally flame-resistant or retardant materials.

Intrusion alarm - A tamper indicating electrical, electromechanical, electrooptical, electronic or
similar device which will detect intrusion by an individual into a building, protected area,
vital area, or material access area, and alert guards or watchmen by means of actuated
visible and audible signals.

Isolation zone - Any area adjacent to a physical barrier, clear of all objects that could conceal
or shield an individual.

Material access area - any location which contains special nuclear material, within a vault or a
building, the roof, walls, and floor of which each constitute a physical barrier.

Physical barrier- (1) Fences constructed of No.11 American wire gauge, or heavier wire
fabric, topped by three strands or more of barbed wire (or similar material) on brackets
angled inward or outward between 30 degrees and 45 degrees from the vertical, with an
overall height of not less than 2.4 meters [8 feet], including the barbed topping; (2)
building walls, ceilings, and floors constructed of stone, brick, cinder block, concrete,
steel, or comparable materials (openings in which are secured by grates, doors, or
covers of construction and fastening of sufficient strength so that the integrity of the wall
is not lessened by any opening), or walls of similar construction, not part of a building,
provided with a barbed topping (as described in item 1 of this definition) of a height of
not less than 2.4 meters [8 feet]; or (3) any other physical obstruction constructed in a
manner and of materials suitable for the purpose for which the obstruction is intended.

Protected area - An area encompassed by physical barriers and to which access is controlled.

Stealth - Methods used to attempt to gain unauthorized access, introduce unauthorized
materials, or remove strategic special nuclear material, where the fact of such attempt is
concealed or an attempt is made to conceal it.

Strategic special nuclear material - Uranium-235 (contained in uranium enriched to 20
percent or more in the U-235 isotope), uranium-233, or plutonium.

Tactical Response Team - The primary response force for each shift which can be identified
by a distinctive item of uniform, armed with specified weapons, and whose other duties
permit immediate response.

Vault - A windowless enclosure with walls, floor, roof and door(s) designed and constructed to
delay penetration from forced entry.

Vault-tvne room - A room with one or more doors, all capable of being locked, protected by an
intrusion alarm which creates an alarm upon the entry of a person anywhere into the
room and upon exit from the room or upon movement of an individual within the room.

Watchman - An individual, not necessarily uniformed or armed with a firearm, who provides
protection for a plant and the special nuclear material therein in the course of performing
other duties.

72


