o mw’él '

NUCLEAR ENERGY INSTITUTE

Lynnette Hendricks
DIRECTOR, LICENSING
NUCLEAR GENERATION

March 15, 2002

Attention: Document Control Center
U.S. Nuclear Regulatory Commission
Washington, DC 20555-0001

SUBJECT: Guideline on Licenéing Digital Upgrades

Enclosed for Nuclear Regulatory Commission endorsement is the final Guideline on
Licensing Digital Upgrades (NEI 01-01 / EPRI TR-102348, Revision 1). The original
guidelines for licensing digital system upgrades (EPRI TR-102348) were issued in
1993 and endorsed by the NRC in Generic Letter 95-02. The enclosure reflects
consideration of NRC comments on the previous draft that was provided in our July
24, 2001, letter and discussed in a public meeting on October 11, 2001.

We view the submittal of this document for NRC staff review and endorsement as a
means of exchanging information that is intended to support generic regulatory
improvements. Therefore we believe an exemption from any review fees is
warranted based on the criteria in footnote 4 of 10 CFR 170.21.

If you have any questions, please contact me at 202-739-8109 or Fred Madden at
202-739-8114.

Sincerely,

Lynnette Hendricks

FWM/

Enclosure ‘ ﬂ(y\

1776 | STREET, NW SUITE 400 WASHINGTON, DC  20006-3708 PHONE 202.739.8000 FAX 202.785.4019 www.nel.org

Y I



Document Control Center
Maxrch 15, 2002
Page 2

. J.P. Bongarra, USNRC MS: OWFN 6D17

. J.A. Calvo, USNRC MS: OWFN 9D4

. M. Chiramal, USNRC MS: OWFN 11D19
. E.C. Marinos, USNRC MS: OWFN 11D19
. EM. McKenna, USNRC MS: OWFN 11E8
. R. Torok, EPRI | »
. P.C. Wen, USNRC MS: OWFN 11F1

FEEEERE



Guideline on Licensing Digital Upgrades
EPRI TR-102348 Revision 1

NEI 01-01

A Revision of EPRI TR-102348 to Reflect Changes
to the 10 CFR 50.59 Rule

1002833

Final Report, March 2002

Prepared by
A Joint Task Force of
The Nuclear Energy Institute

and
The Electric Power Research Institute

EPRI Project Manager
R. Torok

NEI Project Manager
F. Madden

EPRI 3412 Hillview Avenue, Palo Alto, California 4304 » PO Box 10412, Palo Alto, California 94303 « USA
800.313.3774 - 650.855.2121 * eskepri@epri.com » www.epri.com



DISCLAIMER OF WARRANTIES AND LIMITATION OF LIABILITIES

THIS DOCUMENT WAS PREPARED BY THE ORGANIZATION(S) NAMED BELOW AS AN
ACCOUNT OF WORK SPONSORED OR COSPONSORED BY THE ELECTRIC POWER RESEARCH
INSTITUTE, INC. (EPRI). NEITHER EPRI, ANY MEMBER OF EPRI, ANY COSPONSOR, THE
ORGANIZATION(S) BELOW, NOR ANY PERSON ACTING ON BEHALF OF ANY OF THEM:

(A) MAKES ANY WARRANTY OR REPRESENTATION WHATSOEVER, EXPRESS OR IMPLIED, (1)
WITH RESPECT TO THE USE OF ANY INFORMATION, APPARATUS, METHOD, PROCESS, OR
SIMILAR ITEM DISCLOSED IN THIS DOCUMENT, INCLUDING MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE, OR (ll) THAT SUCH USE DOES NOT INFRINGE ON OR
INTERFERE WITH PRIVATELY OWNED RIGHTS, INCLUDING ANY PARTY'S INTELLECTUAL
PROPERTY, OR (lil) THAT THIS DOCUMENT IS SUITABLE TO ANY PARTICULAR USER'S
CIRCUMSTANCE; OR

{B) ASSUMES RESPONSIBILITY FOR ANY DAMAGES OR OTHER LIABILITY WHATSOEVER
(INCLUDING ANY CONSEQUENTIAL DAMAGES, EVEN IF EPRI OR ANY EPRI REPRESENTATIVE
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES) RESULTING FROM YOUR
SELECTION OR USE OF THIS DOCUMENT OR ANY INFORMATION, APPARATUS, METHOD,
PROCESS, OR SIMILAR ITEM DISCLOSED IN THIS DOCUMENT.

ORGANIZATION(S) THAT PREPARED THIS DOCUMENT
MPR Associates, Inc.

ORDERING INFORMATION

Requests for copies of this report should be directed to EPRI Orders and Conferences, 1355 Willow
Way, Suite 278, Concord, CA 94520, (800) 313-3774, press 2 or internally x5379, (925) 609-9169,
(825) 609-1310 (fax).

Electric Power Research Institute and EPRI are reéistered service marks of the Electric Power
Research Institute, Inc. EPRI. ELECTRIFY THE WORLD is a service mark of the Electric Power
Research Institute, Inc.

Copyright ©® 2002 Electric Power Research Institute, Inc. All rights reserved.



CITATIONS

This report was prepared by

MPR Associates, Inc.
320 King Street
Alexandria, VA 22314

Principal Investigators
E. Claude

R. Fink

K. Paul

This report describes research sponsored by EPRI and the US Department of Energy and
supported by the Nuclear Energy Institute (NEI).

The report is a corporate document that should be cited in the literature in the following manner:
Guideline on Licensing Digital Upgrades: EPRI TR-102348, Revision 1, NEI 01-01: A Revision

of EPRI TR-102348 to Reflect Changes to the 10 CFR 50.59 Rule, EPRI, Palo Alto, CA: 2002.
1002833.

iii



REPORT SUMMARY

To continue meeting safety and reliability requirements while controlling operating costs,
operators of nuclear power plants must be able to replace and upgrade equipment in a cost-
effective manner. Upgrades to plant equipment and especially instrumentation and control (I&C)
systems typically involve either replacement of analog devices with more modern digital

- technology or updating existing digital equipment. However, the use of digital technology has
raised new design and licensing issues. This guide will help nuclear plant operators design,
license and implement digital upgrades in a consistent, comprehensive manner.

Background ,

Preferred upgrade solutions typically apply digital technology due to its ready availability,
operational flexibility, and potential for performance and reliability improvements. Widespread
implementation of digital upgrades has been hindered, however, by uncertamty regarding
licensing, including the question of whether digital technology introduces new issues that require
prior NRC approval. EPRI originally issued this guideline in 1993 to define a consensus
approach that would resolve unsettled issues and help stabilize the treatment of the new
technology for both licensees and regulators. A key issue was how to apply the 10 CFR 50.59
rule, which defines the criteria that establish when a license amendment is required before
implementing plant changes. The NRC endorsed the original EPRI guideline in Generic Letter
95-02. Two important changes that affect the regulatory environment for digital upgrades have
led to the need for this revision. First, much more guidance on ensuring high dependability with
digital systems is now available. Key guides and standards have been reviewed and endorsed by
the NRC, and the Standard Review Plan (NUREG-0800) has been expanded to cover digital
systems. Second, the 10 CFR 50.59 rule was revised in 2000 and now allows changes that have
minimal safety impact to be made without prior NRC review. The new rule uses criteria that can
be difficult to apply to software-based systems and for which there is minimal precedent. For
example, there is no consensus method for determining the likelihood of malfunction of
software. The industry needed to update the 1993 guideline to address such issues and to help
maintain a stable and standardized treatment of digital upgrades, while ensuring safety and
reliability.

Objective
To help nuclear plant operators implement and license digital upgrades in a consistent,
comprehensive, and predictable manner.

Approach ‘

A task force of utility and industry representatives sponsored by EPRI and supported by the
Nuclear Energy Institute (NEI) developed a guideline to help plant operators implement and
license digital upgrades. The task force treated digital issues within the framework of the updated
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10 CFR 50.59 regulation. Industry representatives and regulators reviewed drafts of the
guideline. Their feedback reflected significant interest and expertise and helped strengthen the
document.

Results

This guide helps plant operators design and implement digital upgrades, perform 10 CFR 50.59
evaluations, and develop information to support licensing submittals. The approach in this
document supplements NEI 96-07, Revision 1, Guidelines for 10 CFR 50.59 Implementation.
The approach does not predetermine whether license amendments will be required for particular
types of digital upgrades; this task remains the responsibility of the licensee. In essence, the
guideline presents ways to address and resolve digital issues in the design and evaluation
process. It suggests a failure analysis-based approach to manage risk that encompasses digital-
specific issues and other possible failure causes, addressing both according to their potential
effects at the system level. It also clarifies the treatment of potential software common cause
failures and the use of defense-in-depth and diversity evaluations to confirm adequate backups
exist where needed. Where possible, the guideline provides a road map to relevant standards and
other sources of detailed guidance. While the guideline is designed primarily for digital upgrades
to safety systems, it may also be applied to upgrades in non-safety systems.

EPRI Perspective

This project is part of a multi-year EPRI initiative to help plant operators plan, implement, and
license digital 1&C upgrades in nuclear power plants. Other EPRI activities are providing
specific methods and examples in areas such as software verification and validation,
electromagnetic interference (EMI), and evaluation of commercial grade digital equipment for
use in safety-related applications. This guideline is particularly significant in that it helps place
the difficult issue of potential software common mode failure in the proper context, both in
design and licensing.

Both the industry and the NRC staff have recognized the potential for enhanced safety and
reliability that digital systems bring to the nuclear industry. However, uncertainties with the
licensing treatment of issues related to digital technology have led several plant operators to
postpone planned upgrades. With the great majority of plants now anticipating license renewal
and decades of continued operation, the need to replace aging I&C systems has become more
obvious and more acute. A consensus approach between regulators and licensees is therefore
needed to ensure that the treatment of digital issues is predlctable and consistent. It is anticipated
that this guideline on licensing digital upgrades will receive endorsement and wide usage by the
nuclear power industry.

Keywords
Instrumentation and control
Digital upgrade

Licensing



ABSTRACT

As existing instrumentation and control systems become obsolete, utilities are upgrading them
with more modern systems based on digital technologies. This guideline is intended to assist
utilities in implementing and licensing these digital upgrades. It includes guidance for carrying
out the important steps in the design and implementation process to ensure that digital upgrade
issues are adequately addressed, for performing the 10 CFR 50.59 evaluation and, if necessary,
the License Amendment Request, and for complying with other regulatory requirements for
digital equipment. This supplements the guidance contained in NEI 96-07, Revision 1,
Guidelines for 10 CFR 50.59 Implementation.

The guide describes how the issues can be addressed within the upgrade design and evaluation
process, specifically in the context of their potential effects on system functions and system-level
failure modes. References are made to industry standards and other documents as appropriate.
Additional guidance is provided in areas where existing standards or guidelines are not available,
or where they need to be supplemented to adequately address the issues. The guide is intended
primarily for digital upgrades to safety systems, but it also may be applied to upgrades in non-
safety systems. The guidance can be applied to any modification that makes use of digital
technology, whether small or large scale. This guideline supercedes EPRI TR-102348,
Guideline on Licensing Digital Upgrades, 1993.
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1

INTRODUCTION

1.1 Background

Nuclear utilities have a need to upgrade existing instrumentation and control (1&C) systems due
to the growing problems of obsolescence, difficulty in obtaining replacement parts, and increased
maintenance costs. There also is great incentive to take advantage of modern digital technologies
which offer potential performance and reliability improvements. Widespread implementation of
digital upgrades has been tempered, however, by uncertainty regarding licensing, including the
question of whether digital technology introduces new issues that require prior Nuclear
Regulatory Commission (NRC) approval.

EPRI originally issued this guideline in 1993 to address licensing questions and establish a well-
defined, stable, and predictable regulatory framework within which digital system upgrades are
accomplished in a safe and effective manner. This framework included methods to evaluate
digital upgrades in the context of the 10 CFR 50.59 rule, which enables utilities to make certain
changes to the plant without prior NRC review. The guideline also included a broad treatment of
issues that are unique to digital equipment in relation to the 10 CFR 50.59 criteria. The original
guideline was endorsed by the NRC in Generic Letter 95-02.

Since this guideline was first issued, two fundamental changes have taken place in the regulatory
environment that affect licensing of digital upgrades. First, key guides and standards providing
design requirements for digital-based systems have been reviewed and endorsed by the NRC.
Regulatory review guidance in the Standard Review Plan (NUREG-0800) has also been
expanded to cover digital systems. These guides and standards provide a broad base of common
understanding for design, evaluation, and implementation of digital systems. Several industry
initiatives and EPRI-sponsored projects have made use of these guides and standards to qualify
digital equipment on a generic basis for safety related applications in nuclear power plants.

Second, 10 CFR 50.59 was revised in 2000 to better define the criteria that establish when prior
NRC review (i.e., license amendment) is required before implementing plant changes. The
revised rule allows changes that have minimal safety impact to be made without prior NRC
review. Guidance in NEI 96-07, Revision 1, on implementing the revised rule further defines the

“minimal impact” threshold, and focuses on the effects that plant changes have on design
functions. These regulatory changes a.llow many digital upgrades to be made without the need
for a license amendment.

Recognizing the impact of these changes on digital upgrades, EPRI convened a Task Force with
support from the Nuclear Energy Institute (NEI) to update the original guidance contained in
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EPRI TR-102348. The Task Force revised the original guideline to reflect the new 50.59 rule and
complement NEI 96-07, Revision 1, with guidance for digital upgrade issues. Other changes
were made to address key digital issues in the context of the engineering evaluations that are
needed to support the 50.59 process.

Revisions to this guideline were made on the basis of the following underlying principles which
also applied to the development of the original guideline:

e The existing licensing process, including 10 CFR 50.59, applies to digital upgrades. This
document has been updated to reflect the revised 50.59 rule and the industry guidance for
implementing this rule, NEI 96-07, Revision 1, “Guidelines for 10 CFR 50.59
Implementation.” NEI 96-07, Revision 1 was endorsed by the NRC in Regulatory
Guide 1.187.

o The issues associated with digital upgrades should be addressed in the context of their
potential impact on the system being modified, reflecting the state of the system after the
proposed upgrade is integrated with and installed in the plant. This helps to focus attention on
the system functions that are important to the safe and reliable operation of the plant, and
how these functions can be affected by potential failures of the digital equipment. In order to
assess the potential for and impact of failures, a failure analysis with an appropriate level of
detail is needed.

¢ Compliance with appropriate standards and guidelines is an important part of developing and
installing high quality digital upgrades, and this guideline provides a road map to the relevant
industry standards, guidelines, EPRI reports, and regulatory requirements.

1.2 Purpose of This Guideline

As described in the original guideline, this document is intended to assist utilities in
implementing and licensing digital upgrades in a consistent and comprehensive manner. This
includes guidance for:

¢ Carrying out important steps in the design and implementation process to ensure that digital
upgrade issues are adequately addressed,

e Performing 10 CFR 50.59 evaluations for dlgltal upgrades and, if necessary, preparing
License Amendment Requests, and

e Complying with other regulatory requlrements that pertain to digital equipment in nuclear
power plants.

This document is intended primarily to address digital upgrades to safety systems. This guidance
also may be applied to upgrades in non-safety systems at the discretion of the licensee. The
guidance in this document applies to small- and large-scale digital upgrades — from the simple
replacement of an individual analog meter with a microprocessor-based instrument, up to the
complete change out of a reactor protection system with a new, integrated digital system. The
guidance is not limited to instrumentation and control systems; it can also be applied to
modifications or replacements of mechanical or electrical equipment if the new equipment makes
use of digital technology (e.g., a new HVAC package that includes embedded microprocessors
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for control). This guideline also covers “digital-to-digital” changes; that is, changes to or
replacement of digital-based systems. :

1.3 Contents of This Guideline

Fundamental to the successful licensing of digital upgrades is proper handling of key technical
issues during the design process. Of particular impoértance is a thorough understanding of the
types of failures that could occur with digital equipment and the effects of these failures on the
function of the system in which they are installed. This understanding ultimately guides both the
design and licensing efforts. Therefore, the guideline first establishes the linkage between design
and licensing activities, and then addresses the 10 CFR 50.59 issues in this context. The latter
part of the guideline provides additional guidance on important elements of the design process
and specific digital issues.

The contents of this guideline are structured to follow this approach in which the design process
provides the answers needed for licensing:

o First, Section 2 provides definitions for key terms used in the guideline.

e Section 3 describes the design and implementation process for a plant modification and how
the issues associated with digital upgrades are addressed in this process. The relevant
concepts relating to failure analysis, handling of risks, and treatment of potential failures due
to software are discussed in the context of the design process. Detailed guidance relating to
failure analysis and the engineering evaluation issues that are unique to the design of digital
systems is presented later in Section 5.

o Section 4 describes the licensing process for plant modifications that involve digital
equipment. This includes guidance on evaluating potential changes to the plant Technical
Specifications, performing 10 CFR 50.59 screening and evaluations, and navigating the
license amendment process, if required. For 50.59 evaluations, guidance is provided to
supplement NEI 96-07, Revision 1, on topics specific to digital upgrades.

e Section 5 provides more detailed guidance on the digital issues that are important both in the
design of safe and reliable digital-based systems and in the engineering evaluations needed to
support the 50.59 process. A variety of examples are included to illustrate failure analysis
concepts and how the results are used in design and licensing.
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DEFINITIONS AND TERMINOLOGY

This section provides definitions for key terms as they are used in this guideline. When the
definition is taken directly from another document, the source is noted in brackets [ ].

Adverse effects. Effects of a design change on a UFS AR-described design function that have the
potential to increase the likelihood of malfunctions, increase consequences, create new accidents
or otherwise meet the 10 CFR 50.59 evaluation criteria in paragraph 50.59(c)(2). [Excerpted
from NEI 96-07, Revision 1]

Basic component. When applied to nuclear power plants licensed pursuant to 10 CFR Part 50,
basic component means a structure, system, or component, or part thereof that affects its safety
function, necessary to assure the integrity of the reactor coolant pressure boundary; the capability
to shut down the reactor and maintain it in a safe shut down condition; or the capability to
prevent or mitigate the consequences of accidents which could result in potential offsite
exposures comparable to those referred to in 10 CFR 50.34(a)(1) or 10 CFR 100.11. Basic
components are items designed and manufactured under a quality assurance program complying
with 10 CFR 50 Appendix B, or commercial grade items which have successfully completed the
dedication process. [10 CFR 21.3]

Change. A modification or addition to, or removal from, the facility or procedures that affects a
design function, method of performing or controlling the function, or an evaluation that the
intended functions will be accomplished. [NEI 96-07, Revision 1]

Commercial grade item (CGI). When applied to nuclear power plants licensed pursuant to

10 CFR Part 50, commercial grade item (CGI) means a structure, system, or component, or part
thereof that affects its safety function, that was not designed and manufactured as a basic
component. Commercial grade items do not include items where the design and manufacturing
process require in-process inspections and verifications to ensure that defects or failures to
comply are identified and corrected (i.e., one or more critical characteristics of the item cannot
be verified). [10 CFR 21.3]

Commercial grade item dedication. When applied to nuclear power plants licensed pursuant to
10 CFR Part 50, dedication is an acceptance process undertaken to provide reasonable assurance
that a commercial grade item to be used as a basic component will perform its intended safety
function and, in this respect, is deemed equivalent to an item designed and manufactured under a
10 CFR Part 50, Appendix B, quality assurance program. This assurance is achieved by
identifying the critical charactenstlcs of the item and verifying their acceptability by inspections,
tests, or analyses performed by the purchaser or third-party dedicating entity after delivery,
supplemented as necessary by one or more of the following: commercial grade surveys; product
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inspections or witness at hold points at the manufacturer's facility; and analysis of historical
records for acceptable performance. In all cases, the dedication process is conducted in
accordance with the applicable provisions of 10 CFR Part 50, Appendix B. The process is
considered complete when the item is designated for use as a basic component. [10 CFR 21.3]

Common cause failures. Failures of equipment or systems that occur as a consequence of the
same cause. The term is usually used with reference to redundant equipment or systems or to
uses of identical equipment in multiple systems. Common cause failures can occur due to design,
operational, environmental, or human factor initiators. Common cause failures in redundant
systems compromise safety if the failures are concurrent failures, that is, failures which occur
over a time interval during which it is not plausible that the failures would be corrected.

Common mode failure, by strict interpretation, has a meaning that is somewhat different from
common cause failure because failure mode refers to the manner in which a component fails
rather than the cause of the failure. However, because the discussions in this guideline are
concerned with failures that can compromise safety and disable redundant systems or disable
multiple systems using the same equipment, regardless of whether they are common mode or
common cause, the two terms are used interchangeably in this document.

[Definitions adapted from the EPRI Equipment Qué.liﬁcation Reference Manual TR-100516 and
ANSI/IEEE 352-1987] |

Computer. Used broadly in this document to refer to any device which includes digital
computer hardware, software (including firmware), and interfaces. [Derived from
IEEE 7-4.3.2-1993] A microprocessor is considered as one type of computer.

Computer program. A combination of computer instructions and data definitions that enable
computer hardware to perform computational or control functions. [ANSI/IEEE 610.12-1990]

Consequences. In 10 CFR 50.59, the term consequences refers to radiological doses, to either
the public or the control room operators, as a result of any accident evaluated in the UFSAR, but
does not apply to the occupational exposures resulting from routine operations, maintenance,
testing, etc. [Excerpted from NEI 96-07, Revision 1]

Data. A representation of facts, concepts, or instructions in a manner suitable for
communication, interpretation, or processing by humans or by automatic means.
[ANSI/IEEE 610.12-1990] L

Defense-in-depth. A concentric arrangement of protective barriers or means, all of which must
be breached before a hazardous material or dangerous energy can adversely affect human beings
or the environment. For instrumentation and control systems, the application of the defense in
depth concept includes the control system; the reactor, trip, or scram system; the Engineered
Safety Features Actuation System (ESFAS); the Anticipated Transients Without Scram (ATWS);
and the monitoring and indicator system and operator actions based on existing plant procedures.
The echelons may be considered to be concentrically arranged in that when the control system
fails, the reactor trip system shuts down reactivity; when both the control system and the reactor
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trip system fail, the ESFAS continues to support the physical barriers to radiological release by
cooling the fuel, thus allowing time for other measures to be taken by reactor operators to reduce
reactivity. [NUREG/CR-6303]

Dependability. As used in this document, & broad concept incorporating various characteristics
of digital equipment, including reliability, safety, availability, maintainability, and others. [EPRI
TR-106439 (adapted from NUREG/CR-6294)]

Design bases. That information which identifies the specific functions to be performed by a
structure, system, or component (SSC) of a facility, and the specific values or ranges of values
chosen for controlling parameters as reference bounds for design. These values may be

(1) restraints derived from generally accepted “state of the art” practices for achieving functional
goals, or (2) requirements derived from analysis (based on calculation and/or experiments) of the
effects of a postulated accident for which a structure, system, or component must meet its
functional goals. [10 CFR 50.2]

Design function. UFSAR-described design bases functions and other SSC functions described in
the UFSAR that support or impact design bases functions. Implicitly included within the
meaning of design function are the conditions under which intended functions are required to be
performed, such as equipment response times, process conditions, equipment qualification and
single failure. [NEI 96-07, Revision 1]

Design bases functions are functions performed by systems, structures and components (SSCs)
that are (1) required by, or otherwise necessary to comply with, regulations, license conditions,
orders or technical specifications, or (2) credited in licensee safety analyses to meet NRC
requirements. [NEI 96-07, Revision 1]

Digital upgrade. A modification to a plant system or component which involves installation of
equipment containing one or more computers (see above definition of computer). These
upgrades are often made to plant instrumentation and control (1&C) systems, but the term as used
in this document also applies to the replacement of mechanical or electrical equipment when the
new equipment contains a computer (e.g., installation of a new heating and ventilation system
which includes controls that use one or more embedded microprocessors).

Diversity. The use of at least two different means for performing the same function. This can
include diversity in Aow the function is performed (e.g., different algorithms, different variables
sensed or physical principles applied, manual versus automatic) or in the equipment (different
technologies, different hardware and/or software, different actuation means) used to perform the
function. [Derived from IEC 880, the EPRI Equipment Qualification Reference Manual TR~
100516, NUREG/CR-6303, and NUREG 800 Branch Technical Position (BTP)/HICB-19]

Electromagnetic compatibility (EMC). The ability of equipment to function satisfactorily in its
electromagnetic environment without introducing intolerable disturbances to that environment or
to other equipment. [TEC 801-3-1984]
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Electromagnetic interference (EMI). Electromagnetic disturbance which manifests itself in
performance degradation, malfunction, or failure of electrical or electronic equipment.
[IEC 801-3-1984]

Final Safety Analysis Report (FSAR). The original FSAR is submitted with the application for
the operating license and reviewed by the NRC in granting the initial license to operate the
facility. The updated FSAR (UFSAR) is the original FSAR as periodically updated per the
requirements of 10 CFR 50.71(e). The UFSAR describes the design bases, safety analyses, and
facility operation under conditions of normal operation, anticipated operational occurrences,
design basis accidents, external events, and natural phenomena for which the plant is designed to
function.

The safety analyses described in the UFSAR demonstrate the integrity of the reactor coolant
pressure boundary, the capability to shut down the reactor and maintain it in a safe shutdown
condition, and the capability to prevent or mitigate the consequences of accidents.

[The above definition was adapted from NEI 98-03, Revision 1]

Firmware. Software that resides in read-only memory. [Adapted from IEEE 7-4.3.2-1993] An
example is programmable read-only memory (PROM).

Hardware. Physical equipment used to process, store, or transmit computer programs or data.
[ANSVIEEE 610.12-1990]

Human-system interface (HSI). All interfaces between the digital system and plant personnel
including operators, maintenance technicians, and engineering personnel (e.g., display or control
interfaces, test panels, configuration terminals, etc.). These interfaces include information and
control resources used by plant personnel to perform their duties and tasks. Currently HSI is the
term that is synonymous with and replacing human-machine interface (HMI) and man-machine
interface (MMI). Principal HSIs are: alarms, information displays (including procedures), and
controls. A HSI may be made up of hardware and software components and is characterized in
terms of its important physical and functional characteristics.

Malfunction. In the context of 50.59, malfunction means the failure of a structure, system, or
component to perform its intended design functions as described in the UFSAR (whether or not
classified as safety-related in accordance with 10 CFR 50, Appendix B). [NEI 96-07, Revision 1]

Microprocessor. See computer.

Radio-frequency interference (RFI). A form of electromagnetic interference (EMI). EMI is a
broader definition which includes the entire electromagnetic spectrum, whereas RFI is more
restricted to the radio-frequency band, generally considered to be between 10 kHz and 50 GHz.
These terms (RFI and EMI) have been superseded by the broader term electromagnetic
compatibility EMC.
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Redundancy. The provision of alternative (identical or diverse) equipment or systems so that
any one can perform the required function, regardless of the state of operation or failure of any
other. [Derived from IEC 880]

Reliability. The characteristic of an item expressed by the probability that it will perform a
required mission under stated conditions for a stated mission time. [IEEE-577-1991 and IEEE-
352-1987]

Safety related. See safety related systems, structures, and components.

Safety related systems, structures, and components (SSCs). Those systems, structures, and
components that are relied upon to remain functional during and following design basis events to
ensure (1) the integrity of the reactor coolant pressure boundary, (2) the capability to shut down
the reactor and maintain it in a safe shutdown condition, or (3) the capability to prevent or
mitigate the consequences of accidents that could result in potential offsite exposures comparable
to the applicable guideline exposures set forth in section 50.34 (a)(1) or section 100.11 of

10 CFR. [10 CFR 50.2] ’

Screening. The process used to determine whether a proposed change (for which 10 CFR 50.59
is applicable) requires a 10 CFR 50.59 evaluation to be performed. [NEI 96-07, Revision 1]

Software. Computer programs, procedures, and possibly associated documentation and data
pertaining to the operation of a computer system. [ANSI/IEEE 610.12-1990] This includes
software that is implemented as firmware.

Software safety analysis. The process of identifying and analyzing potential hazards (which
may result either from failures of the digital system or from external conditions or events) that
can affect the safety of the system and the plant. The process focuses on identifying requirements
that are needed in order to prevent or mitigate hazards. Regulatory review guidance in
BTP/HICB-14 and in Regulatory Guide 1.173 states that there should be a defined safety
analysis process in which responsibilities and activities are defined for each phase of the
development process. Software safety analysis can be a part of the broader failure analysis,
which is discussed in Section 5.

System-level failure. The failure of a system to perform its function, or a failure which affects
the ability of another system to function. This phrase, used extensively in TR-102348, is
enveloped by the broader phrase resuits of a malfunction of an SSC, which refers to the effect of
the malfunction of an SSC in the Safety Analysis, as discussed in NEI 96-07, Revision 1.

Verification and validation (V&V). The process of determining whether the requirements for a
system or component are complete and correct, the products of each development phase fulfill
the requirements or conditions imposed by the previous phase, and the final system or
component complies with specified requirements. [ANSI/IEEE 610.12-1990]
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DIGITAL UPGRADE PROCESS

This section describes the process for design and implementation of plant upgrades and
illustrates how the issues associated with licensing digital upgrades are addressed within this
process. It is important that the design process thoroughly address the technical issues that affect
digital upgrades, because the design solutions and supporting evaluations provide the bases
needed to address the licensing issues. In addition, this section is intended to aid the user in
identifying changes to plant processes that may be needed to support digital upgrades.

First, a general overview is given which describes the modification process. Next, the roles of
failure analysis and other key engineering evaluations in design and licensing are discussed.
Then, guidance is provided for some of the important steps in the plant modification process.
The information presented here is intended to supplement more general guidance on the nuclear
plant design change process, including NSAC-105, “Guidelines for Design and Procedure
Changes in Nuclear Power Plants.”

3.1 Digital Upgrade Process Overview

Figure 3-1 shows a typical digital upgrade design and implementation process. The main flow
path down the left side of the figure shows the key steps in the modification process, starting
with a change proposal and proceeding through installation, operation and maintenance. The
process has been simplified for this figure. For example, the administrative and contractual steps
involved in an upgrade project (e.g., forming the project team, selecting vendors, etc.) are not
shown.

The upper right portion of the diagram shows activities associated with evaluation of potential
system failures. In order to assess the impact of changes on plant design functions and safety, as
well as on plant availability and investment protection, it is necessary to understand the potential
failures (and other undesirable behaviors) of the system being modified and the effect that the
modification will have on the likelihood and consequences of such failures. These activities will
be referred to collectively as failure analysis in this guideline. This is not to imply, however, that
there is necessarily a single analysis performed or technique applied, or that the results of these
activities would necessarily be captured within a single document. Consideration of potential
system failures should be an integral part of the design and implementation process for digital
upgrades, interacting potentially with all of the key design, specification, and implementation
activities, as shown on the diagram of Figure 3-1. Although it is singled out on the diagram for
emphasis, failure analysis is not a stand-alone activity or one that operates outside the design
process.
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Engineering evaluations are shown in the middle of the right side of the diagram. Like failure
analysis, engineering evaluations are activities that are performed as part of the design process,
but are highlighted on Figure 3-1 for emphasis. Engineering evaluations include the collection
of activities that are performed to demonstrate reasonable assurance that the system is safe and
satisfies the specified requirements (e.g., for quality, dependability, and performance). This may
include evaluating and interpreting the results of the failure analysis, design verifications,
software V&V, and review of vendor software design and development processes. Where
appropriate, analyses of overall defense-in-depth and diversity of the plant may be warranted to
demonstrate the ability to cope with common cause failures.

Licensing activities are shown on the lower right side of the diagram, illustrating their interaction
with the design and implementation activities. Section 4 discusses the licensing process in more
detail and provides guidance for performing 10 CFR 50.59 evaluations for digital upgrades. Note
that Figure 3-1 shows a tie between failure analysis, engineering evaluations, and licensing
activities. This is important because many of the questions raised in licensing (e.g.,

10 CFR 50.59 questions regarding likelihood and consequences of failures) can be resolved
using information that comes out of the failure analysis and engineering evaluations.

3.2 Digital Issues in the Upgrade Process

Some of the key design issues for digital systems are addressed at a number of points in the
process of specifying, designing, and implementing a digital upgrade. For example, software
quality assurance processes require verification and validation activities to be carried out
throughout the design, implementation, testing, installation, commissioning, and long-term
maintenance of the upgrade. Similarly, human-system interface (HSI) design requirements need
to be specified, appropriate verifications and validations performed, and necessary training,
procedures, and administrative controls provided to enable adequate human performance and
protect against human errors.

These issues all affect the potential for system failure. The issues are addressed specifically in
the failure analysis (which interacts with all phases of the modification process), and it is in this
context that ultimately they are resolved in the design.

3.2.1 Analyzing Failure and Risk in the Design Process

Initially, failure analysis provides input in the form of design requirements such as requirements
for features to preclude certain types of potential failures, or for failure detection and
management within the system. As the design progresses and more details are available,
additional potential failure modes may be identified, along with a need for corresponding
resolutions which could affect the design. Section 5.1 of this guideline provides more detailed
guidance for performing failure analyses.

Resolution of potential failures typically involves engineering judgment, with consideration of a
number of factors. These factors include the likelihood of the failure, its importance based on
system-level effects and the impact on the plant, the practicality of the options available for



Digital Upgrade Process

mitigating or eliminating the possibility of failure, the means of alerting the operator of the
failure, and maintenance requirements to repair the failure. If the potential failure is judged to be
significant, the resolution may be to add system design features that preclude or protect against
the failure, take credit for backup from another system (defense-in-depth), or take actions that
reduce the likelihood of the failure. If the problem is a lack of data to support an assessment of
the likelihood of failure, the resolution may be to take action to develop the needed information
(e.g., additional testing or verification activities to develop the needed confidence that the failure
is adequately addressed).

Figure 3-2 illustrates how failure analysis is applied during the design process to understand and
manage risk. Risk is a function of both the likelihood and the consequences of potential failures
and hazards. Depending on the combination, risk could be judged to be negligible, non-
negligible (but acceptable), or unacceptable. In practice, the design process identifies
unacceptable risks and makes adjustments accordingly, so by the time a proposed change is
ready for implementation in the plant or for NRC review, it will always lie in the region of
negligible or acceptable risk.

al Increase Assurance of
Sufliclent Dependablility

|

‘Risk Is Unacceptable
Need to Take Action

Change Design or identify
«—— Other Equipment or Systems
that Can Provide Backup to
Mitigate Consequences

Increasing Likelthood of Fallure —
«<+—— Increasing Dependabifity

| lncmﬁsihg. .(.:.c.ms-e;r.;ences of Fallure —»-
Figure 3-2
Using Failure Analysis to Understand and Manage Risk

At the engineering design stage, consequences could involve both safety and economic aspects
although, for regulatory purposes, only the safety consequences are important. The likelihood of
failure is based on a broad, usually qualitative, assessment of dependability that includes
consideration of several factors including the sofiware design process, hardware/software design,
HSI design, fault tolerance, operating history, device complexity, system complexity, and
testability. Plant Probabilistic Risk Assessment (PRA) data could also contribute to the assessment
(See Example 5-3). These elements of dependability are discussed further in Section 5.3.

Note that Figure 3-2 is a general treatment of potential failure modes and hazards. It applies to
any and all potential failures (including software common cause failure) and it applies regardless
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of whether the change under consideration affects an entire system or is only a component-level
change. '

3.2.2 Software Common Cause Failure

The safety model of a nuclear plant is based on an architecture of systems and equipment that
uses a combination of multiple echelons of defense-in-depth and redundant equipment. This
ensures that in the event of an accident or malfunction the plant can be brought to and
maintained in a safe state. The plant is designed to cope with single active failures of hardware
components in redundant safety systems, but common cause hardware failures (as a result of
design deficiencies or manufacturing errors as discussed in IEEE 379) are considered beyond the
design basis. The likelihood of hardware common cause failure is considered acceptably low due
to factors such as the high quality standards applied in development and manufacture, physical
separation of redundant equipment, and the recognition that degradation mechanisms that could
result in common failures (e.g., corrosion or premature wear-out) are slow to develop and would
be detected in maintenance and surveillance activities before they could disable a safety function.

Common cause failure vulnerability of digital safety I&C systems due to software errors could
be considered as a special cause of single failure vulnerability, since the same software resides in
the redundant channels of the system and a single undetected design error in the software could
lead to a common cause failure of all redundant channels. For digital systems, the likelihood of
software-related failure is minimized using the same basic approach of controlling the design,
implementation, operation, and maintenance processes. Compliance with industry standards and
regulatory requirements coupled with tests, evaluations, and reviews is used to assure a very low
likelihood of failure. The important activities that are performed throughout the various phases
of the digital upgrade process and that contribute to minimizing risk are summarized in Section
3.3 and discussed in detail in Section 5. Results of these activities are then used in the 10 CFR
50.59 process as described in Section 4. With respect to failures due to software, including
common cause failures, the key to addressing these in licensing is having performed appropriate
design, analysis and evaluation activities to provide reasonable assurance that such failures have
a very low likelihood.

The conversion from analog to digital I&C systems often reduces the amount of discrete
hardware involved in a system (e.g., replacing a large number of relays or analog electronic
modules with a PLC), and thus reduces the risk of hardware common mode failures. Howeyver,
most (but not all) digital I&C devices are significantly more complex than conventional analog
devices when software is considered. As a result of this complexity, there can be a greater
degree of uncertainty with respect to defining the likelihood of software-related failure of the
device.

With this added degree of uncertainty regarding failures due to software, additional measures are
appropriate for systems that are highly safety significant (i.e., high consequences on Figure 3-2)
to achieve an acceptable level of risk. For digital upgrades to such systems, the defense-in-depth
and diversity in the overall plant design are analyzed to assure that where there are
vulnerabilities to common cause software failure, the plant has adequate capability to cope with
these vulnerabilities (see Section 5.2). This defense-in-depth and diversity analysis is considered
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a beyond design basis concern, reflecting an understanding that while not quantifiable, the
likelihood of a common cause software failure in a high quality digital system is significantly
below that of a single active hardware failure. The analysis is performed as part of the design
process, as the results could affect the design of the digital upgrade.

3.3 Phases of the Plant Modification Process

The phases of the plant modification process shown in Figure 3-1 are discussed below, along
with specific guidance related to digital upgrades. EPRI 1001045, “Guideline on the Use of Pre-
Qualified Digital Platforms for Safety and Non-Safety Applications in Nuclear Power Plants,”
provides more detailed guidance on important issues to consider in each of these phases.

This discussion pertains largely to the design and implementation of individual digital upgrades.
The industry has recognized, however, that changes and enhancements in I&C system
functionality that can accompany digital upgrades can have a significant impact on overall plant
operation and maintenance and associated costs. To help assure successful implementation of
individual upgrades and achieve long-term economic benefits, it is useful to develop an
understanding of plant-wide I&C system needs and upgrade options, so that consistent criteria
can be established, and regulatory, technical, and economic requirements can be met.

3.3.1 Project Definition and Planning

¢ Interms of an individual upgrade, the types of activities to be performed and the methods
and techniques to be applied should be identified early in the project, as they will affect
licensing activities. Issues that should be considered include tools and techniques to specify
requirements, failure analysis methodology and specific analysis techniques, software
development methodology, tools and techniques for validation, levels of independence for
verification, and skills and expertise needed on the project team.

The plant systems involved in the upgrade and their design and licensing bases should also be
clearly defined early in the process. This includes defining:

e Objective(s) of the modification. What is the modification intended to accomplish? For
example, is this a functionally equivalent replacement or is additional functionality to be
provided as part of the modification? This can have a significant impact on 10 CFR 50.59
evaluations. Development of a conceptual design and functional requirements for the upgrade
will assist in developing a clear statement of the objectives. Note that early evaluation of
potential failure modes and their impact on the licensing evaluations can help ensure the
objectives are appropriate from the beginning of the project.

e System(s) to be modified. What systems will be modified to support the objectives?

o Effects on other systems, training (including the simulator), and plant procedures. What are
the effects from this modification on other systems? What interfaces are affected? What are
the effects on the modified system of faults and potential failures from systems and
components interfaced to the new system? This is important in determining the effects of
potential failures in the upgraded equipment, and it can affect the 10 CFR 50.59 evaluations.
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¢ Systems design basis and licensing basis. What are the design and licensing bases for the
systems to be modified and for those that may be affected by the modification? System
design documentation, design basis requirements, applicable sections of the UFSAR,
Technical Specifications, and other design information should be used as appropriate.

3.3.2 Requirements

Experience in previous digital upgrades and lessons learned from software development have
shown that proper specification of requirements is a key element in assuring adequate
performance of the system. The increased flexibility and complexity of software-based systems
makes specification of behaviors under unexpected, abnormal, and faulted conditions more
complicated and more important than it would for analog systems. The user should specify both
what the system must do and what it must not do. Section 2 of NSAC-105 provides general
guidance on preparing design specifications for plant modifications. EPRI TR-108831 provides
specific guidance on defining, analyzing, and tracking requirements for digital upgrades. EPRI
1001045 also provides guidance on defining plant-specific requirements for upgrades that
involve pre-qualified digital platforms. -

Most problems with digital systems occur in specifying the system, not in implementing the
system or the software. The process should be very thorough in establishing the requirements for
the upgraded system or equipment, identifying all interfaces and all the applicable design basis
requirements. Also, the licensee should ensure that it adequately communicates to the vendor the
plant-specific requirements and information needed to implement the design. It is important to
continue communication between the vendor’s design team and the licensee’s system engineers,
operators, maintenance, and testing staff to ensure that the system requirements have been
correctly and completely included in the software and hardware design.

3.3.3 Design and Implementation

The goal of the design phase is to develop and document the detailed design of the digital system
and the plant modification in accordance with the established requirements. Guidance on design
issues for digital systems is provided in IEEE 7-4.3.2 and EPRI 1001045,

In this phase of the upgrade process, the final selection of the specific digital platform is made
based on the requirements, hardware qualification tests are performed as necessary, commercial
grade item dedication is performed as necessary, and application software is developed. It
should be recognized that some of these choices might be implicit in the choice of vendor or
third party integrator. As the detailed design is developed, the system failure analysis is
expanded to address potential failures related to the specific digital platform, software tools, and
application architecture to be used.

The licensee will also need to evaluate the quality and dependability of the digital system during
this phase as input to the 10 CFR 50.59 process (see Section 4). Important elements to consider
in such evaluations are discussed in Section 5.3.
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3.3.4 Testing, Installation, and Commissioning

This step in the upgrade process includes activities such as factory acceptance tests, site
acceptance tests, installation, and pre- and post-installation testing. System functionality and
response to abnormal conditions and events should be tested to the maximum extent possible
before installation in the plant, recognizing that while factory and simulator testing have
limitations these activities are critical in verifying the adequacy of the design. Refer to IEEE
7-4.3.2 and EPRI 1001045 for additional guidance on these activities.

In many cases, acceptance tests can be performed with the digital upgrade installed in the plant
simulator prior to installation in the plant. This allows the equipment to be tested with
representative plant inputs and human-system interface verification and validation to be
performed prior to installation. However, it is also necessary to maintain simulator fidelity with
the actual plant configuration. Consequently, for large digital upgrades, a separate mock-up
facility may be needed to allow testing and training on the new equipment before it is installed
while still enabling operators to maintain their qualifications with the existing equipment.

3.3.5 Operation, Maintenance, and Support

The life cycle of a digital system continues even after it has been successfully installed in the
plant. When the system is put into service, the licensee needs to be sure that sufficient and
appropriate procedures are in place to monitor and evaluate error reports generated by the digital
equipment vendor, maintain configuration control as the digital equipment is repaired, upgraded
or modified, and ensure documentation is kept up to date. Maintaining configuration control is
critical to assure that the licensing basis is preserved.

In terms of system operation, the need for procedures and training of personnel should be defined
early in the upgrade process. Procedures should cover configuring, operating, maintaining, and
modifying the upgraded equipment, including configuration control of hardware, software, and
data (e.g., setpoints). Also, specific needs for training of operations, maintenance, and
engineering personnel should be identified. The licensee should ensure that personnel will be
fully informed, knowledgeable of the system and the important characteristics of the new
equipment (e.g., its potential failure modes and how they differ from the previous equipment),
and fully trained on the tasks they are expected to perform with the system and the associated
procedures. Note that the impact of a digital upgrade on procedures and training can vary widely
depending on the scope and complexity of the upgrade.

On-going maintenance may also need to include periodic testing (i.e., surveillance testing) such
as that described in IEEE-338, “Standard Criteria for the Periodic Surveillance Testing of
Nuclear Power Generating Station Safety Systems,” and Regulatory Guide 1.22, “Periodic
Testing of Protection System Actuation Functions.” Guidance on developing strategies for
periodic testing of digital equipment is also discussed in EPRI 1001045 and BTP/HICB-17,
“Guidance on Self-Test and Surveillance Test Provisions."
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LICENSING PROCESS AND 10 CFR 50.59

As part of making a change to a nuclear power plant, the licensee performs the necessary reviews
and evaluations to ensure that the change is safe, verifies that the change meets the applicable
regulations, determines the effect of the change on the plant’s licensing basis, and determines
whether approval of the change is needed from the NRC. The key regulation that governs
changes to a licensed nuclear facility is 10 CFR 50.59. Guidance on implementing this
regulation is provided in NEI 96-07, Revision 1, whnch has been endorsed by the NRC in
Regulatory Guide 1.187.

Under the provisions of 10 CFR 50.59, the licensee is allowed to (&) make changes in the facility
as described in the Updated Final Safety Analysis Report (UFSAR), (b) make changes to the
procedures as described in the UFSAR, and (c) conduct tests or experiments not described in the
UFSAR, without NRC review and approval prior to implementation, provided the proposed
activity does not involve a change in the Technical Specifications and meets the criteria defined
in 10 CFR 50.59.

The 10 CFR 50.59 process, shown in Figure 4-1, applies to digital upgrades as it does to other
plant modifications. However, there are specific considerations that should be addressed
including, for example, different potential failure modes of digital equipment as opposed to the
equipment being replaced, the effect of combining functions of previously separate devices into
one digital device, and the potential for software common cause failures. As previously
discussed in Section 3, these digital considerations are addressed in the design process, including
in failure analyses and other engineering evaluations. These evaluations are important inputs to
the licensing process as shown in Figure 4-1.

It can be beneficial to inform the NRC early in the process, prior to determining what formal
submittals may be required, about the intention to make a significant digital upgrade to a safety
system. This can help avoid misunderstandings and facilitate useful and timely interactions
between the licensee and NRC, potentially leading to a smoother licensing process for the
upgrade. However, the project should be clearly defined (see Section 3.3.1) before extensive
dialogue is initiated.
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4.1 Engineering Evaluations

For digital upgrades one of the challenges in the 10 CFR 50.59 process is addressing the effect of
software, and potential failures due to software, on the design function. The answer lies in the
engineering evaluations that are performed throughout the design process.

4.1.1 Use of Engineering Evaluations

One of the key considerations in licensing digital upgrades is determining whether failures due to
software are as likely as other potential failures addressed in the UFSAR. This issue is addressed
by establishing reasonable assurance that such failures are unlikely, based on the engineering
evaluations performed as part of the design process. As illustrated in Figure 4-2, two key
elements of the engineering evaluations are evaluating the dependability of the digital equipment
and its associated software considering the issues discussed in Section 5.3, and analyzing
potential failures as discussed in Section 5.1.

Results of these engineering evaluations are then used as a basis for determining the risk of

failures. As shown in Figure 3-2, if either the likelihood of failure or the consequences of failure
are sufficiently low, then the risk is negligible.
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4.1.2 Dependability and Risk of Failure Due to Software

In the Standard Review Plan, Chapter 7, the NRC emphasizes that quality is one of the key
defenses against software common cause failure. While the specific probability of failure due to
a software design flaw cannot be determined on a quantitative basis, there are established
methods for software development and qualification that, when followed, provide reasonable
assurance that the likelihood of failure due to software is sufficiently low. To determine whether
a digital system poses a significant risk of software failure, the factors that contribute to its
dependability (or likelihood of failure) and quality need to be evaluated. The evaluation should
consider:

o The development and quality assurance processes applied to both the digital platform itself
and the plant-specific application software (see Section 5.3.3). Processes for design, V&V,
and configuration control of software should be documented.

¢ Compliance with industry standards and regulatory requirements and guidelines for design,
development and verification of the digital system and its software (see Section 5.3 and
Table 5-1).

¢ Quality assurance per 10 CFR 50, Appendix B applied in the design of the plant-specific
system and software application.

¢ For commercial grade equipment, factors that compensate for lack of documented processes
compliant with nuclear industry standards, following the approach in EPRI TR-106439 (see
Section 5.3.3.6).

¢ Existing qualification certifications, including NRC Safety Evaluation Reports documenting
review of generic qualification tests and evaluations. While the effort required on the part of
the licensee to evaluate the platform is reduced by virtue of the prior NRC review, the
licensee will still need to evaluate the plant-specific application and implement plant-specific
action items identified by the NRC as a result of their review.

This list is not all-inclusive and is only intended to serve as a guide in the evaluation of the
quality of the digital device. Section S provides detailed guidance on addressing digital upgrade
issues that relate to the quality of the upgrade and thus the likelihood of failure due to software.
Additional factors that can contribute to the determination that the likelihood of software
common cause failure is acceptably low include:

¢ The maturity of the product and substantial, relevant history of satisfactory operation in
similar applications (including operating experience at other plants and in other industries).
Additional confidence is gained if the same equipment and application program have been
used successfully in other nuclear plants or other similar applications.

¢ Simple software architecture, few inputs/outputs, well-defined failure states, built-in fault
tolerance (see Section 5.3.2). Systems that are sufficiently simple can have well defined
failure modes and tend to allow for more thorough testing of all input and output
combinations than complex systems. The s1mp11c1ty of the digital equipment itself and of the
application should be considered.
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In considering digital upgrades in the context of 50.59, there should be reasonable assurance that
failures due to software, particularly common cause failures in redundant channels, are
sufficiently unlikely. However, it is typically difficult to obtain further assurance that the
likelihood of common mode failure due to software is as low as that for hardware, even when the
software is designed in accordance with a 10 CFR 50, Appendix B process. As a result, there
may be a larger uncertainty associated with determining the likelihood of failure due to software
relative to other types of failures, as depicted below.

A o .
D a";?l'ae ntF S'Ll;;f‘ Assumed

Likelihood

of Failure Software Common

Cause Failures for
/ Qualified Equipment*

§§§§: Uncertainty

Hardware Common
Cause Failures

* Note: For digital equipment shown to be of high quality, the likelihood of software common cause failure is
expected to be much less than the likelihood of single failures assumed in plant design.

Figure 4-3
Likelihood of Common Cause Failures due to Hardware and Software

4.2 Applicabllity of 10 CFR §0.59

Section 4.1 of NEI 96-07, Revision 1, provides guidance on the applicability of 10 CFR 50.59.
In some cases, a change may be controlled by more specific regulations. Also, for digital-to-
digital changes that appear to be like-for-like replacements, an equivalency evaluation should be
performed to determine if the replacement is a plant design change (subject to 10 CFR 50.59)
versus a maintenance activity. Digital-to-digital changes may not necessarily be like-for-like
because the system behaviors, response time, failure modes, etc. for the new system may be
different from the old system. If the vendor, hardware, firmware, application software, and
configuration data are identical, then the upgrade may be a like-for-like maintenance activity
where 10 CFR 50.59 would not apply.

4.2.1 Review for Potential Tech Spec Changes
If the planned upgrade involves a change to the Technical Specifications, then the licensee

submits a request for amendment to the facility license in accordance with the provisions of
10 CFR 50.90. The NRC reviews and needs to approve the Technical Specification change prior
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to implementation of the plant modification. The submittal should concentrate on those aspects
of the modification that result in the Technical Specification change.

Reviews to determine whether digital upgrades involve Technical Specification changes should
cover the items listed below:

e Safety limits, limiting safety system settings, and limiting control settings. These are limits
on important process variables that are necessary to reasonably protect the integrity of the
physical barriers that guard against the uncontrolled release of radioactivity.

¢ Limiting conditions for operation. These are the functional capabilities or performance levels
of equipment required for safe operation of the facility.

e Surveillance requirements. These are requirements relating to test, calibration, or inspection
to assure that the necessary quality of systems and components is maintained, that facility
operation will be within the safety limits, and that the limiting conditions of operation will be
met.

e Design features. Design features are those features of the facility such as channel accuracy
and time response which, if altered or modified, could have a significant effect on safety.

e Administrative controls. These provisions relate to organization and management,
procedures, record keeping, review and audit, and reporting necessary to assure operation of
the facility in a safe manner.

The review should consider the bases for the Technical Specifications and applicable plant
Safety Evaluation Reports (SERs) to determine if any changes to the Technical Specifications
are needed or if 2 new Technical Specification is needed per 10 CFR 50.36. It should consider in
particular any parameters, assumptions or testing requirements that may have been unique to the
system or equipment being replaced and no longer apply with the digital upgrade. Also, it should
include consideration of parameters, assumptions, or testing requirements unique to the digital
system or equipment that were not required for the earlier system and need to be added.
Additional guidance is provided in EPRI 1001045.

Note that NEI 96-07, Revision 1, states in Section 4.1.1 that it is acceptable to implement
setpoint changes affecting Technical Specifications in a license amendment pursuant to

10 CFR 50.90 while the remainder of the associated modification is implemented under the
10 CFR 50.59 process.

4.3 50.59 Screening

In accordance with 10 CFR 50.59, plant changes are reviewed by the licensee to determine
whether the change can be made without obtaining a license amendment (i.e., without prior NRC
review and approval of the change). The 10 CFR 50.59 process of determining when prior NRC
review is required includes two parts: screening and evaluation. The screening process involves
determining whether a change has an adverse effect on a design function described in the
UFSAR,; the evaluation process involves determining whether the change has more than a
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minimal effect on the likelihood of failure or on the consequences associated with the proposed
activity.

The mere fact that a change converts analog equipment or signals to digital does not cause the
change to screen in. There are other specific aspects of the change that must be considered in
screening which are discussed in this section.

4.3.1 Screening Process Overview

Figure 4-4 provides an overview of the thought process involved in 10 CFR 50.59 screening. The
first step in screening is to determine whether the change affects a design function as described in
the UFSAR. If it does not, then the change screens out, and can be implemented without further
evaluation under the 10 CFR 50.59 process. If the change does affect a UFSAR-described design
function, then it should be evaluated to determine if it has an adverse effect. Changes with
adverse effects are those that have the potential to increase the likelihood of malfunctions,
increase consequences, create new accidents, or otherwise meet the 10 CFR 50.59 evaluation
criteria. Additional guidance on the definition of adverse is provided in the bulleted examples in
Section 4.2.1 of NEI 96-07, Revision 1. These include:

¢ Decreasing the reliability of a design function,

e Adding or deleting an automatic or manual design function,

e Converting a feature that was automatic to manual or vice versa,
o Reducing redundancy, diversity, or defensé—inQdepth, or

e Adversely affecting the response time required to perform required actions.

If a change is adverse, then a2 10 CFR 50.59 evaluation is performed to determine whether the
specific criteria provided in 10 CFR 50.59(c)(2) are satisfied.
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4.3.2 Software Considerations

With respect to screening digital upgrades, one important question is whether adverse effects
are created by software. An adverse effect may be the potential marginal increase in
likelihood of failure due to the introduction of software. For redundant safety systems, this
marginal increase in likelihood creates a similar marginal increase in the likelihood of a
common failure in redundant channels. On this basis, most digital upgrades to redundant
safety systems should be conservatively treated as “adverse” and screened in for further
evaluation under the 10 CFR 50.59 process.

However, for some relatively simple digital equipment, engineering evaluations may show that
the risk of failure due to software is not significant and need not be evaluated further, even in
applications of high safety significance. As described in Section S, consensus methods have been
developed for evaluating dependability of digital equipment including assessment of the
potential for common cause failure due to software. Overall, the ability to evaluate the
dependability of digital equipment has improved over the years, as some vendors are using
updated and improved processes for software and digital system development, V&V and
configuration management. Also, some digital equipment has gained extensive operating history,
both inside and outside the nuclear industry.

Thus, for some upgrades the likelihood of failure due to software may be judged to be no greater
than failure due to other causes, i.e., comparable to hardware common cause failure. In such a
case, even when it affects redundant systems, the digital upgrade would screen out. Example 4-1
describes the case of a digital “smart” transmitter that uses a relatively simple digital architecture
internally, drives the existing 4-20 mA instrument loop, has limited functionality that can be
comprehensively tested, and has extensive operating history.
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Note that an upgrade that is similar to Example 4-1, but that uses digital communications from
the smart transmitter to other components in the instrument loop might screen in because new
interactions and potentially new failure behaviors are introduced that could have adverse effects
and should be analyzed in a 10 CFR 50.59 evaluation (see Example 4-2).

4.3.3 Other Digital Issues in the Screening Process

In addition to the software question, other characteristics of a digital upgrade could cause the
change to screen in to a 10 CFR 50.59 evaluation. Some potentially adverse effects that should
be evaluated when screening digital upgrades include:

¢ Combining previously separate functions into one digital device such that failures create new
malfunctions (i.e., multiple functions are disabled if the digital device fails).

¢ Changing performance from UFSAR-described requirements (e.g., for response time,
accuracy, etc.).

¢ Changing functionality in a way that increases complexity, potentially creating new
malfunctions.

e Introducing different behavior or potential failure modes (for which the risk is not negligible)
that could affect the design function.

Examples 4-3 and 4-4 illustrate typical screening considerations for a small digital upgrade.
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4.3.4 Screening Human-System Interface Changes

In the discussion of the screening process regarding performing or controlling design functions,
NEI 96-07, Revision 1, Section 4.2.1.2, states that: '

For purposes of 10 CFR 50.59 screening, changes that fundamentally alter (replace) the
existing means of performing or controlling design functions should be conservatively
treated as adverse and screened in. Such changes include replacement of automatic action
by manual action (or vice versa), changes to the man-machine interface, changing a valve
from “locked closed” to “administratively closed” and similar changes.

It is important to note that not all changes to the human-system interface fundamentally alter the
means of performing or controlling design functions. Some HSI changes that accompany digital
upgrades leave the method of performing functions essentially unchanged. Technical evaluations
should determine whether changes to the HSI create adverse effects on design functions
(including adverse effects on the licensing basis and safety analyses). Characteristics of HSI
changes that could lead to potential adverse effects may include, but are not limited to:

¢ Changes to parameters monitored, decisions made, and actions taken in the control of plant
equipment and systems during transients,

¢ Changes that could affect the overall response time of the human/machine system (e.g.,
changes that increase operator burden),

e Changes from manual to automatic initiation (or vice versa) of functions,

¢ Fundamental changes in data presenta