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REPORT SUMMARY 

To continue meeting safety and reliability requirements while controlling operating costs, 
operators of nuclear power plants must be able to replace and upgrade equipment in a cost
effective manner. Upgrades to plant equipment and especially instrumentation and control (I&C) 
systems typically involve either replacement of analog devices with more modem digital 
technology or updating existing digital equipment. However, the use of digital technology has 
raised new design and licensing issues. This guide will help nuclear plant operators design, 
license and implement digital upgrades in a consistent, comprehensive manner.  

Background 
Preferred upgrade solutions typically apply digital technology due to its ready availability, 
operational flexibility, and potential for performance and reliability improvements. Widespread 
implementation of digital upgrades has been hindered, however, by uncertainty regarding 
licensing, including the question of whether digital technology introduces new issues that require 
prior NRC approval. EPRI originally issued this guideline in 1993 to define a consensus 
approach that would resolve unsettled issues and help stabilize the treatment of the new 
technology for both licensees and regulators. A key issue was how to apply the 10 CFR 50.59 
rule, which defines the criteria that establish when a license amendment is required before 
implementing plant changes. The NRC endorsed the original EPRI guideline in Generic Letter 
95-02. Two important changes that affect the regulatory environment for digital upgrades have 
led to the need for this revision. First, much more guidance on ensuring high dependability with 
digital systems is now available. Key guides and standards have been reviewed and endorsed by 
the NRC, and the Standard Review Plan (NUREG-0800) has been expanded to cover digital 
systems. Second, the 10 CFR 50.59 rule was revised in 2000 and now allows changes that have 
minimal safety impact to be made without prior NRC review. The new rule uses criteria that can 
be difficult to apply to software-based systems and for which there is minimal precedent. For 
example, there is no consensus method for determining the likelihood of malfunction of 
software. The industry needed to update the 1993 guideline to address such issues and to help 
maintain a stable and standardized treatment of digital upgrades, while ensuring safety and 
reliability.  

Objective 
To help nuclear plant operators implement and license digital upgrades in a consistent, 
comprehensive, and predictable manner.  

Approach 
A task force of utility and industry representatives sponsored by EPRI and supported by the 
Nuclear Energy Institute (NEI) developed a guideline to help plant operators implement and 
license digital upgrades. The task force treated digital issues within the framework of the updated
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10 CFR 50.59 regulation. Industry representatives and regulators reviewed drafts of the 
guideline. Their feedback reflected significant interest and expertise and helped strengthen the 
document.  

Results 
This guide helps plant operators design and implement digital upgrades, perform 10 CFR 50.59 
evaluations, and develop information to support licensing submittals. The approach in this 
document supplements NEI 96-07, Revision 1, Guidelines for 10 CFR 50.59 Implementation.  
The approach does not predetermine whether license amendments will be required for particular 
types of digital upgrades; this task remains the responsibility of the licensee. In essence, the 
guideline presents ways to address and resolve digital issues in the design and evaluation 
process. It suggests a failure analysis-based approach to manage risk that encompasses digital
specific issues and other possible failure causes, addressing both according to their potential 
effects at the system level. It also clarifies the treatment of potential software common cause 
failures and the use of defense-in-depth and diversity evaluations to confirm adequate backups 
exist where needed. Where possible, the guideline provides a road map to relevant standards and 
other sources of detailed guidance. While the guideline is designed primarily for digital upgrades 
to safety systems, it may also be applied to upgrades in non-safety systems.  

EPRI Perspective 
This project is part of a multi-year EPRI initiative to help plant operators plan, implement, and 
license digital I&C upgrades in nuclear power plants. Other EPRI activities are providing 
specific methods and examples in areas such as software verification and validation, 
electromagnetic interference (EMI), and evaluation of commercial grade digital equipment for 
use in safety-related applications. This guideline is particularly significant in that it helps place 
the difficult issue of potential software common mode failure in the proper context, both in 
design and licensing.  

Both the industry and the NRC staff have recognized the potential for enhanced safety and 
reliability that digital systems bring to the nuclear industry. However, uncertainties with the 
licensing treatment of issues related to digital technology have led several plant operators to 
postpone planned upgrades. With the great majority of plants now anticipating license renewal 
and decades of continued operation, the need to replace aging I&C systems has become more 
obvious and more acute. A consensus approach between regulators and licensees is therefore 
needed to ensure that the treatment of digital issues is predictable and consistent. It is anticipated 
that this guideline on licensing digital upgrades will receive endorsement and wide usage by the 
nuclear power industry.  

Keywords 
Instrumentation and control 
Digital upgrade 
Licensing
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ABSTRACT 

As existing instrumentation and control systems become obsolete, utilities are upgrading them 
with more modem systems based on digital technologies. This guideline is intended to assist 
utilities in implementing and licensing these digital upgrades. It includes guidance for carrying 
out the important steps in the design and implementation process to ensure that digital upgrade 
issues are adequately addressed, for performing the 10 CFR 50.59 evaluation and, if necessary, 
the License Amendment Request, and for complying with other regulatory requirements for 
digital equipment. This supplements the guidance contained in NEI 96-07, Revision 1, 
Guidelines for 10 CFR 50.59 Implementation.  

The guide describes how the issues can be addressed within the upgrade design and evaluation 
process, specifically in the context of their potential effects on system functions and system-level 
failure modes. References are made to industry standards and other documents as appropriate.  
Additional guidance is provided in areas where existing standards or guidelines are not available, 
or where they need to be supplemented to adequately address the issues. The guide is intended 
primarily for digital upgrades to safety systems, but it also may be applied to upgrades in non
safety systems. The guidance can be applied to any modification that makes use of digital 
technology, whether small or large scale. This guideline supercedes EPRI TR-102348, 
Guideline on Licensing Digital Upgrades, 1993.
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I 
INTRODUCTION 

1.1 Background 

Nuclear utilities have a need to upgrade existing instrumentation and control (I&C) systems due 
to the growing problems of obsolescence, difficulty in obtaining replacement parts, and increased 
maintenance costs. There also is great incentive to take advantage of modern digital technologies 
which offer potential performance and reliability improvements. Widespread implementation of 
digital upgrades has been tempered, however, by uncertainty regarding licensing, including the 
question of whether digital technology introduces new issues that require prior Nuclear 
Regulatory Commission (NRC) approval.  

EPRI originally issued this guideline in 1993 to address licensing questions and establish a well
defined, stable, and predictable regulatory framework within which digital system upgrades are 
accomplished in a safe and effective manner. This framework included methods to evaluate 
digital upgrades in the context of the 10 CFR 50.59 rule, which enables utilities to make certain 
changes to the plant without prior NRC review. The guideline also included a broad treatment of 
issues that are unique to digital equipment in relation to the 10 CFR 50.59 criteria. The original 
guideline was endorsed by the NRC in Generic Letter 95-02.  

Since this guideline was first issued, two fundamental changes have taken place in the regulatory 
environment that affect licensing of digital upgrades. First, key guides and standards providing 
design requirements for digital-based systems have been reviewed and endorsed by the NRC.  
Regulatory review guidance in the Standard Review Plan (NUREG-0800) has also been 
expanded to cover digital systems. These guides and standards provide a broad base of common 
understanding for design, evaluation, and implementation of digital systems. Several industry 
initiatives and EPRI-sponsored projects have made use of these guides and standards to qualify 
digital equipment on a generic basis for safety related applications in nuclear power plants.  

Second, 10 CFR 50.59 was revised in 2000 to better define the criteria that establish when prior 
NRC review (i.e., license amendment) is required before implementing plant changes. The 
revised rule allows changes that have minimal safety impact to be made without prior NRC 
review. Guidance in NEI 96-07, Revision 1, on implementing the revised rule further defines the 
"minimal impact" threshold, and focuses on the effects that plant changes have on design 
functions. These regulatory changes allow many digital upgrades to be made without the need 
for a license amendment.  

Recognizing the impact of these changes on digital upgrades, EPRI convened a Task Force with 
support from the Nuclear Energy Institute (NEI) to update the original guidance contained in 
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Introduction

EPRI TR-102348. The Task Force revised the original guideline to reflect the new 50.59 rule and 
complement NEI 96-07, Revision 1, with guidance for digital upgrade issues. Other changes 
were made to address key digital issues in the context of the engineering evaluations that are 
needed to support the 50.59 process.  

Revisions to this guideline were made on the basis of the following underlying principles which 
also applied to the development of the original guideline: 

"The existing licensing process, including 10 CFR 50.59, applies to digital upgrades. This 
document has been updated to reflect the revised 50.59 rule and the industry guidance for 
implementing this rule, NEI 96-07, Revision 1, "Guidelines for 10 CFR 50.59 
Implementation." NEI 96-07, Revision 1 was endorsed by the NRC in Regulatory 
Guide 1.187.  

" The issues associated with digital upgrades should be addressed in the context of their 
potential impact on the system being modified, reflecting the state of the system after the 
proposed upgrade is integrated with and installed in the plant. This helps to focus attention on 
the system functions that are important to the safe and reliable operation of the plant, and 
how these functions can be affected by potential failures of the digital equipment. In order to 
assess the potential for and impact of failures, a failure analysis with an appropriate level of 
detail is needed.  

" Compliance with appropriate standards and guidelines is an important part of developing and 
installing high quality digital upgrades, and this guideline provides a road map to the relevant 
industry standards, guidelines, EPRI reports, and regulatory requirements.  

1.2 Purpose of This Guideline 

As described in the original guideline, this document is intended to assist utilities in 
implementing and licensing digital upgrades in a consistent and comprehensive manner. This 
includes guidance for: 

"* Carrying out important steps in the design and implementation process to ensure that digital 
upgrade issues are adequately addressed, 

"* Performing 10 CFR 50.59 evaluations for digital upgrades and, if necessary, preparing 
License Amendment Requests, and 

"* Complying with other regulatory requirements that pertain to digital equipment in nuclear 
power plants.  

This document is intended primarily to address digital upgrades to safety systems. This guidance 
also may be applied to upgrades in non-safety systems at the discretion of the licensee. The 
guidance in this document applies to small- and large-scale digital upgrades - from the simple 
replacement of an individual analog meter with a microprocessor-based instrument, up to the 
complete change out of a reactor protection system with a new, integrated digital system. The 
guidance is not limited to instrumentation and control systems; it can also be applied to 
modifications or replacements of mechanical or electrical equipment if the new equipment makes 
use of digital technology (e.g., a new HVAC package that includes embedded microprocessors 
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for control). This guideline also covers "digital-to-digital" changes; that is, changes to or 
replacement of digital-based systems.  

1.3 Contents of This Guideline 

Fundamental to the successful licensing of digital upgrades is proper handling of key technical 
issues during the design process. Of particular importance is a thorough understanding of the 
types of failures that could occur with digital equipment and the effects of these failures on the 
function of the system in which they are installed. This understanding ultimately guides both the 
design and licensing efforts. Therefore, the guideline first establishes the linkage between design 
and licensing activities, and then addresses the 10 CFR 50.59 issues in this context. The latter 
part of the guideline provides additional guidance on important elements of the design process 
and specific digital issues.  

The contents of this guideline are structured to follow this approach in which the design process 

provides the answers needed for licensing: 

"* First, Section 2 provides definitions for key terms used in the guideline.  

"* Section 3 describes the design and implementation process for a plant modification and how 
the issues associated with digital upgrades are addressed in this process. The relevant 
concepts relating to failure analysis, handling of risks, and treatment of potential failures due 
to software are discussed in the context of the design process. Detailed guidance relating to 
failure analysis and the engineering evaluation issues that are unique to the design of digital 
systems is presented later in Section 5.  

" Section 4 describes the licensing process for plant modifications that involve digital 
equipment. This includes guidance on evaluating potential changes to the plant Technical 
Specifications, performing 10 CFR 50.59 screening and evaluations, and navigating the 
license amendment process, if required. For 50.59 evaluations, guidance is provided to 
supplement NEI 96-07, Revision 1, on topics specific to digital upgrades.  

"* Section 5 provides more detailed guidance on the digital issues that are important both in the 
design of safe and reliable digital-based systems and in the engineering evaluations needed to 
support the 50.59 process. A variety of examples are included to illustrate failure analysis 
concepts and how the results are used in design and licensing.
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2 
DEFINITIONS AND TERMINOLOGY 

This section provides definitions for key terms as they are used in this guideline. When the 
definition is taken directly from another document, the source is noted in brackets [ ].  

Adverse effects. Effects of a design change on a UFSAR-described design function that have the 
potential to increase the likelihood of malfunctions, increase consequences, create new accidents 
or otherwise meet the 10 CFR 50.59 evaluation criteria in paragraph 50.59(c)(2). [Excerpted 
from NEI 96-07, Revision 1] 

Basic component. When applied to nuclear power plants licensed pursuant to 10 CFR Part 50, 
basic component means a structure, system, or component, or part thereof that affects its safety 
function, necessary to assure the integrity of the reactor coolant pressure boundary; the capability 
to shut down the reactor and maintain it in a safe shut down condition; or the capability to 
prevent or mitigate the consequences of accidents which could result in potential offsite 
exposures comparable to those referred to in 10 CFR 50.34(a)(1) or 10 CFR 100.11. Basic 
components are items designed and manufactured under a quality assurance program complying 
with 10 CFR 50 Appendix B, or commercial grade items which have successfully completed the 
dedication process. [10 CFR 21.3] 

Change. A modification or addition to, or removal from, the facility or procedures that affects a 
design function, method of performing or controlling the function, or an evaluation that the 
intended functions will be accomplished. [NEI 96-07, Revision 1] 

Commercial grade item (CGI). When applied to nuclear power plants licensed pursuant to 
10 CFR Part 50, commercial grade item (CGI) means a structure, system, or component, or part 
thereof that affects its safety function, that was not designed and manufactured as a basic 
component. Commercial grade items do not include items where the design and manufacturing 
process require in-process inspections and verifications to ensure that defects or failures to 
comply are identified and corrected (i.e., one or more critical characteristics of the item cannot 
be verified). [10 CFR 21.3] 

Commercial grade item dedication. When applied to nuclear power plants licensed pursuant to 
10 CFR Part 50, dedication is an acceptance process undertaken to provide reasonable assurance 
that a commercial grade item to be used as a basic component will perform its intended safety 
function and, in this respect, is deemed equivalent to an item designed and manufactured under a 
10 CFR Part 50, Appendix B, quality assurance program. This assurance is achieved by 
identifying the critical characteristics of the item and verifying their acceptability by inspections, 
tests, or analyses performed by the purchaser or third-party dedicating entity after delivery, 
supplemented as necessary by one or more of the following: commercial grade surveys; product
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inspections or witness at hold points at the manufacturer's facility; and analysis of historical 
records for acceptable performance. In all cases, the dedication process is conducted in 
accordance with the applicable provisions of 10 CFR Part 50, Appendix B. The process is 
considered complete when the item is designated for use as a basic component. [10 CFR 21.3] 

Common cause failures. Failures of equipment or systems that occur as a consequence of the 
same cause. The term is usually used with reference to redundant equipment or systems or to 
uses of identical equipment in multiple systems. Common cause failures can occur due to design, 
operational, environmental, or human factor initiators. Common cause failures in redundant 
systems compromise safety if the failures are concurrent failures, that is, failures which occur 
over a time interval during which it is not plausible that the failures would be corrected.  

Common mode failure, by strict interpretation, has a meaning that is somewhat different from 
common cause failure because failure mode refers to the manner in which a component fails 
rather than the cause of the failure. However, because the discussions in this guideline are 
concerned with failures that can compromise safety and disable redundant systems or disable 
multiple systems using the same equipment, regardless of whether they are common mode or 
common cause, the two terms are used interchangeably in this document.  

[Definitions adapted from the EPRI Equipment Qualification Reference Manual TR-100516 and 
ANSI/IEEE 352-1987] 

Computer. Used broadly in this document to refer to any device which includes digital 
computer hardware, software (including firmware), and interfaces. [Derived from 
IEEE 74.3.2-1993] A microprocessor is considered as one type of computer.  

Computer program. A combination of computer instructions and data definitions that enable 
computer hardware to perform computational or control functions. [ANSI/IEEE 610.12-1990] 

Consequences. In 10 CFR 50.59, the term consequences refers to radiological doses, to either 
the public or the control room operators, as a result of any accident evaluated in the UFSAR, but 
does not apply to the occupational exposures resulting from routine operations, maintenance, 
testing, etc. [Excerpted from NEI 96-07, Revision 1] 

Data. A representation of facts, concepts, or instructions in a manner suitable for 
communication, interpretation, or processing by humans or by automatic means.  
[ANSI/IEEE 610.12-1990] 

Defense-in-depth. A concentric arrangement of protective barriers or means, all of which must 
be breached before a hazardous material or dangerous energy can adversely affect human beings 
or the environment. For instrumentation and control systems, the application of the defense in 
depth concept includes the control system; the reactor, trip, or scram system; the Engineered 
Safety Features Actuation System (ESFAS); the Anticipated Transients Without Scram (ATWS); 
and the monitoring and indicator system and operator actions based on existing plant procedures.  
The echelons may be considered to be concentrically arranged in that when the control system 
fails, the reactor trip system shuts down reactivity; when both the control system and the reactor
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trip system fail, the ESFAS continues to support the physical barriers to radiological release by 
cooling the fuel, thus allowing time for other measures to be taken by reactor operators to reduce 
reactivity. [NUREG/CR-6303] 

Dependability. As used in this document, a broad concept incorporating various characteristics 
of digital equipment, including reliability, safety, availability, maintainability, and others. [EPRI 
TR-106439 (adapted from NUREG/CR-6294)] 

Design bases. That information which identifies the specific functions to be performed by a 
structure, system, or component (SSC) of a facility, and the specific values or ranges of values 
chosen for controlling parameters as reference bounds for design. These values may be 
(1) restraints derived from generally accepted "state of the art" practices for achieving functional 
goals, or (2) requirements derived from analysis (based on calculation and/or experiments) of the 
effects of a postulated accident for which a structure, system, or component must meet its 
functional goals. [10 CFR 50.2] 

Design function. UFSAR-described design bases functions and other SSC functions described in 
the UFSAR that support or impact design bases functions. Implicitly included within the 
meaning of design function are the conditions under which intended functions are required to be 
performed, such as equipment response times, process conditions, equipment qualification and 
single failure. [NEI 96-07, Revision 1] 

Design bases functions are functions performed by systems, structures and components (SSCs) 
that are (1) required by, or otherwise necessary to comply with, regulations, license conditions, 
orders or technical specifications, or (2) credited in licensee safety analyses to meet NRC 
requirements. [NET 96-07, Revision 1] 

Digital upgrade. A modification to a plant system or component which involves installation of 
equipment containing one or more computers (see above definition of computer). These 
upgrades are often made to plant instrumentation and control (I&C) systems, but the term as used 
in this document also applies to the replacement of mechanical or electrical equipment when the 
new equipment contains a computer (e.g., installation of a new heating and ventilation system 
which includes controls that use one or more embedded microprocessors).  

Diversity. The use of at least two different means for performing the same function. This can 
include diversity in how the function is performed (e.g., different algorithms, different variables 
sensed or physical principles applied, manual versus automatic) or in the equipment (different 
technologies, different hardware and/or software, different actuation means) used to perform the 
function. [Derived from IEC 880, the EPRI Equipment Qualification Reference Manual TR
100516, NUREG/CR-6303, and NUREG 800 Branch Technical Position (BTP)/HICB-19] 

Electromagnetic compatibility (EMC). The ability of equipment to function satisfactorily in its 
electromagnetic environment without introducing intolerable disturbances to that environment or 
to other equipment. [IEC 801-3-1984] 
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Electromagnetic interference (EMI). Electromagnetic disturbance which manifests itself in 
performance degradation, malfunction, or failure of electrical or electronic equipment.  
[IEC 801-3-1984] 

Final Safety Analysis Report (FSAR). The original FSAR is submitted with the application for 
the operating license and reviewed by the NRC in granting the initial license to operate the 
facility. The updated FSAR (UFSAR) is the original FSAR as periodically updated per the 
requirements of 10 CFR 50.71(e). The UFSAR describes the design bases, safety analyses, and 
facility operation under conditions of normal operation, anticipated operational occurrences, 
design basis accidents, external events, and natural phenomena for which the plant is designed to 
function.  

The safety analyses described in the UFSAR demonstrate the integrity of the reactor coolant 
pressure boundary, the capability to shut down the reactor and maintain it in a safe shutdown 
condition, and the capability to prevent or mitigate the consequences of accidents.  

[The above definition was adapted from NEI 98-03, Revision 1] 

Firmware. Software that resides in read-only memory. [Adapted from IEEE 7-4.3.2-1993] An 
example is programmable read-only memory (PROM).  

Hardware. Physical equipment used to process, store, or transmit computer programs or data.  
[ANSI/IEEE 610.12-1990] 

Human-system interface (HSI). All interfaces between the digital system and plant personnel 
including operators, maintenance technicians, and engineering personnel (e.g., display or control 
interfaces, test panels, configuration terminals, etc.). These interfaces include information and 
control resources used by plant personnel to perform their duties and tasks. Currently HSI is the 
term that is synonymous with and replacing human-machine interface (HMI) and man-machine 
interface (MMI). Principal HSIs are: alarms, information displays (including procedures), and 
controls. A HSI may be made up of hardware and software components and is characterized in 
terms of its important physical and functional characteristics.  

Malfunction. In the context of 50.59, malfunction means the failure of a structure, system, or 
component to perform its intended design functions as described in the UFSAR (whether or not 
classified as safety-related in accordance with 10 CFR 50, Appendix B). [NEI 96-07, Revision 1] 

Microprocessor. See computer.  

Radio-frequency interference (RFI). A form of electromagnetic interference (EMI). EMI is a 
broader definition which includes the entire electromagnetic spectrum, whereas RFI is more 
restricted to the radio-frequency band, generally considered to be between 10 kHz and 50 GHz.  
These terms (RFI and EMI) have been superseded by the broader term electromagnetic 
compatibility EMC.
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Redundancy. The provision of alternative (identical or diverse) equipment or systems so that 
any one can perform the required function, regardless of the state of operation or failure of any 
other. [Derived from EEC 880] 

Reliability. The characteristic of an item expressed by the probability that it will perform a 
required mission under stated conditions for a stated mission time. [LEEE-577-1991 and IEEE
352-1987] 

Safety related. See safety related systems, structures, and components.  

Safety related systems, structures, and components (SSCs). Those systems, structures, and 
components that are relied upon to remain functional during and following design basis events to 
ensure (1) the integrity of the reactor coolant pressure boundary, (2) the capability to shut down 
the reactor and maintain it in a safe shutdown condition, or (3) the capability to prevent or 
mitigate the consequences of accidents that could result in potential offsite exposures comparable 
to the applicable guideline exposures set forth in section 50.34 (a)(1) or section 100.11 of 
10 CFR. [10 CFR 50.2] 

Screening. The process used to determine whether a proposed change (for which 10 CFR 50.59 
is applicable) requires a 10 CFR 50.59 evaluation to be performed. [NEI 96-07, Revision 1] 

Software. Computer programs, procedures, and possibly associated documentation and data 
pertaining to the operation of a computer system. [ANSI/IEEE 610.12-1990] This includes 
software that is implemented as firmware.  

Software safety analysis. The process of identifying and analyzing potential hazards (which 
may result either from failures of the digital system or from external conditions or events) that 
can affect the safety of the system and the plant. The process focuses on identifying requirements 
that are needed in order to prevent or mitigate hazards. Regulatory review guidance in 
BTP/HICB-14 and in Regulatory Guide 1.173 states that there should be a defined safety 
analysis process in which responsibilities and activities are defined for each phase of the 
development process. Software safety analysis can be a part of the broader failure analysis, 
which is discussed in Section 5.  

System-level failure. The failure of a system to perform its function, or a failure which affects 
the ability of another system to function. This phrase, used extensively in TR-102348, is 
enveloped by the broader phrase results of a malfunction of an SSC, which refers to the effect of 
the malfunction of an SSC in the Safety Analysis, as discussed in NEI 96-07, Revision 1.  

Verification and validation (V&V). The process of determining whether the requirements for a 
system or component are complete and correct, the products of each development phase fulfill 
the requirements or conditions imposed by the previous phase, and the final system or 
component complies with specified requirements. [ANSI/IEEE 610.12-1990]
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3 
DIGITAL UPGRADE PROCESS 

This section describes the process for design and implementation of plant upgrades and 
illustrates how the issues associated with licensing digital upgrades are addressed within this 
process. It is important that the design process thoroughly address the technical issues that affect 
digital upgrades, because the design solutions and supporting evaluations provide the bases 
needed to address the licensing issues. In addition, this section is intended to aid the user in 
identifying changes to plant processes that may be needed to support digital upgrades.  

First, a general overview is given which describes the modification process. Next, the roles of 
failure analysis and other key engineering evaluations in design and licensing are discussed.  
Then, guidance is provided for some of the important steps in the plant modification process.  
The information presented here is intended to supplement more general guidance on the nuclear 
plant design change process, including NSAC-105, "Guidelines for Design and Procedure 
Changes in Nuclear Power Plants." 

3.1 Digital Upgrade Process Overview 

Figure 3-1 shows a typical digital upgrade design and implementation process. The main flow 
path down the left side of the figure shows the key steps in the modification process, starting 
with a change proposal and proceeding through installation, operation and maintenance. The 
process has been simplified for this figure. For example, the administrative and contractual steps 
involved in an upgrade project (e.g., forming the project team, selecting vendors, etc.) are not 
shown.  

The upper right portion of the diagram shows activities associated with evaluation of potential 
system failures. In order to assess the impact of changes on plant design functions and safety, as 
well as on plant availability and investment protection, it is necessary to understand the potential 
failures (and other undesirable behaviors) of the system being modified and the effect that the 
modification will have on the likelihood and consequences of such failures. These activities will 
be referred to collectively as failure analysis in this guideline. This is not to imply, however, that 
there is necessarily a single analysis performed or technique applied, or that the results of these 
activities would necessarily be captured within a single document. Consideration of potential 
system failures should be an integral part of the design and implementation process for digital 
upgrades, interacting potentially with all of the key design, specification, and implementation 
activities, as shown on the diagram of Figure 3-1. Although it is singled out on the diagram for 
emphasis, failure analysis is not a stand-alone activity or one that operates outside the design 
process.

3-1



Digital Upgrade Process 

FAILURE ANALYSIS 
PROPOSAL FOR 

CHANGE * IDENTIFY SYSTEM-LEVEL 
FAILURES AND THEIR EFFECTS 
ON THE PLANT 

Single failures 
PROJECT DEFINITION AND Cmngae failures PLANNINGCommon cause failures 

Interfacing systems 
* INITIAL DESIGN Abnormal condtions and events 
* DESIGN BASIS DEFINITION * IDENTIFY POTENTIAL CAUSES OF 

* PROJECT-SPECIFIC METHODS SYSTEM FAILURES 
& ACTIVITIES ASSESS SIGNIFICANCE AND RISK 

SeOF FAILURES 
iUkelihood 

REQUIREMENTS Consequences 

cc FUNCTIONAL REQUIREMENTS IDENTIFY RESOLUTION 

W RELIABILITY AND FAILURE • Section 5.1 
to MANAGEMENT REQUIREMENTS 

W HARDWARE REQUIREMENTS 

z *SOFTWARE REQUIREMENTS 
o HUMAN-SYSTEM INTERFACE 
F REQUIREMENTS ENGINEERING EVALUATIONS 

. ANALYSIS, QUALIFICATION, QUALITY AND DEPENDABILITY 
AND TEST REQUIREMENTS 

. .. COMPLIANCE WITH ACCEPTED 

DESIGN & IMPLEMENTATION STANDARDS AND GUIDANCE 

Z DEFENSE-IN-DEPTH & DIVERSITY 
DESIGN For high dsk systems 

0. Hardware, software Ability to cope with software 
Human-system Interface common mode failure 
Integration ISections 5.2 & 5.3 

PROCUREMENT 
Purchase specification 
Utilityvendor interabdon 

COMMERCIAL GRADE ITEM 
DEDICATION LICENSING PROCESS 
SPROCEDURES & TRAINING .AND 10 CFR 50.59 

S TECH SPEC CHANGES 
TESTING, INSTALLATION, AND * 10 CFR 50.59 SCREENING 

COMMISSIONING * 10 CFR 50.59 EVALUATION 

......... SUBMITTALS AS REQUIRED 
Section 4 

/,,._OPERATION, 
MAINTENANCE, AND 

SUPPORT ,, 

Section 3.3.5 

Note: Failure analysis and engineering evaluations are an integral part of the digital 
upgrade design process and are pulled out separately here for illustration purposes 
only.  

Figure 3-1 
Digital Upgrade Process
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Engineering evaluations are shown in the middle of the right side of the diagram. Like failure 
analysis, engineering evaluations are activities that are performed as part of the design process, 
but are highlighted on Figure 3-1 for emphasis. Engineering evaluations include the collection 
of activities that are performed to demonstrate reasonable assurance that the system is safe and 
satisfies the specified requirements (e.g., for quality, dependability, and performance). This may 
include evaluating and interpreting the results of the failure analysis, design verifications, 
software V&V, and review of vendor software design and development processes. Where 
appropriate, analyses of overall defense-in-depth and diversity of the plant may be warranted to 
demonstrate the ability to cope with common cause failures.  

Licensing activities are shown on the lower right side of the diagram, illustrating their interaction 
with the design and implementation activities. Section 4 discusses the licensing process in more 
detail and provides guidance for performing 10 CFR 50.59 evaluations for digital upgrades. Note 
that Figure 3-1 shows a tie between failure analysis, engineering evaluations, and licensing 
activities. This is important because many of the questions raised in licensing (e.g., 
10 CFR 50.59 questions regarding likelihood and consequences of failures) can be resolved 
using information that comes out of the failure analysis and engineering evaluations.  

3.2 Digital Issues In the Upgrade Process 

Some of the key design issues for digital systems are addressed at a number of points in the 
process of specifying, designing, and implementing a digital upgrade. For example, software 
quality assurance processes require verification and validation activities to be carried out 
throughout the design, implementation, testing, installation, commissioning, and long-term 
maintenance of the upgrade. Similarly, human-system interface (HSI) design requirements need 
to be specified, appropriate verifications and validations performed, and necessary training, 
procedures, and administrative controls provided to enable adequate human performance and 
protect against human errors.  

These issues all affect the potential for system failure. The issues are addressed specifically in 
the failure analysis (which interacts with all phases of the modification process), and it is in this 
context that ultimately they are resolved in the design.  

3.2.1 Analyzing Failure and Risk In the Design Process 

Initially, failure analysis provides input in the form of design requirements such as requirements 
for features to preclude certain types of potential failures, or for failure detection and 
management within the system. As the design progresses and more details are available, 
additional potential failure modes may be identified, along with a need for corresponding 
resolutions which could affect the design. Section 5.1 of this guideline provides more detailed 
guidance for performing failure analyses.  

Resolution of potential failures typically involves engineering judgment, with consideration of a 
number of factors. These factors include the likelihood of the failure, its importance based on 
system-level effects and the impact on the plant, the practicality of the options available for 
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mitigating or eliminating the possibility of failure, the means of alerting the operator of the 
failure, and maintenance requirements to repair the failure. If the potential failure is judged to be 
significant, the resolution may be to add system design features that preclude or protect against 
the failure, take credit for backup from another system (defense-in-depth), or take actions that 
reduce the likelihood of the failure. If the problem is a lack of data to support an assessment of 
the likelihood of failure, the resolution may be to take action to develop the needed information 
(e.g., additional testing or verification activities to develop the needed confidence that the failure 
is adequately addressed).  

Figure 3-2 illustrates how failure analysis is applied during the design process to understand and 
manage risk. Risk is a function of both the likelihood and the consequences of potential failures 
and hazards. Depending on the combination, risk could be judged to be negligible, non
negligible (but acceptable), or unacceptable. In practice, the design process identifies 
unacceptable risks and makes adjustments accordingly, so by the time a proposed change is 
ready for implementation in the plant or for NRC review, it will always lie in the region of 
negligible or acceptable risk.  
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Note that Figure 3-2 is a general treatment of potential failure modes and hazards. It applies to 

any and all potential failures (including software common cause failure) and it applies regardless
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of whether the change under consideration affects an entire system or is only a component-level 
change.  

3.2.2 Software Common Cause Failure 

The safety model of a nuclear plant is based on an architecture of systems and equipment that 
uses a combination of multiple echelons of defense-in-depth and redundant equipment. This 
ensures that in the event of an accident or malfunction the plant can be brought to and 
maintained in a safe state. The plant is designed to cope with single active failures of hardware 
components in redundant safety systems, but common cause hardware failures (as a result of 
design deficiencies or manufacturing errors as discussed in IEEE 379) are considered beyond the 
design basis. The likelihood of hardware common cause failure is considered acceptably low due 
to factors such as the high quality standards applied in development and manufacture, physical 
separation of redundant equipment, and the recognition that degradation mechanisms that could 
result in common failures (e.g., corrosion or premature wear-out) are slow to develop and would 
be detected in maintenance and surveillance activities before they could disable a safety function.  

Common cause failure vulnerability of digital safety I&C systems due to software errors could 
be considered as a special cause of single failure vulnerability, since the same software resides in 
the redundant channels of the system and a single undetected design error in the software could 
lead to a common cause failure of all redundant channels. For digital systems, the likelihood of 
software-related failure is minimized using the same basic approach of controlling the design, 
implementation, operation, and maintenance processes. Compliance with industry standards and 
regulatory requirements coupled with tests, evaluations, and reviews is used to assure a very low 
likelihood of failure. The important activities that are performed throughout the various phases 
of the digital upgrade process and that contribute to minimizing risk are summarized in Section 
3.3 and discussed in detail in Section 5. Results of these activities are then used in the 10 CFR 
50.59 process as described in Section 4. With respect to failures due to software, including 
common cause failures, the key to addressing these in licensing is having performed appropriate 
design, analysis and evaluation activities to provide reasonable assurance that such failures have 
a very low likelihood.  

The conversion from analog to digital I&C systems often reduces the amount of discrete 
hardware involved in a system (e.g., replacing a large number of relays or analog electronic 
modules with a PLC), and thus reduces the risk of hardware common mode failures. However, 
most (but not all) digital I&C devices are significantly more complex than conventional analog 
devices when software is considered. As a result of this complexity, there can be a greater 
degree of uncertainty with respect to defining the likelihood of software-related failure of the 
device.  

With this added degree of uncertainty regarding failures due to software, additional measures are 
appropriate for systems that are highly safety significant (i.e., high consequences on Figure 3-2) 
to achieve an acceptable level of risk. For digital upgrades to such systems, the defense-in-depth 
and diversity in the overall plant design are analyzed to assure that where there are 
vulnerabilities to common cause software failure, the plant has adequate capability to cope with 
these vulnerabilities (see Section 5.2). This defense-in-depth and diversity analysis is considered
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a beyond design basis concern, reflecting an understanding that while not quantifiable, the 
likelihood of a common cause software failure in a high quality digital system is significantly 
below that of a single active hardware failure. The analysis is performed as part of the design 
process, as the results could affect the design of the digital upgrade.  

3.3 Phases of the Plant Modification Process 

The phases of the plant modification process shown in Figure 3-1 are discussed below, along 
with specific guidance related to digital upgrades. EPRI 1001045, "Guideline on the Use of Pre
Qualified Digital Platforms for Safety and Non-Safety Applications in Nuclear Power Plants," 
provides more detailed guidance on important issues to consider in each of these phases.  

This discussion pertains largely to the design and implementation of individual digital upgrades.  
The industry has recognized, however, that changes and enhancements in I&C system 
functionality that can accompany digital upgrades can have a significant impact on overall plant 
operation and maintenance and associated costs. To help assure successful implementation of 
individual upgrades and achieve long-term economic benefits, it is useful to develop an 
understanding of plant-wide I&C system needs and upgrade options, so that consistent criteria 
can be established, and regulatory, technical, and economic requirements can be met.  

3.3.1 Project Definition and Planning 

In terms of an individual upgrade, the types of activities to be performed and the methods 
and techniques to be applied should be identified early in the project, as they will affect 
licensing activities. Issues that should be considered include tools and techniques to specify 
requirements, failure analysis methodology and specific analysis techniques, software 
development methodology, tools and techniques for validation, levels of independence for 
verification, and skills and expertise needed on the project team.  

The plant systems involved in the upgrade and their design and licensing bases should also be 
clearly defined early in the process. This includes defining: 

" Objective(s) of the modification. What is the modification intended to accomplish? For 
example, is this a functionally equivalent replacement or is additional functionality to be 
provided as part of the modification? This can have a significant impact on 10 CFR 50.59 
evaluations. Development of a conceptual design and functional requirements for the upgrade 
will assist in developing a clear statement of the objectives. Note that early evaluation of 
potential failure modes and their impact on the licensing evaluations can help ensure the 
objectives are appropriate from the beginning of the project.  

"* System(s) to be modified. What systems will be modified to support the objectives? 

"* Effects on other systems, training (including the simulator), and plant procedures. What are 
the effects from this modification on other systems? What interfaces are affected? What are 
the effects on the modified system of faults and potential failures from systems and 
components interfaced to the new system? This- is important in determining the effects of 
potential failures in the upgraded equipment, and it can affect the 10 CFR 50.59 evaluations.
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Systems design basis and licensing basis. What are the design and licensing bases for the 
systems to be modified and for those that may be affected by the modification? System 
design documentation, design basis requirements, applicable sections of the UFSAR, 
Technical Specifications, and other design information should be used as appropriate.  

3.3.2 Requirements 

Experience in previous digital upgrades and lessons learned from software development have 
shown that proper specification of requirements is a key element in assuring adequate 
performance of the system. The increased flexibility and complexity of software-based systems 
makes specification of behaviors under unexpected, abnormal, and faulted conditions more 
complicated and more important than it would for analog systems. The user should specify both 
what the system must do and what it must not do. Section 2 of NSAC-105 provides general 
guidance on preparing design specifications for plant modifications. EPRI TR-108831 provides 
specific guidance on defining, analyzing, and tracking requirements for digital upgrades. EPRI 
1001045 also provides guidance on defining plant-specific requirements for upgrades that 
involve pre-qualified digital platforms.  

Most problems with digital systems occur in specifying the system, not in implementing the 
system or the software. The process should be very thorough in establishing the requirements for 
the upgraded system or equipment, identifying all interfaces and all the applicable design basis 
requirements. Also, the licensee should ensure that it adequately communicates to the vendor the 
plant-specific requirements and information needed to implement the design. It is important to 
continue communication between the vendor's design team and the licensee's system engineers, 
operators, maintenance, and testing staff to ensure that the system requirements have been 
correctly and completely included in the software and hardware design.  

3.3.3 Design and Implementation 

The goal of the design phase is to develop and document the detailed design of the digital system 
and the plant modification in accordance with the established requirements. Guidance on design 
issues for digital systems is provided in IEEE 7-4.3.2 and EPRI 1001045.  

In this phase of the upgrade process, the final selection of the specific digital platform is made 
based on the requirements, hardware qualification tests are performed as necessary, commercial 
grade item dedication is performed as necessary, and application software is developed. It 
should be recognized that some of these choices might be implicit in the choice of vendor or 
third party integrator. As the detailed design is developed, the system failure analysis is 
expanded to address potential failures related to the specific digital platform, software tools, and 
application architecture to be used.  

The licensee will also need to evaluate the quality and dependability of the digital system during 
this phase as input to the 10 CFR 50.59 process (see Section 4). Important elements to consider 
in such evaluations are discussed in Section 5.3.
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3.3.4 Testing, Installation, and Commissioning 

This step in the upgrade process includes activities such as factory acceptance tests, site 
acceptance tests, installation, and pre- and post-installation testing. System functionality and 
response to abnormal conditions and events should be tested to the maximum extent possible 
before installation in the plant, recognizing that while factory and simulator testing have 
limitations these activities are critical in verifying the adequacy of the design. Refer to IEEE 
7-4.3.2 and EPRI 1001045 for additional guidance on these activities.  

In many cases, acceptance tests can be performed with the digital upgrade installed in the plant 
simulator prior to installation in the plant. This allows the equipment to be tested with 
representative plant inputs and human-system interface verification and validation to be 
performed prior to installation. However, it is also necessary to maintain simulator fidelity with 
the actual plant configuration. Consequently, for large digital upgrades, a separate mock-up 
facility may be needed to allow testing and training on the new equipment before it is installed 
while still enabling operators to maintain their qualifications with the existing equipment.  

3.3.5 Operation, Maintenance, and Support 

The life cycle of a digital system continues even after it has been successfully installed in the 
plant. When the system is put into service, the licensee needs to be sure that sufficient and 
appropriate procedures are in place to monitor and evaluate error reports generated by the digital 
equipment vendor, maintain configuration control as the digital equipment is repaired, upgraded 
or modified, and ensure documentation is kept up to date. Maintaining configuration control is 
critical to assure that the licensing basis is preserved.  

In terms of system operation, the need for procedures and training of personnel should be defined 
early in the upgrade process. Procedures should cover configuring, operating, maintaining, and 
modifying the upgraded equipment, including configuration control of hardware, software, and 
data (e.g., setpoints). Also, specific needs for training of operations, maintenance, and 
engineering personnel should be identified. The licensee should ensure that personnel will be 
fully informed, knowledgeable of the system and the important characteristics of the new 
equipment (e.g., its potential failure modes and how they differ from the previous equipment), 
and fully trained on the tasks they are expected to perform with the system and the associated 
procedures. Note that the impact of a digital upgrade on procedures and training can vary widely 
depending on the scope and complexity of the upgrade.  

On-going maintenance may also need to include periodic testing (i.e., surveillance testing) such 
as that described in IEEE-338, "Standard Criteria for the Periodic Surveillance Testing of 
Nuclear Power Generating Station Safety Systems," and Regulatory Guide 1.22, "Periodic 
Testing of Protection System Actuation Functions." Guidance on developing strategies for 
periodic testing of digital equipment is also discussed in EPRI 1001045 and BTP/HICB-17, 
"Guidance on Self-Test and Surveillance Test Provisions."
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4 
LICENSING PROCESS AND 10 CFR 50.59 

As part of making a change to a nuclear power plant, the licensee performs the necessary reviews 
and evaluations to ensure that the change is safe, verifies that the change meets the applicable 
regulations, determines the effect of the change on the plant's licensing basis, and determines 
whether approval of the change is needed from the NRC. The key regulation that governs 
changes to a licensed nuclear facility is 10 CFR 50.59. Guidance on implementing this 
regulation is provided in NEI 96-07, Revision 1, which has been endorsed by the NRC in 
Regulatory Guide 1.187.  

Under the provisions of 10 CFR 50.59, the licensee is allowed to (a) make changes in the facility 
as described in the Updated Final Safety Analysis Report (UFSAR), (b) make changes to the 
procedures as described in the UFSAR, and (c) conduct tests or experiments not described in the 
UFSAR, without NRC review and approval prior to implementation, provided the proposed 
activity does not involve a change in the Technical Specifications and meets the criteria defined 
in 10 CFR 50.59.  

The 10 CFR 50.59 process, shown in Figure 4-1, applies to digital upgrades as it does to other 
plant modifications. However, there are specific considerations that should be addressed 
including, for example, different potential failure modes of digital equipment as opposed to the 
equipment being replaced, the effect of combining functions of previously separate devices into 
one digital device, and the potential for software common cause failures. As previously 
discussed in Section 3, these digital considerations are addressed in the design process, including 
in failure analyses and other engineering evaluations. These evaluations are important inputs to 
the licensing process as shown in Figure 4-1.  

It can be beneficial to inform the NRC early in the process, prior to determining what formal 
submittals may be required, about the intention to make a significant digital upgrade to a safety 
system. This can help avoid misunderstandings and facilitate useful and timely interactions 
between the licensee and NRC, potentially leading to a smoother licensing process for the 
upgrade. However, the project should be clearly defined (see Section 3.3.1) before extensive 
dialogue is initiated.  
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For digital upgrades, this includes 
failure analysis (Section 5) and 
*assessment of dependability 
(Section 6)

-No-b- Apply Other Regulatory 
Processes

Section 4.4
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Document Evaluation 

Implement Activity 

Report to NRC Per 

10 CFR 50.59 

Figure 4-1 
10 CFR 60.59 Process (from NEI 96-07, Revision 1)
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4.1 Engineering Evaluations 

For digital upgrades one of the challenges in the 10 CFR 50.59 process is addressing the effect of 
software, and potential failures due to software, on the design function. The answer lies in the 
engineering evaluations that are performed throughout the design process.  

4.1.1 Use of Engineering Evaluations 

One of the key considerations in licensing digital upgrades is determining whether failures due to 
software are as likely as other potential failures addressed in the UFSAR. This issue is addressed 
by establishing reasonable assurance that such failures are unlikely, based on the engineering 
evaluations performed as part of the design process. As illustrated in Figure 4-2, two key 
elements of the engineering evaluations are evaluating the dependability of the digital equipment 
and its associated software considering the issues discussed in Section 5.3, and analyzing 
potential failures as discussed in Section 5.1.  

Results of these engineering evaluations are then used as a basis for determining the risk of 
failures. As shown in Figure 3-2, if either the likelihood of failure or the consequences of failure 
are sufficiently low, then the risk is negligible.  
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4.1.2 Dependability and Risk of Failure Due to Software 

In the Standard Review Plan, Chapter 7, the NRC emphasizes that quality is one of the key 
defenses against software common cause failure. While the specific probability of failure due to 
a software design flaw cannot be determined on a quantitative basis, there are established 
methods for software development and qualification that, when followed, provide reasonable 
assurance that the likelihood of failure due to software is sufficiently low. To determine whether 
a digital system poses a significant risk of software failure, the factors that contribute to its 
dependability (or likelihood of failure) and quality need to be evaluated. The evaluation should 
consider: 

" The development and quality assurance processes applied to both the digital platform itself 
and the plant-specific application software (see Section 5.3.3). Processes for design, V&V, 
and configuration control of software should be documented.  

" Compliance with industry standards and regulatory requirements and guidelines for design, 
development and verification of the digital system and its software (see Section 5.3 and 
Table 5-1).  

" Quality assurance per 10 CFR 50, Appendix B applied in the design of the plant-specific 
system and software application.  

" For commercial grade equipment, factors that compensate for lack of documented processes 
compliant with nuclear industry standards, following the approach in EPRI TR-106439 (see 
Section 5.3.3.6).  

" Existing qualification certifications, including NRC Safety Evaluation Reports documenting 
review of generic qualification tests and evaluations. While the effort required on the part of 
the licensee to evaluate the platform is reduced by virtue of the prior NRC review, the 
licensee will still need to evaluate the plant-specific application and implement plant-specific 
action items identified by the NRC as a result of their review.  

This list is not all-inclusive and is only intended to serve as a guide in the evaluation of the 
quality of the digital device. Section 5 provides detailed guidance on addressing digital upgrade 
issues that relate to the quality of the upgrade and thus the likelihood of failure due to software.  
Additional factors that can contribute to the determination that the likelihood of software 
common cause failure is acceptably low include: 

"* The maturity of the product and substantial, relevant history of satisfactory operation in 
similar applications (including operating experience at other plants and in other industries).  
Additional confidence is gained if the same equipment and application program have been 
used successfully in other nuclear plants or other similar applications.  

"* Simple software architecture, few inputs/outputs, well-defined failure states, built-in fault 
tolerance (see Section 5.3.2). Systems that are sufficiently simple can have well defined 
failure modes and tend to allow for more thorough testing of all input and output 
combinations than complex systems. The simplicity of the digital equipment itself and of the 
application should be considered.
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In considering digital upgrades in the context of 50.59, there should be reasonable assurance that 
failures due to software, particularly common cause failures in redundant channels, are 
sufficiently unlikely. However, it is typically difficult to obtain further assurance that the 
likelihood of common mode failure due to software is as low as that for hardware, even when the 
software is designed in accordance with a 10 CFR 50, Appendix B process. As a result, there 
may be a larger uncertainty associated with determining the likelihood of failure due to software 
relative to other types of failures, as depicted below.

t RASingle Failures Assumed 
In Plant Design

Likelihood 
of Failure Software Common 

Cause Failures for 
Qualified Equipment* 

Hardware Common 
Cause Failures 

* Note: For digital equipment shown to be of high quality, the likelihood of software common cause failure is 
expected to be much less than the likelihood of single failures assumed in plant design.  

Figure 4-3 
Likelihood of Common Cause Failures due to Hardware and Software 

4.2 Applicability of 10 CFR 60.69 

Section 4.1 of NEI 96-07, Revision 1, provides guidance on the applicability of 10 CFR 50.59.  
In some cases, a change may be controlled by more specific regulations. Also, for digital-to
digital changes that appear to be like-for-like replacements, an equivalency evaluation should be 
performed to determine if the replacement is a plant design change (subject to 10 CFR 50.59) 
versus a maintenance activity. Digital-to-digital changes may not necessarily be like-for-like 
because the system behaviors, response time, failure modes, etc. for the new system may be 
different from the old system. If the vendor, hardware, firmware, application software, and 
configuration data are identical, then the upgrade may be a like-for-like maintenance activity 
where 10 CFR 50.59 would not apply.  

4.2.1 Review for Potential Tech Spec Changes 

If the planned upgrade involves a change to the Technical Specifications, then the licensee 
submits a request for amendment to the facility license in accordance with the provisions of 
10 CFR 50.90. The NRC reviews and needs to approve the Technical Specification change prior
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to implementation of the plant modification. The submittal should concentrate on those aspects 
of the modification that result in the Technical Specification change.  

Reviews to determine whether digital upgrades involve Technical Specification changes should 
cover the items listed below: 

" Safety limits, limiting safety system settings, and limiting control settings. These are limits 
on important process variables that are necessary to reasonably protect the integrity of the 
physical barriers that guard against the uncontrolled release of radioactivity.  

" Limiting conditions for operation. These are the functional capabilities or performance levels 
of equipment required for safe operation of the facility.  

" Surveillance requirements. These are requirements relating to test, calibration, or inspection 
to assure that the necessary quality of systems and components is maintained, that facility 
operation will be within the safety limits, and that the limiting conditions of operation will be 
met.  

" Design features. Design features are those features of the facility such as channel accuracy 
and time response which, if altered or modified, could have a significant effect on safety.  

" Administrative controls. These provisions relate to organization and management, 
procedures, record keeping, review and audit, and reporting necessary to assure operation of 
the facility in a safe manner.  

The review should consider the bases for the Technical Specifications and applicable plant 
Safety Evaluation Reports (SERs) to determine if any changes to the Technical Specifications 
are needed or if a new Technical Specification is needed per 10 CFR 50.36. It should consider in 
particular any parameters, assumptions or testing requirements that may have been unique to the 
system or equipment being replaced and no longer apply with the digital upgrade. Also, it should 
include consideration of parameters, assumptions, or testing requirements unique to the digital 
system or equipment that were not required for the earlier system and need to be added.  
Additional guidance is provided in EPRI 1001045.  

Note that NEI 96-07, Revision 1, states in Section 4.1.1 that it is acceptable to implement 
setpoint changes affecting Technical Specifications in a license amendment pursuant to 
10 CFR 50.90 while the remainder of the associated modification is implemented under the 
10 CFR 50.59 process.  

4.3 50.59 Screening 

In accordance with 10 CFR 50.59, plant changes are reviewed by the licensee to determine 
whether the change can be made without obtaining a license amendment (i.e., without prior NRC 
review and approval of the change). The 10 CFR 50.59 process of determining when prior NRC 
review is required includes two parts: screening and evaluation. The screening process involves 
determining whether a change has an adverse effect on a design function described in the 
UFSAR; the evaluation process involves determining whether the change has more than a
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minimal effect on the likelihood of failure or on the consequences associated with the proposed 
activity.  

The mere fact that a change converts analog equipment or signals to digital does not cause the 
change to screen in. There are other specific aspects of the change that must be considered in 
screening which are discussed in this section.  

4.3.1 Screening Process Overview 

Figure 4-4 provides an overview of the thought process involved in 10 CFR 50.59 screening. The 
first step in screening is to determine whether the change affects a design function as described in 
the UFSAR. If it does not, then the change screens out, and can be implemented without further 
evaluation under the 10 CFR 50.59 process. If the change does affect a UFSAR-described design 
function, then it should be evaluated to determine if it has an adverse effect. Changes with 
adverse effects are those that have the potential to increase the likelihood of malfunctions, 
increase consequences, create new accidents, or otherwise meet the 10 CFR 50.59 evaluation 
criteria. Additional guidance on the definition of adverse is provided in the bulleted examples in 
Section 4.2.1 of NEI 96-07, Revision 1. These include: 

"* Decreasing the reliability of a design function, 

"* Adding or deleting an automatic or manual design function, 

"* Converting a feature that was automatic to manual or vice versa, 

"* Reducing redundancy, diversity, or defense-in-depth, or 

"* Adversely affecting the response time required to perform required actions.  

If a change is adverse, then a 10 CFR 50.59 evaluation is performed to determine whether the 
specific criteria provided in 10 CFR 50.59(c)(2) are satisfied.
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functions, associated operating 
conditions, and supporting See NEI 96-07, Sec.3.3

See NEI 96-07 
Sec.4.2.1 

> -Yes-4 cenIn 

Is method of control or 
performing or controlling the 
design function affected? 
See NEI 96-07 Sec.4.2.1.2

No 

Screen Out'

Figure 4-4 
10 CFR 60.69 Screening
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4.3.2 Software Considerations 

With respect to screening digital upgrades, one important question is whether adverse effects 
are created by software. An adverse effect may be the potential marginal increase in 
likelihood of failure due to the introduction of software. For redundant safety systems, this 
marginal increase in likelihood creates a similar marginal increase in the likelihood of a 
common failure in redundant channels. On this basis, most digital upgrades to redundant 
safety systems should be conservatively treated as "adverse" and screened in for further 
evaluation under the 10 CFR 50.59 process.  

However, for some relatively simple digital equipment, engineering evaluations may show that 
the risk of failure due to software is not significant and need not be evaluated further, even in 
applications of high safety significance. As described in Section 5, consensus methods have been 
developed for evaluating dependability of digital equipment including assessment of the 
potential for common cause failure due to software. Overall, the ability to evaluate the 
dependability of digital equipment has improved over the years, as some vendors are using 
updated and improved processes for software and digital system development, V&V and 
configuration management. Also, some digital equipment has gained extensive operating history, 
both inside and outside the nuclear industry.  

Thus, for some upgrades the likelihood of failure due to software may be judged to be no greater 
than failure due to other causes, i.e., comparable to hardware common cause failure. In such a 
case, even when it affects redundant systems, the digital upgrade would screen out. Example 4-1 
describes the case of a digital "smart" transmitter that uses a relatively simple digital architecture 
internally, drives the existing 4-20 mA instrument loop, has limited functionality that can be 
comprehensively tested, and has extensive operating history.  

Examle 1. crn" ng tor a Smartrasftr$ren U .  

Trasmites ae u~dto dvesinal fo pramter qoniord by redundant ESFAS channels. The 
oiilna aalo tansitetsar toberepacd wthmioprcessor-based transmitters. The firnw Iare in 
the ew ranm~tersliiplenens eslrplepr~e~sof ~qWring one input signal.'setting one ou tputz .and 

* prfomin sene irnl~ iagostc ceck. Tls'rocss ruinsIn A continuous sequence With no:.'.  
branh~n orintr~'pts. A atnn ela WaMffb~eto nnichate detected failures.. For each. chann el, the 

existing4-20 niAinstrumet loop i naintaiied withut any changes other than replacingtetasmtr 
Iself.- .  

.;..An engineering evaluation of the new devc oclde that it has been devlo d ncoraewiha 
,-,.Well-defined life cycle process that complies- Wit Idutr standards and regulatory guidance, In addition, 
---based on th imp icityf of the dvice.(one input -nw ouV-s) twaesily tested. Further, substantial 

oeiating history has demonstrated high reIabl Ii aplctiosimartth SA$pliton 
Failresare ouned bwaxsting all~ures f the -nalog device (see Section .1 for further dis~sino 

ifa u ms); a nd the likel ihood of co'ncurre nt fail uires In iT'u tip'l ch annelis Is considered to be very low (e. g., 
*less than th e 11ikelihodod of 66 n, nohmd e fallUies due 6-t a initon a ne 6 or'br~ation e rro rs), h nd fa lls 
-within the anegflig e risk. region of Figure i-2 Cseutl, it, icnluded that no adverse. effec s are 
cýreated, and the change sceens out. J.-
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Note that an upgrade that is similar to Example 4-1, but that uses digital communications from 
the smart transmitter to other components in the instrument loop might screen in because new 
interactions and potentially new failure behaviors are introduced that could have adverse effects 
and should be analyzed in a 10 CFR 50.59 evaluation (see Example 4-2).  

4.3.3pl Oth ~ernDigia Issues man thenSmcreenin PSroe ss 

Imadt trs te sofilare qu estion-1 are to be installed as part of an upgrade to 
the rea tor eenin st a T10 CFR 5. evar iltters have thecpilty tdversmet thetsould 

s~gal sin a ilgtatcomuniction---;-t-: 1.,- terinsriments In the loop 'are to' be repae I ihnt 

'signaluae when sceein diia upgade include:~i U it 

at can communicate wpuith theptransmte r u sing esame protocol. Becauseethis change rnot eonly 
mupgrades ton digital transmitter, butAlso converts the instrument loop to digital communications among 

hangtere WoUr bemthe potentia for adverse ý* ects epwtn to the digital communication and possible 
hanewtfalurein -odes Invving lple vn a resalt, thats cspl nge scrpotent r .  

4.3.3 Other Digital Issues in the Screening Process 

In addition to the software question, other characteristics of a digital upgrade could cause the 
change to screen in to a 10 CeR 50.59 evaluation. Some potentially adverse effects that should 
be evaluated when screening digital upgrades include: 

"* Combining previously separate functions into one digital device such that failures create new 
malfunctions (i.e., multiple functions are disabled if the digital device fails).  

"* Changing performance from UFSAR-described requirements (e.g., for response time, 
accuracy, etc.).  

"* Changing functionality in a way that increases complexity, potentially creating new 
malfunctions.  

"* Introducing different behavior or potential failure modes (for which the risk is not negligible) 
that could affect the desin function.  

Examples 4-3 and 4-4 illustrate typical screening considerations for a small digital upgrade.  

Ermpe4. cre~n'fore R 6oore --gra e .ren~t- , 

ana~nlog recorder Is to We replaced with a new-.--" mirpoesrsed recorder, The recorder is used for 
various purpokses iluding Post Accidenit Moniftol6ing, which is an tJFSAR-descrled design function. An, 

- eiineerlng/techhicbl evta~ rr pefrmed obte .ande determnethtfi new recorder will be highly 
-deipendable (basedr oa quality developmenhtfit bess, testability, and succe sul operating history) and 
therefore, the diic offiueohe -dodrdu oftware is considered very low.'Tinwrcodras 
'meets all current req itired pei rt aineM$Iad .4y -if ctio ruients and would haen w.  

-fall~ ~ ~ ~ ~ ~ ~~~~f ur idsoefct6 h ee f h ein.ucion. The operator will use the new recorder 16 the 
same way the old one was used, and the se'rformiaton is provided to support the Post Accidenit.  

,,Monitoring function,'so te method of controfln-o pe.rforming the design function is unaltered, The 
liesee concldsta th chngwl not :Ad lafect any desig fcin n ceens out the .  

g 6 : ....... .
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. -4. Screening Humn-ysem n terfa creens C nge 

Similar th o nExample 4w3 seei parIoes an analog recorderowith adnewmicro rocessor 
.based recorder. However: in t.is tng/echnical evaluation detertined that the new 

recorder purposes not r 0 CR .sreorenig chsamples at a rate oft10 hertz, then averages th e 10 
samples ~ ~ ~ ~ ~ imc. an eod h vrg vr 4~nT rquency rsponse is lower compared to the 

originateqitinment and mayop resultfin not rlIng rocess variableospikes or short-vivedltynsients, In 
treathed ascavere andscrehtered Oin. Suh h n adverse effect on ancetoFSAR-aescuibed design 
bymnanuaact ion torvie versa, change.se toR the~ maluation,*e ilicensee Oiln evaluate the 

mantd fro thlocaer lsed *feto "amnsrtvl clsd imlrcags 

4.3.4 Screening Human-System Interface Changes 

In the discussion of the screening process regarding performing or controlling design functions, 
NEI 96-07, Revision 1, Section 4.2.1.2, states that: 

For purposes of 10 CFR 50.59 screening, changes that fimdamentally alter (replace) the 
existing means of performing or controlling design functions should be conservatively 
treated as adverse and screened in. Such changes include replacement of automatic action 
by manual action (or vice versa), changes to the man-machine interfitce, changing a valve 
from "locked closed" to "administratively closed" and similar changes.  

It is important to note that not all changes to the human-system interface fundamentally alter the 
means of performing or controlling design functions. Some HSI changes that accompany digital 
upgrades leave the method of performing functions essentially unchanged. Technical evaluations 
should determine whether changes to the HSI create adverse effects on design functions 
(including adverse effects on the licensing basis and safety analyses). Characteristics of HSI 
changes that could lead to potential adverse effects may include, but are not limited to: 

"s Changes to parameters monitored, decisions made, and actions taken in the control of plant 
equipment and systems during transients, 

" Changes that could affect the overall response time of the human/machine system (e.g., 
changes that increase operator burden), 

"t Changes from manual to automatic initiation (or vice versa) of functions, 
"* Fundamental changes in data presentation (such as replacing an edgewise analog meter with 

a numeric display or a multipurpose CRT where access to the data requires operator 
interactions to display), or 

"* Changes that create new potential failure modes in the interaction of operators with the 
system (e.g., new interrelationships or interdependencies of operator actions and plant 
response or new ways the operator assimilates plant status information).  

If the HSI changes do not exhibit these characteristics, then it may be reasonable to conclude that 
the "method of performing or controlling" the design function is not adversely affected. Note, 
however, that these characteristics focus on potential adverse effects due to changes in the 
physical operator interface, not procedure changes. Changes in procedures that may be required 
in order to implement HSI changes also need to be screened.
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With respect to creation of new potential failure modes, changes to the HSI should be treated in a 
manner similar to software and digital equipment. Specifically, a disciplined development 
process in which human factors issues are considered by qualified personnel and evaluated using 
human factors verification and validation techniques should be credited for minimizing the 
likelihood of human errors and inadvertently introducing a new behavior or problem that did not 
previously exist for the old device. Section 5.3.4.2 provides guidance on human factors 
considerations for design and failure analysis.  

As an example, if replacement of an analog control system with a digital control system introduces 
additional automation that alters the required operator response to a transient (for example, a valve 
automatically shuts as opposed to being shut by operator action), then the "method of performing 
or controlling" the safety function is changed and a 10 CFR 50.59 evaluation is required. Example 
4-5 illustrates another type of fundamental change that screens in.  

On the other hand, replacement of a strip chart recorder with a digital, paperless recorder might 
screen out so long as the data presentation is similar, the recorder location is unchanged, the data 
displayed is at least as legible as the strip chart recorder was, and the operator uses the recorder 
in the same way to perform the design function. Therefore, there is no fundamental change in the 
method of performing or controlling the design function. (This was the conclusion reached 
earlier in Example 4-3.) 
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* ncrease$ i a(le atopfrnioe c~retions, due to the need t call up the appropdate 

display and operat etw~soft controf,. 4.w- '.:.  
..... ..... ..... *..  

.'.'Fundamental changen p'the_ 1fomalnf ps ed to the opertr and different means of 

i 'nteracting with the contol Inc1ictipW~In.I..:.  

lbedeig ws..vlpdui~ahmntatr niern ein with a verification and validation 

_,<Process vonsi te -.Wl thpurre tnutry an reI ytanidard an:Af ' d guidelines. The goal of thedesign 

Isleprov~~~~~de~~a moeefci, * htI es~e(fuaierr than Ithe .existing -design.' Hlowever,, 

- e a u s l l I ' o s b e ~ d e s l e t o e b < h Is c o n s e rv a tiv e ly s c re e n e d in a n d W ill 

4.4 10 CFR 50.59 Evaluation 

Section 4.3 of NET 96-07, Revision 1, presents the eight 10 CFR 50.59 evaluation criteria in the 

form of questions and provides general guidance on addressing each question. Supplemental 

guidance specific to digital upgrades is discussed below.  

If the evaluation shows that any of the 10 CFR 50.59 criteria are not met, the licensee submits a 

license amendment request to the NRC and needs to receive approval prior to implementation. If 

the modification uses a design that was approved previously by the NRC or references a design 

previously approved by a topical report evaluation, the submittal should focus on application

specific features (i.e., conditions of approval identified in the NRC Safety Evaluation Report) or 

differences from the previously approved implementation.
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4.4.1 Does the activity result in more than a minimal increase in the frequency of 
occurrence of an accident? 

The first step in addressing this criterion is to identify the accidents that have been evaluated in 
the UFSAR and that may be affected by the proposed activity. Then the change is evaluated to 
determine whether the frequency of these accidents could increase as a result of the change. In 
answering this question for digital upgrades, the key issue is whether the digital equipment can 
increase the frequency of initiating events that lead to accidents, considering the following: 

"* Does the system automate some aspect of plant operation that could relate to accident 
initiators? 

"* Does the system exhibit performance or dependability characteristics that increase the need 
for operator intervention or increase operator burden to support operation of the system in 
normal or off-normal conditions? 

"* Could this increase the probability of an accident previously evaluated? 

Per Section 4.3.1 of NEI 96-07, the licensee may use PRA calculations to assess the change in 
probable frequency of events (see Example 5-3). Note that "more than a minimal increase" 
means greater than 10 percent. The qualitative nature of assessing the likelihood of software 
failures could be augmented by risk insights gleaned from PRA analyses.  

Also, NEI 96-07 states that a change is considered to have a negligible effect on the frequency of 
occurrence of accidents when the change is so small or the uncertainties in determining whether 
a change has occurred are such that it cannot be reasonably concluded that the frequency has 
actually changed. As newer equipment is expected to be more reliable than the equipment it is 
replacing, a digital upgrade would not be expected to result in more than a minimal increase in 
the frequency of occurrence of an accident. Results of engineering evaluations regarding the 
quality, dependability, and qualification of the system (e.g., as discussed in Section 4.4.2, below) 
should be used in this evaluation.  

4.4.2 Does the activity result in more than a minimal increase in the likelihood of 
occurrence of a maffunction of an SSC Important to safety? 

The issue here is to determine whether the proposed change can cause potential failures of 
structures, systems, and components (SSCs) to perform their design function as described in the 
UFSAR.  

Level of Detail. In the context of this question, the SSC under consideration depends on the 
level of detail described in the UFSARI If the relevant design functions are described in terms of 
the system in which the digital device is installed, then the system is the SSC. If the UFSAR 
describes the design functions in terms of the component that the digital device is replacing, then 
the new digital device is the SSC under consideration in this question.  

When evaluating the effect of the proposed change on potential failures, NET 96-07, Revision 1, 
states that the level of detail in the evaluation should be consistent with the level of detail of
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failures or failure modes and effects analysis (FMEA) described in the UFSAR. Thus, if the 
UFSAR describes potential failures at the plant system level, at the channel or train level, or at 
the subsystem level, then that is the appropriate level of detail for evaluating the answer to this 
question.  

Likelihood of Malfunctions. It is important to note that although failure of digital equipment is 
plausible, the likelihood of such failures causing malfunctions of the system in which the 
equipment is installed may be minimal and might not affect the licensing basis of the plant. In 
determining likelihood, NEI 96-07, Revision 1, states in Section 4.3.2 that: 

Qualitative engineering judgment and/or an industry precedent is typically used to 
determine if there is more than a minimal increase in the likelihood of occurrence of a 
malfunction.  

And: 

A proposed activity is considered to have a negligible effect on the likelihood of a 
malfunction when a change in likelihood is so small or the uncertainties in determining 
whether a change in likelihood has occurred are such that it cannot be reasonably 
concluded that the likelihood has actually changed (i.e., there is no clear trend toward 
increasing the likelihood).  

The failure analysis (Section 5.1) is needed to understand how potential failures of the digital 
upgrade affect the system in which it is installed, and whether digital device failures can cause 
the system to fail to perform its design function. The failure analysis should also provide the 
insights needed to determine if the change reduces redundancy, diversity, separation, or 
independence, which are considered to result in more than a minimal increase in the likelihood of 
occurrence of malfunctions.  

Evaluations of the dependability of the system (Section 5.3) are needed to assess whether the 
likelihood of malfunctions has increased. In many cases, digital upgrades are installed to replace 
obsolete and/or unreliable equipment that has become costly to maintain. If actual failure rate 
data are available for the old equipment and the replacement equipment, it may be used to 
evaluate the change in hardware reliability. Typically, digital hardware is more reliable than the 
equipment it replaces. Also, modem digital equipment designed for safety significant 
applications often incorporates important design features that contribute to a lower likelihood of 
malfunction. Such features can improve the dependability of a train of a system; thus preserving 
the system-level design function. These features should be credited in the 10 CFR 50.59 
evaluation, and may include: 

"* Internal redundancy and fault tolerance to preclude single faults from causing the device to 
malfunction.  

"* Self-diagnostics to detect and alarm faults, or abnormal or unanticipated conditions so that 
operators can take timely corrective action before the system is called upon to perform its 
design function. Of course, good self-diagnostics should be coupled with an effective 
corrective action program at the plant.  
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* Self-test routines that perform surveillance testing functions on a more frequent basis than 
the original, manually executed surveillance tests.  

Design, Oualification and Compliance with Standards. While it is expected that newer 
equipment will be more reliable than the equipment it is replacing, other issues that should be 
addressed are compliance with applicable regulations and industry standards; qualification for 
environmental conditions (seismic, temperature, humidity, radiation, pressure, and EMC); 
performance requirements for the plant-specific application; proper design of electrical power 
supplies; cooling or ventilation for thermal loads; and separation, independence and grounding.  

Malfunctions due to Software. As discussed above in Section 4.1, the question of whether 
software increases the likelihood of malfunctions is addressed in the design process by 
evaluating various characteristics of software that relate to the quality of the system. A digital 
device developed in accordance with a defined life cycle process, complying with the applicable 
industry standards and regulatory guidance discussed in Section 5 should not result in more than 
a minimal increase in the likelihood of malfunctions. This is illustrated in Example 4-6.  

On the other hand, other aspects of the upgrade could cause a licensee to conclude that there is 
more than a minimal increase in the likelihood of malfunction. For example, a license 
amendment request could be required as a result of a reduction in system performance (e.g.  
response time, accuracy) or degrading the environment (e.g. EMI, temperature, humidity, 
seismic, airborne particulates) such that there is more than a minimal increase in the likelihood of 
malfunction of an SSC important to safety.  

Erpi -. ikihd MF o jP.0 ZipgradA 

'The existing obslete load s'equece In eah- oftbrdint E$FAS trains wil b replae .gne 1 e sinig 
PL Cs tha have i o ue. #been Npre ' aifie.; fo Iis Ifr ...ety-lated ~apblications.'Basbd on their evaluation. of the 

PLCplafoi,'Icluding hardware design ar qaIfoto an software develo6ment V&V, and' 
~onfiguratib.~oirI h nF n~cue Iit Oaety.F ~v~ain port tSER) that thte PLC isaceptable 
os a platforrm for safet .related OPPRicatiorls',dtoa p16nt-tlpeclfic action item's Identified rIn the SER 
have been aiddressed by the licensee in dhesegu as appmropiate...  

_-ýJe~pantsj)06 ppkiationsoftware is i64,i 6hfr~lard (essentlially, limited to replication of several timne 
-;.delay functions abid simpeI~Q~ai rliehe fnctionality of the existing system. The'a0plication 

"'softwareM pas Lexlpe une 0 F 0 "uni QA program using so tare'life cycle4 &,- r 
corifiguratio ~oitro1processes that com ply wth~acce~ted Industry standards and regulatory guidance.  

'The4esgn o' t em sytnardware an otw~r lclu e.s 'redundant comp~onents for faut to!e'rc n 
-s&lfdiagnostic featuresi that ldentifý and rrn'hanldware faults and4 in'terruptio'ns in the normal processing 
routines. -The integrated load ieqUencer sysftiwas~test~td to valida'te all s jstemn requiremenets and to 

coapd ae system' be avicor in h~'rsne 'fpaibebnormal condtins 'and events. o
nexpected behavior wa sobservad during estin'g,.""'' '- , 

uation~onclude phetjue~gfpena ilit 
.The 10 CPR 50,ý .5'evaluto'ncde tha tr epna 6 f the system (based on rulfatn' 
.of the platform and use of abccept miettodt fothdevloping and validating the application) provides': 

reasoable ssurace t lfwicions._4ing omin cause falre dlue to sofwae, will be highl 
~'uli~ly aidmuch less likely'than other #atfun`f 6r rsently considered In the UFSAR,. Therefore, the, 

caig'would hot' cas iore than ii1fc i'ieiholofmalfuions.

4-17



Licensing Process and 10 CFR 50. 59

Eý,--xample 4-7. Mielioo of4p Maf tions -du 61 cucln In Perfotmance 

Terctorprtection syste vin omo igWOteiReatr,(BWR) plant is to be replaced with a digital 
system. The new adcivit sem is ex o rIde haneasmedreliability through more reliable dital 
,.,hardware a q fauet toernce, plus built ? ef stics twile s compliance With maintena 

Pe N16-7 RvsinI,"ncese n dosqecs aeest a inres in pt ntia 

and surveillance frequireoments. Howevar, luatinf thisysritem erionathe showst sthe is though it Is 

which~ ~ ~ ~ ~ ~~ ~~~~y, mciet evlae nteUFA a aet ei r adilgcal showsqecs t at fecte if 

ecepta re, the response ti i t The reactor pre 
-. '.',."...-.function has a requirementtrs ,rases in actor vessel pressure bea d a 

upgad t te ysemwil otliery inceas th rosqunes r caus acient 

there s arong elatiity beten ore tanp bi inal nd frea ctihe ty ecauses 

consequencesd of a fralfunctiont 

preventingw ere mitgain aiooga voneqenes 

Sthe espyste time pe ld gital system v wituin the rdtoan that of the original an ysem, 'tnd 
ý`,eexceeds the Iicensin bas:is requiremnents Ir tfreUF$A,,ý,, a License Arrendment is reuired to, Implement 

his Change. te dei would e he chsatngevan safety analyses in wthic the reactorp 
function Isuh thto odequ-at yprotect tswith the Increased response time of thernew 

funtio is showin ftecag nrdcsaymlucins t.t reslt dirn nrmtoew., 

eMqiment.n n 

4.4.3 Does the activity result in more than a minimal increase In the 
consequences of an accident? 

Per NEI 96-07, Revision 1, "increases in consequences" refers to an increase in potential 
radiological dose from an accident. In evaluating this criterion, the first step is to determine 
which accidents evaluated in the UFSAR may have their radiological consequences affected as a 
direct result of the proposed activity.  

if the system does not directly contribute to accident prevention or mitigation, then a digital 
upgrade to the system will not likely increase the consequences of an accident.  

4.4.4 Does the activity result In more than a minimal increase in the 
consequences of a malfunction? 

Again, the system's safety significance and the PRA should indicate whether it is important for 
preventing or mitigating radiological consequences.  

If the system does play a role in mitigating the radiological consequences of accidents, then it is 
important to determine whether the change can cause malfuinctions that affect the mitigation 
function such that consequences are increased. The tesults of the evaluation of Criterion 6 will 
help by showing if the change introduces any malfunctions with results different from those 
previously analyzed in the UFSAR. If the results of malfunctions are no different, then there is 
not likely to be any increase in consequences of accidents.  

4.4.5 Does the activity create a possibility for an accident of a different type? 

When addressing this question, the types of accidents that have been evaluated in the UFSAR 
need to be identified and a determination made as to whether the proposed activity could create 
accidents that are not bounded by UFS AR-evaluated accidents. The evaluation should consider 
whether the change creates new events that can initiate accidents that are of a different type than 
those evaluated in the UFSAR. The answers to the following questions should assist in 
identifyring accidents of a different type:
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* Have the assessments of system-level potential failure modes and effects for the new system 
or equipment identified any new types of system-level failure modes that could cause a 
different type of accident than presented in the UFSAR? 

* Plant UFSAR analyses were based on credible failure modes of the existing equipment. Does 
the replacement system change the basis for the most limiting scenario? 

4.4.6 Does the activity create a possibility for a malfunction of an SSC important 
to safety with a different result? 

This question addresses results or effects of potential system failures, and whether the effects are 
bounded by failures explicitly described in the UFSAR. The evaluation needs to compare results 
of malfunctions evaluated in the UFSAR with the results of failures that the proposed activity 
could create. The key issue is the effect of failures of the digital device on the system in which it 
is installed. The failure analysis (Section 5.1) will provide insights to system failures and their 
effects on SSCs. If failures of the digital device cause the system to malfunction (i.e., not 
perform its design function), then the evaluation needs to determine if the result of the system 
malfunction is bounded by or different than those previously evaluated.  

Note that new types of malfunctions are not the issue. NEI 96-07, Revision 1, states that "a new 
failure mechanism is not a malfunction with a different result if the result or effect is the same as, 
or is bounded by, that previously evaluated in the UFSAR." 

As an example, NEI 96-07, Revision 1, notes that a digital feedwater control system upgrade 
may add new components that can have failure modes different than the original components.  
Provided the end result of the control system failure is bounded by the results of malfunctions 
already evaluated in the UFSAR (e.g., loss of feedwater), this upgrade would not create 
malfunctions with a different result.  

Level of Detail. As discussed above for 10 CFR 50.59 Criterion 2 (Section 4.4.2), the 
evaluation needs to consider the level of detail that was previously evaluated in the UFSAR (i.e., 
component versus division/train versus system level failures). Another way to determine the 
appropriate level of detail is to consider the level at which design functions are described in the 
UFSAR. If the relevant design functions are assigned at the system level, then it is appropriate to 
evaluate the effects of malfunctions at this level.  

Types of Malfunctions. The key in evaluating the change is to determine the set of failures that 
are plausible at the appropriate level of detail, and whether they could disable the design 
function. In Section 4.3.6, NEI 96-07, Revision 1, states: 

a proposed activity that introduces a cross-tie or credibl common mode failure (e.g., as a 
result of an analog to digital upgrade) should be evaluated further to see whether new 
outcomes have been introduced.  

And: 
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The possible malfunctions with a different result are limited to those that are as likely to 
happen as those described in the UFSAR. For example, a seismic induced failure of a 
component that has been designed to the appropriate seismic criteria will not cause a 
malfunction with a different result. However, a proposed change or activity that increases 
the likelihood of a malfunction previously thought to be incredible to the point where it 
becomes as likely as the malfunctions assumed in the UFSAR could create a possible 
malfunction with a different result.  

Hence, for the purpose of the 10 CFR 50.59 evaluation, "credible" malfunctions are defined as 
those as likely as the malfunctions already assumed in the UFSAR. As discussed in Section 
3.2.2, failures due to design errors are not evaluated in the UFSAR and need not be considered as 
potential malfunctions since they are minimized through control of the design process.  

Results of the failure analysis should be used to identify the effects on the design function of 
failures that are as likely as those in the UFSAR. The effects of these failures should be 
compared to the failures addressed or assumed as part of the safety analyses in the UFSAR. If 
there is reasonable assurance that potential failures are not as likely as those described in the 
UFSAR, then such failures do not merit further consideration in the 10 CFR 50.59 evaluation.  

For failures that are deemed as likely as the malfunctions in the UFSAR, the failure analysis 
performed during the design effort is used to "see whether new outcomes have been 
introduced." If the failure analysis shows that using only existing equipment and procedures, 
and with only minor procedural changes, there would be adequate backups to mitigate potential 
adverse impacts on design functions, then for the purposes of the 10 CFR 50.59 evaluation, 
there would be no new outcome, and the change would be implemented under 10 CFR 50.59.  
The 10 CFR 50.59 evaluation would document the basis of this conclusion, along with any 
licensing commitments needed to ensure the future functionality of the back up.  

Software Common Cause Failures. Engineering evaluations of the quality and design 
processes determine if there is reasonable assurance that the likelihood of failure due to software 
is sufficiently low. In this evaluation, "sufficiently low" means much lower than the likelihood of 
failures that are considered in the UFSAR (e.g., single failures) and comparable to other common 
cause failures that are not considered in the UFSAR (e.g., design flaws, maintenance errors, 
calibration errors). Results of this evaluation are then used to determine whether failures due to 
software, including common cause failures, should be considered further in the 10 CFR 50.59 
evaluation. If there is reasonable assurance that the likelihood of failure due to software is 
sufficiently low, then the upgrade would not require prior NRC review on the basis of software 
common cause failures (see Example 4-8).
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Other Failures. In addition to failures due to software, it is important to note that there may be 
other effects of a digital upgrade that could create new results of malfunctions (e.g., combining 
functions, creating new interactions with other systems, changing response time, etc.) and these 
other effects should also be addressed. For example, if previously separate functions are 
combined in a single digital device, then the evaluation needs to consider whether single failures 
that could previously have disabled only individual functions can now disable multiple fuinctions.  
NEI 96-07 illustrates this concern when it states: 

An example of a change that would create the possibility for a nmalfunction with a 
different result is a substantial modification or upgrade to control station alarms, controls, 
or displays that are associated with SSCs important to safety that creates a new or 
common cause failure that is not bounded by previous analyses or evaluations.  

Of course, if the failure analysis (or defense-in-depth and diversity analysis) showed that other 
plant design changes or procedure changes were necessary in order to provide back-ups for 
potential failures, then these additional changes should be considered in the 10 CFR 50.59 
evaluation (e.g., the likelihood and results of malfunctions due to these additional changes should 
also be addressed). Refer to Section 4.3 NEI 9607, Revision 1, for guidance on when multiple 
changes should be evaluated together. Care needs to be taken, however, because addition of 
diverse backups when not required could result in a decrease in reliability and safety due to 
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increased complexity and potential for error associated with maintaining and operating diverse 
equipment.  
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4.4.7 Does the activity result In a design basis limit for a fission product baffler 
being exceeded or altered? 

NEI 96-07, Revision 1, notes that the fission product barriers include the fuel cladding, reactor 
coolant system boundary, and containment,, and the design basis limit pertains to the controlling 
numerical values in the UFSAR. used to directly determine the integrity of such fission product 
barriers.  

The first step in addressing this question is to determine if any of the numerical values used are 
associated with the change. If the design basis limit for the fission product barrier is controlled 
by another regulation specific to the parameter, then the effect on that limit is examined under 
the specific regulation. It would be unlikely that a design basis limit would be exceeded or 
altered as a result of a digital upgrade. However, the design basis limits could be affected if the 
timing (response time or processing time) of the digital device is different from that of the older 
analog system. If the change would result in the design basis limit for the parameter being 
exceeded, then the change would not be implemented under 10 CFR 50.59 and would require 
prior approval by the NRC. Similarly, if the change includes alteration of the numerical value of 
the design basis limit, NRC review would be required.
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4.4.8 Does the activity result in a departure from a method of evaluation 
described in the UFSAR used In establishing the design bases or in the 
safety analyses? 

This question applies to those analytical methods that are described in the UFSAR and 
demonstrate that the design meets the design bases or that the safety analysis is acceptable.  
NEI 96-07, Revision 1, indicates that a change to any element of the analysis methodology that 

produces a result that is not essentially the same as the prior analysis, or use of a method of 
evaluation not already approved by the NRC, constitutes a departure from a method of 
evaluation described in the UFSAR. Since licensees usually obtain NRC approval for changes to 
the analytical methods separately from implementing physical plant changes (either under 
10 CFR 50.59 or via LAR), it is unlikely that a digital upgrade would involve a departure from a 
method of evaluation.  

4.6 License Amendment Process 

NEI's white paper "Standard Format for Operating License Amendment Requests From 
Commercial Reactor Licensees" provides a framework for the license amendment request 
(LAR). A license amendment submittal will contain the following, as a minimum: 

9 A summary of the proposed change and technical justification; 

* The proposed revision to the Technical Specifications and Bases, if applicable; 

e The proposed revision to the Updated Final Safety Analysis Report (UFSAR), if applicable; 

* Documentation of the determination that the amendment contains No Significant Hazards 
Considerations pursuant to 10 CFR 50.92 (see Section 4.5.1); 

e Environmental Considerations, documentation of categorical exclusion pursuant to 
10 CFR 51.22 (see Section 4.5.2) 

Additional documentation that may be helpful for a digital upgrade LAR, but is not required to 

be included with the formal submittal, includes: 

"* Defense-in-depth and diversity analysis; 

"* Technical Specification revision discussion or Technical Specification compliance 
assessment (if no revision is needed); 

"* Description of the hardware, firmware, and software; 

"* Description of verification and validation activities and configuration management process 
for the new design; 

"* System testing summary, including discussion of factory acceptance, integration, installation, 
surveillance, and time response tests; 

"* Compliance with hardware qualification requirements; 

"* Operating and maintenance procedures for the new design;

4-23



Licensing Process and 10 CFR 50.59

" Description of design development and operational history of vendor's software components; 
and 

" Description of procedures and methodology used by licensee to ensure that the functional 
design basis is implemented.  

Additional guidance for completing the standard format safety analysis provided in the NEI 
white paper is included below.  

4.5.1 No Significant Hazards Consideration 

Section 4.0 of the NEI white paper addresses the significant hazards consideration, pursuant to 
10 CFR 50.92, "Issuance of Amendment", through three questions corresponding to the three 
criteria in 10 CFR 50.92: 

1. Does the proposed change involve a significant increase in the probability or consequences 
of an accident previously evaluated? 

The first question addresses the same issues presented in the criteria in 10 CFR 50.59(c)(2)(i) 
and (iii), corresponding to the questions in Sections 4.4.1 and 4.4.3 regarding the probability 
or consequences of an accident previously evaluated. When considering the effect of the 
digital upgrade on the probability of an accident, it is important to note the effect the system 
has on initiating an accident. If the system involved in the digital upgrade can play a part in 
initiating an accident, the digital device dependability should be evaluated.  

The consequences of an accident refer to the release of radiation dose to the public. Systems 
that provide accident mitigation functions could affect the consequences of an accident.  
Consideration should be given to the upgrade's effect on defense-in-depth and backup 
systems, and system response times.  

2. Does the proposed change create the possibility of a new or different kind of accident from 
any accident previously evaluated? 

This question addresses the same issues presented in the criteria in 10 CFR 50.59(c)(2)(v), 
corresponding to the question in Section 4.4.5 regarding a new or different kind of accident.  
Criterion 5 examines the possibility of creating an accident of a different type as a result of 
the activity. As discussed above, it is important to distinguish between systems that perform 
monitoring and detection functions and systems that provide active control of the plant to 
prevent an accident from occurring (such as feedwater or reactor coolant control systems). If 
the system affected performs accident mitigation functions, then the upgrade will not result in 
the possibility of a new or different kind of accident. If the system affected does provide 
active control of the plant, then the potential failure modes of the system as a result of the 
upgrade should be evaluated.  

3. Does the proposed change involve a significant reduction in a margin of safety?
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Consideration should be given to the effects the change may have on plant safety limits, 
setpoints, response times, or design parameters. The focus should be on any decrease in the 
margin between a regulated design basis limit and the expected failure point associated with 
that limit and the significance of that decrease. Also, NRC notes in the Federal Register 
notice regarding the final 10 CFR 50.59 rule that the change does not result in a significant 
reduction in margin of safety if a change does not result in:
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"* A design basis limit for a fission product barrier being exceeded or altered 
(10 CFR 50.59(c)(2)(vii) criteria, or the question in Section 4.4.7) or 

"* A departure from a method of evaluation described in the UFSAR used in establishing 
the design basis or safety analysis (10 CFR 50.59(c)(2)(viii) criteria or the question in 
Section 4.4.8).  

4.5.2 Environmental Considerations 

10 CFR 51.22, "Criterion for categorical exclusion: identification of licensing and regulatory 
actions eligible for categorical exclusion or otherwise not requiring environmental review," is 
addressed in Section 5.0 of the NEI white paper. Digital upgrades may be eligible for categorical 
exclusion from an Environmental Assessment (EA) or Environmental Impact Statement (EIS) 
under the criteria provided in 10 CFR 51.22(c)(9). Therefore, the statement suggested by the NEI 
white paper corresponding to 10 CFR 51.22(c)(9) should be used for digital upgrades. The digital 
upgrade would be eligible for categorical exclusion under this criterion if it does not involve: 

1. A significant hazards consideration, as required by 10 CFR 50.92 (see guidance in 
Section 4.5.1 for No Significant Hazards Consideration).  

2. A significant change in the types or significant increase in the amounts of any effluent that 
may be released offsite.  

The effect of the upgraded system on the type or amount of effluent should be considered.  
Changes to parameters such as setpoints, measurement accuracy, and response times, or 
changes to sampling equipment, could potentially have an effect on effluent.  

3. A significant increase in individual or cumulative occupational radiation exposure.  

Radiation monitoring, reactivity control, and accident mitigation systems affect individual or 
cumulative occupational radiation exposure. Changes to these systems should consider the effect 
on radiation exposure.  

However, aspects of the license amendment that relate to areas other than the digital upgrade 
itself may consider the other criteria of 10 CFR 51.22.
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5 
ADDITIONAL GUIDANCE ON ADDRESSING DIGITAL 
UPGRADE ISSUES 

5.1 Failure Analysis In Support of Design and Licensing 

As discussed in Section 3 and shown in Figure 3-1, consideration of potential system failures and 
undesirable behaviors should be an integral part of the process of designing, specifying, and 
implementing a digital upgrade. Consideration of these undesirable events is referred to 
collectively as failure analysis. Failure analysis interacts with essentially all the main elements of 
the design process. It provides information needed to support the licensing evaluations as 
described in Section 4, and it provides the context in which the digital upgrade issues ultimately 
can be resolved. Failure analysis examines what you do not want the system or device to do.  

Failure analysis should not be a stand-alone activity, and it should not generate unnecessary 
effort or excessive documentation. It is part of the design process, and it can vary widely in 
scope depending on the extent and complexity of the upgrade. It should be performed as part of 
plant design procedures and should be documented as a part of the design process. When 
performed in accordance with a documented plan, failure analysis is an essential part of the 
software safety analysis, described in Section 5.3.3.5, as applied to the plant-specific application.  

The purpose of the failure analysis is to ensure the system is designed with consideration of 
potential failures and undesirable behaviors such that the risk posed by these events is 
acceptable. Failure analysis should include the following elements, which are discussed in the 
subsequent sections: 

" Identification of potential system-level failures and undesirable behavior (which may not be 
technically "failures") and their consequences. This includes consideration of potential single 
failures as well as plausible common cause failures.  

"* Identification of potential vulnerabilities, which could lead to system failures or undesirable 
conditions.  

"* Assessment of the significance and risk of identified vulnerabilities.  

"• Identification of appropriate resolutions for identified vulnerabilities, including provide 
means for annunciating system failures to the operator.  

A variety of methodologies and analysis techniques can be used in these evaluations, and the 
scope of the evaluations performed and documentation produced depends on the scope and 
complexity of the upgrade. The analysis maintains a focus at the level of the design functions 
performed by the system, because it is the effects of the failure on the system and the resulting
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impact on the plant that are important. Failures that impact plant safety are those that could: 
prevent performance of a safety function of the system, affect the ability of other systems to 
perform their safety functions, or lead to plant trips or transients that could challenge safety 
systems.  

5.1.1 Identification of Potential System-Level Failures and their Consequences 

Ultimately, the digital equipment is installed to support overall system requirements, which in 
turn are necessary to support the plant system-level requirements. This relationship is illustrated 
in Figure 5-1. It is generally at the plant system level that major functional requirements exist to 
support plant safety and availability. Consequently, failure analysis should start by identifying 
the system or "design function" level functions, and examining how the digital equipment can 
cause these functions not to be performed. This is the "top-down" approach identified in 
Figure 5-1.  

Plant Safety and Availability 

Design Function or System Level: 
How does the system relate to the 

Plant System rest of the plant (functions important 
(support plant safety and availability to safety and availability)? 

Top-Down Failure Analysis: via design basis and operational 

Postulate system-level failures ruirements) 

or malfunctions and determine 
whether digital device can T 
cause these. Instrumentation and Control System 

(support system monitoring, control, 
and protective functions) Bottom-Up Failure Analysis: 

SPostulate digital device failures 
and determine if they can impact 
system functions.  

Digttal Equipment 
(support I&C system functions) 

Figure 6-1 
Functions and Failures at Different Levels 

In addition to failures of the system to perform its function, other failures such as spurious 
actions, challenges to safety systems, transient or accident initiators, etc., should be examined.  
Note that the failures may be not only safety concerns, but also concerns regarding plant 
availability and investment protection.  

It is useful at this stage to review the UFSAR to determine how failures of the affected system 
are described and analyzed. An understanding of the UFSAR-described failures and their results 
is needed to support the 10 CFR 50.59 evaluation discussed in Section 4. If the plant design 
change introduces any failures that cause results different from those analyzed in the UFSAR, 
then a license amendment may be required.
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Example 5-1 illustrates the concept of examining failures at the system level.  

Eample 5-I. Examining ai~arhnei at theF Syt ~ Fnto)L.vi A :..  

..Corisider an, nstrument b~r evice that fontor P sig input signal and whoise only UFSAR-described.: 
d,,esign function Is'to drive .rn output re J -.-tserves as a trip input to a safety~systen Iesefsytem".  

ýflatce the trip signal whir~etd t ldv lcainctobtthssntpart of a safety function 
an snot described 16 the Ur$AR, the" _nlgeetncntjet~ eie is to be replaced with a 

~~~~:,1rwr which imjlemenls the sripe rlgibsd 
ý-.on the 1nput Signal and IIopa¶4e P iigodie'ecAl Indicator, The new device peiforms,ý 

exatl th sme afty-eltedtrp unctioWe Mh ýpre" oS device did,-:acting through a conventional 
rela. ..... ..  

6ecause the device hai o0y I sIgl ouptta spiett t aey-reated function (the relay 
Sonctfailures within the dev'ic would only affect the' safety system through theý behavior of the output 

relay,~~~~~~~~ ..ere..re ..etiiato o4yse11v6'ares is bounded by the failure modes of the output relay, 
ingeneral, the failure mode of I'ea cotat &tptnlde; : -~ 

Fail~~~~~~~~~~~~~~~~~. opn'nd~tn pnn 4 fiur rh~otc nteoe oiton, or failure o1 the cotatt 
csoniiin$N 

'Pal cosd.41y 9naveren Riosng, fiuefthcotct in the closed position, or failure of, te contac to 
o p e n o n d e.m..d. .. . ' : 

Fal ntrmtlnt(cnlctchter, cyclig rrno sate change's).NA 

Inth Is exam~ple, sie terlyoncts iiially ctosedan oe o h pen posiition to intat h 
trip function. Th~erefore, it could:_.._-e"o:h.N toIitae h 

()open spuriously, causing an. unane ,rpleSystem 
f2 all to open when needed (stick In thNA''l~"dI pevn 

N niieclse ~silo),prye0.g needed trip, or.  
(3), cycle or chatter, fn whch ca:;the effedt Islk to be a ~rosp ~p tinput signal is latched 

-when. It S sensed b~y tfissem.4 
Thee ailre~noesare Voundd by wht wa ~n~ee rvously for the analog unit spurious trip or 

flreto trip, Thiel censeegdet nIesta S !th"ibh e n ew device employs a microprocessr and 
faissbciaed softwr to1f:,,Iw-1fntin hr systemm a e toIpe tt e a -eidfncothr are no. new, ailure Ino es at the, 1--.Ytmlvladtherefore p06effect r oeqences oth'er than whatte encniee 

prvosly. This .Inormnati h11l u~~se4 toýsuppok 0&CFR 50.59 evaluation. (Note that the piotentlal 
forncraiig* the kelieihd d of an airead ij.alyze oalir mme~lQ ust be considered, an6d this I 
disudsin'ntheri~eape 

5.1.2 Identiffication of Potential Causes of System Failures 

One purpose of this evaluation of potential causes is to ensure that plausible system-level failure 
modes have been identified. Looking inside the system for potential failures can help identify 
system-level effects that may not have been obvious, particularly for a system with multiple 
inputs and outputs. As such, this step iterates with the first step described in Section 5.1 above.  

In order to assess the likelihood of the system-level failures it is necessary to understand the 
potential causes and their likelihood of occurrence. However, this evaluation should go down 
only to a level in the design that is necessary to develop confidence that plausible system-level 
failure modes have been identified and that there is sufficient information to judge the likelihood
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of the system-level failures. Detailed component-level analyses without a focus on the system 
level can become overly burdensome, resulting in unnecessary effort and documentation, and can 
lose sight of the intent of the analysis. Hardware and software analyses may be taken to different 
levels of detail.  

Example 5-2 describes the examination of potential internal failures for a simple digital device 
and for a more complex computer-based system. It also illustrates how, for a complex system, 
this examination can identify new results of system-level failures.  

Evaluation of the causes of system failures should include consideration of: 

"* Hardware failures and software errors.  

" Failures that may be caused by misoperation of a human-system interface (HSI), either by 
operators or maintainers.  

" Abnormal Conditions and Events (ACEs) as described in Annex F of IEEE 7-4.3.2-1993 and 
EPRI TR-104595, including EMI-induced failures and other possible external events (e.g., 
loss of power, loss of environmental control, etc.).  

" Failures that may be propagated to other systems through interconnections with external 
systems (e.g., digital communications).  

This evaluation should include consideration of single, multiple, and possible common cause 
failures (see Sections 3.2.2 and 4.1.2 for guidance on when software should be considered a 
plausible cause of a common failure). In each case, the failure should be examined further to 
determine how and when it would be detected.

5-4



Additional Guidance on Addressing Digital Upgrade Issues

Example 5-2. Exarninato of gtrillýlu~ 

ýf or the microprocessor-basod devc %iigasnl output relay described in Example 5-I. the system-..ý 
-leIvelfailure~de eebuddb e motu r Ia alumre mdes, and detai!led comporient-level 
'a ,nalyses a ,re not necessary to suppr falr dniiion. :However, sufficient info-rmation should be 
-ý'-gathered to assess the'likelihood o'f tjd ieii 101fa6ur modes.-This could be done by examining the_ Inenlcmpnnso mdls~ddetei'lnrig"' s li-".'-k'ely failure rates based on avilable failure data for the.  
'-comrponents (or verify ing ~vendor-supp fed friiul alerts)Ifheeveis cmercial unit 
'With significant operating history, then ltn be", sifjcieit to obtain ailr rte data for. the overl ec 
-(e.g.;'history of failures of the output to opera e on dese istory f paroustinp oupt) prtin 
history may be used to support an argumet utpetig history should, not be used as tile sole method 

Of vau'aio. s~sments of th lieli~d faiure of the new devic c paeto te ugn al analog 
tinit are uised to support the 10 CFR Q.9eauiospecifically the questions related to increased 
likelihood of m Ifundtons.. . . . . .. " '. 

..for a more complex system, such -as anf :ntegrtddia system involving multiple interconnected 
cornputitrs (e4g,' distribbted,:.networked 'o'n'pu*te'rJs w"It'h'a number of inputs, outputs ndnefcewih 
other systerms) Idebtii on Iorfplausible fallr"odes typlcally~will require a more detailed internal , 
examination ofthesy!0emrnjhe analy~ isttrts 'at the system level, Identify ng pausible ways in which the 

systerni, ts outputs 460,110 rf0ces eouId fall 6nd what 1he consequences are. Then, alltjres of Internal 
.componetits, Mnodules'an 0-ommunidatioji pati s.ýare examined and related to the system outputs to.  

ensre hatallpotential systM-leovel failures have. ben Identified, For ex'ample, examination of faults that 
codffect a conmmu"5catior path Migt rfea fbobination of system outputs or output failure states 

.that had not been previoul"1yidenflfied. &*Ainlt'tlnO inernal failures also supports assessmeto h 
liklihodof heye usystemr-level fiui ' ioe.Tchniques such as Failure Modes and Effe~ts 

Anaysi (FEA an Falt re Anlyss ~F1A) n~yb6used in these evaluations as discussed In, 
IEE 7-4~.3.Z!03 ý63.8 t4EE 352, '' 

Ifthe more complex system of this exampl -5bein '..OUsed In a large-scale upgrade to a safety system' 
(e~.,'recto prtetio sste oreni nerd ~fet fatuesactuation system changeout)., end new_ 

"sysStelve alueodsaeIetfethtct eutsifferent from those prvously evauat ed In 

5.1.3 Assessment of the Signifficance and Risk of Identiffied Failures 

The risk posed by a potential failure is determined by its likelihood and the consequences of its 
effects at the system or plant level. Determining the likelihood of a failure may involve 
qualitative or quantitative assessments of the probability the failure will occur. In the case of 
potential hardware failures, methods exist to determine a conservative estimate of reliability and 
therefore probability of failure.  

However, there are no established consensus methods for accurately quantifying reliability of 
software. Consequently, software failure analysis typically involves making qualitative 
judgements regarding the dependability of the system (using the considerations discussed in 
Section 5.3. 1) or using conservative bounding levels for failure probability as appropriate.  
Dependability evaluations are discussed in detail in Section 5.3.  

Judgments regarding dependability, likelihood of failures, and significance of identified potential 
failures should be documented as part of the failure analysis documentation.  

Example 5-3 illustrates for a simple device how the likelihood of a software common cause 
failure can be assessed to determine if this is a significant concern.  
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Example 5 4. Assessing cfLkej oop1Fe~ue~ used by Software..  

~Consider a reltey sipedvc ih~~~n& nd single output, such as the one desibdn 
,-l-xample 5-1,, containing a single rcroprc iadrmware that implements a simple. bistable trip: 

function'. Cons Iider the cs e 1 he ,ret6 of teeilbe us ,ed inredu ndant trains -to provide th 0 trip
unction,: Te device telfI nt.- ~ tesfwr n its structure are examined and determined to 

:be relatively simple and eterinistic, The otr o used to build the system' are well known arid 
.-4 egairded As reliable. The samre versions 0ft~stt~r tool have been used for several years to build 

ThS aiplctn .,.I~~:n addition, alttiuh hopt documentation is not available, the software 
tis been developed and verified and alidteusnacetdetds Teesexeivopaig 
xperience, Witth the so tare (same version) l"appflcations that also use the -,device for a. bistable function..  

(trip, rite dock~ I'r alarmi fnctio0n0) .1 the re, Isoh. I'nepbanis;m -in place for fee Idback of ope Irating experience, 
fýand any failiures that oixafrn sericeIand -~ t 6hI ave be .en no'faitures at~tribdted to software. Based on 
t_.his inf omiation, the likelihood of a software, failre' is cohsidered extremely small. Given the probabilities 
-of ther failures which:. would ..Jad tfo the ssmy~~ee effects as a software failure eg. Oss of 

,.--pow Ier Ior failuire of.teipu~a~ fl ~aieb'6tae, or 66.re jdged to be verykwlkfho 
ý. 'ion pared to iter filr ocrns.  

Note that, if a probabilistidc rikassmn PA saalbe tMay, hel inndn leels 
orthe n~eeded reliability andc for assessing -,q Iiiiiac o fwrefirsrlave to other failuresj 
eddrssedin the ORA. In this example,) supoe ha I..JPRA has been performed and, based on the 

exiting systemr prior to tte digihta upgrade "Atse n overall probability ýP for failure of this particu lr trip 
"K.unction Although an accurate Value for th- ".6bbliy. of a software comm on cause failure cousing a*ý 

aIlure to, tp on demad 'cahbot be establse 4withV prese nt -methods. the' licensee concludes that the, 
:Pr~bi~tY f sch falure'wold e iuhesftha AP, (say an order of magnitude less) based on the' 

~evauatin ofthe oftwr~e *nd i ope at'n -i ýerr escribed above. The probability of a falrtorp 
oudbe omnated byohrfiue'aue ted con ed g ho e4ardware failures, sensors, etc4.) 

The nalsiscorciues hatfaiuresof hist~pf uctin cuse bysoftware arie not a significant.  

whn ceti evns ocuthen. a falrintasytmmybipoatolyfitcus 

coincident with other events producing the need for the backup system. Failures may also be 
significant if they are not annunciated to the operator, thus reducing the possibility of timely 
repair. It is important to assess the combined probabilities to place the failure in the appropriate 
context and determine whether it is significant. This is illustrated in Example 5-4.
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Example~ ~ ~ 54 onlngPbaliistAsssInlineofPttalFlures 

Conidr r~upgradeý to the goveror jedniemergency diesel generators, The existinganatog 
,*Iectronic governors are t~ejpae ~h iiamcorcso-a oenrs desione'd to 

perform the same, functlo ~cntrofin ~ ge e r ed anid thus frequency, The governors on llo, h 
..ýredundait diesel generator would te elad rngnouaeMechanical governors, which normally 
fu-nctiorias acutr o h lcrncgvjos loaecrety installed and provide backup control 

5~ ~~~~~~~~~~~~~r ofgnrtrsedfrcraniiu~o h i~nc govemnor1The failure ane1l'sis identifie's ven 
ot~ta ytmee alres, including fatkre~ dtp_ e geeao ocm z peed in an emergency 

start, 'and failure to controli speedo oref euency Ofthe generator has started and loaded4 causing Toss; of 
&tegenerator.. Er~rom ine ýso,,.W*M.re. 6tl~wre h digital electronic governor are considered as one," 

,.-f a ntumber of possible c~ontrbtr toteivr Ikeliood of these system-le el failures.i The softwar 
~isevtped commrercially,.n en1 'eticated aatbh~e overall commerc Ia dedication of thenew 

g....overnor for use on th ieselO genratrs uigethods described in EP1R1 TR-183.Te 
-,Jd e'veoImet process... wN exmn~idtfrntio bbtained on both the structur n opeiyo h 

yftare thdd on tipratinig history with thie governing system In utdhig sottware. afse on this 
information, the lic~ensee ondluds tha the .yste ependabHlityis, adequate, and h likeilhood of 
sftware failuie rocctju ng in multipe ~iesq4eV ilrt pypmrors is 16w relative to the likelihodf 

tawaefailure.ý Further,, 1 ad tcommon cause softare failureto be sgifcn 
Mitist occurconcurrenywt 

0ccurireneo n event- tha priodu~ces an, actual .. eed for emergency power to m aintain plant safety (e.g., loss 0f coolant pderit coincdeC dnt Witfs ofofiepwr), and 

Failure of the 66ackp mehanical governors: -t tale over speed control, and 

*Failure of the plant operators to detect Ort- orc the problem with the governors (e~g., operators, 
dispatche tot e ee generators toret rrsatedeesm eamaulwtcoetth 

-.backup 000ecatiacal governor~s, etc,)

_Based on the de pendability of te-syst em ý t 0 . 6m.nd' with the Tow probabilities of these otherlievents? h 
lcensee co ndiudes th t sofware common WO~sON Miures Ini the new governor would not a significant 

conern Th 10CFR60,59 evaluation onldshere.ar o' malfunctio ,ns with different results and no 
more ~ n Iha a iiilrease in the likielhodbd of matfunctions, and the change may be imptemented 

unde .... ...  

5.1.4 Identification of Appropriate Resolutions for Identified Failures 

Determining the appropriate resolutions for identified potential failures may include the 
following: 

"* No action - the failure does not pose significant risk and does not warrant any further 
consideration, as illustrated in Figure 3-2. This may be based on the assessment of likelihood 
of the failure per Section 5.3, and a comparison to other contributors to risk. Engineering 
judgment is typically involved in making these assessments. Results of Probabilistic Risk 
Assessments (PRAs) may also help in this process and provide a context in which to judge 
the particular failure being considered among all the other acknowledged contributors to risk 
in the plant.  

"* Modify the design or apply greater emphasis to~appropriate parts of the design process to 
address the potential failure. If the failure is considered significant because of a lack of 
confidence (or difficulty in achieving reasonable assurance) in a portion of the design or in a 
particular software element in the design, then one option may be to apply additional design 
verification or testing activities. This additional design verification or testing could develop
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the needed confidence and achieve reasonable assurance that the likelihood of the failure is 
such that it is no longer considered a significant risk. Alternatively, the design itself may be 
modified to either preclude the failure (e.g., make it fail safe for this particular failure) or add 
internal backups in the design, such as redundancy or diversity.  

"Rely on existing backup capability offered by existing systems to address the failure - other 
equipment or systems that provide alternate ways of accomplishing the function or otherwise 
provide backup for this failure. This may include operator action if there is adequate 
information and time available for the operator to act, and with appropriate procedures and/or 
training.  

" Supplement the existing backup capability such that the failure is adequately addressed. This 
could include improving the ability to detect the failure automatically so the repair response 
will be timely, improving procedures and training for the operators to mitigate the effects of 
the failure, or providing additional backup capability (e.g., manually operated switches for 
critical functions and procedural guidance for their use), so that the resulting risk is 
insignificant.  

For any potential failure that poses a significant risk, there should be a means to annunciate the 
failure to the operator, so the fault can be repaired promptly.  

Example 5-5 discusses the failure analysis for replacement of a simple, proven instrument such 
as a meter or transmitter. Example 5-6 shows how a failure analysis for a relatively complex 
system can identify a new failure that would lead to the need for a license amendment, and it 
illustrates some of the options available to the licensee for addressing this concern.  

~:Eamg64:oI~reAnayssora; a #rn ýMe.toi eplacement 

, consider an upgrade in which, an analo Uatin eie rmter to be elcdwt 

micoprcesor-ase deice:Th I on~themetr i t~indica tet he contro1 room operators the 

value~ ~ ~ ~ ~ ~ ~~~te, oa igeviae(eg.prsuetmeu~ ow, or. evel), In this case. the failure; analysis is 

traightforiward. There Is arlimited set of iUeIsfrteevc(eg
1

bnkrntpel failu hihofi 

1ov~lla-I) dthsearsffcin ly iarte those for tii.anelog Instruent. It Is a widely wsed 

-devicewivth exteensive operating bistoryand to alrertsm eualt or better than those of the aao 

gt IL e . .. .....  

In ~ ~ ~ ~ ~ ~ ~~J Jae hr X6oteedvcsol e(edtO poide redundant indication fora Variable (e.g,, 

-category I post-acciderit moidigI rubiMet. 6osi iee mommwvu~e failures of the Sindicators 

.caused by bardware or sof tre are. onsidered, The consideration takes into ~acco Iunt Ithat the instrument..  

oop~s are q6zallfied~ indpnet adspailted that the sofwr utilized is s rnall in scope and simple, 

thatte operating history shows the deviceti~ igymibe that there are a Itemnat i idiat s 

lo.frthe variables available InTe contro, roorn", ..

Based on the results of the failu#aajl oh li~iyf theIsrmet n t hloliehodf 

- taure~ the licensee concludes that a' licens anmet is not 1reqie -P h hag a be 

iplemented underl19CIFR~50.5 The i1rvt result of the failr analysi are documented, as Is the 

- 1 C l~ 0.0 valuatinb -- ,- .
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1in this example a areotinofhe -rigidane #. dS .ýf~ eature-s Actuation System (ESFAS) is to be 
- epaeIbecause the, existing equipment sd fosignal cobnditioning and logic functions Is obsolete and 

'spa,.re parts are difficult to obtain. A new syte dsnhas been developed that uses computer-~based 
~m1tp~xes o, rvde an f the iptsgI~ l to t--'-he SFA;FS, and microprocessors to implement 1ogic 

v:and Liming functions:, The sam emlcroprocesd r adsotwr modules would be used In each channel of 
Athe'newý ESFAS design'. Each ,utpee a multiple j I nputs and the ESFAS logic has multiplIe, individual 

opusthat toete pe1 "§jh aet-eae lntos nc uding the emergency core coollng function..  

A ailure Analysis is perfred eal ntedsg rcso Identify any potential vu nrblities in the 
- esn nd to support lienin acitlsfo 5-e 11odifidain. t is noted that the system includes self-test 

I ýf4eatu'res and associated diagnostics,b tbu becas'o te large numnber of inputs and outputs an6 h 
"'functions that are bein perfmied, It Is . Mit.f "Iculi demonst ,rate that a fa'ilre in'the software or in a 

pocessor (e~g., processor lock-up) would" MlW~a ',a falsafe configuration of thesytmopus 
ecuethe system has Miany inputs 'rd ouptetnietsigwudb eede4 to demonstrate 

adquate protection agalnst such ct .....i. .lures, ANAthi Is not dbonside red practical. The preliminary failure 
~n~ssconcludes that potential failure m'"odes trnflud'-de'an unanalyzed configuratlan of ESF euimn 
(L.acombnain f fiu e mds of the-' ftiiu tates resulting in an ESF, equipmen cofgrton tat": 

has ~ ~ ~ * not, bencniee rvosy. e idensee 4etr e thtteefcts of'thist tpe off fiure on 
th ytmedtersligIpac ont the plant bave not been previoul nyeadtiwod.  

reeent a malfun ~~,,*on hd.,ý,ifferent resu6t`f ul nlzeadti ol 
Atths ontth lcnse oniers a nUmefpos vaabe fo drssing the concern. One Is to, 

analyze; the effects of this type -of failure In the Chapter 15 safety analysis and submit a proposed license, 
~mndnet t NCfor review and approval" ~dtt Irrýlemerting the modification. Another option is to 
modfythe~dslgi b~ ike use ofen aterrnat 4esigns whose arcIt~tue, 6oul iy or greater simplicity 

is such that thr Is 'e~iat aswn&ht the likihod of the failure is tess than thoeairs 
§ reviously, evaluate inte IJFSAR.ý Failure ranangement capabilities might be used tdetect and.  
a~nnincl te falure', pr'Oevent the unwyante .#.#ut stae frmocurring. If this pini hsn 

failure nayiwolbepfmdfrheelsd 1eig an 0 C FR 05O~9 evaluation taet 
-~ eiem~e Weter hene~iel.:wol 1",lj Iafunctions With differenit rslt 

5.2 Defense In Depth and Diversity Analysis 

A fumndamental concept in the regulatory requirements and expectations for instrumentation and 
control systems in nuclear power plants is the use of four echelons of defense in depth: 

"* Control systems 

"* Reactor Trip System (RTS) and Anticipated Transient without Scram (ATWS) 

"* Engineered Safety Features Actuation System (ESFAS), and 

"* Monitoring and indications.  

The c ontrol systems are designed to maintain the plant within normal operating conditions. In the 
event of excursions from these conditions, the reactor protection systems (RTS and ATWS) are 
designed to reduce reactivity and shut down the reactor. The engineered safety features actuation 
system (ESFAS) initiates mitigating functions to pre~vent release of radioactivity. Indications and 
controls in the control room allow operators to monitor the status of the plant and respond to 
plant events.
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For substantial upgrades to trip logic or actuation portions of RTS or ESFAS, the potential 
consequences of a common cause failure due to software defects are likely significant enough 
(e.g., preventing all redundant protection channels from functioning) to warrant special treatment 
of the design. Specifically, the NRC expects that an analysis will be performed to assess the 
vulnerability to common cause failure and demonstrate that adequate diversity and defense-in
depth are available in the overall plant design to cope with such failure. The analysis is 
performed as part of the modification process, as shown in Figure 3-1.  

The NRC's expectations for defense-in-depth and diversity analyses are described in 
BTP/HICB-19. The analysis is expected to determine whether safety functions are vulnerable to 
common cause failure, and if so, to identify diverse manual or automatic means that can perform 
the same or different functions in order to mitigate design basis accidents and transients. The 
acceptance criteria in BTP/HICB-19 are less restrictive than the plant design criteria in 
10 CFR 50 (e.g., the ECCS design criteria in 10 CFR 50.46). Also, re-analysis of design basis 
events is permitted using "best estimate" conditions-with realistic assumptions, rather than the 
more conservative design basis conditions required in 10 CFR 50, Appendix K. Consequently, 
the events analyzed per BTP/HMCB-19 are considered "beyond design basis" events.  

While the BTP/HICB-19 analysis is "beyond design basis," the results of the analysis feed into 
the design and licensing process (including the failure analysis) because they may identify 
additional diverse functions that should be added to the system being modified or to other plant 
systems. Satisfactory compliance with BTPIHICB- 19 indicates that the potential consequences 
of common cause failure have been reduced to a level that presents acceptable risk. Failure to 
satisfy the BTP/HICB-19 acceptance criteria may indicate that further design changes are needed 
to better cope with potential common cause failure.  

5.2.1 Applicability of Defense-in-Depth and Diversity Requirements 

A formal defense-in-depth and diversity analysis per BTP/HICB-19 is expected only for 
substantial digital replacements of RTS and ESFAS as specified in BTP/HICB-19 and 
Section 7.0-A (e.g., Section C. 1, Item 3) of the Standard Review Plan (see Figure 5-1). When in 
doubt as to whether a system is part of ESFAS, the UFSAR should be reviewed to determine 
how the system is described (e.g., described as part of ESFAS in Section 7.3 of Chapter 7 or as 
an auxiliary system per Chapter 9). The definitions of RTS and ESFAS in IEEE-603 (e.g., Figure 
3 of IEEE 603) may also help. Since BTP/HICB-19 requires that the analysis be performed for 
each of the accidents and events in the UFSAR Chapter 15 safety analysis, only the trips (in 
RTS) or actions (in ESFAS) credited in the Chapter 15 safety analysis are evaluated in the 
defense-in-depth and diversity analysis.
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Figure 5-2 
Applicability of Defense-In-Depth and Diversity Requirements 

Consider, for example, the replacement of single loop controllers for both trains of Essential 
Service Water (ESW) system flow control. The system is initiated based on several Engineered 
Safety Features signals generated by the ESFAS system. However, while the ESW system is 
considered an Engineered Safety Features system, it is not part of the Engineered Safety Features 
Actuation System. Therefore, a formal defense-in-depth and diversity analysis per BTP/HICB-19 
is not necessary.  

Typically, the defense-in-depth and diversity analysis is performed when the trip logic and 
actuation portions of the RTS and/or ESFAS systems are upgraded with digital equipment. The 
analysis may or may not be required for digital component upgrades, such as for upstream 
instrumentation and sensors. For example, an analysis would not be required if there is 
reasonable assurance that the likelihood of software common cause failure is no greater than the 
likelihood of common cause failure of the existing analog hardware (or other hardware in the 
same system(s)) due to design flaws. When performed, the analysis may be very simple if the 
digital upgrade is not implemented at a level that impacts the defense-in-depth of the plant.  

The cumulative effects of a series of upgrades or modifications should also be considered in the 
determination of whether a defense-in-depth and diversity analysis is performed. For any change 
to the plant, consideration should be given to the effects the change may have on diversity and 
defense-in-depth for RTSIESFAS functions. If the change would affect the diversity and 
defense-in-depth of the RTS/ESFAS functions, then the analysis should be performed.  

Also, if other I&C systems, including ATWS and other non-safety systems, are being upgraded 
to digital in plants where digital upgrades to RTS and/or ESFAS have already been done, prior 
defense-in-depth and diversity analyses should be reviewed. If the I&C system under 
consideration was credited in the prior analysis as providing backup, then the replacement digital 
equipment should be diverse from that used in the protection systems. NUREG-6303 provides 
guidance on methods that can be used to assess the diversity of digital systems.  
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5.2.2 Defense-in-Depth and Diversity Analysis Methods 

While BTP/HICB-19 allows for re-analysis of postulated events, such analyses are costly and 
may not be necessary for upgrades to existing plants. For example, several defense-in-depth and 
diversity analyses for RTS upgrades at existing plants have used a methodology similar to the 
following: 

"* Identify system functions required for protection (RTS) or accident mitigation (ESFAS).  

"* Evaluate accidents to identify those that depend on the system protection/mitigating 
functions. Categorize accidents (not affected, system is backup for another system, system is 
primary but has automatic backup, system is primary and has manual backup).  

" If the system is required to provide primary protection or mitigation, determine what happens 
if the required functions do not operate as a result of the postulated common mode failure.  

" Determine what existing systems provide diverse automatic backup for the function (e.g., 
neutron instrumentation, core exit thermocouples, ATWS, etc.). Identify diverse indications 
that provide the operator with relevant plant status information. As noted by BTPIHICB-19, 
the diverse backup may be non-safety related, if it is of sufficient quality to perform the 
necessary function during the given event conditions.  

" When diverse automatic action is not available, describe diverse indications and controls 
(including non-safety) that are present in the control room that allow the operator to perform 
the function. (Make sure these operator actions are covered by procedures and training.) 

" In cases where the plant response results in a scenario that is not bounded by the existing 
analysis, determine whether there is an engineering rationale justifying that the 
BTP/HICB-19 acceptance criteria will be met. For example, if manual operator action takes 
longer than the primary automatic action, determine if the longer response time is acceptable 
based on best-estimate, realistic conditions.  

Example 5-7 discusses the approach for the defense-in-depth and diversity analysis for the 
PLC-based load sequences upgrade discussed in Examples 4-6 and 4-8.  

5.2.3 Diversity Required by the ATWS Rule 

The regulation 10 CFR 50.62, which addresses mitigation of anticipated transient without scram 
(ATWS) events, requires equipment that is diverse from the reactor trip system, from sensor 
output to the final actuation device. When considering digital upgrades to the reactor protection 
system or to equipment installed under 10 CFR 50.62, the licensee should ensure that adequate 
diversity is maintained in accordance with the regulation. NUREG-6303 provides guidance for 
the evaluation of diversity.  

Simple components or modules that are widely used and have extensive operational history (e.g., 
standard analog-to-digital converters, other standard or commodity type items) may be present in 
both systems and not compromise diversity. Determinations such as these should be documented.  
Note that these considerations also can be applied in assessing diversity used for defense-in
depth.
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5.3 Assessing Digital System Dependability 

This section provides additional guidance on addressing the issues associated with digital 
upgrades to ensure a high level of dependability. This guidance is intended to be used both in the 
design of digital upgrades and in engineering evaluations to support the 10 CFR 50.59 process.  
The ability to provide reasonable assurance that the digital upgrade will exhibit sufficient 
dependability is a key element of 10 CFR 50.59 evaluations as discussed in Section 4.  

5.3.1 Factors that Affect Dependability o 

As described in SECY 9 1-292 regarding NRC review of advanced light water reactor (ALWR) 
designs, digital I&C systems employ a greater degree of sharing of data transmission, functions, 
and process equipment as compared to analog systems. While this sharing enables some of the 
key benefits of digital equipment, it also increases the potential consequences of individual 
failures. Additionally, failures of digital equipment can be caused by latent software 
programming errors, which may not always be detected in design and testing of the system.  
Software defects can create common cause failures that can defeat the high dependability 
achieved by use of redundant safety system channels or non-diverse uses of the same software in 
other systems. The likelihood of software defects is minimized by the quality of the design 
process and the expertise of the software staff.  

To support the licensing and 10 CFR 50.59 process, methods are needed to evaluate digital 
system quality and the likelihood of failure. For hardware, methods are well established for 
estimating reliability or probability of hardware failure. However, for software there are no well
established, accepted quantitative methods that can be used to estimate reliability, particularly for 
the high levels of reliability required of safety-critical software. Without such methods, other 
means must be used to gain reasonable assurance that the quality of the design is adequate. The 
answer lies in evaluation of the process used to develop the software, and characteristics of the 
resulting design. Although accepted methods for estimating software reliability are not presently 
available, there are well-established methods and engineering processes for development, 
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evaluation, and control of software that can be used to produce highly dependable, high-quality 
digital systems.  

In this guideline, the term dependability is used in relation to quality and likelihood of failures.  
This term reflects the fact that reasonable assurance of adequate quality and low likelihood of 
failure is derived from a qualitative assessment of the design process and the system design 
features. The term dependability also reflects the importance of ensuring that the system performs its 
functions in a consistent and repeatable manner and its behavior is predictable. A reliable system 
that performs its intended function, but exhibits other undesirable behavior, is not dependable.  

To determine whether a digital system is sufficiently dependable, and therefore that the 
likelihood of failure is sufficiently low, there are some important characteristics that should be 
evaluated. These characteristics, discussed in more detail in the following sections, include: 

" The development and quality assurance processes implemented for both the digital platform 
and the plant-specific application software (see Section 5.3.3). Compliance with appropriate 
industry standards and regulatory guidelines for development, software safety analysis, 
V&V, and configuration control should be demonstrated.  

" Hardware and software design features that contribute to high dependability (see 
Section 5.3.4). Such features include built-in fault detection and failure management 
schemes, internal redundancy and diagnostics, and use of software and hardware 
architectures designed to minimize failure consequences and facilitate problem diagnosis.  

The safety significance and simplicity of the system also play a role in assurance of quality and 
dependability (see Section 5.3.2). Software development activities need to be more rigorous for 
applications that have high safety significance. Systems that are sufficiently simple have more 
well-defined failure modes and tend to allow for more thorough testing of all input and output 
combinations than complex systems; complexity increases the uncertainty associated with 
demonstrating software quality.  

In addition, the maturity of the product and in-service experience with the platform and the plant 
system application should be considered. Substantial applicable operating history reduces 
uncertainty in demonstrating adequate dependability. Credit should also be taken for using 
digital platforms that have previously been reviewed by the NRC as part of generic qualification 
for safety-related applications.  

The final determination of dependability and likelihood of failures should consider the aggregate 
of all the factors described above. Some of these factors may compensate for weaknesses in other 
areas. For example, for a digital device that is simple and highly testable, thorough testing may 
provide additional assurance of dependability that helps compensate for a lack of operating history.  

Even when appropriate design processes are followed in developing software and digital 
systems, because of the lack of well-established methods for estimating reliability or 
dependability, there still is some residual uncertainty when evaluating the potential for software 
errors to defeat safety functions in redundant, safety-related channels or result in faults in non
diverse uses of the same software (whether safety or non-safety related). Consequently, for
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certain safety system upgrades, the NRC expects that a formal analysis will be performed to 
demonstrate that adequate defense-in-depth and diversity is provided to cope with postulated 
accidents in the presence of common cause failures. Guidance on defense-in-depth and diversity 
analysis is provided in Section 5.2.  

5.3.2 Safety Significance and Complexity 

10 CFR 50, Appendix B, states that a quality assurance program will control activities 
"...affecting the quality of structures, systems, and components to an extent consistent with their 
importance to safety." Consequently, the rigor associated with the design, analysis, 
implementation, and quality assurance activities applied to digital upgrades should be 
commensurate with the safety significance of the system being modified.  

Current standards and regulatory review guidance for digital equipment in nuclear power plants 
allow for gradations in design and verification activities on the basis of the safety significance 
and complexity of the system. The NRC has recognized that these are useful attributes on which 
to base decisions regarding the evaluation of digital systems. For example, Section C.2 in 
Appendix 7.0-A of the Standard Review Plan (NUREG-0800) states, in regard to software 
reviews, that "...the complexity and depth of the review can vary substantially depending upon 
the extent, complexity, and safety significance-of the systems involved." Other digital upgrade 
activities including verification and validation, commercial item dedication, and defense-in
depth and diversity analysis include elements of safety significance and complexity.  

EPRI TR-106439 notes that nuclear safety significance "depends on the function of the device 
and the consequences of its failure, and includes consideration of backups or other means of 
accomplishing the safety function." The nuclear safety significance of a digital device should 
take into account the impact of failure of the digital device, which can be based on the results of 
the failure analysis or Probabilistic Risk Assessment (PRA) analyses.  

If the device is used in a system that is not modeled in the PRA, then this may imply low nuclear 
safety significance, as long as it was explicitly screened out as not important to Core Damage 
Frequency (CDF) when the PRA was developed. Or, if the system is modeled, but the PRA 
shows this system has negligible effect on CDF (e.g., the system's probability of failure can be 
set to 0 or 1 with little change in CDF), then it may be concluded the system and thus the 
component is of low nuclear safety significance.  

EPRI TR-106439 suggests that complexity be evaluated by considering the overall architecture 
of the component, device, or system; the number of functions; inputs and outputs; internal 
communications and multiple processors; interfaces with other systems or devices; and software 
characteristics (particularly branching and complexity of processing). The complexity of a 
system or device is not always obvious, but is an important characteristic to evaluate as an input 
to the determination of whether reasonable assurance can be achieved that the likelihood of 
failure is low.  

Function point analyses or other measures of complexity being developed by the computer 
science community could be considered, but the NRC has not accepted any of these methods for
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use. EEC 61508 describes another approach for defining low complexity. Specifically, a low 
complexity system is considered to be one in which the potential failure modes of individual 
components are well defined and the behavior of the system under fault conditions can be 
determined.  

5.3.3 Digital System Quality 

The design of digital upgrades should place a high importance on quality and dependability. For 
digital equipment incorporating software, it is well recognized that prerequisites for quality and 
dependability are experienced software engineering professionals combined with well-defined 
processes for project management, software design, development, implementation, verification, 
validation, software safety analysis, change control, and configuration control.  

For example, the NRC states in Appendix 7.0-A of the Standard Review Plan that "the review of 
design qualification for digital systems focuses, to a large extent, upon confirming that the 
applicant/licensee employed a high-quality development process that incorporated disciplined 
specification and implementation of design requirements. Inspection and testing is used to verify 
correct implementation and to validate desired functionality of the final product, but confidence 
that isolated, discontinuous point failures will not occur derives from the discipline of the 
development process." 

IEEE 7-4.3.2-1993, endorsed by the NRC in Revision 1 of Regulatory Guide 1.152, provides 
guidance on important elements of the development process. Various other industry standards 
have also been developed to provide more detailed guidance on other aspects of software 
processes, and many of these have been endorsed by the NRC, as shown in Table 5-1.  

In addition to the standards shown in Table 6-1, the following standards also can be used for 

guidance on development process issues: 

"* NUREG/CR-6294, Design Factors for Safety Critical Software 

"* ASME NQA-1, Subpart 2.7, Quality Assurance Requirements for Computer Software for 
Nuclear Facility Applications 

"* ANSI/IEEE 730, IEEE Standard for Software Quality Assurance Plans 

"e ANSI/IEEE 1016, IEEE Recommended Practice for Software Design Descriptions 

"* ANSI/IEEE 1063, IEEE Standard for Software User Documentation 

"* IEEE 1228, Standard for Software Safety Plans 

"* IEC 60880, Software for Computers in the Safety Systems of Nuclear Power Stations
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Table 5-1 
Industry Software Standards Endorsed by NRC Regulatory Guides 

Regulatory Guide Endorsed Standard(s) Scope of Requirements 

RG 1.152, Rev. 1, "Criteria for IEEE Std 7-4.3.2-1993, "Standard Requirements to achieve high 
Digital Computers in Safety Criteria for Digital Computers in functional reliability and design 
Systems of Nuclear Power Safety Systems of Nuclear Power quality for computers used as 
Plantse Generating Stations' components of a safety system 
RG 1.153, Rev. 1, "Criteda for IEEE Std. 603-1991, "Cdteda for Minimum functional and design 
Safety Systems' Safety Systems for Nuclear requirements for the power, 

Power Generating Stations" instrumentation, and control 
portions of safety systems 

RG 1.168, "Verification, IEEE Std 1012-1986, 'IEEE Elements of software V&V plans 
Validation, Reviews, And Audits Standard for Software Verification and minimum V&V activities to be 
For Digital Computer Software and Validation Plans' * Included in the plan 
Used in Safety Systems of IEEE Std 1028-1988, 'IEEE Guidance on conducting audits, 
Nuclear Power Plantse Standard for Software Reviews inspections and walkthroughs, and 

and Audits' * technical and management 
reviews 

RG 1.169, 'Configuration IEEE Std 828-1990, 'IEEE Guidance on an approach to 
Management Plans for Digital Standard for Software planning configuration 
Computer Software Used In Configuration Management management for safety system 
Safety Systems of Nuclear Plans" * software 
Power Plants' IEEE Std 1042-1987, "IEEE Guidance for implementing 

Guide to Software Configuration software configuration 
Management' management plans developed per 

IEEE-828 

RG 1.170, "Software Test IEEE Std 829-1983, "IEEE Method for software test 
Documentation for Digital Standard for Software Test documentation, including test 
Computer Software Used in Documentation' * planning, test specification, and 
Safety Systems of Nuclear test reporting 
Power Plants' 

RG 1.171, 'Software Unit IEEE Std 1008-1987, 'IEEE Guidance on unit testing of 
Testing for Digital Computer Standard for Software Unit software as part of an overall 
Software Used in Safety Testing' software V&V plan 
Systems of Nuclear Power 
Plants' 

RG 1.172, "Software IEEE Std 830-1993, 'IEEE Guidance on development of 
Requirements Specifications for Recommended Practice for software requirements 
Digital Computer Software Used Software Requirements specifications 
in Safety Systems of Nuclear Specifications" 
Power Plants' 
RG 1.173, 'Developing IEEE Std 1074-1995, 'IEEE Describes processes and activities 
Software Life Cycle Processes Standard for Developing Software that compose a software 
for Digital Computer Software Life Cycle Processes' * development process 
Used in Safety Systems of 
Nuclear Power Plants" 

* These standards have been superseded. As of the date of this guideline, the NRC has not 

formally endorsed the more recent versions.
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5.3.3.1 Software Life Cycle and Development Process 

A fundamental concept of quality assurance for software is that the development and use of 
software should follow a defined life cycle in order to minimize errors in design and in use. The 
software life cycle is a progression of stages in which specific design activities are performed, 
design outputs are generated, evaluations such as software safety analysis are performed, 
verification and validation is performed (e.g., checks, reviews, and/or tests), the configuration of 
the digital system is controlled, and errors uncovered in previous phases are corrected. Section 3 
describes the relationship of these activities to the typical plant design change process.  

Standards, methods, and guidelines are available that allow the licensee and the vendor to assure 
adequate design quality through design, software safety analysis, verification, validation, 
configuration control, and change control. Guidance for computer software development for 
safety systems is provided in IEEE 7-4.3.2. Compliance with IEEE 74.3.2 requires that software 
be developed in accordance with a software quality assurance plan that is consistent with the 
requirements of ASME NQA-2a, Part 2.7 (which is now contained in Part II of ASME NQA-1).  
Additional guidance on software life cycle processes is provided in IEEE 1074, which is 
endorsed by Regulatory Guide 1.173.  

In implementing a digital system, the licensee should evaluate the life cycle process used by the 
digital system vendor and any third parties involved in system integration or application 
development. The licensee should also establish its own life cycle process for the operation and 
maintenance of the system in their plant.  

Regulatory review guidance for digital systems contained in Appendix 7.0-A of the NRC's 
Standard Review Plan (NUREG-0800) places a large emphasis on the software life cycle and 
development process. Detailed expectations related to software development are described in 
Branch Technical Position (BTP)/-HCB-14, "Guidance on Software Reviews for Digital 
Computer Based Instrumentation and Control Systems," which is included in Chapter 7 of 
NUREG-0800. The fundamental expectations of BTP/HICB-14 are that (1) acceptable plans are 
prepared to control software development activities, (2) the plans are followed in an acceptable 
software life cycle, and (3) the process produces acceptable design outputs.  

5.3.3.2 Types of Software in Digital Systems 

It is important to note that there are several different types of software that may be involved in a 
digital system, potentially with different organizations responsible for each, including: 

"* Base software previously developed by a vendor under their own development process and 
delivered with the system, often as embedded firmware.  

"* Application-specific software including custom programs such as ladder logic implemented 
on a PLC.  

"* Configuration data including settings that define the specific configuration (such as I/O 
point assignments, communication addresses, etc.) for a digital based system as well as 
values which define the plant-specific characteristics of a system (I/O point engineering 
units, limits, setpoints, etc.).
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Software tools for testing, calibration, or configuration of the digital system, such as 
software provided by the vendor to assist in loading, documenting, and verifying the 
application program or configuration data. Unlike the other categories above, this software is 
typically not used on-line (at run time) in the system.  

The duties for software development and quality assurance for the different types of software 
used should be clearly specified. For a safety-related system, application software and 
configuration data is generated and controlled under a 10 CFR 50, Appendix B, quality assurance 
program.  

5.3.3.3 Software Verification and Validation 

Software verification and validation (V&V) is a series of activities intended to detect errors and 
defects as early in the development as possible (when they are most easily corrected), and once 
detected, to ensure they are appropriately resolved. Software verification consists of reviews 
performed on the outputs from each phase of development to ensure that requirements are met 
and unintended functions are not created. Software validation is typically testing of actual 
software (or portions of software) to demonstrate that the software properly implements the 
requirements, under various conditions, without unintended functions. These activities are 
expected to be performed in accordance with a defined plan that describes the V&V activities, 
responsibilities, and documentation for each phase of the life cycle. More detailed definitions of 
software verification and validation are provided in the relevant industry standards, including 
IEEE 7-4.3.2 and IEEE 1012. EPRI has also developed a handbook, TR-103291, providing 
guidance on V&V planning and methods.  

Another expectation regarding V&V is that personnel performing V&V tasks are independent of 
those responsible for developing the software. Independence of V&V activities may increase the 
odds of finding a problem and dispositioning it properly. Regulatory Guide 1.168 states that 
"...this independence must be sufficient to ensure that the V&V process is not compromised by 
schedule and resource demands placed on the design process." 

The level of independence and types of V&V activities applied for safety system software should 
be commensurate with the importance of the digital system to plant safety, availability, and 
investment protection; the complexity of the system and the associated software; and the degree 
of reliance on the software (e.g., the degree to which there are backups available for the 
functions provided by the software). The results of the failure analysis described in Section 5.1 
assist in making this determination. Guidance on use of safety significance to define appropriate 
V&V activities is provided in IEEE 1012, particularly in the 1998 revision.  

5.3.3.4 Software Configuration and Change Management 

Because configuration and change control is a life cycle activity, the licensee needs to implement 
a method for carrying out this responsibility over the service life of the equipment. Guidance on 
development of configuration management plans is provided in IEEE 828, which is endorsed by 
Regulatory Guide 1.169.
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Experience has shown that significant errors can result from making changes to software or 
improperly controlling those changes. Evaluating the effects of changes to one software element 
on the performance of a system that may include many other software elements is therefore very 
important. Tests to verify that changes do not adversely affect the rest of the system and are 
compatible with previously released hardware and software are referred to as "regression" tests.  

5.3.3.5 Software Safety Analysis 

The NRC has recognized that an important element of developing quality software is a process 
of identifying and analyzing potential hazards that can affect the safety of the system and the 
plant. Such hazards may result either from failures or unanticipated behavior of the digital 
system, or from external conditions or events. Regulatory review guidance in BTP/HICB-14 and 
in Regulatory Guide 1.173 states that there should be a defined safety analysis process in which 
responsibilities and activities are defined for each phase of the development process.  

This process is similar to the V&V process, which is intended to ensure that defined 
requirements are carried through into the final implementation of the system, except that the 
safety analysis process focuses on identifying requirements that are needed in order to prevent or 
mitigate hazards. As in the V&V process, it is appropriate to employ a graded approach based on 
the safety significance of the plant system. Guidance for software safety analysis activities is 
contained in IEEE Standard 1228. The software safety analysis concept is consistent with the 
failure analysis guidance given in Section 5.1.  

5.3.3.6 Use of Commercial Off the Shelf (COTS) Equipment 

The availability of replacement I&C equipment developed under a 10 CFR 50 Appendix B 
program is severely limited. As a result, the ability to use commercially developed "off-the
shelf" equipment, properly qualified for use in nuclear plant systems, is critical to continued safe 
and economic operation of existing nuclear power plants. Also, commercial equipment that has 
an extensive operating history in other similar applications may, when properly applied, provide 
greater reliability and safety than equipment that is custom developed specifically for the 
application at hand.  

However, commercial vendors of equipment containing software or firmware often have not 
completed a V&V program at the level of the requirements and standards discussed above. Thus, 
the licensee should ensure that appropriate activities are undertaken to develop an equivalent 
level of confidence in the commercial grade item's software as well as the hardware. This is 
done through design qualification and commercial grade item dedication.  

Section 5.3.3.6 and Annex D of IEEE 7-4.3.2-1993 provide guidance on qualification of 
commercial grade digital equipment. EPRI TR-106439 provides additional guidance for the 
evaluation and acceptance of commercial grade digital equipment within the established 
commercial grade item dedication process. The NRC has endorsed TR-106439 and refers to the 
document in Chapter 7 of the Standard Review Plan (Appendix 7.0-A and BTP/HICB-14).
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Integral to the process described in TR-106439 is use of a graded approach depending safety 
significance and complexity of the device and the plant application. A supplemental guideline, 
EPRI TR-107339, also provides useful informaition and is intended to provide "how to" guidance 
and examples.  

5.3.4 Digital System Design and Performance 

For protection and safety systems in nuclear power plants, the minimum functional design 
criteria are specified in IEEE 603 and IEEE 279 (see 10 CFR 50.55a(h) for applicability). Note 
that plants which were licensed to IEEE 279, and plants licensed before IEEE 279, do not have 
to meet the requirements of the newer IEEE 603 standard (see 10 CFR 50.55a(h) for specific 
circumstances that may require upgrading to the newer standard). However, many vendors are 
now designing systems to meet IEEE 603, and compliance with IEEE 603 will also satisfy 
IEEE 279.  

Additional design requirements specific to digital systems are specified in IEEE 7-4.3.2. These 
digital specific requirements cover the development process, as described above, and other 
aspects of digital system design that affect dependability and performance. This section 
summarizes some of the key design and performance issues that relate to the quality of digital 
equipment. These issues should be considered when identifying potential system vulnerabilities 
in the failure analysis.  

EPRI 1001045 also provides a comprehensive discussion of design and implementation issues 
for digital systems. While its focus is primarily on application of digital platforms that have been 
qualified on a generic basis, its design guidance can be applied to any digital upgrade.  

5.3.4.1 Hardware Qualification 

Equipment installed as part of an upgrade should be designed and installed to be compatible with 
its environment. In addition to environmental variables such as seismic accelerations, 
temperature, humidity, and radiation, this should include consideration of electromagnetic 
compatibility (EMC). Requirements for qualification of electronic equipment are specified in 
IEEE 323 (endorsed by Regulatory Guide 1.89), and extensive guidance on equipment 
qualification is provided in EPRI TR-100516, "Nuclear Power Plant Equipment Qualification 
Reference Manual." Draft Regulatory Guide DG-1077, "Guidelines for Environmental 
Qualification of Microprocessor-Based Equipment Important to Safety in Nuclear Power Plants," 
provides guidance on environmental qualification of digital equipment.  

Regarding EMC qualification, EPRI TR-102323 and Regulatory Guide 1.180 provide guidance 
for addressing the EMC issue for digital upgrades. Qualification of equipment for 
electromagnetic compatibility requires demonstration that the levels of electromagnetic 
interference (EMI) that will be present in the installed environment are below the levels at which 
the equipment is susceptible. Equipment susceptibilities are typically determined through 
laboratory testing, and are often performed by the manufacturer. Comparison to the installed 
environment can be accomplished by (1) performing site surveys at the point of installation to
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show that the electromagnetic environment is acceptable for the equipment and its known 
susceptibilities, or (2) reliance on generic levels established by the industry for nuclear plant 
environments, coupled with compliance to certain limiting practices as described in TR-102323.  

EMI emission levels from the equipment also should be shown to be acceptable for the planned 
environment. Again, equipment emission levels are typically determined by laboratory testing.  
EPRI TR-102323 provides acceptable generic emission levels for nuclear power plants.  

Recent experience with generic qualification of digital equipment has shown that available 
digital equipment may not fully comply with all EMC levels specified in the industry guidelines.  
In cases where full compliance with accepted EMC levels has not been demonstrated, the 
licensee can take additional action to ensure acceptable performance of the equipment, including: 

" Demonstrate that for the EMI/RFI levels at which the digital equipment is susceptible, there 
are no credible threats to the equipment as installed (e.g., via site surveys and/or analysis).  

" Demonstrate that the types of behavior observed in the susceptibility testing will not 
adversely affect the safety function of the digital equipment. For example, short-term, high
frequency variations in the output of the device in response to EMI disturbances may not 
impact the safety-related function or adversely iffect plant operation if the device continues 
to operate and the system can meet its safety-related performance requirements.  

"* Demonstrate that equipment in close proximity to the installed digital equipment will not be 
susceptible to emissions from the new equipment.  

"* Implement actions to mitigate unacceptable EMI/RFI emissions, such as adding a secondary 
enclosure, additional cable and wire shielding, or power line filtering or conditioning.  
Mitigating actions might also include administrative controls on EML/RFI sources, such as 
handheld radios, cellular telephones, and radio repeaters.  

5.3.4.2 Human Factors 

The human-system interface includes all points of interaction between the digital system and 

plant personnel, including: 

"* Operators - alarms, status displays, control interfaces, etc.  

"• Maintenance technicians - test and calibration interfaces, diagnostic information displays, 
data entry terminals for setpoints, configuration workstations or terminals, etc.  

"* Engineering personnel - configuration workstations or terminals, etc.  

The principal concern related to the human-system interface is the possibility of system failure 
due to human error, or due to unauthorized entries or alterations of the system through a 
maintenance, test, or configuration interface. Adequate administrative controls, security, 
appropriate training, and plant procedures should be provided to minimize the possibility of such 
events. These types of potential failures should be considered in the failure analysis described in 
Section 5.1.
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Human factors considerations should be addressed in the design of all human-system interfaces 
associated with the upgrade in order to minimize the possibility for human error. IEEE 603 
discusses the application of human factors considerations in the design process for safety 
systems. Regulatory review guidance is provided in Chapter 18 of the Standard Review Plan 
(NUREG-0800) which also references NUREG-0700, "Human-System Design Review 
Guideline," and NUREG-071 1, "Human Factors Engineering Program Review Model." 
EPRI 1001045 also provides guidance on human factors design considerations for digital upgrades.  

Consideration should also be given to the effect the change would have on the Plant Simulator to 
support operator training, while meeting requirements for fidelity to the existing plant prior to 
the change. Consequently, for large digital upgrades, a separate mock-up facility may be needed 
to allow testing and training on the new equipment before it is installed while still enabling 
operators to maintain their qualifications with the existing equipment.  

5.3.4.3 System Integrity and Failure Management 

The intrinsic complexity of digital devices, including both hardware (e.g., numerous 1/O points, 
integrated circuits, and microprocessors) and software (e.g., communications, logic, and data 
bases) provides an opportunity for failures, abnormal conditions, or defects to cause unexpected 
behaviors. System integrity refers to the ability of the device to perform its function when 
subjected to adverse internal or external conditions. Failure management refers to the ability of 
the device to identify failures, and to alarm them. Section 5.5 of IEEE 7-4.3.2 describes system 
integrity requirements for digital systems.  

Good system integrity and failure management will typically result if the design of the device 
includes consideration of plausible failures and defects and provides appropriate features to 
detect the results of such events. Per IEEE 7-4.3.2, digital equipment should be designed to 
continue to perform its design function in the presence of internal or external conditions that 
have significant potential to defeat the function. Diagnostic features should be used to alert the 
operations staff of failures, allowing for timely repair of faulted equipment. The use of duplex or 
triplex digital equipment (equipment with internal double or triple redundancy) within redundant 
protection channels should consider the guidance contained in Generic Letter 91-18, 
"Information to Licensees Regarding Two NRC Inspection Manual Sections on Resolution of 
Degraded and Non-Conforming Conditions and on Operability." 

The NRC has recognized that internal diagnostics coupled with periodic surveillance tests should 
provide an adequate method for assuring that detectable failures or undesirable behavior can be 
identified. Regulatory review guidance on this topic is provided in BTP/HICB-17, "Guidance on 
Self-Test and Surveillance Test Provisions," in Chapter 7 of the Standard Review Plan 
(NUREG-0800). Depending on the extent of internal diagnostic and self-test features, plants may 
be able to use these capabilities to reduce requirements for manual surveillance testing and/or 
extend surveillance intervals.  
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5.3.4.4 Real-Time Performance 

Data communications inside a digital device take time and have an impact on the response of the 
digital device. Also, sampling of input signals and conversion to digital representations can 
introduce errors (e.g., due to digital resolution or aliasing) if the digital device is not properly 
designed or applied. These real-time performance issues should be evaluated to ensure functional 
requirements are satisfied.  

For example, in a protection system application, the response time of a digital device (which may 
vary depending on the physical configuration of the device and the computational requirements 
of the application program) should be evaluated to ensure there is sufficient time to sense a trip 
condition and actuate downstream equipment. If the processing time increases beyond that 
required for the analog device, safety limits may be affected. It is important to note that the 
sampled nature of digital devices requires that additional time be allowed beyond the basic 
system cycle time when determining the overall response time of the device.  

Also important are the potential benefits that can be derived from the replacement of analog 
equipment with digital devices. In particular, digital devices often will provide improved 
accuracy due to elimination of drift and this can be used as a basis for changing safety system 
trip setpoints, which in turn provides increased thermal power margin.  

Guidance on the subject of real-time performance is provided in NUREG-1709, "Selection of 
Sample Rate and Computer Word Length in Digital Instrumentation and Control Systems." 
Regulatory review guidance is provided in BTP/HICB-21, "Guidance on Digital Computer Real
Time Performance," in the Standard Review Plan (NUREG-0800).  

5.3.4.5 Security Considerations 

Security of digital systems should be provided so that access to configuration settings, software, 
and data is controlled and unauthorized changes are prevented. Specific requirements relating to 
system security are contained in industry standards such as IEEE 279 and IEEE 603. The NRC 
has also recognized the importance of security -and access control in preserving the safety 
functions performed by software, and regulatory guidance on the subject is included in the 
Standard Review Plan for digital systems. As noted in Section 7.1-C of the SRP, access controls 
should address access via network connections, or via maintenance equipment. Additional 
guidance is provided in Section 7.9 of the SRP regarding access to safety systems through off
site connections. BTP/HICB-14 also includes review guidance pertaining to security in the 
software development process.
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A 
SUPPLEMENTAL QUESTIONS FOR ADDRESSING 
10 CFR 50.59 EVALUATION CRITERIA 

NEI 96-07, Revision 1, and Section 4 of this guideline provide a set of eight questions consistent 
with the criteria in 10 CFR 50.59(c) used to determine if a modification requires prior NRC 
review and approval. This appendix provides items to consider in answering each of these eight 
questions. These supplemental items are posed as questions with yes or no answers. It is 
important to keep in mind that an answer of"yes" or "no" to one of these supplemental questions 
does not automatically mean that the criteria of 10 CFR 50.59 have been met for changes that 
would require a LAR. Instead, these questions are merely intended to assist the user in 
identifying relevant issues for the 10 CFR 50.59 evaluation.  

The supplemental questions provide a structure that may be included with the 10 CFR 50.59 
evaluation to support and document the engineering judgement used to determine if the change 
can be implemented under 10 CFR 50.59. A simple "yes" or "no" answer provides no evidence 
of such judgement. The 10 CFR 50.59 questions should be answered in sufficient detail, either 
by reference to a source document or by direct statements, that an independent third party can 
verify the judgements.  

Note that for a particular upgrade, some of the items listed may be more appropriately addressed 
in the evaluation of a different 10 CFR 50.59 question or in several of the questions. The items 
listed are intended to serve as a guide for the 10 CFR 50.59 evaluation and are not intended to be 
all-inclusive; there may be aspects of a digital upgrade that are not highlighted by this appendix 
that may result in the upgrade requiring prior NRC review and approval (via LAR).  

1. Does the activity result in more than a minimal increase in the frequency of occurrence 
of an accident? 

Areas that should be addressed in responding to this question include the following: 

(a) Does the new equipment installed with the upgrade exhibit performance 
characteristics, or have design features, that give an increased frequency of a 
system malfunction resulting in an accident? The system failure analysis can help 
provide the answer to this question. The assessment of a change in frequency 
may be made on a qualitative basis, particularly for systems or components which 
rely on software because there does not currently exist a consensus method for 
quantifying software reliability. Section 5 of this document provides additional 
guidance on system failure analysis.  
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(b) Does the system exhibit performance characteristics that increase the need for 
operator intervention or increase operator burden to support operation of the 
system in normal or off-normal conditions? Could this increase the frequency of 
an accident previously evaluated? 

(c) Is the system compatible with the installed environment (e.g., temperature, 
humidity, seismic, electromagnetic fields, airborne particulates) such that system 
performance will not be degraded compared to the system being replaced? 

(d) Can the system have an adverse impact on the installed environment (e.g., 
temperature, humidity, seismic, EMI/RFI emissions, airborne particulates) such 
that performance of an existing system used for accident detection will be more 
than minimally degraded compared to existing requirements? 

2. Does the activity result in more than a minimal increase in the likelihood of occurrence 
of a malfunction of an SSC important to safety? 

Areas that should be addressed in responding to this question include the following: 

(a) Does the modified system meet the required plant environmental and seismic 
envelopes? 

(b) Could the environment in which the-upgraded equipment operates cause an 
increase in the likelihood of failure (e.g., electromagnetic susceptibility in a 
higher frequency range)? Could the new system create an environment (e.g., 
temperature, humidity, seismic, EMI/RFvI emissions, airborne particulates) which 
adversely affects other equipment and increases the probability of occurrence of a 
malfunction? 

(c) Have potential interactions between safety-related and non-safety related systems 
been addressed? 

(d) Are the electrical loads associated with the upgraded system addressed in the 
design? 

(e) Does the plant HVAC have adequate capacity for the thermal loads of the 
upgraded system? 

(f) Does the upgraded system meet applicable requirements for separation, 
independence, and grounding? 

(g) Does the upgraded system have adequate cabinet cooling? 

(h) Could a common cause failure result in a system-level failure based on the failure 
analysis (also see Item (i))? 
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(i) Is there reasonable assurance that the dependability of the system is sufficient (i.e.  
the likelihood of failure is significantly below that of single, active failures)? Was 
the application software developed under a 10 CFR 50 Appendix B, QA program 
using a documented life-cycle development process? Does the design comply 
with industry and regulatory standards? Is there prior operating history for the 
digital device(s) and their firmware? Has the platform been pre-qualified through 
NRC review? Does the design include features to detect, annunciate, and/or 
mitigate faults? Has the system been tested under all normal and abnormal 
operating conditions? 

(,j) Is there a clear trend toward increasing the likelihood of malfunction of the 
SSC(s)? 

3. Does the activity result in more than a minimal increase in the consequences of an 
accident? 

The following areas should be addressed in responding to this question to determine if the 
activity results in an increase in radiological releases above the licensing limit: 

(a) Does the system directly contribute to accident prevention or mitigation? If so, 
could the system cause the consequences (i.e. radiological release) of the accident 
to increase more than minimally? 

(b) Does the upgraded system exhibit a response time beyond current acceptance 
limits (e.g., because of sample period, increased filtering)? 

(c) Does the system perform adequately under high duty cycle loading (e.g., 
computational burden during accident conditions)? 

(d) Does the architecture of the system exhibit a single failure that results in more 
severe consequential effects (e.g., reduced segmentation due to combining 
previously separate functions, several input channels sharing an input board, 
central loop processor for many channels)? System failure analysis helps to 
answer this question.  

(e) Does the human-system interface design introduce increased burdens or 
constraints on the operators' ability to adequately respond to an accident, for 
operator actions credited in the licensing basis, such that there are more severe 
consequential effects (e.g., inability to access and operate more than one control 
at a time)? 

(f) Could the new system create an environment (e.g., temperature, humidity, 
seismic, EMI/RFI emissions, airborne particulates) which adversely affects other 
equipment used for accident mitigation such that the consequences of an accident 
are more than minimally increased?
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4. Does the activity result in more than a minimal increase in the consequences of a 
malfunction? 

Areas that should be addressed to determine if the activity could result in an increase in 
the radiological releases above the current licensing limit include the following: 

(a) Does the system play a role in mitigating the consequences (i.e. radiological 
release) of a malfunction? If so, would the change result in more than a minimal 
increase in the consequences of the malfunction? 

(b) Does the upgraded system exhibit the same failure modes affecting radiological 
releases as the system being replaced (e.g., fail low, fail high, fail-as-is, diagnostic 
failures)? If the failure mode is different, are the consequences increased beyond 
what was evaluated previously in the SAR? 

(c) Is there a means available to alert the operators to the failure condition? Are the 
consequences bounded by other events evaluated in the SAR? 

(d) Can the system have an adverse impact on the installed environment (e.g., 
temperature, humidity, seismic, EMIIRFI emissions, airborne particulates) such 
that performance of an existing system used for accident mitigation will be more 
than minimally degraded compared to existing requirements? 

5. Does the activity create a possibility for an accident of a different type? 

Areas that should be addressed in responding to this question include the following: 

(a) Have the assessments of system-level failure modes and effects for the new 
system or equipment identified any new types of system-level failure modes that 
could cause a different type of accident than presented in the plant SAR? 

(b) Plant SAR analyses were based on credible failure modes of the existing 
equipment. Does the replacement system change the basis for the most limiting 
scenario? 

(c) Has power supply quality been considered (e.g., high harmonics from inverters, 
slow loss of voltage, or high voltage conditions)? 

(d) Could the new system create an environment (e.g., temperature, humidity, 
seismic, EMI/RFI emissions, airborne particulates) which adversely affects other 
equipment and creates the possibility of an accident of a different type? 
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6. Does the activity create a possibility for a malfunction of an SSC important to safety 
with a different result? 

These areas should be addressed in responding to the question: 

(a) Does the change involve combining previously separate functions into one digital 
device such that a failure creates a result not bounded by the results of 
malfunctions previously considered in the UFSAR? 

(b) Based on a qualitative assessment, is there reasonable assurance that failures due 
to software, including software common cause failures are unlikely (i.e. no more 
likely than other potential common cause failures such as maintenance or 
calibration errors that are not considered in the UFSAR)? If not, are the results of 
the software common cause failure different than (i.e. not bounded by) the results 
of the malfunctions considered in the UFSAR? 

(c) Could the environment in which the upgraded equipment operates cause a new 
type of failure (e.g., electromagnetic susceptibility in a higher frequency range)? 
Could the new system create an environment (e.g., temperature, humidity, 
seismic, EMI/RFI emissions, airborne particulates) which adversely affects other 
equipment and thereby creates the possibility of a different type of malfunction? 

(d) Does the upgraded system have the same failure mode on loss of power as the 
system being replaced? If the failure mode is different, are the consequences 
increased beyond what was evaluated previously in the SAR? 

(e) Is the response of the upgraded system on restoration of power different from that 
of the system being replaced? I so, are the consequences bounded by what was 
evaluated previously in the SAR? 

(f) Does the system or equipment reset to operating parameters and settings 
established for the specific system, or does it go to a default set of parameters 
when the system is reset? If the system is reset with factory default parameters, 
what effect do they have on plant operation? Are the consequences bounded by 
what was evaluated previously in the SAR? 

(g) Does the human-system interface (HMI) introduce failure modes different from 
those of the existing system? If so, are the results bounded by what was evaluated 
previously in the SAR? 

(h) Have assessments of system-level failure modes and effects for the new system or 
equipment identified any new types of system-level failures (that are as likely to 
occur as those failures previously considered in the UFSAR) that would result in 
effects not bounded by the results previously considered in the SAR?
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7. Does the activity result in a design basis limit for a fission product barrier being 
exceeded or altered? 

The areas to be addressed include the following: 

(a) Are any of the numerical values in the UFSAR that are used directly in the 
determination of the integrity of the fission product barriers associated with the 
change? Would the digital upgrade result in any of these values being exceeded 
or altered? 

(b) Has the digital upgrade decreased the channel trip accuracy beyond the 
acceptance limit? 

(c) Has the digital upgrade increased the channel response and/or processing time 

beyond the acceptance limit? 

(d) Has the digital upgrade decreased the channel indicated accuracy? 

8. Does the activity result in a departure from a method of evaluation described in the 
UFSAR used in establishing the design bases or in the safety analysis? 

The areas to be addressed include the following: 

(a) Does the upgrade involve a change to any element of the analytical methods that 
are described in the UFSAR which are used to demonstrate the design meets the 
design basis or that the safety analysis is acceptable? 

(b) Does the change involve use of a method of evaluation not already approved by 
the NRC?
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B 
OUTLINE FOR DOCUMENTING 10 CFR 50.59 
SCREENS AND EVALUATIONS 

Introduction 

10 CFR 50.59, paragraph (d) requires that records be maintained of the changes made to the 
facility that are evaluated against the eight criteria in paragraph (c)(2) of the section. NEI 96-07 
clarifies that documentation of the 10 CFR 50.59 evaluation is required (and will be submitted to 
the NRC at least every 24 months) for changes implemented under the rule, however the rule 
does not require documentation of the screening evaluation.  

This appendix is intended to provide a suggested outline that could be used to support the 
10 CFR 50.59(d) documentation requirements for a digital upgrade. The outline could also be 
used to document the results of a screening evaluation for changes that screen out and do not 
require a 10 CFR 50.59 evaluation. It is intended to be used for information only and has not 
been endorsed by the NRC. The suggested outline is provided below, along with a brief 
description of the type of issues that would be addressed in each section. The description of the 
section is intended only as a guide when completing the 10 CFR 50.59 documentation and 
additional information may be warranted. When preparing the 10 CFR 50.59 documentation, it is 
important to provide sufficient information such that the same conclusion may be reached 
independently.  

10 CFR 50.59 Documentation Outline 

1. Change Description 

A complete description of the change would be provided. Information such as the affected 
component(s), part(s), and system(s) would be provided. If the change is implemented in 
redundant channels or trains, that should be noted here as well. Any human-system interface 
changes should be explicitly described. Also, a brief description of the equipment that is 
being replaced would be useful. If the change is one in a series of modifications or is part of a 
global plan for plant modernization, this should be referenced.  

2. Reason for Change 

This section should discuss the background of the change and why the change is being 
implemented. Information such as prior system operating and reliability problems, equipment 
obsolescence, and changing functionality needs would be summarized here. If the change is 
one in a series of modifications or is part of a global plan for plant modernization, the role of 
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this change in the series of modifications should be discussed. If additional functionality is 
required by the system as a result of another plant modification, this would also be discussed.  

3. 10 CFR 50.59 Applicability 

The applicability of 10 CFR 50.59 to the change would be documented here. If there are no 
changes to the Technical Specifications as part of the change, then this would be noted. Also 
noted would be confirmation that no other more specific regulations apply to the change.  

4. Engineering Evaluations 

This section provides detailed justification on why the change is appropriate for the 
application. The regulatory requirements and industry standards (e.g. General Design 
Criteria, Regulatory Guides, IEEE standards, etc.) that are met should be identified and credit 
should be taken for any industry or regulatory guidance that was followed. The justification 
that any new equipment meets the specified requirements and any other technical evaluations 
should be provided or referenced. The topics that should be addressed for digital upgrades 
include, but are not limited to: 

"* Software life cycle and development process, 

"* Verification and validation, 

"* Configuration management, 

"* Summary of the failure analysis (and specifically, if there are any undetected failures), 

"* Human-system interface, 

"* Hardware qualification, 

"* Internal redundancy and fault tolerance, 

"* Self-diagnostics, 

"* Self-tests that perform surveillance testing functions, 

"* Quality Assurance, 

"* Electrical or power requirements, and 

"* Hardware reliability.  

5. 10 CFR 50.59 Screening Evaluation 

The 10 CFR 50.59 screening evaluation could be provided here. Describing the affected 
SSC(s) and how the change adversely affects the SSC(s) could help to set the stage for 
answering the 10 CFR 50.59 evaluation questions. Guidance for screening is provided in 
Section 4.3 of this guideline.
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6. Answers to 10 CFR 50.59 Questions 

If the change screens out, then this section would not be applicable.  

Section 4.4 of this guideline and Section 4.3 of NEI 96-07, Revision 1, provide eight 
questions that correspond to the eight criteria contained in 10 CFR 50.59(c)(2) for changes 
that would require a license amendment. If any of the questions were answered yes, then a 
license amendment would be required to implement the change. Appendix A to this guideline 
provides a list of issues to consider for each question. A complete discussion that provides 
the basis for the answer to each question should be provided. In cases where information or 
discussion applies to more than one question, it is suggested that the applicable information 
or discussion be documented under each question to provide a complete basis for the answer 
to each question.  

7. Conclusions 

This section would indicate the result of the screening evaluation and if the change screened 
in, summarize the answers to the 10 CFR 50.59 questions. If any of the questions were 
answered "yes," then this section would state that a license amendment pursuant to 
10 CFR 50.90 would be required prior to implementation of this modification. If all of the 
questions were answered "no" (i.e., none of the criteria were met for changes that require a 
license amendment), and no Technical Specification change is required, then the change may 
be implemented under 10 CFR 50.59.  

8. References 

Any documentation that would be referenced in the text to support the discussion and the 
conclusion should be referenced. As a minimum, the section(s) of the UFSAR that apply to 
the change should be referenced.
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