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PART 73 * PHYSICAL PROTECTION OF PLANTS AND MATERIALS 

§73.1 Purpose and scope.  

(a) Purpose. This part prescribes 
requirements for the establishment and 
maintenance of a physical protection 
system which will have capabilities for 
the protection of special nuclear 
material at fixed sites and in transit and 

m of plants in which special nuclear 
Smaterial is used. The following design 

co basis threats, where referenced in 
LL ensuing sections of this part, shall be 
Lo used to design safeguards systems to 

protect against acts of radiological 
sabotage and to prevent the theft of 
special nuclear material. Licensees 
subject to the provisions of § 72.182, 
§ 72.212,9 §73.20, § 73.50, and § 73.60 
are exempt from § 73.1 (a)(1)(i)(E) and 

§ 73.1(a)(1)(iii).  

(1) Radiological Sabotage. (i) A 
determined violent external assault, 
attack by stealth, or deceptive actions, 
of several persons with the following 
attributes, assistance and equipment: 
(A) Well-trained (including military 
training and skills) and dedicated 
individuals, (B) inside assistance which 
may include a knowledgeable individual 
who attempts to participate in a passive 

, role (e.g.. provide information), an active 
Srole (e.g., facilitate entrance and exit, 

cc disable alarms and communications.  
participate in violent attack), or both, 
"(C) suitable weapons, up to and 
including hand-held automatic weapons, 
equipped with silencers and having 
effective long range accuracy, (D) hand
carried equipment, including 
incapacitating agents and explosives for 
use as tools of entry or for otherwise 
destroying reactor, facility, transporter, 
ir container integrity or features of the 
safeguards system, and 

r(E) A four-wheel drive land vehicle 
used for transporting personnel and 
their hand-carried equipment to the 

Sproximity of vital areas, and 
co (ii) An internal threat of an insider, 
,a including an employee (in any 
2 position), and 
L (iii) A four-wheel drive land vehicle 

bomb.
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PART 73 * PHYSICAL PROTECTION OF PLANTS AND MATERIALS

-. F0 (2) Theft or Diversion of Formula 
c Quantities of Strategic Special Nuclear 
S Material.  
cc u_ 

L

(i) A determined, violent, external 
assault, attack by stealth, or deceptive 
actions by a small group with the 
following attributes, assistance, and 
equipment: 

(A) Well-trained (including military 
training and skills) and dedicated 
individuals; 

(B) Inside, assistance that may include 
a knowledgeable individual who 
attempts to participate in a passive role 
(e.g., provide Information), an active role 
(e.g.. facilitate entrance and exit, disable 
alarms and communications, participate 
in violent attack), or both: .  
. (C) Suitable weapons, up to and 

including hand-held automatic weapons, 
equipped with silencers and having 
effective long-range accuracy; 

(D) Hland-carried equipment, including 
incapacitating agents and expiosivesfor
use as tool 'of entry or for otherwise
destroying reactor, facility, transporter, 

_.or container integrity or features of the 
safeguards-system; 

(E) Land vehicles used for 
transporting personnel and their hand
carried equipment; and 

(F) the ability to operate as two or 
more teams.

(ii) An individual, including an employee (in any position), and 
(iii) A conspiracy between individuals 

I in any position who may have: (A) 
Access to and detailed knowledge of 

cc nuclear power plants or the facilities 
r eferred to in § 73.20(a), or (B) items that 
could facilitate theft of special nuclear 
material (e.g., small tools, substitute 
material, false documents, etc.), or both.  

F (b) Scope. (1) This part prescribes 
O requirements for (i) the physical 
• protection of production and utilization 
i facilities licensed pursuant to Part 50 of Sthis 

chapter. (ii) the physical Protection 
of plants in which activities licensed L pursuant -to Part 70 of this chapter are 
;conducted. and 

F i{ii! the physical protection of special 
nuclear material by any persor who, 
pursuant to the regulatifos 1ii Part 61 or 
70 of this chapter, possesses or uses at 
any site or _cotlguouiilessubject to Sthe 

control by the lien see. formiUla Squatiitites 
of'sirtegic s;peal nucleýr "U material or special nuclear material of 

moderatostratei0c significance, or 
speclal nuclear material'of lowstrategic 
significance.

(2) This part prescribes requirements 
for the physical protection of special 
nuclear material in transportation by 
any person who is licensed pursuant to 
the regulations in Part 70 and Part 110 of 
this chapter who imports, exports.  
transports, delivers to a carrier for 
transport in a single shipment, or takes 
delivery of a single shipment free on 
board (F.O.13) where it is delivered to a 
carrie formula quantities of strategc 
special nuclear material, special nuclear 
material of moderate strategic 
significance or special nuclear material 
of low strategic significance.  

(3) This part also applies to shipments 
by air.of special nuclear material in ,quanttiesexedn i 20 grans or 20 
"curies, whichever is ls.oplutonium or 
uranium-2r, or (ii),3WO prms of 
uranium-235 (contained in uranium 
enriched to 20 percent or more in the U
235 isotope) 

(4) Special-nuclear material subject to 
this part may also be protected pursuant 
tosecurity procedures prescribed by the 
Commission or another Goverunent 
agency for the protection of classified 
materials. The provisions and 
requirements of this part are in addition 
to. and not in substitution 1o6 any such 
'security procedures. Compliance with 
the requirements of this part does not 
relieve any licensee from any 

. requirement or obligation to protect 
speciat nuclear material- pursuant to 
security procedures prescribed by the 
Commission or other Government 
agency for'the protection of classified 
materials.  

(5) This part also-applies to the 
shipment of irradiated reactor fuel in 
quantities that in a single shipment both 
exceed 100 grams in net weight of 
irradiated fuel, exclusive of cladding or 
other structural or packaging material.  
and have a total radiation dose in 
excess of 100reims per hour at a 
distance of 3 feet from any accessible 
surface without intervening shielding.

r(6) This part prescribes requirements 
for the physical protection of spent 
nuclear fuel and high-level radioactive 

0 waste stored in either an independent 
< spent fuel storage installation (ISFSI) or 
cc a monitored retrievable storage (MRS) Sinstallation 

licensed under part 72 of Lo this chapter, or stored at the geologic 
repository operations area licensed 
under part 60 of this chapter.  

F (7) This part prescribes requirements 
for the protection of Safeguards 

U Information In the hands of any person.  
W whether or not a licensee of the 
LL Commission, who produces., receives, or 

4. acquires Safeguards Information.  

L 
F (8) This part prescribes require
Sments for advance notice of export 
8 and import shipments of special nudLe
CC ar material, including irradiated reac
"u- tor fuel.  

L 
F (9)'As provided in part 76 of this 
; chapter, the regulations of this4part 
0 establish procedures and-criteria for 
` physical security for the issuance of a 
"cc certificate of compliance or the approval 
2 of a compliance plan.  

L
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73.2 PART 73 6 PHYSICAL PROTECTION OF PLANTS AND MATERIALS

"§ 73.2 Definitions.  
As used in this part: 
(a) Terms defined in Parts 50 and 70 

of this chapter have the same meaning 
when used in this part.  

"Appropriate Nuclear Regulatory 
Commission Regional Office listed in 
Appendix A" means: 

(1) For domestic shipments-the Re
gional Office within whose region the 
licensee who is responsible for the 
physical protection arrangements of 
the shipment is located.  

(2) For export shipments-the Re
gional Office within whose region the 
licensee who is responsible for the 
physical protection arrangements of 
the shipment is located, and the Re
gional Office for the region in which 
the last point of exit of the shipment 
from the U.S. is located.  

(3) For Import shipments-the Re
gional Office within whose region the 
licensee who Is responsible for the 
physical protection arrangements of 
the shipment is located, and the Re
gional Office for the region In which 
the first point of entry of the ship
ment into the U.S. is located.  

"Armed escort" means an armed 
person, not necessarily uniformed, 
whose primary duty is to accompany 

Sshipments of special nuclear material 
Sfor the protection of such shipments 
Sagainst theft or radiological sabotage.  

"LL "Armed response personnel" 
means persons, not necessarily uni
formed, whose primary duty in the 
event of attempted theft of special nu
clear material or radiological sabotage 
shall be to respond, armed and 
equipped, to prevent or delay such ac
tions.  

"Authorized individual" means 
any individual, including an employee.  
"a student, a consultant, or an agent of 
"a licensee who has been designated in 
writing by a licensee to have responsi
bility for surveillance of or control 
over special nuclear material or to 
have unescorted access to areas where 
special nuclear material is used or 
stored.  

"Bullet/resisting" means protec
tion against complete penetration, pas
sage of fragments of projectiles, and 
spalling (fragmentation) of the protec
tive material that could cause injury 
to a person standing directly behind 
the bullet-resisting barrier.  

F Contiguous sites means licensee 
controlled locations, deemed by the 

' Commission to be in close enough 
c proximity to each other, that the special 
c nuclear material must be considered in 

the aggregate for the purpose of physical 
L Protection.  

prr

"Continuous visual surveillance" 
means unobstructed view at all times 
of a shipment of special nuclear mate
rial, and of all access to a temporary 
storage area or cargo compartment 
containing the shipment.  

"Controlled access area" means 
any temporarily or permanently estab
lished area which is clearly demarcat
ed, access to which is controlled and 
which affords isolation, of the material 
or persons within it.  

"Deceit" means methods used 
to attempt to gain unauthorized 
access, introduce unauthorized materi
als, or remove strategic special nuclear 
materials, where the attempt involves 
falsification to present the appearance 
of authorized access.  

"DOE" and "Department of 
Energy " means the Department of 
Energy established by the Department 
of Energy Organization Act (Pub. L.  
95-91, 91 Stat. 565, 42 U.S.C. 7101 et 
seq.), to the extent that the Depart

Sment, or its duly authorized represent
• atives, exercises functions formerly 
,, vested in the U.S. Atomic Energy 
2 Commission, its Chairman, members, 
m• officers and components and trans
""fered to the U.S. Energy Research and 

Development Administration and to 
the Administrator thereof pursuant to 
sections 104(b), (c) and (d) of the 
Energy Reorganization Act of 1974 
(Pub. L. 93-438, 88 Stat. 1233 at 1237, 
42 U.S.C. 5814) and retransferred to 
the Secretary of Energy pursuant to 
section 301(a) of the Department of 
Energy Organization Act (Pub. L. 95
91. 91 Stat. 565 at 577-578, 42 U.S.C.  
7151).  

"Force" means violent methods 
used by an adversary to attempt to 
steal strategic special nuclear material 
or to sabotage a nuclear facility or vio
lent methods used by response person
nel to protect against such adversary 
actions.  

c Formula quantity means strategic special nuclear material in any 
UD combination in a quantity of 5,000 grams 
4 or more computed by the formula, grams 

S= (grams contained U-235) + 2.5 (grams 
,EL U-233 + grams plutonium). This class of 

.material is sometimes referred to as a 
...Category I quantity of material.

to) 

to

"Guard" means a uniformed indi
vidual armed with a firearm whose pri
mary duty is the protection of special 
nuclear material against theft, the 
protection of a plant against radiologi
cal sabotage, or both.  

"Incendiary device" means any 
self-contained device intended to 
create an intense fire that can damage 
normally flame-resistant or retardant 
materials.  

"Intrusion alarm" means a 
tamper indicating electrical, electro
mechanical, electrooptical, electronic 
or similar devicc which will detect in
trusion by an Individual into a build
ing, protected area, vital area, or mate
rial access area, and alert guards or 
watchmen by means of actuated visi
ble and audible signals.

"Isolation zone" means any area 
adjacent to a physical barrier, clear of 
all objects which could conceal or 
shield an individual.  

"Lock" in the case ot vaults or 
vault type rooms means a three-posi
tion, manipulation resistant, dial type, 
built-in combination lock or combina
tion padlock and in the case of fences.  
walls, and buildings means an integral 
door lock or padlock which provides 
protection equivalent to a six-tumbler 
cylinder lock. "Lock" in the case of a 
vault or vault type room also means 
any manipulation resistant, electrome
chanical device which provides the 
same function as a built-in combina
tion lock or combination padlock, 
which can be operated remotely or by 
the "reading" or Insertion of informa
tion, which can be uniquely character
ized, and which allows operation of 
the device. "Locked" means protected 
by an operable lock.  

"Material access area" means any 
location which contains special, nucle
ar material, within a vault or a build
ing, the roof, walls, and floor of which 
each constitute a physical barrier.  

"Movement control center" 
means an operations center; which is 
remote from transport activity and 
which maintains periodic position in
formation on the movement of strate
-gic- geciaFlii-i-ear material, receives 
reports of attempted attacks or thefts, 
provides a means for reporting these 
and other problems to appropriate 
agencies and can -reque~st nd--oordi
nate appropriate aid.  

"Need to know" means a deter
mination by a person having responsi

N bility for protecting Safeguards Infor
imation that a proposed recipient's 
v access to Safeguards Information is 
Snecessary in the performance of offi
Scial, contractual, or licensee duties of 

employment.  
"Person" means (1) any individ

ual. corporation, partnership, firm, as
sociation, trust, estate, public or pri
vate institution, group, government 
agency other than the Commission or 
the Department of Energy (DOE), 
(except that the DOE shall be consid
ered a person to the extent: that its fa
cilities are subject to the licensing and 
related regulatory authority of the 
Commission pursuant to section 202 of 
the Energy Reorganization Act of 1974 
and sections 104, 105, and 202 of the 
Uranium Mill Tailings Radiation Con
trol Act of 1978), any state or political 
subdivision of a state, or any political 
subdivision of any government or 
nation, or other entity;anid (2) any 
legal successor, representative, agent, 
or agency of the foregoing.,, 

"Physical Barrier" means: (1) Fences 
constructed of No. 11 American wire 
gauge, orl heavier wire fabAic, topped by 
three strands or more of barbed wire or 
similar material on bracket's angled 
inward or outward between 30"and 450 
from the vertical, withau overa'll height 
of not less than 8 feet, including te.  
barbed topping: (2) building walis," 
ceilings and floors constructed of stone, 
brick, cinder block, concrete. steel or 
comparable materials (openings in 
which are secured by grates, doors, or
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covers of construction and fastening of 
sufficient strength such that the integrity 
of the wall is not lessened by any 
opening], or walls of similar 
construction, not part of a building.  
provided with a barbed topping 
described in paragraph (1) of this 
definition of a height of not less than 8 
feet; or 
(3) Any other physical obstruction 

constructed in a manner and of mate
rials suitable for the purpose for 
which the obstruction is intended.  

"Protected area" means an area 
encompassed by physical barriers and 
to which access is controlled.  

"Radiological sabotage" means 
any deliberate act directed against a 
plant or transport in which an activity 
licensed pursuant to the regulations in 
this chapter is conducted, or against a 
component of such a plant or trans
port which could directly or indirectly 
endanger the public health and safety 
by exposure to radiation.  

"Safeguards Information" means 
information not otherwise classified as 
National Security Information or Re
stricted Data which specifically identi
fies a licensee's or applicant's detailed, 
(1) security measures for the physical 

- protection of special nuclear material, 
Sor (2) security measures for the physi
cal protection and location of certain 

C plant equipment vital to the safety of 
-production or utilization facilities.  

"Security management" means 
persons responsible for security at the 

oicy and_ general management level.  
"Security Storage Container" 

includes any of the following reposi
tories: (1) For storage in a building lo
cated within a protected or controlled 
access area, a steel filing cabinet 
equipped with a steel locking bar and 
a three position, changeable combina
tion, GSA approved padlock; (2) A se
curity filing cabinet that bears a Test 
Certification Label on the side of the 
locking drawer, or interior plate, and 
is marked, "General Services Adminis
tration Approved Security Container" 
on the exterior of the top drawer or 
door; (3) A bank safe-deposit box; and 
(4) Other repositories which in the 
judgement of the NRC, would provide 
comparable physical protection.

Special nuclear material of low 
strategic significance means: 

(1) Less thn: an'amount of special 
nuclear mat~rial ofinbdlerate strategic 
significance as'defined in paragraph (1) 
of the definition of strategic nuclear 
material of moderate strategic 
significance in this section, but more 
than -15 grams of uranium-235 (contained 
in uranium enriched-to 20percent or 
more in' U-25 isotope) or 15 grams of 
urdaiium-233-,r 15 grams of plutonium or 
the combination of 15-grams when 
computed by the equation, grams = 
(grams contained U-235) + (grams .  
plutonium) + (grams:U-233);-or 

( 2) Less than 10,000 grams but more 
than 1,.000 gtams of uranium-235 
(contained in uranium enriched to 10 

Spercent:or more but less than'20 percent 
in the5U-2351isotope):;or 

(3] 10,000 grains or more of uranium
235 (contained in urafiium enriched: 

Sabove natural but less than 10 percent in 
-the U-235 isdtope).  
This class of material Is sometimes 
referred to as a Category III quantity of 
material.  

Special nuclear material of moderate 
strategic significance means: 

(1) Less than a formula quantity of 
strategic special nuclear material but 
more than 1,000 grams of uranium-235 
(contained in uranium enriched to 20 
percent or more in the U-235 isotope) or 
more than 500 grams of uranium-233 or 
plutonium, or in a combined quantity of 
more than 1,000 grams when computed 
by the equation, grams = (grams 
contained U-235) + 2 (grams U-233 + 
grams plutonium]; or 

(2) 10,000 grams or more of uranium
235 (contained in uranium enriched to 10 
percent or more but less than 20 percent 
in the U-235 isotope].  
This class of material is sometimes 
referred to as a Category 11 quantity of 
material.

"Security supervision" means 
persons, not necessarily uniformed or 
armed, whose primary duties are su
pervision and direction of security at 
the day-to-day operating level.

"Stealth" means methods used 
to attempt to gain unauthorized 
access, introduce unauthorized materi
als, or remove strategic special nuclear 
material, where the fact of such at
tempt is concealed or an attempt is 
made to conceal it.  

"Strategic special nuclear mate
rial" means-uranium-235 (contained in 
uranium enriched to 20 percent or 
more in the U-235 isotope), uranium
233, or plutonium.ý 

"Tactical Response Team" means the 
primary response force for each shift 
which can be identified by a distinctive 
item of uniform, armed with specified 
weapons. and whose other duties permit 
immediate response.  

"Transport" means any land, 
sea, or air conveyance or modules for 
these conveyances such as rail cars or 
standardized cargo containers.  

"Undergoing processing" means 
performing active operations on mate
rial such as chemical transformation, 
physical transformation, or transit be
tween such operations, to be differen
tiated from storage or packaging for 
shipment., 

" "Vault" means a windowless en
closure with, walls, floor, roof and 

Fdoor(s) designed, and constructed to 
delay penetration from forced entry.  

"Vault-type room" means a room 
with one or more doors, all bapable of 
being- locked.- protected by an intru
sion -alarmr which creates an alarm 
upon. the entry of a person anywhere 
into, the room and- upon exit- from the 
roomor upon rmovement of an individ
Iat within the room.  

""Vital area" means:; any area 
which contains 'vital equdipment.  

"Vital equipment" means any 
equipment, system, device, or material, 
the failure, destruction, or- release of 
which could directly or indirectly en
danger the public health and safety by 
exposure to radiation. Equipment or 
systems which. would be required to 
functionjto protect public health and 
safety following such failure, destruc
tion,.or release are also considered to 
be vital-.  

"Watchman" means an individ
ual,, not necessarily uniformed or 
armed- with a firearm, who provides 
protection for a plant and the special 
nuclear material therein in the course 
of performing other duties.
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PART 73 0 PHYSICAL PROTECTION OF PLANTS AND MATERIALS

F 73.3 Intepretitions 
Except as specifically authorized by 

the Commission In writing, no Interpre
t tation of the meaning of the regulations 
SIn this part by any officer or employee of 

L. the Commission other than a written In
terpretation by the General Counsel will 

L be recognized as binding upo the Com

§ 73.4 Communications.  

Except where otherwise specified, all 

communications and reports concerning 

Ithe regulations in this part should be 

T addressed to the Director of Nuclear 
Material Safety and Safeguards or the 

SDne~tur of Nutitar Kt:to: R,.i,.  
as appropral. U. g Nucivar Re-ulatory 
Commission. Wasningwin DC 20555. or L may be delivened in person at the 

Commission's offices at 2120 L Street.  
NW.. Washington. DC. or at 11555 
Rock .ilic Pike. Ro•kvilie. Maryland.  

§ 73.S -Specific exemptions.  

The Commission may, upon appliea
o tion of any interested person or upon its 

own initiative, grant such exemptions 
Sfrom the requirements of the regulations 
, in this part as It determines are author
"ii ized by law and will not endanger life or 

Sproperty or the common defense and 
L security, and are otherwise in the public 

interest.

C2 

c, 

LiL

§73.8 Information collection 
requirements: OMBapproval.  

(a) The-Nuclear Regulatory.  
Commission has submitted the 

information collection requirements 
contained in this part to the.Office of 
Management and Budget (OMB) for 

approval as required by the Paperwork 
.Reduction Act (44 U.S.C. 3501 et seq.).  
The NRC may not conduct or sponsor, 
and a person is not required to respond 

to, a collection of information unless it 
displays a currently valid OMB control 

number. OMB has approved the 
information collection requirements 
contained in this.part under. control 
number 3150-0002.  

(b) The approved information.  
collection requirements contained in 
this part appear in §§ 73.5, 73.20, 73.24, 

73.25, 73.26, 73.27, 73.37, 73.40, 73.45, 

73.46, 73.50, 73i55, 73.56, 73.57, 73.60, 
73.67, 73.70, 73.71, 73.72, 73.73, 73.74, 
and appendices B,.C, and G.

F§73.6 Exemptions for certain quantities and kinds of special nuclear materiaL 

- A licensee is exempt from the 
.cc requirements of 10 (CFR part 26 and 

LL §§ 73.20, 73.25. 73.26, 73.27, 73.45, 
73.46, 73,70 and73.72 with respect to 

the following special nuclear material: 

F(a) Uranium-235 contained in ura
nium enriched to less than 20 percent In 
the U-235 Isotope; 

(b) Special nuclear material which ia 
not readily separable from other radio

:active material and which has a total Sexternal 
radiation dose rate In excess Sof 

100 rems per hourat a distance of 3 
&. feet from any accessible surface without 
: intervening shielding; and Sc) Special nuclear material In a quan

tity not exceeding 350 grams of uranium
235, uranium-233, plutonium, or a com
bination thereof, possessed in any analyt
ical. research, quality control, metal
lurgical or electronic laboratory.  

F dlSpecia nuclear material that is 
v being transported by the United States 
co Department of Energy transport system.  
Co 

" (e) Special nuclear material at non
e. power reactors.  

Licensees subject to § 73.60 are not 
exempted from §§ 73.70 and 73.72. and 
licensees subject to § 73.67(e) are not 
exempted from § 73.72 of this part.
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PART 73 * PHYSICAL PROTECTION OF PLANS' AND MATERIALS

"§ 73.20 General performance objective 
and requirements.  

(a) In addition to any other 
requirements of this part, each licensee 
who is authorized to operate a fuel 
reprocessing plant-pursuant to Part 50 ot 
this chapter; possesses or uses formula 
quantities of strategic special nuclear 
material at any site or contiguous sites 
subject to control by the licensee; is 
authorized to transport or deliver to a 
carrier for transportation pursuant to 
Part 70 of this chapter formula quantities 
of strategic special nuclear material;.  
takes delivery of formula _quantities of 
strategic special nuclear material free on 
board (f.o.b.) the point at which itis, 

e delivered to a carrier for: transportation; 

Sor imports or exports formula quantities 
Sof strategic special nuclear material, 
Sshall establish and'maintain or make 

tr arrangements for a physical protection 
"system which will have as its objective 
to provide high assurance that activities 
involving speciai nuclear material are 
not inimical to the common dbfens~e and d 
security, and do hot conmtitte an
unreasonable risk to the pubiic health 
and safety.',the physical protection 
system shall be designed to protect 
-aistihe design basis threats of theft 
or diversion of strategic special nuclear 
material and radiological sabotage as 
stated in § 73.1(a).  

(b) To achieve the general 
performance objective of paragraph (a) 
of this section a licensee shall establish 
and maintain, or arrange for, a physical 
protection system that: 

(1) Provides the'performance 
capabilities described in § 73.25 for in
transit protection orin § 73.45 for fixed
site protection unless -otherwise 
authorized by. the Commission; 

(2) Is designed with sufficient 
redundancy and diversity to ensure 

m aintenance of the capabilities 
"t described in § § 73.25 and 73.45; 
c (3) Includes a safeguards-contingency 
• capability that can meet thecriteria in 

appendix C to this part "Licensee.  
Safeguards Contingency Plans;" and

U.  e'j 

LC')

L-

(4) Includes a testing and maintenance 
program to aspure control over all 
activities anddev'ices affecting the 
effectiveness, reliability, and 
availability of the physical protection 
system, incliding a demonstration that 
any defects of such activities and 
devices will.8e promptly deteted and 
corrected for 'the total period of time 
they are required as apart of the 
physical protection system.  

(c) Each licensee subject to the 
requirements of paragraphs (a) and (b) 
of this section shall establish: maintain, 
and follow NRC-approved safeguards 
physical protection and safeguards 
contingency plans that describe how the 
licensee will comply with the, 
requirements of paragraphs (a) and (b) 
of this section.  

173.21 Requirements for the protection of 
safeguards Information.  

(a) Generalperformance requirement.  
Each licensee who (1) possesses a 
formula quantity of strategic special 
nuclear material, or (2) is authorized to 
operate a nuclear power reactor, or (3) 
transports, or delivers to a carrier for 
transport, a formula quantity of strategic 
special nuclear material or more than 
100 grams of Ilradiated reactor fuel, and 
each person Zho produces, receives, or 
acquires Safeguards Information shall 
ensure that Safeguards Information is 
protected against unauthorized 
disclosure. To' meet this general 
performance requirement. licensees and 
persons subject to this section shall 
establish and maintain an information 
protection system that includes the 
measures specified in paragraphs (b) 
through (i) of this section. Information 
protection procedures employed by 
State and local police forces are deemed 
to meet these requirements.  

(b) lnforma•on to be protected. The 
specific types of information.  
documents. and reports that shall be 
protected are as follows: 

(1) Physical Protection at Fixed Sites.  
Information not otherwise classified as 
Restricted Data or National Security 
Information relating to the protection of 
facilities that possess formula quantities 
of strategic special nuclear material, and 
power reactors. Specifically: (i) The 
composite physical security plan for the
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PART 73 * PHYSICAL PROTECTION OF PLANTS AND MATERIALS

nuclear facility or site.  
(ii) Site specific drawings, diagrams, 

sketches, or maps that substantially 
represent the final design features of the 
physical protection system.  

(Wi) Details of alarm system layouts 
showing location of intrusion detection 
devices, alarm assessment equipment, 
alarm system wiring, emergency power 
sources, and duress alarms.  

(iv) Written physical security orders 
and procedures for members of the 
security organization, duress codes, and 
patrol schedules.  

[v) Details of the on-site and off-site 
communications systems that are used 
for security purposes.  

(vi) Lock combinations and 
mechanical key design.  

(vii) Documents and other matter that 
contain lists or locations of certain 
safety-related equipment explicity 
identified in the documents as vital for 
purposes of physical protection, as 

co contained in physical secuity plans, 
;Z safeguards contingency plans, or plant 
Sspecific safeguards analyses for 
,,c production or utilization facilities.  
S(viii) The composite safeguards 

contingency plan for the facility or site.  
(ix] Those portions of the facility 

guard qualification and training plan 
which disclose features of the physical 
security system or response procedures.  

(x) Response plans to specific threats 
detailing size, disposition, response 
tines, and armament of responding 
forces.  

(xi) Size, armament, and disposition of 
on-site reserve forces.  

(xii) Size, identity, armament, and 
arrival times of off-site forces committed 
to respond to safeguards emergencies.

co 

cz 
U_

(2) Physical protection in transit.  
Information not otherwise classified as 
Restricted Data or National Security 
Information relative to the protection of 
shipments of formula quantities of 
strategic special nuclear material and 
spent fuel. Specifically. (i) The 
composite transportation physical 
security plan.  

(if) Schedules and itineraries for 
specific shipments. (Routes and 
quantities for shipments of spent fuel 
are not withheld from public disclosure.  
Schedules for spent fuel shipments may 
be released 10 days after the last 
shipment of a current series.) 

(iii) Details of vehicle immobilization 
features, intrusion alarm devices, and 
communication systems.  

(iv) Arrangements with and 
capabilities of local police response 
forces, and locations of safe havens.  

(v) Details regarding limitations of 
radio-telephone communications.  

(vi) Procedures for response to 
safeguards emergencies.  

(3) Inspections, audits and 
evoluations. Information not otherwise 
classified as National Security 
Information or Restricted Data relating

F 
c (xiii) Information required by the 
2 Commission pursuant to 10 CFR 73.55 

SMc) (8) and (9).  
LL 
0') 

L

to safeguards inspections and reports.  
Specifically: 

(i) Portions of safeguards inspection 
reports, evaluations, audits, or 
investigations that contain details of a 
licensee's or applicant's physical 
security system or that disclose 
uncorrected defects, weaknessem, or 
vulnerabilities in the system.  
Information regarding defects, 
weaknesses or vulnerabilitles may be 
released after corrections have been 

w made. Reports of investigations may be 
V- released after the investigation has been 
Z completed, unless withheld pursuant to 
, other authorities, e.g., the Freedom of 

SInformation Act (5 U.S.C. 552).  
(4) Conrespondence. Portions of 

correspondence insofar as they contain 
Safeguards Information specifically 
defined in paragraphs (b)(1) through 
(b)(3) of this paragraph.  

(c} Access to Safeguard Information.  
(1) Except as the Commission may 
otherwise authorize, no person may 
have access to Safeguards Information 
unless the person has an established 
"need to know" for the information and 
is: 

r- (i} An employee, agent, or contractor 
I of an applicant, a licensee, the 
2 Commission, or the United States 
. Government. However, an individual to 
- be authorized access to Safeguards 
M Information by a nuclear power reactor 
Sapplicant or licensee must undergo a L Federal Bureau of Investigation criminal 

history check to the extent required by 
10 CFR 73.57; 

(ill A member of a duly authorized 
commmittee of the Congress; 

(iii) The Governor of a State or 
designated representatives: 

(iv) A representative of the 
International Atomic Energy Agency 
(IAEA) engaged in activities associated 
with the U.S./IAEA Safeguards 
Agreement who has been certified by 
the NRC; 

(v) A member of a state or local law 
enforcement authority that is 
responsible for responding to requests 

Sfor assistance during safeguards 
, emergencies; or 

cc (vi) An individual to whom disclosure 
Is ordered pursuant to I 2.744(e) of this 

Schapter.  
(2) Except as the Commission may 

otherwise authorize, no person may 
disclose Safeguards Information to any 
other person except as set forth in 
paragraph (c)(1) of this section.  

(d) Protection while in use or storag.  
(1) While in use, matter containing 
Safeguards Information shall be under 
the control of an authorized individual.  

(2) While unattended. Safeguards 
Information shall be stored in a locked 
security storage container. Knowledge 
of lock combinations protecting 
Safeguards information shall be limited 
to a minimum number of personnel for 
operating purposes who have a "need to
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know" and are otherwise authorized 
access to Safeguards Information in 
accordance with the provisions of this 
section.  

(a) Preparation and marking of 
documents. Each document or other 
matter that contains Safeguards 
hIformation as defined in Paragraph (b) 
Inwhi section sha~llbe marke 
'Safeguards Information" in a 
conspicuous manner to Indicate the 
presence of protected information L 
(portion marklngls not required for the 
specific Items of information set forth hi 
paragraph I 73.21(b) other than guard 
qualification and tining plans and 
coirespondence to and frm'the NRC).  
Docimeqts 'id other matter containing 
•Safegu•~ Information in the handsof 
contractors and agieniti 6fllcenseeas that 
were produced more than one year prior 
to the effective date of this amendment 
need not be marked unless they are 
removed.from .storage containers for 
use.  

(f eproduction and destacton of 
matter conWaing Safeguards 
Information. (1) Safeguards Information 
may be reproduced to thenminimum 
extent necessary consistent with need 
without peimission ,f the originator.  

(2) Docunfefts'tor other matter 
Scontainim 

Safeguards Information may 
be destroyed by any method that 

- assures complete destruction of the 
Safeguards Information they contain.  

(g) External transmission of 
documents and material. (1) Documents 
or other matter containing Safeguards 
Information. when transmnitted outside 
an authorzed place of use or storage.  
shell be packaged to preclude disclosure 
of thiepresence of protected Information.  

(2) Safeuads Information m-a~ybe 
transported by messenger-courier.  
United States first class, registered.  
express. or certified mail, or by any 
Individual authorized access pursuant to 
1 7.21(c).  

(3) Except under emergency or 
extraordinary conditions, Safeguards 
Information shall be transmitted;only by 
protected telecommunications circuits 
(including facsimile) ipproved by the 
NRC. Physical security events required 
to be reported pursuant to 173.71 are 
considered to be extraordinary 
conditions.  

(h) Use of automatic data processing 
(ADP) s'stems. Safegu ads Information 
may be processed or produced on an 
ADP sysitem provided that the system is 
self-contained within the licensee's or 
his contractor's facility and requires the 
use of an entry code for access to storea 
information. Other systems-may be used 
if approved for security by the NRC.  

(i) RemovaifomSafeguardrs 
Information category. Documents orgialy contatning Safegurd 
Information sbhall be removed from the 
Safeguards Infformation category 
whenever the information no longer 

meets the criteria contained in this 
section.

§ 73.24 Prohlbjtlons.  
(a) Except as specifically approved by 

the Nuclear Regulatory Commission, no 
shipment of special nuclear material 
shall be madelin! passenger aircraft in 
excess of (1) b grams or 20 Gunric, 
whichevei is'1es0s, of plutonium or 
uranium-233, 6r(2) 350grams of 
uranium-235 (contained in uranium 

, enriched to 26 percent or morein the U
"c 235 ist6ope).  
• (b) Unless qtheriise approved by the 
SNuclear Regulatory Comission, no 

"licensee maqy iake shipments 6f special 
nuclear mateai�[n which individual 

Shipments are less than a formula 
quantity, but the total quantity in 

shipments in transit at the same time 
culd~equal or exceed a fofmula 
quantiity, unless either ofithe following 
conditions are met: r (11 The licensee shali confirm and iog 
the ari-vai a.the final destinaton of 
".ach indvidýal shipment and rerain thýe 

Siog for tre 'ears irom the dateaof the 
last entry in the 16g. The Hicensee shall 

c als& sch'-ieduIl 6shipments to ensure that 
cu, the total quasAtity for two or more 

shipments in transit at the same time 

does not eaual or exceed the formula 
quantity, or 

(2) Physical protection in accordance 
with the requirements of § § 73.20, 73.25, 
and 73.26 is provided by the licensee for 
such shipments as appropriate so that 
the total quarntity'of special nuclear 
material in the remaining shipments not 
so protected, and in transit at the same 
time, does not equal or exceed a formula 
quantity.  

Physical Protection of Special 
Nuclear Material in Transit 

S§ 73.25 Performance-capabilitles for 
0 physical protection of strategic special 
cc nuclear material In transiLt 

, (a) To meet the general performance 
objective and requirements of § 73.20 an 
in-transit physical protection system 
shall include the performance 
capabilities doscribed in paragraphs (b) 
through (d) of this section unless 
otherwise authorized by the 
Commission.  

(b) Restrict access to and activity in 
the vicinity of transports and strategic 
special nuclear material. To achieve this 
capability the physical protection 
system shall:,

(1) Minimize the vulnerability of the 
strategic special nuclear material by 
using the following subfunctions and 
procedures: 

(i) Preplanning itineraries for the 
movement of strategic special nuclear 
material; 

(ii) Periodically updating knowledge 
of route conditions for. the movement of 
strategic special nuclear material; 

(iii) Maintaining knowledge of the 
status and position of the strategic 
special nuclear mattrigl en route; and 

(iv) Determining and communicating 
alternative itineraries en route as 
conditions warrant.  

(2) Detect and delay any unauthorized 
attempt to gain access orintroduce 
unauthorized materials by stealth or 
force into the vicinity of transports and 
strategic special nuclear material using 
the following subsystems and 
subfunctions: 

(i) Controlled access areas to isolate 
strategic special nuclear material and 
transports to assure that unauthorized 
persons shall not have direct access to, 
and unauthorized materials shall not be 
introduced into the vicinity of, the 

4 transports and strategic special nuclear 
V material, and 
00 [ii) Access detection subsystems and 
L procedures to detect, assess and 
Scomrnunicate any unauthorized 

penetration (or such attempts) of a 
controlled-ccess area by'persons, 
vehicles or materials so that the.  
respo nse will satisfy the general 
performance objective and requirements 
of § 73.20(a).  

(3) Detect attempts to gain 
unauthorized access or introduce 
unauthorized materials into the vicinity 
of transports by deceit using the 
following subsystems and subfunctions: 

(i).Access authorization controls and 
procedures to provide current 
authorization schedules and access 
criteria for persons, materials and 
vehicles; and 

(ii) Access controls and procedures to 
verify the identity of persons, materials 
and vehicles, to assess such identity 
against current authorization schedules 
and access criteria before permitting 
access, and to initiate response 
measures to deny unauthorized entries.  

(c) Prevent or delay unauthorized 
ent.ry or introduction of unauthorized 
materials into, and unauthorized 
removal of, strategic special nuclear 
material from transports. To achieve this 
capability the physical protection 
system shall: 

(1) Detect attempts to gain 
unauthorized entry or introduce 
unauthorized materials into transports 
by deceit using the following 
subsystems and subfunctions: 

(i) Access authorization controls and
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procedures to provide current 
authorization schedules and entry 
criteria for access into transports for 
both persons and materials; and 

(ii) Entry controls and procedures to 
verify the identity of persons and 
materials and to permit transport entry 
only to those persons and materials 
specified by the current authorization 
schedules and entry criteria.  

(2) Detect attempts to gain 
unauthorized entry or introduce 
unauthorized material into transports by 
stealth or force using the following 
subsystems and subfunctions: 

(i) Transport features to delay access 
to strategic special nuclear material 
sufficient to permit the detection and 
response systems to function so as to 
satisfy the general performance 
objective and requirements of § 73.20(a); 

(ii) Inspection and detection 
subsystems and procedures to detect 
unauthorized tampering with transports 
and cargo containers; and 

(iii) Surveillance subsystems and 
procedures to detect, assess and 
communicate any unauthorized 
presence of persons or materials and 
any unauthorized attempt to penetrate 
the transport so that the response will 

Ssatisfy the general performance 
Z objective and requirements of § 73.20(a).  

(3) Prevent unauthorized removal of 
LL strategic special nuclear material from 
Stransports by deceit using the following 

subsystems and subfunctions: 
(i} Authorization controls and 

procedures to provide current schedules 
-for-authorized removal of strategic 
special nuclear material which specify 
the persons authorized to remove and 
receive the material, the authorized 
times for such removal and receipt and 
authorized places for such removal and 
receipt.  

(ii) Removal controls and procedures 
to establish activities for transferring 
cargo in emergency situations; and 

(iii) Removal controls and procedures 
to permit removal of strategic special 
nuclear material only after verification 
of the identity of persons removing or 
receiving the strategic special nuclear 
material, and after verification of the 
identity and integrity of the strategic 
special nuclear material being removed 
from transports.  

(4) Detect attempts to remove 
strategic special nuclear material from 
transports by stealth or force using the 
following subsystems and subfunctions: 

(i) Transport features to delay 
unauthorized strategic special nuclear 
material removal attempts sufficient to 
assist detection and permit a response 
to satisfy the general performance 
objective and requirements of § 73.20(a); 
and 

(ii) Detection subsystems and 
procedures to detect, assess and

communicate any attempts at 
unauthorized removal of strategic 
special nuclear material so that 
response to the attempt can be such as 
to satisfy the general performance 
objective and requirements of § 73.20(a).  

(d) Respond to safeguards 
contingencies and emergencies to assure 
that the two capabilities in paragraphs 
(b] and (c) of this section are achieved, 
and to engage and impede adversary 
forces until local law enforcement forces 
arrive. To achieve this capability, the 
physical protection system shall: 

(1) Respond rapidly and effectively to 
safeguards contingencies and 
emergencies using the following 
subsystems and subfunctions: 

(i) A security organization composed 
of trained and qualifed personnel, 
including armed escorts, one of whom is 
designated as escort commander, with 
procedures for command and control, to 
execute response functions.  

(ii) Assessment procedures to assess 
the nature and extent of security related 
incidents.  

(iii) A predetermined plan to respond 
to safeguards contingency events.  

(iv) Equipment and procedures to 
Senable responses to security related 
7 incidents sufficiently rapid and effective 
c to achieve the predetermined objective 
I- of each action.  

(v) Equipment, vehicle design features, 
and procedures to protect security 
organization personnel, including those 
at the movement control center, in their 
performance of assessment and 
response related functions.  

(2) Transmit detection, assessment 
and other response related information 
using the following subsystems and 
subfunctions: 

(i] Communications equipment and 
procedures to rapidly and accurately 
transmit security information among 
armed escorts.  

(ii) Equipment and procedures for 
two-way communications between the 
escort commander and the movement 
control center to rapidly and accurately 
transmit assessment information and 
requests for assistance by local law 
enforcement forces, and to coordinate 
such assistance.  

(iii) Communications equipment and 
procedures for the armed escorts and 
the movement control center personnel 
to notify local law enforcement forces of 
the need for assistance.  

(3) Establish liaisons with local law 
enforcement authorities to arrange for 
assistance en route.  

(4) Assure that a single adversary 
action cannot destroy the capability of 
armed escorts to notify the local law 
enforcement forces of the need for 
assistance.

L.

§ 73.26 Transportation physical protection 
systems, subsystems, components, and 
procedures.  

(a) A transportation physical 
protection system established pursuant 
to the general performance objectives 
and requirements of § 73.20 and 
performance capability requirements of 
§ 73.25 shall include, but are not 
necessarily limited to, the measures 
specified in paragraphs (b] through (1) of 
this section. The Commission may 
require, depending on the individual 
transportation conditions or 
circumstances, alternate or additional 
measures deemed necessary to meet the 
general performance objectives and 
requirements of §73.20. The Commission 
also may authorize protection measures 
other than those required by this section 
if, in its opinion, the overall level of 
performance meets the general 
performance objectives and 
requirements of § 73.20 and the 
performance capability requirements of 
§ 73.25.  

(b) Planning and Scheduling.  
(1) Shipments shall be scheduled to 

avoid regular patterns and preplanned 
to avoid areas of natural disaster or civil 
disorders, such as strikes or riots. Such 
shipments shall be planned in order to 
avoid storage times in excess of 24 
hours and to assure that deliveries occur 
at a time when the receiver at the final 
delivery point is present toaeept-be.  
shipment.  

(2) Arrangements shall be made with 
law enforcement authorities along the 
route of shipments for their response to 
an emergency or a call for assistance.  

(3) Security arrangements for each 
shipment shall be approved by the 
Nuclear Regulatory Commission prior to 
the time for the seven-day notice 
required by § 73.72. Information to be 
supplied to the Commission in addition 
to the general security plan information 
is as follows: 

(i] Shipper, consignee, carriers, 
transfer points, modes of shipment, 

(ii) Point where escorts will relinquish 
responsibility or will accept 
responsibility for the shipment, 

(iii) Arrangements made for transfer 
of shipment security, and 

(iv) Security arrangements at point 
where escorts accept responsibility for 
an import shipment.  
- (4) Hand-to-hand receipts shall be 
completed at origin and destination and 
at all points enroute where there is a 
transfer of custody.  

(c] Export/Import Shipments.  
(1) A licensee who imports a formula 

quantity of strategic special nuclear 
material shall make arrangements to 
assure that the material will be 
protected in transit as follows:
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al designated by the -i) Writtenvsecurity procedures Determine whether 

al rtensctt poeue which 

ent, or as specified by I document thedstructure of the exists; 

'iage, shall confirm the I transportation security organization and (ii) Assess the extent 

nd examine locks and/ 0 which detail the duties of drivers and any; 
(iii examin locksae *nce of tampering, at the c escorts and-diher individuals meas e tomeuize t 1. - measures to neutralize 

United States at which (r responsible for security; and (A) Making the neces 
ischarged from the ". (it) Provisi6n for written approval of M akin t h nev esm 

It such procedures and any revisions radiovogical sabotage or 
I thereto by the individual with overall rdstategic special nucleag 

eat must be protected at Lresponsibility for the security function. straic sp cal lam 

the geographical limits 
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tes as provided in this (4) Neither' the licensee nor the agencies of the threat a 
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3.25 and 73.27. The licensee's age.nt shall permit an (3) The licensee or his 
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perseded material for Criteriaifo i ýcurity perI'nne!," Upon of deadly force when ax 
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licable, up to the first duties'and responsibilities. Armed Shipments.  
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side the United States. with Appendix B to'this part at least, shall be placed in a pro 

i1 retain each record every 12 months. Each requalification transfer poihts if transf 

e sections for three must be documented. The licensee or the iihmediate from one tra 
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sesses the soecial initial qualification for the term of available a controlled a 

under each license employment and of each requalification be established for the s 
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notify the shipment movement control 
center and initiate the appropriate 
contingency plans. Armed escorts or 
other armed personnel shall observe the 
opening of the cargo compartment of the 
incoming transport and ensure that the 
shipment is complete by checking locks 
and seals. A shipment loaded onto or 
transferred to another transport shall be 
checked to assure complete loading or 
transfer. Continuous visual surveillance 
of the cargo compartment shall be 
maintained up to the time the transport 
departs from the terminal. The escorts 
shall observe the transport until it has 
departed and shall notify the licensee or 
his agent of the latest status 
immediately thereafter.  

(g) Access Control Subsystems and 
Procedures.  

(1) A numbered picture badge 
identification procedure shall be used to 
identify all individuals who will have 
custody of a shipment. The 
identification procedure shall require 
that the individual who has possession 
of the strategic special nuclear material 
shall have, in advance, identification 
picture badges of all individuals who are 
to assume custody for the shipment. The 
shipment shall be released only when 
the individual who has possession of 
strategic special nuclear material has 
assured positive identification of all of 
the persons assuming custody for the 
shipment by comparing the copies of the 
Tden-tification badges that have been 
received in advance to the identification 
badges carried by the individuals who 
will assume custody of the shipment.  

(2) Access to protected areas, 
controlled access areas, transports, 
escort vehicles, aircraft, rail cars, and 
containers where strategic special 
nuclear material is located shall be 
limited to individuals who have been 
properly identified and have been 
authorized access to these areas.  

(3) Strategic special nuclear material 
shall be shipped in containers that are 
protected by tamper-indicating seals.  
The containers also shall be locked if 
they are not in another locked container 
or transport. The outermost container or 
transport also shall be protected by 
tamper-indicating seals.  

(h) Test and Maintenance Programs.  
The licensee or his agent shall 

establish, maintain and follow a test and 
maintenance program for 
communications equipment and other 
physical protection related devices and 
equipment used pursuant to this section 
which shall include the following: 

(1) Tests and inspections shall be 
conducted during the installation, and 
construction of physical protection 
related subsystems and components to 
assure that they comply with their 
respective design criteria and 
performance specifications.
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(2) Preoperational tests and 
inspections shall be conducted for 
physical protection related subsystems 
and components to demonstrate their 
effectiveness, availability, and 
reliability with respect to their 
respective design criteria and 
performance specifications.  

(3) Operational tests and inspections 
shall be conducted for physical 
protection related subsystems and 
components to assure their maintenance 
in an operable and effective condition.  

(4) Preventive maintenance programs 
shall be established for physical 
protection related subsystems and 
components to assure their continued 
maintenance in an operable and 
effective condition.  

(5) All physical protection related 
subsystems and components shall be 
maintained in operable condition.  
Corrective action procedures and 
compensatory measures shall be 
developed and employed to assure that 
the effectiveness of the physical 
protection system is not reduced by any 
single failure or other contingencies 
affecting the operation of the physical 
protection related equipment or 
structures.

(6) The transportation security 
program must be reviewed at least every 
12 months by individuals independent of 
both security program management and 
personnel who have direct responsibility 
for implementation of the security 
program. The review must include an 
audit of transportation security 
procedures and practices, an evaluation 
of the effectiveness of the transportation 
physical protection system, an audit of 
the transportation physical protection 
system testing and maintenance 
program, and an audit of commitments 
established for response by local law 
enforcement authorities. The results and 
recommendations of the review, 
management's findings on whether the 
transportation security program is 
currently effective, and any actions 
taken as a result of recommendations 
from prior reviews, must be documented 
in a report to the responsible 
organization management and to 
corporate management at least one level 
higher than that having responsibility 
for the day-to-day plant operation.  
These reports must be maintained in an 
auditable form, available for inspection 
for a period of 3 years.
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"(i) Shipment by road.  
(1).A detailed route plan shall be 

prepared' which shows the routes to be 
taken, the refueling and rest stops, and 
the call-in times to the movement 
control center. All shipments shall be 
made on primary highways with, 
minimum use of secondary roads. All 
shipments shall be made without 
intermediate stops except for refueling, 
rest or-emergency stops.  

(2] Cargo compartments of the trucks 
or trailers shall be locked and protected 
by tamper-indicating seals.  

(3) The shipment shall be protected by 
one of-the following methods:- I 

: (i) A specially designed-cargo vehicle 
trouckor trailer that reduces the 
vulnerability to theft. Design features of 
the truck or trailer shall permit' 
immnmillization of t6' truck or of thez 
cargoarjing' portin of the vehicle 'and 

shall provide a deterren•t to physical 
penetration of the icargocompartment.  
Two separate escort vehicles shall' 
accompany the cargo vehicle. There 
shall be a total of seven-armed escorts, 
with at least two in the cargo vehicle.  

,Escorts may also operate the cargo and 
V escort vehicles.  S(ii) An armored car cargo vehicle.  
L Three separate escort vehicles shall 
V accompany such a cargo vehicle. There 

shall be a total of seven armed escorts, 
with at least two in the cargo vehicle.  
Escorts ma a'lso operate the cargo and 
escort vehicles.  

(4)All escort vehicles shall be bullet
resisting., 

(5) piocoedures shall be &stablished to 
aýsiure ,hAt no unauthorized persons or 
materials are on the cargo vehicle before 
strategic special nuclear material is 
loaded, or on the escort vehicles, 
immediately before the trip begins.  

(6] Cargo and escort vehicles shall 
maintain continuous intraconvoy two
way communication. In addition at least 
two ofthe vehicles shall be equipped 
with radio telephones having the 
capability of communicating with the 
movement control center. A redundant 
means of communication shall also be 
availabIg. C•Ils to the movement control 
denti6rshall be made at least every half 
hour to bonVey the status and position of 
the sihipment. In the ev;ent no call is 
receiy, -in accordance with these 
requirements, the licensee:or his agent 
shall immediately notify the law 
enforcement authorities and the 
appropriate Nuclear Regulatory 
Commission Regional Office listed in 
Appendix A of this part and initiate-the 
appropriate contingency plan.

L-t 
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(7) At refueling, rest or emergency 
stops at least seven armed escorts or 
other armed pIrsonnel shall be 
available to pliotect the shipment and at 
least three armed escorts or other armed 

* personnel shdll maintain continuous 
visual surveillahde of the' cargo 
compartment.  

(8) Transfers to and from other modes 
of transportation shall be I accordance 
with paragraph (f) ofthis section.  

(j) Shipmenl'by'Air.' 
(1) All shiprents on commercial cargo 

aircraft shall be accompanied by two 
armed escortslwho shall be ableto 
converse in a common language with the 
captain of the aircraft.  

(2] Transferiiof these Shipments shall 
"be minimized ~nd shall be conducted in 

ý,accordance. with paragraph (fl of this 
* section. Such, hipments shall be 
':scheduled so that the strategic special 

nuclear material is loaded last and 
unloaded first.  

(3J At scheduled stops, at least-seven 
armed escortsior other armed personnel 
shall be available to protect the 
shipment andirttleast three armed 
escorts or other armed personnel shall 
maintain contir.a6ous visual surveillance 
of the cargo'c 'mpartrment.  

(4] Export shipments shall be 
accompanied by two armed escorts from 
the last terminain the United States 
until the shipment is unloaded at a 
foreign termiiial and primary 
responsibilityi for physical protection is 
assumed by agents of the .consignee.  
While on foreign soil, the escorts may 
surrender their weapons to legally 
constituted lopal authorities. After 
leaving the last terminal in the United 
States the shipment shall be scheduled 
with no .intermediate stops.  

{5] Import shipments shall be 
accompanied by two armed escorts at 
all times within'the geographical limits 
of the United ttates. These escorts shall 
provide physical protection for the 
shipment untij relieved by verified 
agents of the U.S; consignee.  

(6) .,Procedures shall be established 
to assure ý that no unauthorized per
sons- or :material are on: the aircraft 
before stratdgic special nuclear materi
al is loaded -on board...  

(7) Arrangements shall be made at 
all domestic airports toassure that the 
seven ,required armed escorts or other 
armed personnel are available and 
that the required. security measures 
,will be taken upon landing.  

(8). Arrangements shall be made at 
the ,foreigh' terminal: at which the 
shipment is 1to be unloaded to assure 
that 'securit& measures, will be taken 
on arrival. i-

(k) Shipment by raiL (1) A shipment 
by rail shall be escorted by seven 
armed escorts in the shipment car or 
an escort car next to the shipment car 
of the trainL At Ileast tiree' escorts 
shall keep the -Shipment car under 
continuous visual. surveillance. Escorts 
shall detrain at stops when practicable 
and time permits to maintain the ship
ment-cars under continuous visual sur
velllance and to check car or container 
locks and seals. : 

(2) Procedures ,shall be established 
to assure that no unauthorized per
sons -or materials are on the shipment 
or-escort-, car before strategic special 
nuclear material is loaded onlboard.  

(3).Onl�.y"•contaers weighing 5,000 
lbs or more shabll be shipped on open 
rail cars.  

(4) A voice communication capability 
between the escorts and the move
ment control center shall be main
tained. A redundant means of continu
ous communication also shall be avail
able. Calls to the movement control Scenter 

shall be made at least every 
half hour to convey the status and po
sition of the shipment. In the event no 
call is received in accordance with 
these requirements, the licensee or his 
agent shall immediately notify the law 
enforcement authorities and the ap
propriate Nuclear Regulatory Com
mission Regional Office listed in Ap
pendix A of this part and initiate their 
contingency plan.  

(5) Transfer to and from other 
modes of transportation shall be in ac
cordance with paragraph (f) of this 
section.
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(I) Shipment by sea. (1) Shipments 
shall be made only on container-ships.  
The strategic special nuclear material 
container(s) shall be loaded into 
exclusive use cargo containers conforming to American National 
Standards Institute (ANSI) Standard 

MH5.1-"Basic Requirements for Cargo 
' Containers" (1971) or International 
' Standards Organization (ISO) 1496, 
) "General Cargo Containers" (1978).  

L. Locks and seals shall be inspected by 
T the escorts whenever access is possible.  

The ANSI Standard MH5.1 (1971) and 
the (ISO) 1496 (1978). have been 
approved for incorporation by reference 
by the Director of the Federal Register.  
A copy of each of these standards is 
available for inspection at the NRC 
Library. 11545 Rockville Pike. Rockville, 
Maryland 20852-2738,

Lo 

V

- (2) All shipments shall be accompa
nied by two armed escorts who shall 

be able to converse in a common lan
guage with the captain of the ship.  

(3) Minimum domestic ports of call 
shall be scheduled and there shall be 
no scheduled transfer to other vessels 
after the shipment leaves the last port 
in the United States. Transfer to and 
from other modes of transportation 
shall be in accordance with paragraph 
(f) of this section.  

(4) At all ports of call the escorts 
shall ensure that the shipment is not 
removed. At least two armed escorts or 
other armed personnel shall maintain 
continuous visual surveillance of the 
cargo area where the container is 
stored up to the time the ship departs.  

(5) Export shipments shall be ac
companied by two armed escorts from 
the last port in the United States until 
the shipment is unloaded at a foreign 
terminal and prime responsibility for 
physical protection is assumed by 
agents of the consignee. While on for
eign soil, the escorts may surrender 
their weapons to legally constituted 
local authorities.  

(6) import shipments shall be ac
companied by two armed escorts at all 
times within -the geographical limits of 
the United States. These escorts shall 
provide physical protection for the 
shipment until relieved by verified 
agents of the U.S. consignee.  

(7) Ship-to-shore communications 
shall be available, and a ship-to-shore 
contact shall be made every six hours 
to relay position information, and the 
status of the shipment.  

(8) Arrangements shall be made at 
the foreign terminals at which the 
shipment is to be unloaded to assure 
that security measures will be taken 
upon arrival.  
§ 73.27 Notification requirements.  

(a)(1) A licensee who delivers formu
la quantities of strategic special nucle
ar material to a carrier for transport 
shall immediately notify the consignee 
by telephone, telegraph, or teletype.  
of the time of departure of the ship
ment, and shall notify or confirm with 
the consignee the method of transpor
tation, including the names of carriers, 
and the estimated time of arrival of 
the shipment at its destination.  

(2) In the case of a shipment (f.o.b.) 
the point where it is delivered to a car
rier for transport, a licensee shall, 
before the shipment is delivered to the 
carrier, obtain written certification 
from the licensee who is to take deliv
ery of the shipment at the f.o.b. point 
that the physical protection arrange
ments required by §§ 73.25 and 73.26 
for licensed shipments have been 
made. When a contractor exempt from 
the requirements for a Commission li
cense is the consignee of a shipment, 
the licensee shall, before the shipment 
is delivered to the carrier, obtain writ-

ten certification from the contractor 
who is to take delivery of the ship
ment at the f.o.b. point that the physi
cal protection arrangements required 
by the United States Department of 
Energy Order Nos. 5632.1 or 5632.2. as 
appropriate, have been made.  

(3) A licensee who delivers formula 
quantities of strategic special nuclear 
material to a carrier for transport or 
releases such special nuclear material 
f.o.b. at the point where it is delivered 
to a carrier for transport shall also 
make arrangements with the consign
ee to be notified immediately by tele
phone and telegraph, teletype, or 
cable. of the arrival of the shipment at 
its destination or of any such ship
ment that is lost or unaccounted for 
after the estimated time of arrival at 
its destination.  

(b) Each licensee who receives a 
shipment of formula quantities of 
strategic special nuclear material shall 
immediately notify by telephone and 
telegraph or teletype. the person who 
delivered the material to a carrier for 
transport and the Administrator of 
the appropriate Nuclear Regulatory 
Commission Regional Office listed in 
Appendix A of the arrival of the ship
ment at its destination. When a 
United States Department of Energy 
license-exempt contractor is the con

Ssignee. the licensee who is the consign
or shall notify by telephone and tele
graph, or teletype, the Administrator 

L of the appropriate Nuclear Regulatory 
SCommission Regional Office listed in 

Appendix A of the arrival of the ship
ment at its destination immediately 
upon being notified of the receipt of 
the shipment by the license-exempt 
contractor as arranged pursuant to 
paragraph (a)(3) of this section. In the 
event such a shipment fails to arrive 
at its destination at the estimated 
time, or in the case of an export ship
ment, the licensee who exported the 
shipment, shall immediately notify by 
telephone and telegraph or teletype, 
the Administrator of the appropriate 
Nuclear Regulatory Commission Re
gional Office listed in Appendix A of 
this part, and the licensee or other 
person who delivered the material to a 
carrier for transport. The licensee who 
made the physical protection arrange
ments shall also immediately notify by 
telephone and telegraph, or teletype, 
the Administrator of the appropriate 
Nuclear Regulatory Commission Re
gional Office listed in Appendix A of 
the action being taken to trace the 
shipment.  

(c) Each licensee who makes ar
rangements for physical protection of 
a shipment of formula quantities of 
strategic special nuclear material as 
required by §§ 73.25 and 73.26 shall 
immediately conduct a trace investiga
tion of any shipment that is lost or un
accounted for after the estimated ar
rival time and file a report with the 
Commission as specified in 1 73.71.
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PART 73 * PHY

S73.37 Requirements for physical 
protection of Irradiated reactor fuel In 
transit 

(a) Performance objectives. (1) Each 
licensee who transports, or delivers to a 
carrier for transport, in a single 
shipment, a quantity of irradiated 
reactor fuel in excess of 100 grams in net 
weight of irradiated fuel, exclusive of 
cladding or other structural or packaging 
material, which has a total external 
radiation dose rate in excess of 100 rams 
per hour at a distance of 3 feet from any 
accessible surface without intervening 
shielding, shall establish and maintain, 
or make arrangements for, and assure 
the proper implementation of, a physical 
protection system for shipments of such 
material that will achieve the following 
objectives: 

(i) Minimize the possibilities for 
, radiological sabotage of spent fuel 

Sshipments, especially within heavily 
x populated areas, and "L (ii) Facilitate the location and 

Srecovery of spent fuel shipments that 
may have come under the control of 
unauthorized persons.  

(2) To achieve these objectives, the 
physical protection shall: 

(I) Provide for early detection and 
assessment of attempts to gain 
unauthorized access to, or control over, 
spent fuel shipments; 

(ii) Provide for notification to the 
appropriate response forces of any spent 
fuel shipment sabotage attempts; and 

(iii) Impede attempts at radiological 
sabotage or spent fuel shipments within 
heavily populated areas, or attempts to 
illicitly move such shipments into 
heavily populated areas, until response 
forces arrive.  

(b) Generalrequirements. To achieve 
the performance objectives of paragraph 
(a) of this section, a physical protection 
system established and maintained, or 
arranged for, by the licensee shall: 

(1) Provide for notification of the 
Nuclear Regulatory Commission in 
advance of each shipment, in 
accordance with 1 73.72 of this part.  

(2) Include and retain a copy of 
-Lirrent procedures for coping with 
circumstances that threaten deliberate 
damage to a spent fuel shipment and 
with other safeguards emergencies as a 
record for three iears after the close of 
period for which the licensee possesses 
the special nuclear material under each 
license for which the procedures were 
developed and, if any portion of the 
procedures is superseded. retain the 
superseded material for three years after 
each change.  

(3) Include instructions for each escor, 
and retain a copy of the curren' 
instructions as a record for three years 
after the close of period for which the 
licensee possesses the special nuclear 
material under each license that 
authorizes the activity that requires the 
instruction and retain any superseded 
material for three years after each 
change. The instructions must direct 
that, upon detection of the abnormal

SICAL PROTECTION OF PLANTS A 
presence of unauthorized persons.-V 
vehicles, or vessels in the vicinity of a 

Sspent fuel shipment or upon detection of 
a deliberately induced situation that has 

,L the potentiallfor damaging a spent fuel 
Loshipment, the escort will:

.

(i) Determine whether or not a threat 
exists; 

(ii) Assess the extent of the threat, if 
any; - . ,I(iii) Inform local law enforcement 
agencies of the' threat and request 
assistance: anM 

(iv) Implement the procedures.  
developed in accordance with 
paragrdph (b)(9) of this section.  

(4) linclude a conmuiica'tions center 
at a deslgnated lo0atlo•n, which will be 
staffed continuously by at least one .  
individualwh6 will nioitor the progress 
of the spent fuel shipment and will 
notify the appopriate agencies in the 
event a safeguards emergency should 
arise..:

a(5) provide for* aintenance of a 

written log by' the escorts and 

communicatios-cet personnel for 
each spent fudl shiipjment, which will 

Sinclude inforiation desciibing the 
a shipment andrg-ignificanit events that 
"LL occur during e shipment, and will be 
Savailable for review by authorized NRC 

personnel for a'period of at lea'st three 
years following completion of the ylshipmetit. "... .  

(6) Provide that arrangements have 
been made with local law enforcement 
agencies along the routes of road and 
rail shipments,, and at U.S. ports where 
vessels carrying spent fuel shipments 
are docked. faoi'their response to an' 
emergency or a call for assistance.  

(7) Providefýr advance-approval by
the NRC of'th 'rutes used for road and 

oP rail shipmnts otfspent Nuel, and of any, 
SU.S. ports.wheirevessels carrying spent 
Sfuel shipme6isareischeduled to stop.  
S(8) Provide w t'ashipments are 
LI.  

Splanned so thaischeduled intermediate 
"stops Afe avoidedlto theextent 
practicable. i .... : 

(9) Provide that at least one escort 
maintains visuil sukveillance of the 
shipment during periods when the 
shipment vehicle is stopped, or the 
shipment vessel is docked.  

(10) Provide that escorts (other than 
members of local law enforcement 
agencies, or ship's officers serving as 
unarmed escorts) have successfully 
completed the training required by 
Appendix D of this part.

ND MATERIALS
73.37(d)

(11) Provide that shipment escorts 
make calls to the communications center 
at least every 2 hours to advise of the 
status of the shipment for road and rail 
shipments, and for sea shipments while 
shipment vessels are docked at U.S.  
ports.  

(c) Shipments by road. In addition to 
the provisions of paragraph (b). the 
physical protection system for any 
portion-of a spent fuel shipment that is 
by road shall provide that: 

(1) A transport vehicle within a 
heavily populated area Is: 

(I) Occupied by at least two 
individuals, one of whom serves as 
escort, and escorted by an armed 
member of the local law enforcement 
agency in a mobile unit of such agency; 
or 

(ii) Led by a separate vehicle occupied 
by at least one armed escort, and trailed 
by a third vehicle occupied by at least 
one armed escort.  

(2) A transport vehicle not within any 
heavily populated'area is: 

(i) Occupied by at leastone driver and 
one other individual who serves as 
escort; or 

(it) Occupied by a driver and escorted 
by a separate vehicle occupied by at 
least two escorts; or 

(iII) Escorteds set forth in paragraph 
Zc-l) ofthis section.  

(3) Escorts have the capability of 
• communicatin4with the 
0 communications center, local law 

"enforcementiagences, and one another, 
through the use of: ' , 

(I) A citizens bai[d C]hado -....  
available in thb-ietnsport vehicle and in 
each escort vehicle; 

(ii)}A radiotelephone or other NRC
approved equivalent means of two-way 
voice communications available in the 
transport vehicle or in an escort vehicle 
committed to travel the entire route; and 

(lii) Citizens band (CB) radio and 
normal local law enforcement agency 
radio communications in any local law 
enforcement agency mobile units used 
for escort purposes.  

.(4).The transport is equipped with 
NRC-approved features that permit 
immobilization of, the cab or cargo
carrying portion of the vehicle.  

(5) The transport vehicle driver has 
been familiarized with. and is capable of 
implementing, transport vehicle 
immobilization, communications, and 

tth n seuiyprocedures.  
(d) Shipments by roil. in addition to 

the provisions of paragraph (b), the 
physical protection system for any 
portion of a spent fuel shipment that is 
by ril shall provide that: 

(1) A 'shipment car Within a, heavily 
populated airea is aiiccompanlid'by two 
armed 6scorti (who may be members of 
a locallaw enforcement agency), at 
least one of whom Is stationed at a 
location on'the train that will permit 
observation of the shipment car while in 
motion.  

(2) A shipment car not within any 
heavily populated area is accompanied 
by at least one escort stationed at a
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location on the train that will permit 
observation of the shipment car while in 
motion.  

(3) Escorts have the capability of 
communicating with the 
communications center and local law 
enforcement agencies through the use of 
a radiotelephone, or other NRC
approved equivalent means of two-way 
voice communications, which shall be 
available on the train.  

(e) Shipments by sea. In addition to 
the provisions of paragraph (b), the 
physical protection system for any 
portion of a spent fuel shipment that is 

by sea shall provide that: 
(1) A shipment vessel, while docked at 

a U.S. port within a heavily populated 
area, is protected by: 

(i] Two armed escorts stationed on 
board the shipment vessel, or stationed 
on the dock at a location that will permit 
observation of the shipment vessel: or 

(ii) A member of a local law 
enforcement agency, equipped with 
normal LLEA radio communications, 
who is stationed on board the shipment 
vessel, or on the dock at a location that 
will permit observation of the shipment 
vessel.  

(2) A shipment vessel, while within 
U.S. territorial waters, or while docked 
at a U.S. port not within a heavily 
populated area, is accompanied by an 
escort, who may be an officer of the 
shipment vessel's crew, who will assure 
that the shipment is unloaded only as 
authorized by tJhe-licensee.  
-3TESti-sc-ave the capability of 

communicating with the 
communications center and local law 
enforcement agencies through the use of 
a radiotelephone, or other NRC
approved equivalent means of two-way 
voice communications.

F (f Prior to the transport of spent fuel 
Swithin or through a state a licensee 

ý; subject to this section shall notify the 
,,c governor or the governor's designee. The 
L licensee shall comply with the following 

Lcriteria in regard to a notification: 

(1) "l'h1 l otification must he' iti wrilimig 
aIn(l sewit to tIw ol•:fic i (o1fech ap)roprialth 
governor or the governor's designee. A 
notification delivered by mall must be 
postmarked at least 7 days before 
transport of a shipment within or 
through the state. A notification 

' delivered by messenger must reach the 
v office of the governor or the governor's 

t designee at least 4 days before transport 
of a shipment within or through the 
state. A list of the mailing addresses of 
governors and governors designees Is 
available upon request from the 
[)ir e g.Iudr.O :theol I'iilI m -\tiir I.  
\\IICIIReli lItIIN. I} ( CI. P.11-,.

IL

(2) The notification must include the 
following information: 

(i) The name, address, and telephone 
number of the shipper, carrier and 
receiver.  

(ii) A description of the shipment as 
specified by the Department of 
Transportation in 49 CFR 1 172.202 and 
I 172.203(d).  

(iii) A listing of the routes to be used 
within the state.  

(iv) A statement that the information 
described below in 1 73.37(f)(3) is 
required by NRC regulations to be 
protected in accordance with the 
requirements of § 73.21.  

(3) The licensee shall provide the 
following information on a separate 
enclosure to the written notification: 

(i) The estimated date and time of 
departure from the point of origin of the 
shipment.  

(ii) The estimated date and time of 
entry into the governor's state.  

(iii) For the case of a single shipment 
whose schedule is not related to the 
schedule of any subsequent shipment, a 
statement that schedule information 
must be protected in accordance with 
the provisions of § 73.21 until at least 10 
days after the shipment has entered or 
originated within the state.  

(iv) For the case of a shipment in a 
series of shipments whose schedules are 
related, a statement that schedule 
information must be protected in 
accordance with the provisions of 
§ 73.21 until 10 days after the last 
shipment in the series has entered or 
originated within the state and an 
estimate of the date on which the last 
shipment in the series will enter or 
originate within the state.  

(4) A licensee shall notify by 
telephone or other means a responsible 
individual in the office of the governor 
or in the office of the governor's 
designee of any schedule change that 
differs by more than 6 hours from the 
schedule information previously 
furnished in accordance with 
§ 73.37(f)(3). and shall inform that 
individual of the number of hours of 
advance or delay relative to the written 
schedule information previously 
furnished.  

(g) State officials, state employees, 
and other individuals, whether or not 
licensees of the Commission, who 
receive schedule information of the kind 
specified in I 73.37(f)(3) shall protect 
that information against unauthorized 
disclosure as specified in § 73.21.
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Physical Protection Requirements 
at Fixed Sites 

K 73.40 Physical protection: General requirements at fixed shMe.  
Each licensee shall provide physical 

protection at a fixed site. ,r contiguous 
sites where licensed activities are 
conducted, against radiological 
sabotage, or against theft of special 
nuclear material, or against both, in 

Saccordance with the applicable sections 
D of this Part for each specific class of 

facility or material license. if applicable.  
the licensee shall establish and maintain 
physical security In accordance with 
security plans approved by the Nuclear 
Regulatory Commission.  

M 73.45 Performance capabilities for fixed 

site physical protection systems.  

(a) To meet the general performance 
requirements of § 73.20 a fixed site 
physical protection system shall include 
the performance capabilities described 
in paragraphs (b) through (g) of this 
section unless otherwise authorized by 
the Commission.  

(b) Prevent unauthorized access of 
persons, vehicles and materials into 
material access areas and vital areas.  
To achieve this capability the physical 
protection system shall: 

(1) Detect attempts to gain 
unauthorized access or introduce 

Z unauthorized material acro0ss material 
access or vital area boundaries by 

r stealth or force using the following 
_ subsystems and subfunctions: 

(i) Barriers to channel persons and 
material to material access and vital 
area entry control points and to delay 
any unauthorized penetration attempts 
by persons or materials sufficient to 
assist detection and permit a response 
that will prevent the penetration; and 

(ii) Access detection subsystems and 
procedures to detect, assess and 
communicate any unauthorized 
penetration attempts by persons or 
materials at the time of the attempt so 
that the response can prevent the 
unauthorized access or penetration.

(2) Detect attempts to gain 
unauthorized access or introduce 
unauthorized materials into material 
access areas or vital areas by deceit 
using the following subsystems and 
subfunctions

(i) Access authorization controls and 
procedures to provide current 
authorization'schedules and entry 
criteria for both persons' and materials: 
and 

:: (ii) Entry controls and procedures to 
verify the identity of persons and 
materials and assess such identity 
against current authorization schedules 
and entry criteria before permitting 
entry and to initiate response measures 
to deny unauthorized entries.  

(c) Permit only authorized activities 
and conditions, Within protected areas, 
material access areas, and vital areas.  
To achieie'this capability the physical 
protection system shall: 

(1] Detect unauthorized activities or 
conditions within protected areas, 
material access areas and vital areas 
using the following subsystems and 
subfunctions: 

(i] Controls and procedures that 
establish current schedules of 

-I authorized activities and conditions in 
ý defined areas; 

(ii) Boundaries to define areas within 
Swhich the authorized activities and 

conditions are permitted; and 
": (iii) Detection and suryeillance 
subsystems and procedures to discover 
and assess unauthorized activities and 
conditions and communicate them so 
that response can be such as to stop the 
activity or correct the conditions to 
satisfy the general performance 
objective and requirements of § 73.20(a).  

(d) Permit only authorized placement 
and movement of strategic special 
nuclear material within material access 
areas. To achieve this capability the 
physical protection system shall: 

(1) Detect unauthorized placement 
and movement of strategic special 
nuclear material within the material 
access area using the following 
subsystems and subfunctions: 
S{(i) Controls and procedures to 
delineate authorized placement and 
control for strategic special nuclear 
material: 

(ii) Controls and procedures. to 
establish current authorized placement 
and movement of all strategic special 
nuclear material within material access 
areas;: 

(iii) Controls and procedures to 
maintain knowledge of the-identity, 
quantity, placement, and movement of 
all strategic special nuclear material 
within material access areas; and 

(iv) Detection and monitoring 
subsystems and procedures to discover 
and assess unauthorized placement and 
movement of strategic special nuclear

0

material and communicate them so that 
response can be such as to return the 
strategic special nuclear material to 
authorized placement or control.  

(e) Permit'removal of only authorized 
and confirmed forms and amounts of 
strategic special nuclear material from 
material access areas. To achieve this 
capability'the physical protection 
system shall: 

(1) Detect attempts at unauthorized 
removal of strategic special nuclear 
material from material access areas by 
stealth or force using the following 
subsystems and subfunctions: 

(i) Barriers to channel persons and 
materials exiting a material access area 
to exit control points and to delay any 
unauthorized strategic special nuclear 
material removal attempts sufficient to 
assist detection and assessment and 
permit a response that will prevent the 
removal; and satisfy the general 
performance objective and requirements 
of § 73.20(a); and 

(ii) Detection subsystems and 
procedures to detect, assess and 
communicate any attempts at 
unauthorized removal of strategic 
special nuclear material so that 

o response to the attempt can be such as 
, to prevent the removal and satisfy the 
E-general performance objective and 
: requirements of § 73.20(a).  

(2) Confirm the identity and quantity 
of strategic special nuclear mate•al---
presented, forremoval from. anmaterial 
access area and deteotittempts at 
unauthorized removal of strategic 
special nuclear material from material 
access areas by deceit using the 
following subsystems and Subfunctions: 

S(i) Authorization controls and 
procedures to provide current schedules 
for authorized removal of strategic 
special nuclear material which specify 
the authorized properties and quantities 
of material to be removed, the persons 
authorized to remove the material, and 
the :authorized time schedule: 

(ii) Rermval controls and procedures 
to identify and confirm the properties 
and quantities of material being 
removed and verify the identity of the 
persons making the removal and time of 
removal and'assess these -against the 
current authorized removal schedule 
before permitting removal; and 

(iii) Communications subsystems and 
procedures to provide for notification of 
an attempted unauthorized or 
unconfirmed: removal so that response 
can be such as to prevent the removal 
and satisfy the general performance 
objective and requiriements of § 73.20(a).  

(f) Provide for authorized access and 
assure detection of and response to 
'unauthorized penetrations of the 
protected area to satisfy the general 
performance objective and requirements 
of § 73.20(a). To achieve this capability
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the physical protection system shall: 
(1) Detect attempts to gain 

unauthorized access or introduce 
unauthorized persons, vehicles, or 
materials into the protected area by 
stealth or force using the following 
subsystems and subfunctions: 

(i) Barriers to channel persons, 
vehicles, and materials to protected area 
entry control points: and to delay any 
unauthorized penetration attempts or' 
the introduction of unauthorized 
vehicles or materials sufficient to assist 
detection and as-essment and permit a 
response that will prevent the 
penetration or prevent such penetration 
and satisfy the general performance 
objective and requirements of § 73.20(a): 
and 

(ii) Access detection subsystems and 
-procedures to detect, assess and 
communicate any unauthorized access 
or penetrations or such attempts by 
persons, vehicles, or materials at the 
time of the act or the attempt so that the 
response can be such as to prevent the 
unauthorized access or penetration. and 
satisfy the general performance 
objective and requirements of § 73.20(a).  

ý (2) Detect attempts to gain 
0 unauthorized access or introduce 
cc unauthorized persons, vehicles, or 
. materials into the protected area by 
•' deceit using the following subsystems 

and subfunctions: 
S(i) Access authorization controls and 

proce--ures to provide current
authorization schedules and entry 
criteria for persons, vehicles, and 
materials; and 

(ii) Entry controls and procedures to 
verify the identity of persons, materials 
and vehicles and assess such identity 
against current authorization schedules 
before permitting entry and to initiate 
response measures to deny 
unauthorized access.  

(g) Response. Each physical protection 
program shall provide a response 
capability to assure that the five 
capabilities described in paragraphs (b) 
through (f) of this section are achieved 
and that adversary forces will be 
engaged and impeded until offsite 
assistance forces arrive. To achieve this 
capability a licensee shall: 

(1) Establish a security organization
to: 

(i) Provide trained and qualified 
personnel to carry out assigned duties 
and responsibilities; and 

(ii) Provide for routine security 
operations and planned and 
predetermined response to emergencies 
and safeguards contingencies.  

(2) Establish a predetermined plan to 
respond to safeguards contingency 
events.

(0 

(0 
(0 
m 
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(3) Provide equipment for the security 
organization and facility design features 
to: 

[i) Provide for rapid assessment of 
safeguards contingencies; 

(ii) Provide for response by assigned 
security organization personnel which is 
sufficiently rapid and effective to 
achieve the predetermined objective of 
the response; and 

(iii) Provide protection for the 
assessment and response personnel so 
that they can complete their assigned 
duties.  

(4) Provide communications networks 
to: 

(i) Transmit rapid and accurate 
security information among onsite 
forces for routine security operation.  
assessment of a contingency, and 
response to a contingency; and 

(ii) Transmit rapid and accurate 
detection and assessment information to 
offsite assistance forces.  

(51 Assure that a single adversary 
action cannot destroy the capability of 
the security organization to notify offsite 
response forces of the need for 
assistance.  

§ 73.46 Fixed site physical protection 

systems, subsystems, components, 
and procedures.  

(a) A licensee physical protection 
system established pursuant to the 
general performance objective and 
requirements of § 73.20(a) and the 
performance capability requirements of 
§ 73.45 shall include, but are not 
necessarily limited to, the measures 
specified in paragraphs (b) through (h) 
of this section. The Commission may 
require, depending on individual facility 
and site conditions, alternate or 
additional measures deemed necessary 
to meet the general performance 
objective and requirements of § 73.20.  
The Commission also may authorize 
protection measures other than those 
required by this section if, in its opinion, 
the overall level of performance meets 
the general performance objective and 
requirements of § 73.20 and the 
performance capability requirements of 
§ 73.45.  

(b) Security Organization.  
(1) The licensee shall establish a 

security organization. including guards.  
If a contract guard force is utilized for 
site security, the licensee's written 
agreement with the contractor will 
clearly show that (i) the licensee is 
responsible to the Commission for 
maintaining safeguards in accordance 
with Commission regulations and the 
licensee's security plan. (ii) the NRC 
may inspect, copy, and take away 
copies of all reports and documents 
required to be kept by Commission 
regulations, orders, or applicable license

co 

U-

r 
L

conditions whether such reports and 
documents are kept by the licensee or 
the contractor, (iii) the requirement, in 
§ 73.46(b)(4] of this section that the 
licensee demonstrate the ability of 
physical security personnel to perform 
their assigned duties and 
responsibilities, include demonstration 
of the ability of the contractor's physical 
security personnel to perform their 
assigned duties and responsibilities in 
carrying out the provisions of the 
Security Plan and these regulations, and 
[iv) the contractor will not assign any 
personnel to the site who have not first 
been made aware of these 
responsibilities.  

(2) The licensee shall have onsite at 
all times at least one full time member of 
the security organization with authority 
to direct the physical protection 
activities of the security organization.  

(3) The licensee shall have a 
management system to provide for the 
development, revision, implementation, 
and enforcement of security procedures.  
The system shall include:

(i) Written security procedures which 
document the structure of the security 
organization and which detail the duties 
of the Tactical Response Team, guards, 
watchmen, and other individuals 
responsible for security. The licensee 
shall retain a copy of the current 
procedures as a record until the 
Commission terminates the license for 
which these procedures were developed 
and, if any portion of these procedures 
is superseded, retain the superseded 
material for three years after each 
change; and

F o (ii) Provision for written approval of 
. such procedures and any revisions 
m: thereto by the individual with overall 
1, responsibility for the security function.  

L
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(4) The licensee may not permit an 
individual to act as a Tactical Response 
Team-member, armed response person, 
guard, or other member of the security 
organization unless the individual- has 
been trained, equippedi and qualified to 
perform each assigned security duty in 
accordance with Appendix B of this 
part.; "General Criteria for Security 
Personnel." In addition, Tactical 
Response Team members, armed 
response personnel,, and guardsshall be 
trained. equipped. and qualified for use 

of their assigned weapons inxaccordance 
with paragraphs (b)(6) and (b)(7) of this 

section. Tactical Response Team * 
members,:armed response personnel.  
and guards shall also be trained and 

q qualified in accordhnce with-either 
Sparagraphs (b)(10)'and (b)(11)'or Sparagmph'(b)(12):of this section..Upon 
the request of ain authorized 

Srepresentative 

f ofthe Commission, the 
licensee shall demonstrate the ability of 
the physical security pers6nnel, 
Whether licensee or contractor 
employees, to carry out their assigned 
duties and responsibilities. Each 
Tactical Response Team mnember, armed 
response person, and guard; whether a 
licensee or contractor employee, shall 
requalify in accordance with Appendix 
B of this part. Tactical Response Team 
memberý,:armed responhs personnel, 
and guards shall also rejualify in 
accordance with- paragraph (b)(7) of'this 
section at lea'st once every 12 months.  
The licensee shall document the results 
of the qualification and requalification.  
The licensee shall retain the 
documentation of each qualification and 
requalification as a record for 3 years 
after each qualification and.  
requalification.

F (5] Within any given period of time, a member of the security organization 
Smay not be assigned to, or have direct 
Soperational control over, more than one 
Sof the redundant elements of a physical Sprotection 

subsystem if such assignment L or control could result inrthe loss'of 
effectiveness of the subsystem.  

h(6) E Each guard shall be armed with a 
handgun. as dedcribed in Appendix B of 
this part. Each Tactical Response.Team 
member shall be armed with a 9rm m 
semiautomatic pistol. All but one 
member of the Tactical Response Team 

q shall be armed additionally with either a 
M shotgun or semiautomatic rifle, as 
: described in AppendixB13 of this part.  

The remaining member of the Tactical 
Response Team. shall -carry. as an 
individually assignediweapion, a rifle of 
no less calibef than .30 inches or 
7'.62mm.

U, 

2L

(7) In addition to the weapons 
qualification and requalification criteria 
of appendix B of this part, Tactical 
Response Team members, armed 
response personnel, and guards shall 
qualify and requalify, at least every 12 
months, for.day and night firing with 
assigned weapons in accordance with 
Appendix H of this part. Tactical 
Response Team members, armed 
response personnel, and guards shall be 
permitted to practice fire prior to 
qualification and requalification but 
shall be given only one opportunity to 
fire for record on the same calendar day.  
If a Tactical Response Team member, 
armed response person, or guard fails to 
qualify or requalify, the licensee shall 
remove the-individual from security 
duties which require the use of firearms 
and retrain the individual prior to any 
subsequent attempt to qualify or 
requalify. If an individual fails to 
qualify or requalify on two successive 
attempts, he or she shall be required-to 
receive additional training and 
successfully fire two consecutive 
qualifying scores prior to being 
reassigned to armed security duties.  

(i) In addition, Tactical Response 
Team members, armed response 
personniel and guards shall be porepared 
to demonstrate day and-nigidkiring 
qualificatid'•witiftheir assigned 
weapons at any time upon request by an 
authorized representative of the NRC.  

Gii) The licensee or the licensee's 
agent shall document the results of 
weapons qualification and 
requalification for day and night firing.  
The licensee shall retain the 
documentation of each qualification and 
requalification as a record f6r 3 years 

after each qualification and 
requalification.
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(8) In addition to the training 
requirements contained in Appendix B 
of this part, Tactical Response Team 
members shall successfully complete 
training in response tactics. The licensee 
shall document the completion of 
training. The licensee shall retain the 
documentation of training as a record 
for three years after training is 
completed.  

(9) The licensee shall conduct Tactical 
Response Team and guard exercises to 
demonstrate the overall security system 
effectiveness and the ability of the 
security force to perform response and 
contingency plan responsibilities and to 
demonstrate individual skills in 
assigned team duties. During the first 12- C 
month period following the date 

Sspecified in paragraph (i)(2)(ii) of this 
Ssection. an exercise must be carried out 

cc at least every three months for each 
co shift, half of which are to be force-on

force. Subsequently, during each 12
month period commencing on the 
anniversary of the date specified in 
paragraph (i{(2}(ii) of this section, an 
exercise must be carried out at least 
every four months for each shift, one 
third of which are to be force-on-force.  
The licensee shall use these exercises to 
demonstrate its capability to respond to 
attempts to steal strategic special 
nuclear material. During each of the 12
month periods, the NRC shall observe 
one of the force-on-force exercises 
which demonstrates overall security 
system performance. The licensee shall 
notify the NRC of the scheduled exercise 
60 days prior to that exercise. The 
licensee shall document the results of all 
exercises. The licensee shall retain the 
documentation of each exercise as a 
record for three years after each 
exercise is completed.

(10) In addition to the medical 
examinations and physical fitness 
requirements of paragraph I.C of 
Appendix B of this part, each Tactical 
Response Team member, armed 
response person, and guard, except as 
provided in paragraph (b){10)(v) of this 
section, shall participate in a physical 
fitness training program on a continuing 
basis.  

(i) The elements of the physical 
fitness training program must include.  
but not necessarily be limited to, the 
following: 

(A) Training sessions of sufficient 
frequency, duration, and intensity to be
of aerobic benefit, e.g., normally a 
frequency of three times per week, 
maintaining an intensity of 
approximately 75 percent of maximum 
heart rate for 20 minutes; 

(B) Activities that use large muscle 
groups, that can be maintained 
continuously, and that are rhythmical 
and aerobic in nature, e.g., running, 
bicycling, rowing. swimming, or cross
country skiing: and 

(C) Musculoskeletal training exercises 
that develop strength, flexibility, and 
endurance in the major muscle groups.  
e.g., legs, arms, and shoulders.  

(ii) The licensee shall assess Tactical 
Response Team members, armed 
response personnel, and guards for 
general fitness once every 4 months to 
determine the effectiveness of the

CV) 

0ý) Cc 
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continuing physical fitness training 
program. Assessments must include a 
recent health history. measures of 
cardiovascular fitness, percent of body 
fat, flexibility, muscular strength, and 
endurance. Individual exercise 
programs must be modified to be 
consistent with the needs of each 
participating Tactical Response Team 
member, armed response person, and 
guard and consistent with the 
environments in which they must be 
prepared to perform their duties.  
Individuals who exceed 4 months 
without being assessed for general 
fitness due to-excused time off from 
work must be assessed within 15 
calendar days of returning to duty as a 
Tactical Response Team member, armed 
response person, or guard.  

(iii) Within 30 days prior to 
participation in the physical fitness 
training program, the licensee shall give 
Tactical Response Team members, 
armed response personnel, and guards a 
medical examination including a 
determination and written certification 
by a licensed physician that there are no 
medical contraindications, as disclosed 
by the medical examination, to 
participation in the physical fitness 
training program.  

(iv) Licensees may temporarily waive 
an individual's participation in the 
physical fitness training program on the 
advice of the licensee's examining 
physician, during which time the 
individual may not be assigned duties 
as a Tactical Response Team member.  

(v) Guards whose duties are to staff 
the central or secondary alarm station 
and those who control exit or entry 
portals are exempt from the physical 
fitness training program specified in 
paragraph (b)(10) of this section, 
provided that they are not assigned 
temporary response guard duties.  

(11) In addition to the physical fitness 
demonstration contained in paragraph 
I.C of Appendix B of this part, Tactical 
Response Team members, armed 
response personnel. and guards shall 
meet or exceed the requirements in 
paragraphs (b)(11)(i) through (b)(ii)(v) 
of this section, except as provided in 
paragraph (b)(1})(vi) of this section.  
initially and at least once every 12 
months thereafter.  

(i) For Tactical Response Team 
members the criteria are a 1-mile run in 
8 minutes and 30 seconds or less and a 
40-yard dash starting from a prone 
position in 8 seconds or less. For armed 
response personnel and guards that are 
not members of the Tactical Response 
Team the criteria are a one-half mile run 
in 4 minutes and 40 seconds or less and 
a 40-yard dash starting from a prone 
position in 8.5 seconds or less. The test

March 31, 1999

73A6(b) 73.46(b)

73-20



PART 730 PHYSICAL PROTECTION OF PLANTS AND MATERIALS

may be taken in ordinary athletic attire 
under the supervision of licensee 
designated personnel. The licensee shall 
retain a record of each individual's 
performance for 3 years.  

(ii) Incumbent Tactical.Response 
Team members, armed response 
personnel, and guards shall meet, or 
exceed the qualification criteria within 
12 months of NRC approval of the 
licensee's revised Fixed Site Physical 
Protection Plan. New employees hired 
after the approval date shall meet or 
exceed the qualification criteria prior to 
assignment as a Tactical Response Team 
member, armed response person .or 
guard.  

(iii) Tactical Response Team 
members, armed respo se personnel.  
and guards shall be givena inedical 
examination including a determination 
and written certification by a licensed 
physician that there are no medical 
contraindications, as'disclosed by the 
medical examination, to participation in 
the physical fitness performance testing.  
The medical examination must be given 
within 30 days prior to the first 
administration of the physical fitness Sperformance test, and on an annual 

m basis thereafter.  
"(iv) The licensee shall place Tactical 

Response Team members, armed 
response persons. and guards, who do 
not meet or exceed the qualification 
criteria, in a monitored remedial 
pihysical-fitness training program and 
relieve them of security-duties until 
they satisfactorily meet or exceed the 
qualification criteria.  "I v) Licensees may temporarily waive 
the annual performance testing for an 
individual on the advice of the 
licensee's examining physician. during 
which time the individual may not be: 
assigned duties as a Tactical Response 
Team member.  

(vi) Guards whose duties are to staff 
the central or secondary alarm station 
and those who control exit or entry 
portals are exempt from the annual 
performance testing specified in 
paragraph (b)(ii) of this section, 
provided that they are not assigned 
temporary response guard duties.  

(12) The licensee may elect to com ply 
with the requirements of this paragraph 
instead of the requirements of 
paragraphs (b)(10) and (b)(11) of this 
section. In iddiion to the physical 
fitness qualifications of'paragraph I.C of 
Appendix B of this part, each licensee 
subject to the requirements of this 
section shall develop and'submit to the 
NRC" for approval site' specific, content
based. physical fitness'performance 
tests which will-when administered to 
each Tactical Response Team member, 
armed response person, or guard-

duplicate the response duties these 
individuals piay need to perform during 
a strenuous tactical engagement.  

(i) The test must be administered to 
"each Tactical Response Team member.  
armed response person. and guard once 
every 3 months. Thetest must 
specifically address the physical 
capabilities needed by armed response 
personnel during a strenuous tactical 
engagement at the licensed facility.  
Individuals who exceed 3 months 
without having been administered the 
test due to excused time off from work 
must be tested within 15'calendar days Sof returning to duty as a Tactical 

- Resp.onse Team member, armed 
r response person, or guard.  

{;i) (witin 30.day before the first 
administration of the physical fitness 
performance test, and on an annual 
basis thereafter, Tactical Response Team 
members, armed response personnel, 
and guards shall be given a medical 
examination including a determination 
and'written certification by a licensed 
physician that there are no medical 
contraindications, as disclosed by the 
medicaIlexamination, to participation in 
the physical fitness performance test.  

(iii) Guards whose duties are to staff 
the central or secondary alarm station 
and those who control exit or. entry 
portals are exempt from the 
performance test specified in paragraph 
(b)(12) of this section. provided that 
they are not assigned temporary 
response guard duties.

73.46(b)
73A6(b)
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(c) Physical barrier subsystems. (1) 
vital equipment must be located only 
within a vital area, and strategic special 
nuclear material must be stored or 
processed only in a material access 
area. Both vital areas and material 
access areas must be located within a 
protected area so that access to vital 
equipment and to strategic special 
nuclear material requires passage 
through at least three physical barriers.  

4 The perimeter of the protected area 
r must be-provided with two separated 
, physical barriers-awith an intrusion 
-detection system plac-dt-between the 

two. The inner barrier must be 
positioned and constructed to enhance 
assessment of penetration attempts and 
to delay attempts at unauthorized exit 
from the protected area. The perimeter 
of the protected area must also 
incorporate features and structures that 
prevent forcible vehicle entry. More 
than one vital area or material access 
area may be located within a single 
protected area.  

(2) The physical barriers at the 
perimeter of the protected area shall be 
separated from any other barrier 
designated as a physical barrier for a 
vital area or material access area within 
the protected area.  

(3) Isolation zones shall be maintained 
in outdoor areas adjacent to the 
physical barrier at the perimeter of the 
protected area and shall be large enough 
to permit observation of the activities of 

g people on either side of that barrier in 
the event of its penetration. If parking 

": facilities are provided for employees or " visitors, they shall be located outside 
"the isolation zone and exterior to the 
protected area.  

(4) Isolation zones and all exterior 
areas within the protected area shall be 
provided with illumination sufficient for 
the monitoring and observation 
requirements of paragraphs (c)(3), (e)(8), 
(h)(4) and (h)(6) of this section, but not 
less than 0.2 footcandle measured 
horizontally at ground level.  

(5) Strategic special nuclear material, 
other than alloys, fuel elements or fuel 
assemblies, shall:

(i) Be stored in a vault when not 
undergoing processing if the material 
can be used directly in'the manufacture 
of a' nuclear explosive device. Vaults 
used to protect such material shall be 
capable of preventing entry to stored 
SSNM by a single action in a forced 
entry attempt, except as such single 
action would both destroy the barrier 
and render contained SSNM incapable 
of being removed, and shall provide 
sufficient delay to prevent removal of 
stored SSNM prior to arrival of response 
personnel capable of neutralizing the 
design basis threat stated in § 73.1.  

(ii) Be stored in tamper-indicating 
containers; 

(Iii) Be processed only in material 
access areas constructed with barriers 
that provide significant delay to 
penetration; and 

(iv) be kept in locked compartments or 
locked process equipment while 
undergoing processing except when 
personally attended.  

(6] Enriched uranium scrap (enriched 
to 20% or greater).in the form of small 
pieces, -cuttings, chips. solutionsor :in 

Sother forms whichresult froma.  
O manufacturing process, contained in 30 
0 gallon or larger containers with a cc 
u_ uranium-235 content of less than 0.25 

grams per liter, may be stored within a 
locked and-separately fenced area 
within a larger protected area provided 
that the storage area fence is no closer 
than 25 feet to the perimeter of the 
protected area. The storage area when 
unoccupied shall be protected by a 
guard or watchman who shall patrol at 
intervals not exceeding 4 hours, or by 
intrusion alarms.  

(d) Access Control Subsystems and 
Procedures 

(1) A numbered picture badge 
identification subsystem shall be used 
for all individuals who are authorized 
access to protected areas without escort.  
An individual not employed by the 
licensee but who requires frequent and 
extended access to protected, material 
access, or vital areas may be authorized 
access to such areas without escort 
provided that he receives a picture 
badge upon entrance into the protected 
area and returns the badge upon exit 
from the protected area, and that the 
badge indicates, (i) Non-employee-no 
escort required; (ii) areas to which 
access is authorized and (iii) the period 
for which access has been authorized.  
Badges shall be displayed by all 
individuals while inside the protected 
areas.  

(2) Unescorted access to vital areas, 
material access areas and controlled 
access areas shall be limited to 
individuals who are authorized access 
to the material and equipment in such 
areas, and who require such access to 
perform their duties. Access to material

access areas shall include at least two 
individuals. Authorization for.such 
individuals shall be indicated by the 
issuance of specially coded numbered 
badges indicating vital areas, material 

v access areas, and controlled access 
areas to which access is authorized. No 

Sactivities other than those which require 
0 access to strategic special nuclear 
3 material 'or to equipment used in the L processing, use, or storage of strategic 

special nuclear material, or necessary 
maintenance, shall be permitted within 
a material access area.  

F (3) The licensee shall establish and 
follow written procedures that will 

permit access control personnel to 
identify those vehicles that are 

Sautnorized an'd those materiais hatre 
0 not authoriea entry to protected, 
c materiai access. and vnial areas The 

licensee sj:.ra: a yc:" ovZ.  
U.. Current, pro, ezW-es. as a recoin .unti±' ti.`.  
SZ Comm.-sion terminates each Ucense ior 

which tne procedures were developed 
and. ii any portion of the procedures is 
superseded. retain the superseded 
material for three years after each 

(4)(i) The licensee shall control all 
points of personnel and vehicle access 
into a protected area. Identification and 
search of all individuals for firearms, 
explosives, and incendiary devices must 
be made and auth6rization must be__+ -
checked at these points except for 
Federal,+State, and local law 
enforcement personnel on official duty 
and United States Department of Energy 
couriers engaged in the transport of 
special nuclear material. The search 
function for detection of firearms, 
explosives, and incendiary devices must 
be accomplished through the use of 
detection equipment capable of 
detecting both firearms and explosives.  
The individual responsible for the last 
a•ccess control function (controlling 

: admission to the protected area) shall be 
LL isolated within a structure with bullet 

resisting Walli; doors, ceiling, floor, and 
windows.  

(ii) When the licensee has cause to 
suspect that an individual is attempting 
to introduce firearms, explosives, or 
incendiary devices into a protected area, 
the licensee shall conduct a physical 
pat-down search of that individual.  
Whenever firearms or explosives 
detection equipment at a portal is out of 
service or not operating satisfactorily.  
the licensee shall conduct a physical 
pat-down search of all persons who 
would otherwise have been subject to 
search using the equipment.  

(5) At the point of personnel and 
vehicle access into a protected area, all 
hand-carried packages except those
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carried by individuals exempted from 
personal search under the provisions of 
paragraph (d)(4)(i) of this part must be 
searched for firearms, explosives, And 
Jincendiary devices.  

(8) All packages and material'for 
delivery into a protected area must be 
checked for proper identification and 

e authorization and searched for firearms, 
W explosives, and incendiary devices prior 
Lto admittance into the protectedarea, 

co except those Commission-approved 
delivery and inspection activities 
specifically designated by the licensee 
to be carried1out within material access.  
vital, or protected areas for reasons of 
safety, security, or operational 
necessity.  

(7) All vehicles, except United States 
Department of Energy vehicles engaged 
in transporting special nuclear material 
and emergency vehicles under -+ 
emergency conditions, shall be searched 
for firearms, explosives, and incendiary 
devices prior to entry into the protected 
area. Vehicle areas to be searched shall 
include the cab, engine compartment, 
undercarriage, and cargo area.  

(8) All vehiclesexcept designated 
licensee vehicles, requiring entry into 

V the protected area shall be escorted by a 
0 member of the security organization 

cc while within the protected area, and to 
L the extent practicable shall be off
Sloaded in an area that is not adjacent to 

a vital area. Designated licensee 
vehicles shall be limited in their use to 
onsite plant functions and shall remain 
in the protected area except for 
operational, maintenance, security and.  
emergency purposes. The licensee shall 
exercise positive control over all such 
designated vehicles to assure thatthey 
are used only by authorized persons'and 
for authorized purposes.  

(9) The licensee shall control all 
points of personnel and vehicle access 
to material access areas, -vital areas; and 
controlled access areas.. At least two 
armed guards trained in accordance 
with the provisions contained in 
paragraph (b)(7) of this section and 
Appendix B of this part shall be posted 
at each material access area control 
point whenever in use. Identification 
and authorization of personnel and 

" vehicles must be verified at the material Ln 
Saccess area control point. Prior to entry 
cc into a material access area, packages 
co must be searched for firearms, 

explosives, and incendiary devices. All 
vehicles, materials and packages.  
including trash, wastes, tools, and 
equipment exiting from a material 
access area must be searched for 
concealed strategic special nuclear 
material by a team of at least two 
individuals who are not authorized

.access to that material access area.  
Each individual exiting a material tw 
access ara shallundergo at least two 

- separate searches for concealed, 
L strategic special nuclear material. For 
Sindividuals exiting an area that contains 
,u- only alloyed or encapsulated strategic 
Sspecial nuclear material, the second 

search may be conducted in a random 
Lmanner.  

[(10) Before exiting from a material 
access area. containers of contaminated 

1 wastes must be drum ýcanned+ and 
- tamper sealed by at least two', 
O individuals, worKing and recording their 
u findings as a team. Who do not have 
o• access to ma~tajal processihg an {storage areas. The licensee shall retain 

the records of these. finings for three 
years after the rebod: is made.  [ (11) Strategic special nuclear material 
being prepared for shipment offsite, 
including product, samples and scrap, 
shall be packed and:placed-in sealed 
containers in the presence of at least 
two individuals working as a team who 
shall verify and certify the content of 

,. each shipping container through the 
R-witnessing of gross weight 
3. measurements and nondestructive 
c assay, and through the inspection of 
- tamper seal integrity and associated 

seal records.  [ (12) Areas used for preparing strategic 
special nuclearmaterial for shipment 
and areas-used'for packaging and 
screening trash and wastes shall be 
controlled access areas~and shall be 
separated from processing and storage 

Lareas.  

j13) Individuals not permitted by the ricensee to'enter.protected areas without 
escort must be escorted by a watchman 
or otlhr individual designated by the 
licensee while in a protected area and 

c must be badged to indicate that an 
escort is required. In addition, the 

Sindividual shall be required to regster 
u- his or her name, date. time, purpose of 
Svisit and eripioyment affiliation.  

citizenship; and.name of the individua! 
Ito be visited in a log. The licensee shall 
retain each log as a record for three 
years after the last entry is made in the 

(14) All keys, locks, combinations and 
related equipment used to, control 
access to protected, material access.  
vital, and controlled access areas shall 

Sbe con(trlled: to reduce the probability 
o f compromise. Whenever there is.  
evidence that a key, lock, combination, 

u- or related e'qiiipment may have been 

Scompromised it shall be changed. Upon 
termination of employment of any 
mployee, keys, locks, combinations, 
nd related equipment to which that 

employee had access, shall be changed.

F (15) The licensee may not announce 
or otherwise communicate to its 

Semployees or site'contractors the arrival 
Sor presence of an NRC safeguards 
Cc inspector unless specifically requested 
' to do so by the NRC safeguards 
10 inspector.  

L
(e) Detection, Surveillance and Alarm 

Subsystems and Procedures 
(1) The licensee shall provide an 

intrusion alarm: subsystem with a 
capability to detect penetration through 
the isolation zone and to permit 
response action.  

(2) All emergency exits in each 
protected, material access, and vital 
area shall be-locked to prevent entry 
from the outside and alarmed to provide 
local visible and audible alarm 
annunciation.  

(3) All unoccupied vital areas and 
Smaterial access areas shall be locked 

and protected by an intrusion alarm 
Ssubsystem which will alarm upon the 

entry of a person anywhere into the 
area, upon exit from the area, and upon 
movement of an individual within the 
area, except that for process material 
access ar'eas only the location of the 
strategic spegialmidl material within 
the area is required to be-so aled.  
Vaults and process areas that contain-
strategic special nuclear material that 
has not been alloyed or encapsulated 
shall also be under the surveillance of., 
closed circuit television that is 
monitored in both alarm stations.  
Additionally, means shall be employed 
which require that an individual other 
than an alarm station operator be 
present at or have knowledge of access 
to such unoccupied vaults or process 
areas.  

(4) All manned access control points 
in the protected area barrier, all security 
patrols and guard stations within the 
protected area, and both alarm stations 
shall be provided with duress alarms.  

(5) All alarms required pursuant to 
this section shall annunciate in a 
continuously manned central alarm 
station located within the protected area 

.and in at least one other independent 
continuously manned' on'site station not 
necessarily within the protected area, so 
that a single act cannot remove the 
capability of calling for.assistance or 
responding to:an alarm. The alarm 
stations shall be-controlled access areas 
and theirmwalls, doors, ceiling, floor, and
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windows shall be bullet-resisting. The 
central alarm station shall be located 
within a building so that the interior of 
the central alarm station is not visible 
from the perimeter of the protected area.  
This station may not contain any 
operational activities that would 
interfere with the execution of the alarm 
response function.  

(6) All alarms required by this section 
shall remain operable from independent 
power sources in the event of the loss of 
normal power. Switchover to standby 
power shall be automatic and shall not 
cause false alarms on annunciator 
modules.  

(7) All alarm devices including 
transmission lines to annunciators shall 
be tamper indicating and self-checking 
e.g., an automatic indication shall be 
provided when a failure of the alarm 
system or a component occurs, when 
there is an attempt to compromise the 
system, or when the system is on 
standby power. The annunciation of an 
alarm at the alarm stations shall 
indicate the type of alarm (e.g., intrusion 
alarm, emergency exit alarm, etc.) and 
location. The status of all alarms and 
alarm zones shall be indicated in the 
alarm stations.  

(8) All exterior areas within the 
0 protected area shall be monitored or 
o periodically checked to detect the 
L presence of unauthorized persons, 
• vehicles, materials, or unauthorized 

activities.  
(9) Methods to observe individuals 

within material access areas to assure 
that strategic special nuclear material is 
not moved to unauthorized locations or 
in an unauthorized manner shall be 
provided and used on a continuing 
basis.  

(f0 Communication Subsystems 
(1) Each guard, watchman, or armed 

response individual on duty shall be 
capable of maintaining continuous 
communication with an individual in 
each continuously manned alarm station 
required by paragraph (e)(5) of this 
section, who shall be capable of calling 
for assistance from other guards, 
watchmen, and armed response 
personnel and from law enforcement 
authorities.  

(2) Each alarm station required by 
paragraph (e)(5) of this section shall 
have both conventional telephone 
service and radio or microwave 
transmitted two-way voice 
communication, either directly or 
through an intermediary, for the 
capability of communication with the 
law enforcement authorities.  

(3) Non-portable communications 
equipment controlled by the licensee 
and required by this section shall 
remain operable from independent 
power sources in the event of the loss of 
normal power.

CC 
LL

(g) Test and Maintenance Programs 
The licensee shall have a test and 

maintenance program for intrusion 
alarms, emergency exit alarms, 
communications equipment, physical 
barriers, and other physical protection 
related devices and equipment used 
pursuant to this section that shall 
provide for the following: 

(1) Tests and inspections during the 
installation and construction of physical 
protection related subsystems and 
components to assure that they comply 
with their respective design criteria and 
performance specifications.  

(2) Preoperational tests and 
inspections of physical protection 
related subsystems and components to 
demonstrate their effectiveness and 
availability with respect to their 
respective design criteria and 
performance specifications.  

(3) Operational tests and inspections 
of physical protection related 
subsystems and components to assure 
their maintenance in an operable and 
effective condition, including: 

(i) Testing of each intrusion alarm at 
the beginning and end of any period that 
it is used. If the period of continuous use 
is longer than seven days, the intrusion 
alarm shall also be tested at least once 
every seven days.  

(ii) Testing of communications 
equipment required for communications 
onsite, including duress alarms, for 
performance not less frequently than 
once at the beginning of each security 
personnel work shift. Communications 
equipment required for communications 
offsite shall be tested for performance 
not less than once a day.  

(4] Preventive maintenance programs 
shall be established for physical 
protection related subsystems and 
components to assure their continued 
maintenance in an operable and 
effective condition.  

(5] All physical protection rel ited 
subsystems and components shall be 
maintained in operable condition. The 
licensee shall develop and employ 
corrective action procedures and 
compensatory measures to assure that 
the effectiveness of the physical 
protection system is not reduced by 
failure or other contingencies affecting 
the operation of the security related 
equipment or structures. Repairs and 
maintenance shall be performed by at 
least two individuals working as a team 
who have been trained in the operation 
and performance of the equipment. The 
security organization shall be notified 
before and after service is performed 
and shall conduct performance 
verification tests after the service has 
been completed.

ID 
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(6) The security program must be 
reviewed at least every 12 months by 
individuals independent of both security 
program management and personnel 
who have direct responsibility for 
implementation of the security program.  
The security program review must 
include an audit of security procedures 
and practices, an evaluation of the 
effectiveness of the physical protection 
system, an audit of the physical 
protection system testing and 
maintenance program, and an audit of 
commitments established for response 
by local law enforcement authorities.  
The results and recommendations of the 
security program review, and any 
actions taken, must be documented in a 
report to the licensee's plant manager 
and to corporate management at least 
one level higher than that having 
responsibility for the day-to-day plant 
operations. These reports must be 
maintained in an auditable form, 
available for inspection for a period of 3 
years.  

(h] Contingency and response plans 
and procedures. (1) The licensee shall 
establish, maintain, and follow an NRC
approved safeguards contingency plan 
for responding to threats, thefts, and 
radiological sabotage related to the 
strategic special nuclear material and 
nuclear facilities subject to the 
provisions of this section. Safeguards 
contingency plans must be in 
accordance with the criteria in appendix 
C to this part, "Licensee Safeguards 
Contingency Plans." Contingency plans 
must include, but not limited to, the 
response requirements listed in 
paragraphs (h)(2) through (h)(5) of this 
section. The licensee shall retain the 
current safeguards contingency plan as 
a record until the Commission 
terminates the license and, if any 
portion of the plan is superseded, retain 
that superseded portion for 3 years after 
the effective date of change.
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(Z) The licensee shall establish and 
document response arrangements that 
-have been made with local low- 

o enforcement authoritiesi The licensee t.  
g4 shai retain docmentation of the 
- currnt aragmentsmas a recorduntil 

Sthe'Commission texrminate's each license 
m requiring the arnig ements and, if any L arraneernent is superseded. retain the 

superseded material for three yearsafter 
eachbcnange.  

(3) A Tactical Response Team 
.onsisting of a minimum oLfive (5) 
members must be available at the 

1facility to fulfill assessment and 
-response requirements. In addition, a 

force of guards or armed risponse : 
personnel also mdst bW6 irailblito 
provide assistanceas .ecessary'. The 

ýr Size &idi 6-aiabiffliyr pfih`idditina 
v- fof ce m~u~ Wedk6t~riiiied'on the basis of 
. site-SpecIi4 coins@deratlons that could 
g• affectt thii ability• f thet.otalons4ilt" 

response force to engage and aimpede the 
Sadversary fO4rce until offstteassisftnce 

arrives. The rationale for the total

Inumber and availabiliy of onsite armed 
- response personnel must be included in 

.the physical protectioni plans- submitted 
/to the Commission fbr approval.  

F: (4) Upon detection of abnormal 
| presence or activity of persons or 

vehicles ,within an isolation zone, a 
g: protected area, a material access area, 
- or a vital area, or upon evidence or :indidation of intrusion into a protected 

'area,'a material access area. or-a vital 
area, the licensee security organization 
shall: 

(i) Determine whether or not a threat 
exists, 

(ii) Assess the extent of the threat,'if 
any, 

(iii) Take immediate concurrent 
measures to neutralize the threat by:' 

(A) Requiring responding guards or 
-other armed response personnel to 
interpose themselves between vital 
areas and material access areas and aryi 
adversary attemptingA entr" for purposes 
of radiological sabotage or theft bf 
strategic special nuclear material and to 
intercept any person exiting with special 
nuclear material, and 

(B) Informing local law enforcement 
agencies of the threat and requesting 
assistance., ( "5).The licensje shall instruct every 
guard and all armed response personnel 
to prevenit or impede acts of radiological 
sabotage or theft of strategic-special 
nuclear material by using force 
sufficient to counter the force directed at 
him including the use of deadly force 
when the guard or other armed response 
person has a reasonable belief that it is 
necessary in self-defense or in the 
defense of others.
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(6) To facilitate initial response 
detection of penetration of the protected 
area and assessment of the existence of 

- a threat, a capability of observing the ýt 
isolation zones and the physicalhbairier 
at the perimeteriof the protected area 
shall be provided; preferably by means 
of closed circuit television or by other 
suitable means which limit exposure of 
responding personnel to possible attack.  

(7) Alarms occurring within 
unoccupied vaults-ard uno0ccupied 
material access areas containing 
unalloyed or unencapsulated strategic 
special nuclear material shall be 
assessed by at least tio I security 
personnel using closed circuit television 
(CCTV) b'6 other remote means.  

(8] Aiarmis occuming within 
unocc.upiedmtbrial .access areas that 
contali •oily'alloyed or encapsulated 
strategic speciaLnuclear material shall 
be assessed as i paragraph (h)(7. of 
this section or by atjleast two security 
personnel who. shall undergo a search 
before exiting the' Material access area.  

(i) Inplementation. schedule for 
revisions to physical protection plans.  

(1) By November 28, 1994, each 
licensee shall.submit a revised Fixed 
Site Physical Protection Plan to the NRC 
for approval. The revised plan must 
describe how the licensee will com ply 
with the requirements of paragraphs 
(b)(10) and (b)( 11) of this'section or the 
requirements of (b)(12) of this section.  
Revised plans must be mailed to the 
Director, Division of Fuel Cycle Safety 
and'.Safeguards; Office of Nuclear 
Material Safety and'Safeguards. U.S.  
Nuclear RegulatoryComrnmission.  
Washington. DC 20555.  

(2) Each licebsee shall implement the 
approved plan pursuant to paragraphs 
(b)(lO) and (b)(l1) of this section or 
(b)(12) ofthls section within I year after 
NRC approval of the revised Fixed Site 
Physical Protection Plan.
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I §73.50 Requirements for physical 
protection of licensed activities.  

Each licensee who is not subject to 
§ 73.51, but who possesses, uses, or 
stores formula quantities of strategic 
special nuclear material that are not 

L readily separable from other radioactive 
2 material and which have total external 
cc radiation dose rates in excess of 100 LL , reins per hourat a distance of3 feet Lo from any accessible surfaces without 

intervening shielding other than at a 
nuclear reactor facility licensed 
pursuant to part 50 of this chapter, shall 
comply with the following:

F (a) Physical security organization.  (1) The licensee shall establish a secu
Srity organization, including guards, to 
, protect his facility against radiological 

c sabotage and the special nuclear mate
u rial in his possession against theft.  

S(2) At least one supervisor of the se"L curity organization shall be on site at 
all times.  

(3) The licensee shall establish.  
maintain, and follow written security 
procedures that document the structure 
of the security organization and detail 
the duties of guards. watchmen. and 
other individuals responsible for 
security. The licensee shall retain a copy 
of the current procedures as a record 
until the Commission terminates each 
license for which the procedures were 
developed and. if any portion of the 

Sprocedures is superseded, retain the 
Ssuperseded material for three years after 
- each change.  

" (4) The licensee may not permit an 
individual to act as a guard, watchman.  
armed response person, or other 
member of the security organization 
unless the individual has been trained, 
equipped, and qualified to perform each 
assigned security job duty in accordance 
with Appendix B, "General Criteria for 
Security Personnel," to this part. Upon 
the request of an authorized 
representative of the Commission, the 
licensee shall demonstrate the ability of 
the physical security personnel to carry 
out their assigned duties and 
responsibilities. Each guard, watchman.  
armed response person, and other 
member of the security organization 
shall requalify in accordance with 
Appendix B to this part at least every 12 
months. This requalification must be 
documented. The licensee shall retain 
the documentation of each 
requalification as a record for three 

Lyears after the requalification.  

F (b) Physical barriers. (I) The licens
ee shall locate vital equipment only 

c wlthJn a vital area, which, in turn, Sshall be located within a protected CO area such that access to vital equip
LL ment requires passage through at least 
2 two physical barriers. More than one 
I vital area may be within a single pro

tected area.

(2) The licensee shall locate material 
access areas only within protected 
areas such that access to the material 
access area requires passage through 
at least two physical barriers. More 
than one material access area may be 
within a single protected area.  

(3) The physical barrier at the pe
rimeter of the protected area shall be 
separated from any other barrier des
ignated as a physical barrier within 
tne protected area, and the interven
ing space monitored or periodically 
checked to detect the presence of per
sons or vehicles so that the facility se
curity organization can respond to sus.  
picious activity or to the breaching of 
any physical barrier.  

(4) An isolation zone shall be main
tained around the physical barrier at 
the perimeter of the protected area 
and any part of a building used as part 
of that physical barrier. The isolation 

Szone shall be monitored to detect the 
Spresence of individuals or vehicles 

a: within the zone so as to allow response 
u- by armed members of the license secu

rity organization to be initiated at the 
time of penetration of the protected 
area. Parking facilities, both for em
ployees and visitors, shall be located 
outside the Isolation zone.  

(5) Isolation zones and clear areas 
between barriers shall be provided 
with illumination sufficient for the 
monitoring required by paragraphs (b) 
(3) and (4) of this section, but not less 
than 0.2 foot candles.  

(c) Access requirements. The licensee 
shall control all points of personnel 
and vehicle access into a protected 
area, including shipping or receiving 
areas, and into each vital area. Identi
fication of personnel and vehicles 
shall be made and authorization shall 
be checked at such points.  

(1) At the point of personnel and ve
hicle access into a protected area, all 
individuals, except employees who pos
sess a NRC or United States Depart
ment of Energy access authorization.  
and all hand-carried packages shall be 
searched for devices such as firearms, 
explosives, and incendiary devices, or 
other items which could be used- for 
radiological sabotage. The search shall 
be conducted either by a physical 
search or by the use of equipment ca
pable of detecting such devices. Em
ployees who possess an NRC or De
partment of Energy access authoriza
tion shall be searched at random inter
vals. Subsequent to search, drivers of 
delivery and service vehicles shall be 
escorted at all times while within the 
protection area.
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(2) All packages being delivered into 
the protected area shall be checked 
for proper identification and authori
zation. Packages other than hand-car
ried packages shall be searched at 
random intervals.  

(3) A picture badge identification 
system shall be used for all individuals 
who are authorized access to protected 
areas without escort.  

r (4) Access to vital areas and material 
access areas shall be limited to individ
uals who are authorized access to vital 
equipment or special nuclear material 
and who require such access to per
form their duties. Authorization for 
such -individuals shall be provided by 
the issuance of specially coded num
bered badges indicating vital areas and 
material access areas to which access 
is authorized. Unoccupied Vital areas 
and material accest areas Ishall be pro
tected by an active intrusion alarm 
system.

- (5) Individuals not employed by the 
licensee must be escorted by a 
watchman, or other individual 
designated by the licensee, while in a 
protected area and must be badged to 
indicate that an escort is required. In 
addition, the licensee shall require that 
each individual not employed by the licensee registe his or her name*, date, 
time, purpose of visit, employment 
affiliation, citizenship, name and badge 
number of the escort, and name of the 
individual to be visited. The licensee 

• shall retain the register of information 
c for three years after the last entry is 
c made in the register. Except for a driver 
L. of a delivery or service vehicle, an 

individuai not empioyed by the licensee 
who requires frequent and extended 
access to a protected area or a vital area 
need not be escorted if the individual is 
provided with a picture badge. which 
the individual must receive upon 
entrance into the protected area and 
return each time he or she leaves the 
protected area. that indicates

(i) Nonempioyee-no escort required, 
(iij Areas to which access is 

authorized, and 
(iii) The period for which access has 

been authorized.

- (6) No vehicles used primarily for 
the conveyance of individuals shall be 
permitted within a protected area 
except under emergency conditions.  

, (7) Keys, locks, combinations, and 
Srelated equipment shall be controlled 

to minimize the possibility of compro
LL mise and promptly changed whenever 
- there is evidence that they have been L compromised. Upon termination of 

employment of any employee, keys.  
locks, combinations, and related equip
ment to which that employee had 
access shall be changed.

co 
L0 
LO 
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(d) Detection aids. (1) All alarms 
required pursuant to this part shall 
annunciate in a continuously manned 
central alarm station located within the 
protected area and in at least one other' 
continuously manned station, not 
necessarily within the protected area, 
such that a single act cannot remove the 
capability of calling for assistance or 
otherwise responding to an alarm. All 
alarms shall be self-checking and 
tamper indicating. The annunciation of 
an alarm at the onsite central alarm 
station shall indicate the type of alarm 
(e.g., intrusion alarm, emergency exit 
alarm, etc.) and location. All intrusion

alarms, emergency exit alarms, alarm 
systems, and line supervisory systems 
shall at minimum meet the performance 
and reliability levels indicated by GSA 
Interim Federal Specification W-A

T 00450 B (GSA-FSS). The GSA Interim 
SFederal Specification hasbeen approved 

l, for incorporation byrefererice by the 
tDirector of the Federal Register. A copy L of the maiteriai is available for 

inspection at the NRC Library. 11545 
Rockville Pike, Rockville, Maryland 
20852-2738.-

(2) All emergency exits in each pro
tected area and each vital area shall 
be alarmed.  

(e) Communication requiremert.  
(1) Each guard or watchman on duty 
shall be capable of maintaining contin
uous communication with an individ
ual- in a continuously manned central 
alarm station within the protected 
area, who shall be capable of calling 
for assistance from other guards and 
watchmen and from local law enforce
ment authorities.  

(2) The alarm stations required by 
paragraph L(d)(1)- of-this-section- shall 
have conventional telephone service 

--lo-communication with the law en
forcement authorities as described in 
paragraph-te)(1) of this section.  

(3) To provide the capabpllty-oL.Qon
tinuousocommumication, two-way radio 

5 .voice communication shall be, estab
l ished in addition to conventional Wele
phone service between local law en
forcement authorities and the facility 
and shall terminate at the facility in a 
continuously manned central alarm 
station within the protected area.  

(4) All communications equipment.  
including offsite equipment, shall 
remain operable from independent 
power sources in the event of loss of 
primary power.  

(f) Testing and maintenance. Each 
licensee shall test and maintain intru
sion alarms, emergency alamnns, com
munications equipment, physical bar
riers, and other security related de
vices or equipment utilized pursuant 
.to this section as follows: 

(1) All alarms, communications 
equipment, physical barriers, and 
other security related devices or equip
ment shall be maintained in operable 
and effective conditlon.  

(2) Each intrusion alarm' shall be 
functionally tested for operability and 
required performance at the beginning 
and end of each interval during which 
it is used for security, but not less fre
quently than once every seven (7) 
days. " 

(3) Communications equipment shall 
be tested for operability and perform
ance not less frequently than once at 
the beginning of each security person
nel work shift.
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(g) Response requirement. (1) The 
licensee shall establish, maintain, and 
follow an NRC-approved safeguards 
contingency plan for responding to 
threats, thefts, and radiological sabotage 
related to the special nuclear material 
and nuclear facilities subject to the 

m provisions of this section. Safeguards 
Scontingency plans must be in 

( accordance with the criteria in appendix 
r. C to this part, "Licensee Safeguards 

Contingency Plans." The licensee shall 
retain the current safeguards 
contingency plan as a record until the 
Commission terminates the license and, 
if any portion of the plan is superseded, 
retain the superseded portion for 3 years 
after the effective date of the change.  r (2) The licensee shall establish and 

document haison with law enforcement 
authorities. The licensee shall retain the 

a documentafion of the current liaison as 
a record until the Commission 
terminates each license for which tne 

co liaison was deveioped and. ii anN 
Sportion of the liaison documentation is 

superseded, retain the superseded 
material for thre' years after each 
change.

F 
CL LI -4.

(3) Upon detection of abnormal pres
ence or activity of persons or vehicles 
within an isolation zone, a protected 
area, a material access area, or a vital 
area; or upon evidence or indication of 
intrusion into a protected area, mate
rial access area. or vital area, the li
censee security organization shall: 

(i) Determine whether or not a 
threat exists, 

(ii) Assess the extent of the threat, 
if any, and 

(iii) Take immediate concurrent 
2 measures to neutralize the threat, by: 

S(A) Requiring responding guards to 
a interpose themselves between material " access areas and vital areas and any 

adversary attempting entry for the 
purpose of theft of special nuclear ma
terial or radiological sabotage and to 
intercept any person exiting with spe
cial nuclear materi~l, and.  

(B) Informing local law enforcement 
agencies of the threat and requesting 
assistance.  

(4) The licensee shall instruct every 
guard to prevent or impede attempted 
acts of theft or radiological sabotage 
by using force sufficient to counter 
the force directed at him including 
deadly force when the guard has a rea
sonable belief it is necessary in self-de
fense or in the defense of others.

(h) Each licensee shall establish, 
maintain, and follow an NRC-approved 
training and qualifications plan outlining 
the processes by which guards, 
watchmen, armed response persons, and 
other members of the security 
organization will be selected, trained, 
equipped, tested, and qualified to ensure 
that these individuals meet the 
requirements of paragraph (a)(4) of this 
section.

Lo 
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§73.51 Requirements for the physical 
protection of stored spent nuclear fuel and 
high-level radioactive waste.  

(a) Applicability. Notwithstanding the 
provisions of §§ 73.20, 73.50, or 73.67, 
the physical protection requirements of 
this section apply to each licensee that 
stores spent nuclear fuel and high-level 
radioactive waste pursuant to 
paragraphs (a)(1)(i), (it), and (2) of this 
section. This includes

(1) Spent nuclear fuel and high-level 
radioactive waste stored under a 
specific license issued pursuant to part 
72 of this chapter: 

(i) At an independent spent fuel 
storage installation (ISFSI) or 

(ii) At a monitored retrievable storage 
(MRS) installation; or 

(2) Spent nuclear fuel and high-level 
radioactive waste at a geologic 
repository operations area (GROA) 
licensed pursuant to part 60 of this 
chapter; 

(b) General performance objectives.  
(1) Each licensee subject to this section 
shall establish and maintain a physical 
protection system with the objective of 
providing high assurance that activities 
involving spent nuclear fuel and high
level radioactive waste do not constitute 
an unreasonable risk to public health 
and safety.  

(2) To meet the general objective of 
paragraph (b)(1) of this section, each 
licensee subject to this section shall 
meet the following performance 
capabilities.  

(i) Store spent nuclear fuel and high
level radioactive waste only within a 
protected area; 

(ii) Grant access to the protected area 
only to individuals who are authorized 
to enter the protected area; 

(iii) Detect and assess unauthorized 
penetration of, or activities within, the 
protected area; 

(iv) Provide timely communication to 
a designated response force whenever 
necessary; and 

(v) Manage the physical protection 
organization in a manner that maintains 
its effectiveness.  

(3) The physical protection system 
must be designed to protect against loss 
of control of the facility that could be 
sufficient to cause a radiation exposure 
exceeding the dose as described in 
§ 72.106 of this chapter.  

(c) Plan retention. Each licensee 
subject to this section shall retain a copy 
of the effective physical protection plan 
as a record for 3 years or until 
termination of the license for which 
procedures were developed.  

(d) Physical protection systems, 
components, and procedures. A licensee 
shall comply with the following 
provisions as methods acceptable to
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NRC for meeting the performance 
capabilities of § 73.51(b)(2). The 
Commission may, on a specific basis 
and upon request or on its own 
initiative, authorize other alternative 
measures for the protection of spent fuel 
and high-level radioactive waste subject 
to the requirements of this section, if 
after evaluation of the specific 
alternative measures, it finds reasonable 
assurance of compliance with the 
performance capabilities of paragraph 
(b)(2) of this section.  

(1) Spent nuclear fuel and high-level 
radioactive waste must be stored only 
within a protected area so that access to 
this material requires passage through or 
penetration of two physical barriers, one 
barrier at the perimeter of the protected 
area and one barrier offering substantial 
penetration resistance.JTheRphysical 
barrier at the perimeter of the protected& 
area must be as defined in § 73.2.  
Isolation zones, typically 20 feet wide 
each, on both sides of this barrier, must 
be provided to facilitate assessment. The 
barrier offering substantial resistance to 
penetration may be provided by an 

In approved storage cask or building walls 
<0 such as those of a reactor or fuel storage 
o building.  
S (2) Illumination must be sufficient to Spermit 

adequate assessment of 
unauthorized penetrations of or 
activities within the protected area.  

(3) The perimeter of the protected area 
must be subject to continual 
surveillance and be protected by an 
active intrusion alarm system which is 
capable of detecting penetrations 
through the isolation zone and that is 
monitored in a continually staffed 
primary alarm station and in one 
additional continually staffed location.  
The primary alarm station must be 
located within the protected area; have 
bullet-resisting walls, doors, ceiling, and 
floor; and the interior of the station 
must not be visible from outside the 
protected area. A timely means for 
assessment of alarms must also be 
provided. Regarding alarm monitoring, 
the redundant location need only 
provide a summary indication that an 
alarm has been generated.  

(4) The protected area must be 
monitored by daily random patrols.  

(5) A security organization with 
written procedures must be established.  
The security organization must include 
sufficient personnel per shift to provide 
for monitoring of detection systems and 
the conduct of surveillance, assessment, 
access control, and communications to 
assure adequate response. Members of 
the security organization must be 
trained, equipped, qualified, and 
requalified to perform assigned job 
duties in accordance with appendix B to

U, 
0) 
CC 
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part 73, sections L.A, (1) (a) and (b), 
B(I)(a), and the applicable portions of II.  

(6) Documented] iaison with a 

designated response force or local law 
enforcement agency (LLEA) must be 
established to perrmit timely response to 
unauthorized penetration or activities.  

(7) A personnel identification'system 
and a controlled lock system must be 
established and maintained to limit 
access to authorized individuals.  

(8) Redundant communications 
capability'must be provided between 
onsite security force members and 
designated response force or LLEA.  

(9 All individuals, vehicles, and 
hand-carried packages entering the 
protected arba must be checked for 

proper authorization and visually 
searched for explosives before entry.  

(10) Written response procedures 

•pust be established and maintained for 
•addressing unauthirized penetrationr of, 
,or activitieswithin, the' protected area 
inýýuding Category 5."Procedui"es of 
appendixC to part 73. The licensee 
shall retain a copy of response 
procedures as a record for 3 years or 
until termination of the license for 
which the procedures were developed.  
Copies of superseded material must be 
retained for 3 years after each change or 
until termination of the license.

Lo 

cc 
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F(11) All detection systems and 

supporting subsystems must be tamper 
indicating with line supervision. These 

systems, as well .as surveillance/ 
. assessment and illumination systems, 

Smust be maintained in operable 
, condition. Timely compensatory 

measures must be taken after discovery 
of inoperability, to assure that the 
effectiveness of the of the security 
system is' nou redauced.

(12) The physical protection program 
must be reviewed once every 24 months 
by individuals independent of both 
physical protection program 
management and personnel who have 
direct responsibility for implementation 
of the physical protection program. The 
physical protectionprogram review 
must include an evaluation of the 
effectiveness -of the physical protection 
system and a verification of the liaison 
established with the designated 
response force or LLEA.  

(13) The following documentation 
must be retained as a record for 3 years 
after the record is made or until 
terminatibn of the license. Duplicate 
records to those required under § 72.180 
of part 72 and § 73.71 of this part need 
not be retained under the requirements 
of this section: 

(i) A log of individuals granted access 
to the protected area; 

.. (ii),Screening records of members of 
the security organization;* 

(iii) A log of all patrols; 
(iv) A record of each alarm received, 

identifying- the type of alarm, location, 
date-and time when received, and 
disposition of the alarm; and 

(v) The physical protection program 
review- reports . .  

(e) A licensee that operates a GROA 
is epenmpt •from theMquirements of this 
section fo.rthat G1ROA after permanent 
closure of the GROA.

March 31, 1999

73.51(d)
73.51(e)

73-29



PART 73 - PHYSICAL PROTECTION OF PLANTS AND MATERIALS

U
co

§ 73.55 Requirements for physical 
protection of licensed activities in nuclear 
power reactors against radiological 
sabotage.  

By Dec. 2, 1986 each licensee, as 
appropriate, shall submit proposed 
amendments to its security plan which 
define how the amended requirements 
of paragraphs (a), fd)(7), (d)(9), 
and (e)(1) will be met. Each submittal 
must include a proposed implementation 
schedule for Commission approval. The 
amended safeguards requirements of 
these paragraphs must be implemented 
by the licensee within:180 days after 
Commission approval of the proposed 
security plan in accordance with the 
approved schedule.  

(a) General performance objective 
and requirements. The licensee shall 
estaiblish and maintain an onsite 
physical protection system and security 
organization which will have as its 
objective to provide high assurance that 
activities involving special nuclear 
material are not inimical to the common 
defense and security and do not 
constitute an unreasonable risk to the 
public health and safety. The physical 
protection system shall be designed to 

protecLagairnst the design basis threat of 
radiological sabotage as stated in 
§ 73.1(a). To achieve this general 
performance objective; the onsite 
physical protection system and security 
organization must include, but not 
necessarily be limited to, the 
capabilities -to meet the specific 
requirements contained in paragraphs 
(b) through (h) of this section. The 
Commission may authorize an applicant 
or licensee to provide measures for 
protection against radiological sabotage 
other than those required by this section 
if the applicant or licensee demonstrates 
that the measures have the same high 
assurance objective as specified in this 
paragraph and that the overall level of 
system performance provides protection 
against radiological sabotage equivalent 
to that which would be provided by 
paragraphs (b) through (h) of this section 
and meets the general performance 
requirements of this section.  
Specifically, in the special cases of 
licensed operating reactors with 
adjacent reactor power plants under 
construction, the licensee shall provide 
and maintain a level of physical 
protection of the operating reactor 
against radiological sabotage equivalent

to the requirements of this section. In 
accordance with § §50.54 (x) and (y) of 
Part 50, the licensee may suspend any 
safeguards measures pursuant to § 73.55 
in an emergency when this action is 
immediately needed to protect the 
public health and safety and no action 

Sconsistent with license conditions and 
Ntechnical specification that can provide 
: adequate or equivalent protection is 

immediately apparent. This suspension 
must be approved as a minimum by a 
licensed senior operator prior to taking 
the action. The suspension of safeguards 
measures must be reported in 
accordance with the provisions of 
§ 73.71. Reports made under § 50.72 
need not be duplicated under § 73.71.

(b) Physical Security Organization. (1) 
The licensee shall establish a security 
organization, including guards-, to 
protect his facility againit radiological 
sabotage. If a contract guard force is 
utilized for sitei security, the licensee's 
written agreement With the contractor 
that must be retained by the licensee as 
a record for the duration of the contract 
will clearly show that: 

(i) The licensee is responsible to the 
Commission for maintaining safeguards 
in accordance with Commission 
regulations and the licensees security 
mar..  
ii , T.. :•NC n:m, ,nspect. copy. and 

Stake away ;opies O1 ael reports and 
"documents required to- be kept by 
Commission regulations. orders, or 

;applicable license conditions whether 
tne reports and documents are kept by 
the hcensee or the contractor.  

tiii) The requirement in paragraph 
(b)141 of this section that the licensee 
demonstrate the ability of physical 
security personnel to perform their 
assigned duties and responsibilities.  
includes demonstration of the ability of 
the contractor's physical security 
personnel to perform their assigned 
duties and responsibilities in carrying 
ou! the provisions of the Security Plan 
and these regulations. and 
.isv] The contractor will not assign any 
personnel to the site who have not first 
been made aware of these 
responsibilities.

F (2) At least one full time member of 
the security organization who has the 
authority to direct the physical 

2 protection activities of the security 
, organization shall be onsite at all times.  
cc (3) The licensee shall have a 
-,t management system to provide for the 
"L development, revision, implementation, 

and enforcement of security procedures.  
The system shall include:
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(i) Written security procedures that 
document the structure of the security 
organization and detail the duties of 
guards. watchmen, and other individuals 
responsible for security. The licensee 
shall maintain a copy of the current 
procedures as a record until the 
Commission terminates each license for 
which the procedures were developed 
and, if any portion of the procedure is 
superseded. retain the superseded 
material for three years after each 
change.  

(ii) Provision for written approval of 
these procedures and any revisions to 
the procedures by the individual with 
overall responsibility for the security 
functions. The licensee shall retain each 
written approval as.a record for three 
years from the date of the approval.  

[4)(i) The licensee may not permit an 
individual to act. as a guard. watchman 
armed response person. or other 

member of the security orgarniation 
unless the individual has been trained.  
equipped.and qualified to perform each 
assigned security job duty in accordance 
with Appendix B, "General Criteria for 
Security Personnel," to this part. Upon 
the request of an authorized 
representative of the Commission, the 
licensee shall demonstrate the ability of 
the physical security personnel to carry 

Sout their assigned duties and 
w responsibilities. Each guard, watchman, 
- armed response person and other 

",- member of the security organization 
Sshall requalify in accordanawith ..  
I Appendix B-toQthi part at-least every 12 
[ months. This requaififiation must be 
I documented. The licensee. shall retain 
I the documentation of each 
I requalificalon Os-a record for three 

L -i -ithe requalification.  

(ii) Each licensee shall establish, 
maintain, and follow an NRC-approved 
training and qualifications plan' outlining 
the processes bywhich guards, 
watchmen, armed response persons, and 
other members of the security 
organization will be selected, trained, 
equipped, tested, and qualified to ensure 
that these individuals meet the 

M requirements of this paragraph. The 
c licensee shall maintain the current 
C, training: and qualifications plan as a 
,u- record until the Commission terminates Sthe 

license for which the plan was 
developed and, if any portion of the plan 
is superseded, retain that superseded 
portion for 3 years after the effective 
date of the change. The training and 
qualifications plan must include a 
schedule to show how all security 
personnel will be qualified 2 years after 
the submitted plan is approved. The 
training and qualifications plan must be 
followed by the licensee 60 days after 
the submitted plan is approved by the 
NRC.

- (b) Physical "bariers. (1) The licens
ee shall locate: vital equipment only 
within a vital area, -which in turn, 
shall be located within a protected.  
-area such that- access to. vital equip
ment requires passage through at least 
two physical barriers of., sufficient 
strength to meet the perfomanc re
qutrements of paragraph (a) of this 

section. mMore than. one vital area may 
be.located within a single protected 
area.  

(2) The physical barriers at the"pe
rimeter of the protected areaý shall be 
sepa~rated froni any othei barrier des
Ignledas a phiysical barriefor a Vital 
areawithin'the protected arbea 

(3)" Isolation zo•es shall -be main
tained, In outdoor' areas'-adjacent-A to 
the' physical bhrrier 'at' the perimeter 

"ofuthe protected areta and shall-be of 
sufficient:size to permit observation of 
the activities of people on either side 

' of that barrier in the event of its pene
2 tration. If parking facilities are provid
- ed for employees or visitors, they shall 

be located outside the isolation zone 
and exterior to the protected area bar
rier.  

(4) Detection of penetration or at- C3 
tempted penetration of the protected cc 
area or the isolation zone adjacent to LL 
the protected area barrier shall assure '
that adequate response by the security 
organization can be Initiated. All exte
rior areas within the protected area 
shall be periodically checked to detect 
the presence of unauthorized persons, 
vehicles, or materials.  

(5) Isolation zones and all exterior 
areas within the protected area 'shall 
be provided with illumination suffi
cient for the monitoring and observa
tion requirements of paragraphs 
(c)(3). (c)(4), and (h)(4) of this section.  
but not less than 0.2 footcandle meas
ured horizontally at ground level.  

(6) The walls, doors, ceiling, floor, 
and any windows in the walls and in 
the doors of the reactor control room 
shall be bullet-resisting.  

(7) Vehicle control measures, 

including vehicle barrier systems, must 
be established to protect against use of 
a land vehicle, as specified by the 

Commission, as a means of 
transportation to gain unauthorized 
proximity to vital areas.  

S(8) Each licensee shall compare the 
c vehicle control measures established in 
, accordance with 10 CFR 73.55 (c)(7) to 
u- the Commission's design goals (i.e., to 

protect equipment, systems, devices, or 
material, the failure of which could 
directly or indirectly endanger public 
health and safety by exposure to 
radiation) and criteria for protection 
against a land vehicle bomb. Each 
licensee shall either:

(i) Confirm to the Commission that 
the vehicle control measures meet the 
design goals and criteria specified; or 

(ii) Propose alternative measures, in 
addition to the measures established in 
accordance with 10 CFR 73.55 (c)(7), 
describe the level of protection that 
these measures would provide against a 
land vehicle bomb, and compare the 
costs of the alternative measures with 
the costsof measures necessary to fully 
meet the design goals and criteria. The 
Commission will approve the proposed 
alternative measures if they provide 
substantial protection against a land 
-vehicle bomb, and it is determined by 
an analysis, using the essential elements 
of 10 CFR 50.109, that the costs of fully 
meeting the design goals and criteria are 
notjustified by the added protection 
that would be provided.  

(9) Each licensee authorized to.  
operate a nuclear, power reactor shall: 

(i) By February 28, 1995 submit to the 
Commission a summary description of 
the proposed vehicle control measures 
as required by 10 CFR 73.55 (c)(7) and 
the results of the vehicle bomb 
comparison as required by 10 CFR 73.55 
(c)(8). For licensees who choose to 
propose alternative measures as 
provided f6d in 10 CFR 73.55 (c)f8), the 
propioial must be submitted in 
accordance with 10 CFR 50.90 and 
include the analysis and justification for 
the prb6posed alternatives.  

(ii) By Febrtiary 29, 1996 fully 
implement die required vehicle control 
measupes, including site-specific 
alternative measures as approved by the 
Commission.  

(iii) Protect as Safeguards Information, 
information required by the 
Commission pursuant to 10 CFR 
73.55(c) (8) and (9).  

(iv) Retain, in accordance with 10 
CFR 73.70, all'comparisons and 
analyses prepared pursuant to 10 CFR 
73.55 Cc) (7) and (8).  

(10) Each applicant for a license to 
operate a nuclear power reactor 
pursuant to 10 CFR 50.21(b) or 10 CFR 
50.22, whose application was submitted 
prior to August 31, 1994, shall 
incorporate the required vehicle control 
program into the site Physical Security 
Plan and implement it by the date of 
receipt of the operating license.
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(d) Access Requirements.

(1) The licensee shall control all 
points of personnel and vehicle access 
into a protected area. Identification and 
search of all individuals unless 
otherwise provided in this section must 
be made and authorization must be 
checked at these points. The search 
function for detection of firearms, 
explosives, and incendiary devices must 
be accomplished through the use of both 
firearms and explosive detection 
equipment capable of detecting those 
devices. The licensee shall subject all 
persons except bona fide Federal, State, 
and local law enforcement personnel on 
official duty to these equipment 

o searches upon entry into a protected 
co area. Armed security guards who are on 
(0 
'o duty and have exited the protected area 
u- may reenter the protected area without 
0 being searched for firearms. When the 

licensee has cause to suspect that an 
individual is attempting to introduce 
firearms, explosives, or incendiary 
devices into protected areas, the 
licensee shall conduct a physical pat
down search of that individual.  
Whenever firearms or explosives 
detection equipment at a portal is out of 
service or not operating satisfactorily, 
the licensee shall conduct a physical 
pat-down search of all persons who 
would otherwise have been subject to 
equipment searches. The individual 
responsible for the last access control 
function (controlling admission to the 
protected area) must be isolated within 
a bullet-resisting structure as described 
in paragraph (c)(6) of this section to 
assure his or her ability to respond or 
to summon assistance.

F(2) At the point of personnel and ve
hicle access into a protected area, all 
hand-carried packages shall be 
searched for devices such as firearms, 
explosives, and incendiary devices, or 
other items which could be used for ra
diological sabotage.  

to (3) All packages and material for de
o livery into the shall be Sprotected area 
-checked for proper identification and 

L authorization and searched for devices 
such as firearms, explosives and incen
diary devices or other items which 
could be used for radiological sabotage, 
prior to admittance into the protected 
area, except those Commission ap
proved delivery and Inspection activi
ties specifically designated by the li

censee to be carried out within vital or 
protected areas for reasons of safety.  
security or operational necessity.

(4) All vehicles, except under 
emergency conditions, must be searched 
for ilems which could be used for 
sabotage purposes prior to entry into the 
protected area. Vehicle areas to be 
s•arched must include the cab, engine 
compartment, undercarriage, and cargo 
area. All vehicles, except as indicated in 
this paragraph, requiring entry into the 
protected area must be escorted by a 
member of the security organization 
while within the protected area and, to 
the extent practicable, must be off 
loaded in the protected area at a specific 
designated materials receiving area that 
is not adjacent to a vital area. Escort is 
not -equired for designated licensee 
vehicles or licensee-owned or leased 
vehicles entering the protected area and 
driven by personnel having unescorted 
access. Designated licensee vehicles 
shall be limited in their use to onsite 
plant functions and shall remain in the 

protected area except for operational, 
Smaintenance, repair, security and 

co 
to emergency purposes. The licensee shall 
,a exorcise positive control over all such 

designated vehicles to assure that they 
are used only by authorized persons and 
for authorized purposes.  

(5)(i) A numbered picture badge 
identification system must be used for 
all individuals who are authorized 
access to protected areas without escort.  
An individual not employed by the 
licensee but who requires frequent and 
extended access to protected and vital 
areas may be authorized access to such 
areas without escort provided that he or 
she displays a licensee-issued picture 
badge upon entrance into the protected 
area which indicates: 

(A) Non-employee no escort required; 

(B] Areas to which access is 
authorized; and 

(C) The period for which access has 
been authorized.  

(ii) Badges shall be displayed by all 
individuals while inside the protected 
area. Badges may be removed from the 
protected area when measures are in 
place to confirm the true identity and 
authorization for access of the badge 
holder upon entry into the protected 
area.

March 31, 1999 73-32



PART 73 • PHYSICAL PROTECTION OF PLANTS AND MATERIALS

licensee to.enter protected areas without 
I escort shall be escorted by a watchman 

1 or other individual designated by the 
I licensee while in a protected area and 

shall be badged to indicate that an 
escort is required. In addition, the 

2 licensee shall require that each 
,a( individual register his or her name, date, 
c time, purpose ofvirsit, employment L affiliation, citizenship, and name of the 

individual to be visited. The licensee 
shall retain the register of information 
for three years after the last entry in the 
register.

(7) The licensee shall: (i) Establish an access authorization 
C system to limit unescorted access to 
i vital areas during nonemergency 

or conditions to individuals who require "L access in order to perform their duties.  
To achieve this, the licensee shall: 

L r (A) Establish a current authorization 
access list for all vital areas, The access 
list must be updated by the cognizant 

Slicensee manager or supervisor at least 
co once every 31 days and must be 
-• reapproved at least quarterly. The 

L ice-?rs hl-include on the access list 
, only individuals whose specific duties 

r equire access to vital areas during 
nonemergency conditions.

r' 

U-

(B) Positively control, in accordance 
with the access list established pursuant 
to paragraph (d)(7)(i) of this section, all 
points of personnel and vehicle access 
to vital areas.  

(C) Revoke, in the case of an 
individual's involuntary termination for 
cause, the individual's unescorted 
facility access and retrieve his or her 
identification badge and other entry 
devices, as applicable, prior to or 
simultaneously with notifying this 
individual of his or her termination.  

(D) Lock and protect by an activated 
intrusion alarm system all unoccupied 
vital areas.  

(ii) Design the access authorization 
system to a"cornmodate the potential 
need for rapid ingress or egress of 
individuals during emergency conditions 
or situations that could lead to 
emergency conditions. To help assure 
this, the licensee shall: 

(A) Ensure prompt access to vital 
equipment.  

(B) Periodically review physical 
security plans and contingency plans 
and procedures' to evaluate their 
potential impact on plant and personnel 
safety.

ID 

10

(6) All keys, locks, combinations, and 
related access control devices used to 
control access to protected areas and 
vital areas must be controlled to reduce 
the probability of compromise.  
Whenever there is evidence or suspicion 
that any key, lock, combination, or 
related access control devices may have 
been compromised, it must be changed 
or rotated. The licensee shall issue keys, 
locks, combinations and other access 
control devices to protected areas and 
vital areas only to persons granted 
unescorted facility access. Whenever an 
individual's unescorted access is 
revoked due to his or her lack of 
trustworthiness, reliability, or 
inadequate work performance, keys, 
locks, combinations, and related access 
control devices to which that person 
had access, must be changed or rotated.

(9) [Redesignated 60 FR 46497.]
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(e) Dezechion a ids. (1) All alarms 
required pursuant to this part must 
annunciate in a continuously manned 
central warm station located within the 
protected area and in at least one other 
corntinuously mi:nned station not 
necessarily onsi'e, so that a single act 
cannot remove the capability of calling 
for assistance or otherwise responding 
to an alarm. "fne onsite central alarm 
station must be considered a vital area 
and its vwalls, doirs, ceiing- floor, and 
any winoows iu: the walls and in the 
ocors must be :,u!ietrsisting. The 
cnlSi'¼ centt] ai Ltrm statior must be 
locabed sit',in a building in such a 
.ma..e: trath u' nhr.or of the central 

ai:•:n. s~aticun is aot visibe from :he 
rpz: :m'eer a: .•::rc.'e0 d area. This 
staiion must nro tofltain any operational 
actifvites thal v.autd interfere with the 
execution of the alarm response 
function. Onsite secondary power 
supply systems for alarm annunciator 
equipment and ;on-portable 
coammunications equipment as required 
ir paragraph (9 of this section must be 
located within vital areas.

(2) All alarm devices including trans
mission lines to annunciators shall be 
tamper indicating and self-checking e.g., 
an automatic indication is provided when 
failure of the alarm system or a com
ponent occurs, or when the system is on 
standby power. The annunciation of an 
alarm at the alarm stations shall indi
cate the type of alarm (e.g., intrusion 
alarm, emergency exit alarm, etc.) and 
location.  

(3) All emergency exits in each pro
tected area and each vital area shall be 
alarmed.  

(f) Communication requirements. (1) 
Each guard, watchman or armed re
sponse individual on duty shall be cap..  
able of maintaining continuous com
munication with an individual in each 
continuously manned alarm station re
quired by paragraph (e) (1) of this sec
tion, who shall be capable of calling for 
assistance from other guards, watch
men, and armed response personnel and 
from local law enforcement authorities.  

(2) The alarm stations required by 
paragraph (e) (1) of this section shall 
have conventional telephone service for 
communication with the law enforce

n ment authorities as described in para
c graph (f) (1) of this section.  
-) (3) To provide the capability of con
c tinuous communication, radio or micro
ea wave transmitted two-way voice com

munication, either directly or through 
an intermediary, shall be established, in) 
addition to conventional telephone serv
ice, between local law enforcement au
thorities and the facility and shall termi
nate in each continuously manned alarm 
station required by paragraph (e) (1) of 
this section.  

(4) Non-portable communications 
equipment controlled by the licensee and 
required by this section shall remain 
operable from independent power sources 
in the event of the loss of normal power.  

(g) Testing and maintenance. Each 
licensee shall test and maintain intru
sion alarms, emergency alarms, com
munications equipment, physical bar
riers, and other security related devices 
or equipment utilized pursuant to this 
section as follows: 

(1) All alarms, communication equip
ment, physical barriers, and other secu
rity related devices or equipment shall be 
maintained in operable condition. The 
licensee shall develop and employ com
pensatory measures including equip
ment. additional security personnel and 
specific procedures to assure that the 
effectiveness of the security system is not 
reduced by failure or other contingencies 
affecting the operation of the security 
related equipment or structures.

(2) Each intrusion alarm shall 17 
tested for performance at the beginnri 
and end of any period that it is used fo± 
security. If the period of continuous use 
is longer than seven days, the intrusion 
alarm shall also be tested at least once 

o every seven (7) days.  
c (3) Communications equipment re
' quired for communications onsite shall 
c be tested for performance not less fre

Squently than once at the beginning of 
each security personnel work shift. Corn
munications equipment required for 
communications offsite shall be tested 
for performance not less than once a 
day.
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> (4)(i) The licensee shall review r (h)R1eseponee requaihmeni (1) The 

implementation of the security 
licensee sha establish, maintain. and 

program by individuals who have no conti ge c ppn or r e gpon d t 

direct responsibility for the security W t tciefts, and radiological sabotae 

program either: o related t" the nuclear facilities subject 

(A) At intervals not to exceed12. to the provisions'of this section.  

months, or o Safreguatrdcontingecy. plans must be in 

(B) As necessary, based on an [ cooace with the criteria inappendx 

assessment by the licensee against 
ac to th is t, c nn afeg ds 

performance indicatorsmand as soon as Cto this pert, licensee Safeguards 

reasonably practicable after a change L Plans.  

occurs in personnel, procedures, 
equipment, or facilities that potentially 
could adversely affect security but no 
longer than 12 months after the change.  
In any case, each element of the 
security program must be reviewed at 
least every 24 months.  

(ii) The security program review 
must include an audit of security, 

- procedures and practices, an 
L evaluation of the effectiveness of the 

Sphysical protection system, an audit of 
the physical protection system nesting 
and maintenance program, and an audit 
o-fommitments established for 
response by local law enforcement 
authorities. The resultsand 
recommendations of the secUi-ty----..  
program review, management's.  
findings on whether the security 
program is currently effective, and any 
actions taken as a result of 

-- emrnd ations from prior program 
reviews must be documented in a.  
report to the licensee's plant manager 
and to corporate management at least 
one level higher than that having 
responsibility for the day-to-day plant 
operation. These reports must be 
maintained in an auditable form, 
available for inspection, for a period of 
3 years.

73-35



PART 73 e PHYSICAL PROTECTION OF PLANTS AND MATERIALS

F (2) The licensee shall establish and 
document liaison with local law 
enforcement authorities. The licensee 

v shall retain documentation of the 
Scurrent liaison as a record until the 

- Commission terminates each license for 
L which the liaison was developed and, if 
Sany portion of the liaison documentation 

is supersed. retain the superseded 
material for three years after each 
change.  

(3) The total number of guards, and 

armed, trained personnel immediately 
N available at the facility to fulfill these 

Sresponse requirements shall nominally 
-be ten (10), unless specifically required 

U-c otherwise on a case by case basis by 
t, the Commission; however, this number L may not be reduced to less than five 

(5) guards.  

F(4) Upon detection of abnormal pres
ence or activity of persons or vehicles 
within an isolation zone, a protected 
area, material access area, or a vital 

liarea: or upon evidence or indication of 
intrusion into a protected area, a ma

Sterial access area, or a vital area, the 
Slicensee security organization shall: 
LL (i) Determine whether or not a 
t threat exists, 

(ii) Assess the extent of the threat, 
if any, 

(iii) Take immediate concurrent 
measures to neutralize the threat by: 

(A) Requiring responding guards or 
other armed response personnel to 
interpose themselves between vital 
areas and material access areas and 
any adversary attempting entry for 
the purpose of radiological sabotage or 
theft of special nuclear material and 
to intercept any person exiting with 
special nuclear material, and, 

(B) Informing local law enforcement 
agencies of the threat and requesting 
assistance.  

(5) The licensee shall instruct every 
guard and all armed response person
nel to prevent or impede attempted 
acts of theft or radiological sabotage 
by using force sufficient to counter 
the force directed at him including the 
use of deadly force when the guard or 
other armed response person has a 
reasonable belief it is necessary in self
defense or in the defense of others.  

F (6) To facilitate initial response to 
detection of penetration of the pro

Ftected area and assessment of the ex
c., istence of a threat, a capability of ob
oserving the isolation zones and the 
• physical barrier at the perimeter of 
U. the protected area shall be provided, 

Spreferably by means of closed circuit 
television or by other suitable means 
which limit exposure of responding 
personnel to possible attack.

cr L 
0F 
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§ 73.56 Personnel access authorIzation 
requirements for nuclear power plants.  

(a) General. (1) Each licensee who is 
authorized on April 25, 1991. to operate 
a nuclear power reactor pursuant to 
§j 50.21(b) or 50.22 of this chapter shall 
comply with the requirements of this 
section. By April 27, 1992, the required 
access authorization program must be 
incorporated into the site Physical 
Security Plan as provided for by 10 CFR 
50.54(p)(2) and implemented. By April 
27, 1992, each licensee shall certify to 
the NRC that it has implemented an 
access authorization program that meets 
the requirements of this part.  

(2) Each applicant for a license to 
operate a nuclear power reactor 
pursuant to §§ 50.21(b) or 50.22 of this 
chapter, whose application was 
submitted prior to April 25, 1991, shall 
either by April 27, 1992. or the date of 
receipt of the operating license, whichever 
is later, incorporate the required access 
authorization program into the site 
Physical Security Plan and implement it.  

(3) Each applicant for a license to 
operate a nuclear power reactor 
pursuant to §§ 50.21(b) or 50.22 of this 
chapter and each applicant for a 
combined construction permit and 
operating license pursuant to part 52 of 
this chapter, whose application is 
submitted after April 25, 1991, shall 
include the required access 
authorization program as part of its 
Physical Security Plan. The applicant, 
upon receipt of an operating license or 
upon receipt of operating authorization, 
shall implement the required access 
authorization program as part of its site 
Physical Security Plan.  

(4) The licensee may accept an access 
authorization program used by its 
contractors or vendors for their 
employees provided it meets the 
requirements of this section. The 
licensee may accept part of an access 
authorization program used by its 
contractors, vendors, or other affected 
organizations and substitute, 
supplement, or duplicate any portion of 
the program as necessary to meet the 
requirements of this section. In any case, 
the licensee is responsible for granting, 
denying, or revoking unescorted access 
authorization to any contractor, vendor, 
or other affected organization employee.

(b) General performance objective 
and requirements. (1) The licensee shall 
establish and maintain an access 
authorization program granting 
individuals unescorted access to 
protected and vital areas with the 
objective of providing high assurance 
that individuals granted unescorted 
access are trustworthy and reliable, and 
do not constitute an unreasonable risk 
to the health and safety of the public 
including a potential to commit 
radiological sabotage.  

(2) Except as provided for in 
paragraphs (c) and (d) of this section, 
the unescorted access authorization 
program must include the following: 

(i] A background investigation 

N designed to identify past actions which 
are indicative of an individual's future 
reliability within a protected or vital 

c- area of a nuclear power reactor. As a 
minimum, the background investigation 
must verify an individual's true identity, 
and develop information concerning an 
individual's employment history, 
education history, credit history, 
criminal history, military service, and 
verify an individual's characWtand 
reputation.  

(ii) A psychological assessment 
designed to evaluate the possible impact 
of any noted psychological 
characteristics which may have a 
bearing on trustworthiness and 
reliability.

(iii) Behavioral observation, 
conducted by supervisors and 
management personnel, designed to 
detect individual behavioral changes 
which, if left unattended, could lead to 
acts detrimental to the public health and 
safety.  

(3] The licensee shall base its decision 
to grant, deny, revoke, or continue an 
unescorted access authorization on 
review and evaluation of all pertinent 
information developed.  

(4) Failure by an individual to report 
any previous suspension, revocation, or 
denial of unescorted access to nuclear 
power reactors is considered sufficient 
cause for denial of unescorted access 
authorization.  

(c) Existing, reinstated, transferred, 
and temporary access authorization. (1) 
Individuals who have had an 
uninterrupted unescorted access 
authorization for at least 180 days on 
April 25, 1991 need not be further 
evaluated. Such individuals shall be 
subject to the behavioral observation 
requirements of this section.
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(2) The access authorization program 
may specify conditions for reinstating 
an interrupted access authorization, for 
transferring an access authorization 
from another lcensee, and for 
permitting temporary unescorted access 
authorization.  

(3) The.Jicenseei.shall grant thei6orited 
access authorization to all individuals 
who have been certified by the Nuclear 

Regulatory Commission as suitable for 
such access.  

(d) Requirements during cold 
shutdown. (1) The licensee may grant 
unescorted access during' cold shutdown 
to an individual who does not-possess 
an access authorization granted in 
accordance with paragraph (b) of this 
section provided the licensee develops 
and incorporates into its Physical 
Security Plan measures to be taken to 

ensure that the functional capability of 

equipment in areas for which-the adcess 
authorization requitement has been 

_.relaxedlias-no-ubeen impaired by 
relaxatjion of that requirement.  

(2) Prior to incorporating such 
Smeasures into its Physical Security Plan 
Sthe licensee shall submit those plan 
"-changei t0 the&NRC for review and 

8approval"pursuant to § 50.90.  
(3)Any provisions in licensees' 

security plans that allow for relaxation 
of access authorization requirements 
during cold shutdown are superseded by 
this rule. Provisions in licensees' 
Physical Security Plans on April 25, 1991 
that provide for devitalization (that is, a 

change from vital to protected area 
status] during cold shutdown are not 
affected.  

(e) Review procedures. Each licensee 
implementing an unescorted access 
authorization program under-the 
provisions of thisfsection shall include a 
procedure for the review, at the request 

of the. affected employee, of a denial or 

revocation by the licensee of unescorted 
access authorization of an employee of 

the licensee, contractor, or vendor, 
which adversely, affects employment.  
'The procedure must provide that the 
employee is informed of the grounds for 
denial .or revocation and allow the • 
employee an opportunity to provide 
additional relevant information¶ and 
provide an opportunity for an, objecive 
'review of the information on~w. chthe 
denial oryrevocation was basedc. The 
procedure may be an impartial and 
independent internal management 
review. Unescorted access may not be 

granted to the individual during the 
review process.

(f) Protection of information. (1) Each 
licensee, contractor, or vendor who 
collects personal information on an 
employee for the purpose of complying 
with this section shall establish and 
maintain a system of files and 
procedures for the protection of the 
personal information., 

(2] Licensees,;contractors, and 
vendors small make available such 
personal information to another 
licensee, contractor, or vendor provided 
that the request is accompanied by a 
signed releaselfrom the individual.  

(3) Licensees,.contractors, and 
vendors may nO tdisclose the personal 
information collected and-maintained to 
persons other than:, 

.(i) Other. licenseesacontractors, or 
vendors, or their authorized 
representatives Il6git•imtely seeking the 
infor-fiatipnra's required'by'this section 
for ueiem66&4d access decisions and' 
whiouhave &tadfind a Signed release 
from the individual.  

(iIi) NRC representatives; 
(iii) Appropriate law enforcement 

officials under couirt order 
(iv] The subject individual or his or 

her representative;" 
(v] Those licensee-representatives 

who' have 'a 'need to have access to the 
information in peffoiming assigned 
, duties. including audits of licensee's, 
conntractor'd. and vendor's programs; 

(vi) iP'eitson's deciding matters on 
review or appeal; or 

"(vii) Other ýpersons pursuant to court 
orderi. This section'does not authorize 
the licensee, contractor, or vendor to 
withhold evidehceof criminal conduct 
from law enforcement officials.  

(g) Audits. (1) Each licensee shall 
audit its access authorization program 
within 12 months of the effective date of 
implementation of this program and at 

least every 24 months thereafter to 
ensure thati the requirements of this 
section are satisfied.  

(2) Each licensee who accepts the 
access authorization program of a 
contractor:or vendor as provided for by 
paragraph (a)(4)of this section shall 
have' access to records nd fshall, audit 
contractor or vendor programs' every 12 
montho s torensure that the requirements 
of this section are satisfied. Licensees 
may accept audits of contractors and 
vendors 'Conducted"by other licensees.  
Each. sharing utility shall maintain a 
copy of the audit report, to include 
findings, recommendations and 
corrective actions. Each licensee retains 
responsibility for the effectiveness of' 
any .contractor and-vendor program it 
accepts and the implementation of 
appropriate corrective action.  

(h] Records. (1) Each licensee who 
issues an individual unescorted access 
authorization shall retain the records on 
which the authorization is based for the 
duration of the unescorted access
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authorization and for a five-year period 
following its termination. Each licensee 

r who denies an individual unescorted 
Saccess shall retain the records on which 
• the denial is based for 5 years.  
U_ (2) Each licensee shall retain records Sof 

results of audits, resolution of the 
audit findings and corrective actions for L three years.  

"j73.57 Requirnents for criminal history 
checks of individuals granted unescorted 
-access to a nuclear power facility or access 
to Safeguards Information by power 
reactor licensees.  

.(a) General. (1) Each licensee who is 
authorized to operate a nuclear power 
reactor under Part 50 shall comply with 
the requirements of this section.  

(2) Each applicant for a license to 
operate a~nuclear power reactor 
pursuant to Part 5O of this chapter shall 
submit fingerprint cards for those 
individuals who have or will have 
access to Safeguards Information.  

(3) Each applicant for a license to 
operate a nuclear power reactor 
pursuant to Pa t 50 of this chapter may 
submit fingerprin t cards prior to _ 

receiving its.operating license for those 
individuals who will require unescorted 
access to the nuclear power facility.  

(b) General performance objective 
and requirements. (1) Except those 
listed in paragraph (b)f2]-of--hiý section, 
each licendse swbject to the pfovisions 

2 of this section shall fingerprint each 
Sindividual who is permitted unescorted 

a access to the nuclear power facility or 

Saccess to Safeguards Information.  
"Individuals who have unescorted access 
authorization on April 1, 1987 will retain 
such access pending licensee receipt of 
the-results of the criminal: history check 
ion the individual's fingerprints, so long 
as the catds were submitted by 
September 28, 1987. The licensee will 
then review and use the information 
received from the Federal Bureau of 
Investigation (FBI), and based on the 
provisions contained in this rule, 
determine either to continue to grant or 
to deny further unescorted access to the 
facility or Safeguards Information for 
that individual. Individuals who do not 
have unescorted access or access to 
Safeguards Information after April 1, 
1987 shall be fingerprinted by the 
licensee, and the Is of the criminal 
history, records check shall be used prior 
to making a determination for gianting 
unescorted access.to the nuclear power 
facility or access to Safeguards 
Information.  

(2) Licensees need not fingerprint in 
accordance wifththe requirements of 
this section for the following categories: 

(i) For unescorted access to the 
nuclear power facility or for access to 
Safeguards Information (but must 
adhere to provisions contained in 
§ 73.21): NRC employees and NRC 
contractors on official agency business; 
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individuals responding to a site 
emergency in accordance with the 
provisions of § 73.55(a); a representative 
of the International Atomic Energy 
Agency (IAEA) engaged in activities 
associated with the U.S./IAEA 
Safeguards Agreement at designated 
facilities who has been certified by the 
NRC; law enforcement personnel acting 
in an official capacity; State or local 
government employees who have had 
equivalent reviews of FBI criminal 
history data; and individuals employed 
at a facility who possess "Q" or "L" 
clearances or possess another active 
government granted security clearance, 
i.e., Top Secret, Secret, or Confidential: 

(ii) For access to Safeguards 
Information only but must adhere to 
provisions contained in § 73.21: 
Employees of other agencies of the 
United States Government; a member of 
a duly authorized committee of the 
Congress; the Governor of a State or 
his/her designated representative; 
individuals to whom disclosure is 
ordered pursuant to § 2.744(e); 

(iii) Any licensee currently processing 
criminal history requests through the FBI 
pursuant to Executive Order 10450 
need not also submit such requests to 
the NRC under this section: and 

[iv) Upon further notice to licensees 
and without further rulemaking, the 
Commission may waive certain 
requirements of thi. section on i 
temporary basis.  

(3) The licensee shall notify each 
affected individual that the fingerprints 
will be used to secure a review of his/ 
her criminal history record, and inform 
the individual of proper procedures for 
revising the record or including 
explanation in the record.  

(4) Fingerprinting is not required if the 
utility is reinstating the unescorted 
access to the nuclear power facility or 
access to Safeguards Information 
granted an individual if: 

(i) The individual returns to the same 
nuclear power utility that granted access 
and such access has not been 
interrupted for a continuous period of 
more than 365 days; and 

(ii) The previous access was 
terminated under favorable conditions.  

(5) Fingerprints need not be taken, in 
the discretion of the licensee, if an 
individual who is at, employee 
of a licensee, contractor, manufacturer, 
or supplier has been granted unescorted 
access to a nuclear power facility or to 
Safeguards Information by another 
licensee, based in part on a criminal 
history records check under this section.  
The criminal history check file may be 
transferred to the gaining licensee in 
accordance with the provisions of 
paragraph (f)(3) of this section.

0 
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(61 All fingerprints obtained by the 
licensee under this section must be 
submitted to the Attorney General of the 
United States through the Commission.  

(7) The licensee shall review the 
information received from the Attorney 
General and consider it in making a 
determination for granting unescorted 
access to the individual or access to 
Safeguards Information.  

(8) A licensee shall use the 
information obtained as part of a 
criminal history records check solely for 
the purpose of determining an 
individual's suitability for unescorted 
access to the nuclear power facility or 
access to Safeguards Information.  

(c) Prohibitions. (1) A licensee may 
not base a final determination to deny 
an individual unescorted access to the 
nuclear power facility or access to 
Safeguards Information solely on the 
basis of information received from the 
FBI involving: 

(i) An arrest more than 1 year old for 
which there is no information of the 
disposition of the case: or 

(ii) An arrest that resulted in dismissal 
of the charge or an acquittal.  

(2) A licensee may not use 
information received from a criminal 
history check obtained under this 
section in a manner that would infringe 
upon the rights of any individual under 
the First Amendment to the Constitution 
of the United States, nor shall the 
licensee use the information in any way 
which would discriminate among 
individuals on the basis of race, religion, 
national origin, sex, or age.  

(d) Procedures for processing of 
fingerprint checks. (1) For the purpose of 
complying with this section, licensees 
shall submit one completed, legible 
standard fingerprint card (Form FD-258, 
ORIMDNRCOOOZ, NRC Division of 
Se iiritx. Rtockville. \1I)) which inax 
bIe' obltained from lhe NRt. for each 
individual requiring unescorthed access 
to the nuclear power facility or access to 
Safeguards Information to the Director, 
Division of Security. U.S. Nuclear 
Regulatory Commission. Washington, 
DC 20555, Attention: Criminal History 
Check Section. Copies of these forms 
nia\ bt. olliit'ild Iw xxriting to: 

hrilfOroti iolt iiln Ret cords \lhnagut'nt 
IBran:hI i'.S. Nuclear Reg"nlgIiorx 
(:onulinsion. WVashington. DC 20555. '1'hi' 
li•• eli ,t shlall establish iroteitduir's it) 
ensure llitl the iiualilx olt the fingerprints 
tikeun I-,sults in miviiniiziing thi reji'.tiio 
rai.' ol ingirprint cards due to illegiblle or 
ilt , tnill ijt c:ar'ds.

(2) The Commission will review 
applications for criminal history checks 
for completeness. Any Form FD-258 
containing omissions or evident errors 
will be returned to the licensee for 
corrections. The fee for processing 
fingerprint checks includes one free 
resubmission if the initial submission is 

returned by the FBI because the 
fingerprint impressions cannot be 

'classified. The one free resubmission 
must have the initial (rejected) 

E fingerprint cards attached. If additional 
Lo submissions are necessary, they will be 

treated as an initial submittal and 
require a second payment of the 
processing fee. The payment of a new 
processing fee entitles the submitter to 
an additional free resubmittal, if 
necessary. Previously rejected 
submissions may not be included with 
the third submission because the 
submittal will be rejected automatically.
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(3) Fees for the processing of 
fingerprint checks are due upon 
application. Licensees shall submit 
payment with the application for the 
processing of fingerprints through 
corporate check, certified check, 
cashier's check, or money orderýý 
payable to "U.S. NRC." The amount of 
the fee is the user fee for processing 
fingerprint cards submitted by the 
Nuclear Regulatory Commission on 
behalf of nuclear power plants charged 
by the FBI for each card. Combined 
payment for multiple applications is 
acceptable. The Commission will 
publish the user fee charged by the FBI 
in the Federal Register whenever the fee 
changes. The Commission will directly 
notify licensees who are subject to this 
regulation of any fee changes.  

(4) The Commission will forward to 
the submitting licensee all data received 
from the FBI as a result of the licensee's 
application(s) for criminal history 
checks, including the individual's 
fingerprint card.  

(e) Right to correct and complete 
information. (1) Prior to any final 
adverse determination, the licensee 
shall make available to the individual 
the contents of records obtained from 
the FBI for the purpose of assuring 
correct and complete information.  
Confirmation of receipt by the 
individual of this notification must be 
maintained by the licensee for a period 
of 1 year from the date of the 
notification.
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(2) If after reviewing the record, atV, -' 
individual believes that it is incorrect or 
incomplete in any respect .and wishes 
changes, corrections, or updating (of the 
alleged deficiency), or to explain any 
matter'in the record, the individual may 
initiate challenge procedures* These 
procedures include direct application by 
the individual challenging the record to 
the agency, i.e., law enforcement 
agency, that contributed the questioned 
information or direct challenge as to the 
accuracy or. completeness of any entry 
on the criminal history record to the 
Assistant Director, Federal Bureau of 
Investigation Identification Division,' 
Washingtofi, DC 20537-9700 as set forth 
in 28 CMR 16.30 through 16.34. In the 
latter case, the FBI then forwards the 
challenge to the agency that submitted 
the data requesting that agency to verify 
or correct the challengedentry. Upon 
receipt of an official communication 
directly from the agency that ....  
contributed the original information, the 
FBI Identification Division makes any 
changes necessary in accordance with 
the information supplied by that agency.  
Licensees must provide at least 10 days 
for an individual to initiate action to 
challenge thesesults of an FBI criminal 
history recordi"linck after the record 
being made available for his/her review.  
The licensee may make a final adverse 
determination based upon the criminal 
history record, if applicable, only upon 

-retefpjit f .the FBI's confirmation or 
correction of the record.  

"(f) Protection of information. (1] Each 
licensee iyl. obtains. a Criminal history 
record'on an individual under is 
section shall establish and maintain a 
system of files and procedures-for 
protection of the record and the 
personal information from unauthorized 
disclosure.  

(2) The licensee may not disclose the 
record or personal information collected 
and maintained to persons other than 
the subject individual, his/her 
representative, or to those who have a 
need to have access to the information 
in performing assigned duties in the 
process of granting or denying 
unescorted access to the nuclear power 
facility or access to Safeguards 
Information. No individual authorized to 
have access to the information may re
disseminate the information to any other 
individual who does not have a need to 
know.  

(3) The personal information obtained 
on an individual from a criminal history 
record check may be transferred to 
another licensee: 

(i) Upon the individual's written 
request to the licensee holding the data 
to re-disseminate the information 
contained in his/her file; and 

{ii) The gaining licensee verifies 
information such as name, date of birth, 
social security number, sex, and other

: -- C
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Each nonpower reactor licensee who, 
Iursudnt to the requirements of part 70 
of thfs•- haCpter, :pssesses at any site or 

contiguous sites subject to control by the 
licensee uraniWn-235 (cbntained in 
urarimi enrtiched to ý0 percent or more 
in thie U-235 isotope], uranium-233, or 
plutonium, alone or in any combination 
inma quantity of 5000 grams or more 
computed by the formula, 

gramls =ira s contained U-235]+125 
(gramls t-233.+gams plutonium), shall 
protect the speciai nuclear material from 
theft or diversion.pursuant to the 

requirements of paragraphs 73.67 (a), (b), 
(c), and (d}, in'addifton to this section, 
except that a licenseis exempt from 
the. requirements of paragraphs (a), (b), 
(c),.{d}t. and (el of this section to the 
extent that it possesses or uses special 
nuclear material thatis not readily 
separable--rom othertradioactive 
matbrial and that has alt 6tal external 
radiAt iondose rate iii excess of 100 rems 

peifhiir 'at a distance of 3 feet from any 
accessible ~,4acewithouitintervefing 

(a) Access :requirements. (1) Special 
nuclear material shall be stored' or 
processed . only in a material access 
area. No activities other than those 
which require aCcess toIspecial nuclear 
material or equipment employed in 
the proces, use, or storage of special 
nuitlea material, shall be permitted 
within- rxatetiai ccess area.  

(2)V•ateial "access areas shall be lo
"cated only within a protiected area to 
which,, cess is controlled.  

(3) Special nuclear material not in 
process shall be stored in a vault

applicable physical characteristics fbý,ý 
identification.  

(4) The licensee shall make criminal 
history records obtained under this 
section available for examination by an 
authorized representative of the NRC to 

Sdetermine compliance with the 
Sregulations andjaws.  

(5) The licensee shall retain all 

' fingerprint cards and criminal history 
I records received from the FBL or a copy 
"if the individual's file has been 
'transferred, on an individual (including 
data indicating no record) for l year 
after termination or denial of unescorted 
access to the nuclear power facility or 

access to Safeguards Information.  

W 
a) 

c §73.60 Additional requiremnents for 
c physical protection at nonpower reactors.  
U
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equipped with an intrusion alarm or in 
a vault-type room, and each such vault 
or vault-type room shall be controlled 
as a separate material access area.  

(4) Enriched uranium scrap in the 
form of small pieces, cuttings, chips.  
solutions or in other forms which 
result from- a manufacturing process, 
contained in 30-gallon or larger con
tainers. with a uranium-235 content of 
less than 0.25 grams per liter, may be 
stored within a locked and sepairately 
fenced area which is within a larger 
protected area provided that the stor
age area is no closer than 25 feet to 
the perimeter of the protected area.  
The storage area when unoccupied 
shall be protected by a guard or 
watchman who shall patrol at inter
vals not exceeding 4 hours, or by, in
trusion alarms.  

(5) Admittance to a material access 
area shall be under the control of au
thorized individuals and limited to in
dividuals who require'such access to 
perform their duties.  

(6) Prior to entry into a material 
access area, packages shall be searched 
for devices such as firearms, explo
sives., incendiary devices, or counter
feit substitute items 'which could be 
used for theft Or diversionb of special 
nuclear material.  

(7) Methods to observe individuals 
within material access areas to assure 
that special nuclear material is not di
verted shall be provided and used on a 
continuing basis.  

(Wb Exit requirement. Each individ
c, ual, package, and vehicle shall be 
-searched for concealed special nuclear 
Smaterial before exiting from a materi
a: al access area unless exit-is into a con
Stiguous material access area- The 

search may be carried out by - physi
cal search or by use of equipment ca
pable of detecting the presence of con
cealed special nuclear material.  

(c) Detection aid requirement. Each 
unoccupied material access area shall 
be locked and protected by an intru
sion alarm on active status. All emer
gency exits shall be continuously 
alarmed.  

(d) Testing and maintenance. Each 
licensee shall test and maintain intru
sion alarms, physical barriers, and 
other devices utilized pursuant to the 
requirements of this section as follows: 

(1) Intrusion alarms, physical bar
riers, and other devices used for mate
rial protection shall be maintained in 
operable condition.  

(2) Each intrusion alarm shall be in
spected and tested for operability and 
required functional performance at 
the beginning and end of each interval 
during which it is used for material 
protection, but not less frequently 
than once every seven (7) days.
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o (e) Response requirement. Each 
licensee shall establish, maintain, and 
follow an NRC-approved safeguards 
contingency plan for responding to 

0 threats, thefts, and radiological sabotage 
c related to the special nuclear material 
T and nuclear facilities subject to the 
" provisions of this section. Safeguards 

contingency plans must be in 
accordance with the criteria in 
Appendix C to this part, "Licensee 
Safeguards Contingency Plans." 

F (0 In addition to the fixed-site 
requirements set forth in this section 
and in S 73.67, the Commission may 

T require, depending on the individual 
0 facility and site conditions, any 
- alternate or additional measures deemed 

c- necessary to protect against radiological 
sabotage at nonpower reactors licensed 
to operate at or above a power level of 
2 megawatts thermal.  

t__

PHtYSICAL PROTECTION OF SPECIAL. Nu

CLEAR MATERIAL OF MODERATE AND 

Low STRATEGIC SIGNIFICANCE

(L
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§ 73.67 Licensee Fixed Site and In-Transit 
Requirements For The Physical Protection 
of Special Nuclear Material of Moderate and 
Low Strategic Significance.  

jal General Performance Objectives 
(I) Each licensee who possesses, uses 

or transports special nuclear material of 
moderate or low strategic significance 
shall establish and maintain a physical 
protection system that will achieve the 
following objectives: 

(i) Minimize the possibilities for 
unauthorized removal of special nuclear 
material consistent with the potential 
consequences of such actions; and 

(ii) Facilitate the location and 
recovery of missing special nuclear 
material.  

(2) To achieve these objectives, the 
physical protection system shall 
provide: 

{i) Early detection and assessment of 
unauthorized access or activities by an 
external adversary within the controlled 
access area containing special nuclear 
material: 

(ii) Early detection of removal of 
special nuclear material by an external 
adversary from a controlled access area; 

(iii) Assure proper placement and 
transfer of custody of special nuclear 
material; and 

(iv) Respond to Indications of an 
unauthorized removal of special nuclar 
material and then notify the appropriate 
response forces of its removal in order 
to facilitate its recovery.  

(b)l() A licensee is exempt from the 
requirements of this section to the 
extent that he possesses, uses, or 
transports (i) special nuclear material 
which is not readily separable from 
other radioactive material and which 
has a total external radiation dose rate 
in excess of 100 rems per hour at a 
distance of 3 feet from any accessible 
surface without intervening shielding or 
(ii) sealed plutonium-beryllium neution 
sources totaling 500 grams or less 
contained plutonium at any one site or 
contiguous sites or (iii) plutonium with 
an isotopic concentration exceeding 80 
percent in plutonium-238.  

(21 A license who has quantities of 
special nucluar material equivalent to 
special nuclear material of moderate 
strategic significant distributed over 
several buildings may, for each building 
which contains a quantity of special 
nuclear material less than or equal to a 
level of special nuclear material of low 
strategic significance. ptotect the 
material in that building under the lower 
classification physical security 
requirements.

I (c) Each licensee who possesses, uses, 
c transports, or delivers to a carrier for 
Stransport special nuclear material of 
- moderate strategic significance, or 10 kg 

L_ or more of special nuclear material of 
lrow strategic significance shall: 

L F (I] Subnut a security plan or an 
amended security plan• describing hovt, 

the hcensee wlii comp,:v with, ali t',.i 
reu --rCments oi 1a1aerdpnS rd. I; :, 

and (g; of this section, as approvrnnia.  
, including schedules of impiementano.  

2 The hcensee shall retain a copy of the 
a efiective security plan as a record for 
Sthree years after the ciose of period for 

which the licensee possesses tne special L nuclear material under each license fo
which the original Dian was submittea 
Copies of superseded material must Lje 
retained for 'three years after each 

-change.  

(2) Within 30 days after the plan 

submitted pursuant to paragraph {•{1) 
of this section is approved, or when 
specified by the NRC in writing, 
implement the approved security plan.  

(d) Fixed site requirements for special 
c• nuclear material of moderate strategic 
V significance. Each licensee who 
cc possesses, stores, or uses quantities and 
L. types of special nuclear material of 
"' moderate strategic significance at a 

fixed site or contiguous sites, except as 
allowed by paragraph (b){2) of this 
section and except those who are 
licensed to operate a nuclear power 
reactor pursuant to part 50, shall:
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t1) use the material only within a 
controlled access area which is 
illuminated sufficiently to allow 
detection and surveillanceaof 
unauthorizedpenetration or activities.  

(2) store the material only wifthin a 
co0itrolled access area such ts a vault
type room or ap'prved security cabinet 
or their equivalent which is illuminated 
sufficiently to allow detection and 
surveillance of unauthorized penetration 
or activities, 

(3) monitor with an hntruslon alarm or 
other device or procedures the 
controlled access areas to detect 
unauthorized penetration or activities.  

(4) conduct screening prior to granting 
an individual unescorted access to the 
controlled access area where the 
material is used or stored, in order to 
obtain Information on which to base a 

Sdecision to permit such acceess.  
(5) develop and maintain a controlled 

L badging and lock system to identify and 
.• limit access to the controlled access 

"areas to authorized individuals, 
(6) limit access to the controlled 

access areas to authorized or escorted 
individuals who require such access in 
order to perform their duties, 

(7) assure that all visitors to the 
controlled access areas are under the 
constant escort of an individual who has 
been authorized access to the area, 
1-tablish a security organization or 

modify the currentIscurity organization 
to consist of at least one watchman per 
shift able to assess and respond to any 
unauthorized penetrations or activities 
in the controlled access areas, 

(9) provide a communication 
capability between the security 
organization and appropriate respouse 
force.  

(10) search on a random basis 
vehicles and packages leaving the 
controlled access areas, and 

[ (11) Establish and maintain written 
response procedures for dealing with 
threats of thefts or thefts of these 
materials. The licensee shall retain a 
copy of the response procedures as a 

Srecord for the period during which the 
Slicensee possesses the appropriate type 
Sand quantity of special nuclear material 
U-requiring this record under each license 
Sfor which the original procedures were 

developed and, for three years 
thereafter. Copies of superseded 
material must be retained for three 
years after each change.

(e) In-Transit Requirements for 
Special Nuclear Material of Moderate 
Strategic Significance

(1) Each licensee who transports.  
exports or delivers to a carrier for 
transport special nuclear material of 
moderate strategic significance shall: 

fiQ provide advance notification to the 
Sreceiver of any planned shipments 
cc specifying the mode of transport.  
u. estimated time of arrival, location of the 

Snuclear material transfer point, name of 

carrier'and transport identification, 
(it) receive confirmation from the 

receiver prior to the commencement of 
the planned shipment that the receiver 
Will be ready, to accept the shipment at 
the planned time end location and 
ackmowledaes )iýe sPecified mode of 
transport.  

F(lii) Check the integrity of the 
container and locks or seals prior to 
shipment. and 

- (li# Arrange for the In-transit physical 
Sprotec-tion of the materials in 
accordance with the requirements of 

1 73.67(e)(3) of Wtis part'unless the 
"Lr eceiver is a licensee andhas agreed in 

fir to arrange for ihe I -transit 
physical protection.  

(2) Each licensee who receives speciai 

nuclear material of moderate strategic 
significance shall: 

(i) check the integrity of the containers 
and seals upon receipt of the shipment.  

(ii) notify the shipper of receipt of the 
material as required in Section 70.54 of SPart 

70 of this chapter, and S(iii) arrange for the in.transit physical 
protection of the material in accordance 
with the requirements of J7 3.67 (e)f3J of 
this part unless the shipper is a licensee 

land has agreed in writing to arrange for 
the in-transit physical protection.  

F (3) Each licensee who arranges for the 
SIn-transit physical protection of special 
- nuclear material of moderate strategic 

lsignificance, or who takes delivery of 
L. this material free on board (f.o.b.) the 
- point at which It Is delivered to a carrier 

for transport shall: 
(i) Arrange for telephone or radio 

communications between the transport 
and the licensee or its designee: (A) To 
periodically confirm the status of the 
shipment (B) for notification of any 
delays in the scheduled shipment. and 
(C) to request appropriate local law 
enforcement agency response in the 
event of an emergency.

(ii) minimize the time that the material is in transit by reducing the number and 
duration of nuclear material tranfers 
and by routing the material in the most 

Z safe and direct manner, 
SUii) conduct screening of al licensee 

Semployse lved in the-..
t rauspo.tation ofthe m~terlal~tn o'rdert L obtain information on which to base a 

decision to permit them conroi he 

_material.  

F iv) Establish and maintain written 
[response procedures for dealing with 
threats of thefts or theftsof this 

[material. The licensee shali retain a 
Scopy of the current response procedures 

as a record for three years after the 
.0 close of period for which the licensee 

Spossesses the- special nuclear material L under each license for which the original 
procedures were deyeloped and copies' 
of superseded material must be retained 

Lfor three years after each change.  

(v) make arrangements to be notified 
• immediately.of the arrival of the 

.shipment at its destination, or of any 
L.a suc sWipment that Is lost or 
. unaccounted for after the estimated time 

Lof iwla¶ INaa dstinaion ]anid 

N (vi) Initiate immediately a trace Sinvestigation 
of any shipment that is Sdetermined 

to be lost or unaccounted for 
,, after a reasonable time beyond the 

Lestimated arrival time.  

F (vii) Notify the NRC Operations SCenter 1 within one hour after the 
Sdisoveryy of the, loss of the shipmeet 
-and within one houir after recovery of or 
L accountingifor such t lost shipment in 
Saccordance with the provisions of 

L 73.71 of this part.

I
IL

(4) Each licensee who arranges the 
physical protection of strategic special 
nuclear material in quantities of 
moderate strategic significance while in 
transit or who takes delivery of this 
material free on, board (fxb.) the point 
at which it is delivered to.a carrier for 
transport shall comply: with. the 
requirements of paragraphas(e)(1), (2), 

anid(a) oft sectico. Mh licensee shall 
retain each record required by ' 
paragraphs (e)(1), (2), (a), and (4)(i) and 
(ii) of this sectionfor tbhre years after 
closeof periodlicensee possesses 
special dicear material umder each 
license ihat autho•ria theae licensee 

a cliv ,i tiesI . c .opies o f superseded material 
must be retained for three yeas after 
each change. In addition; the licensee 
shall--

lCommercial telephone number of the NRC 
Operations Center is (301) 816-5100.
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F (f) Make all shipments of the material 
either (A) in dedicated transports with 
no intermediate stops to load or unload 
other cargo and with no carrier or, 
vehicle transfers or temporary storage 

- in-transit. or (B) under arrangements 
a: wherebythe custody of the shipment 

and all custody transifers are 
" acknowledged by signature. and 

(li) Main tidI the material under lock 
or under the control of an individual 
who has acknowledged acceptance of 
custody of the material by signature.  F f5) Each limetsee wan exports special 
nuciear material o5 moderate strategic 
significance shall comrpiy with the 
re,.iuiremiru,: s*:ecified -r paragraphs Ic) 
and (e|llj. 131. a•-_d !-4i of t!~s secticz 

0 The licensee shall retain each reccrd 
required by tiese sections for three 

• yeais:after the close of period-for which 
"LL the licensee possesses thelspecial 

Snuclear material under each license that 
authorizes the licensee to export this 
material. Copies of superseded material 
must be retain ed for tihree years after 
each change.  S(6) 

Each licensee who Imports special 
ý nuclear material of moderate strategic 
N significance shall.  t (i) Comp]y with the requirements 

specified in paragraphs (c) and (e)(2), 
[3). and (41 of this section. The licensee 

Sshall retain each record required by 
N these sections for three years after the 

Sclose of period for which the licensee 
LL possesses the special -miear mnaterial 
""Lunder each license that authorizes the 

licensee to import this material. Copies 
of superseded material must be retained 
for three years after each change.

(i) The shipper shall provide to the 
Commission, upon request, such addi
tional information regarding a 
planned shipment as the Commission 
considers pertinent to the decision on 
whether to delay such shipment.  

(ii) The receiver of each shipment, 
or the shipper if the receiver is not a 
licensee, shall notify the Administra
tor of the appropriate Nuclear Regula
tory Commission Regional Office 
listed in Appendix A by telephone, no 
later than 24 hours after arrival of 
such shipment at its final destination, 
or after such shipment has left the 

oUnited States as an export, to confirm 
:the integrity of the shipment at the 
Z time of receipt or exit from the United 
ir States.' 

(iii) The Commission shall notify the 
affected shippers no later than two 

days before the scheduled shipment 
date that a given shipment is to be de
layed.  

(iv) Shipments of special nuclear 
material of moderate strategic'signifi
cance which are protected in accord
ance with the provisions, of § § 73.20, 
73.25. and 73.26 shall not be subject to 
orders to delay Shipment,nor consid
ered to constitute a portion of an ag
gregate formula quantity of strategic 
special nuclear material for the pur
poses of determining whether any 
shipments must delayed.

(f) Fixed site requirements for special 
nuclear material'of low strategic 
significance. Each licensee who 
possesses, stores, or uses special 
nuclear material of low strategic 

ux significance at a fixed site or contiguous L sites, except those who are licensed to Soperate 
a nuclear power reactor 

pursuant to part 50, shall:

(ii) Notify the exporter who delivered 
the material to a carrier for transport of 
the arrival of such materiaL 

(7) If. after receiving advance notice 
pursuant to j 73.72 from a licensee 
planing to import, export, transport.  
deliver to a carrier for transport in a 

-single shipment. 'br take delivery at 
0 the point-where it is delivered to a car

rier. special nuclear material of moder
USate strategic significance containing in 

any part strategic special nuclear ma
terial, it appears to the Commission 
that two or more shipments of- special 
nuclear material, of moderate strategic 
significanrce. .constituting in the aggre
gate an amountequal to or greater 
than a.formnula quantity of strategic 
special nuclear material. may be en 
route at the same time, the Commis
sion may order one or more of the 
shippers to delay shipment according 
to the following provisions.
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cordance with the requiremenfts of three years after the close of period for 

§ 73.67(g)(3) of this part, unless the I which the. licensee possesses the special 

shipper is a licensee and has agreed in c m material under each licens that 

writing to arrange for, the in-transit authorizes the licensee to import this 
physical protection. material. Copies of superseded material 

G (3) Each -licensee. either shipper or m must be rets*ind for thee years after 
receiver, who arranges for the phYSiCal I each change.  

F- . . .... protection of special -uclear 

i (1) Store or use the material only s of low stratgcsignificance while (ii) notify the person who delivered 

0 (2) Monitor with an intrusion alarm material free, on board (f.o.b.) the m the material to a carrier for transport of 

M or other device or procedures the con- point'at which it is delivered to a caml- u the arrival of such material.

Strolled access areas to oe-ec uin"u- j_ l e ,f ,- .... .
U. thorized penetrations or -v 

(3) Assure that a watchman- or of0- r (i) Establish and maintain response Ssite response force will respond to all procedurs fordealingwith threats or Sunauthorized penetrations or activi- proetaui-iopy0fdr-ealiurrwthtreas 
ors 

unauthored pthefts of this material. The licensee shall 

Lte.and- 0 retain a copy 'of thecurrent responlse Sprocedures 
as a record for three years 

(4) Establish and maintain response after the close of period for which the 
lprocedures for dealing with threats of ,o' lilcensee piiiseu~s- the special 11,Wear" 

thefts or thefts of this material. The • material utder eeach license for which 

I licensee shall retain a copy of the. I the 'Procedureýs were established. Copies 
N current response procedures as a record of siipers"eed'material must beretained 

for three yearsýafter the close of period for diree years after each change., 

o for which the licensee possesses the Sspecial 
nuclear material under each r (ii) Make a gements to be noti

license for which the procedures were o f i~d. iately of the arrivl .of the 

established. Copies of superseded c.' shipment at its destination, or of any 

material must be, etained for three w- such shipment that "is lost or unac

years after each chang ILcounted for aftr the estimated time 
1_of rval atits destination, and 

"(g) In-transe• requirements for ape

cial nuclear material of low strategic - (iii) Conduct immediately a trace 

significance. (1) Each licensee who - investigation of any shipment that is lost 

--transports or who delivers to a carrier u or unaccounted for after the estimated 
for transpo~tspecial nuclear material 0 arrival time and notify the NRC 

of low strategic significance shall: • Operations Center I within one hour 

(i) Provide advance notification to c after the discovery of the loss of the 

the receiver of any planned shipments u shipment and within one hour after 
specifying the mode of transport, esti
mated time of arrival, location of the recovery of or accounting for such lost 

niuclear material transfer point, name shipment in accordance with-the 

of carrier and transport identification, L provisions ofI 73.71 of this part.  

(ii) Receive confirmation from the 
receiver prior to commencement of the (4) Each licensee who exports special 

planned shipment that the receiver nuclear material of low strategic 

will be ready to accept the shipment significance, shall comply with the 
at the planned time and location and appropriate requirements specified in 

acknowledges the specified mode of pc) and.(g) (1) and (3) ofthis 
I. transport, 'section. The licensee shall retain each 

(iii) Transport the material in a ue s t 

tamper indicating sealed container, 0 record requiredrby these sections for 

U(v) Check the integrity of the con- . e years•ater.the close of period for 

tainers and seals-prior' to shipment. which the'licensee possesses the.special 

and nuclear material under each license that 

(v) Arrange for the in-transit physi- t authorizes he licensee to export this 

cal protection of the material in ac- materaL . Copies of superseded material 

cordance with the requirements of must, betaned iot-lidree years afte.  

i 73.67(g)(3) of this par, unlesý the re- I each: cangf.  
ceiver is :a licensee and has, agreed in ,-
writing to arrange for the. i-transit 8
physical protection. (5) Each licensee who imports special 

(2) Each licensee who receives quanr- nuclear material of low strategic 

ttlies and types of special nuclear ma- I significance shall: 
terial of low- strategic significance .' 
shall: 

(i) Check the integrity of the con- r

tainers and seals upon receipt of the ( [i) Comply with the requirements 

shipment. specified in paragraphs (c) and (g) (2) 

(i0) Notify the shipper of receipt of • and (3) of this section and retain each 

the material as required in § 70.54 of • record required by these paragraphs for 

Part 70 of this chapter. and 0 

(iii) Arrange for the in-transit physi
cal protection of the material in ac- Operatlons Cenerius (301) of t-SI eN 

73-43
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73.67(f)

" RECORDs AND REPORTS, 
§ 73.70 'Records.  

Each record required by this part must 
be legible thr out the retention 
period specified by each'Commission 
egulatio. Th, r:ord may b6 the 

orgnal or arouc copy or a 
microform rovided tha e copy or 
microform is authenticated by 
authorized personnel andthat the 
microform is capable of producing a 
clear coiythroughout the required 
retention'period. The record may also be 
sfortedin electronic media with the 
capability for producing legible, 
accurate, and complete records during 
the requiired retention period. Records 
suchas letters', drawings.specifications.  
must include all perfifient infordation 
such as stamps,-iiialis ,and signatures.  
The licensee shall manaiin adequate 
safeguards against tampering with and 
loss 'Of'recbrs. Eachlicensee subject to 

the provisions, o~f A9 73 73.25, 73.26.  
73.27. 73.45.73A6, 73A55. or 73.60 shall 
keep the~following recSfds:" 

(ae) Names and � ,res•.•. 0 ahl 
individuals wlho have biee designated 
as authorized individuals: The'licensee 
shall retain thisnrecord of currently 
designated' authiorized individuals for 
the period during which the licensee 
possesses the appropriate type and 
qýuantityof special nuclear material 
requiring this record under each license 
that authorizes the activity that is 
subject todt the recordkeeping 
requiremenftand, for three years 

"thereafter. Copies of superseded 
material must be retained for three 

years'after e6di chanigeý.  
(b Na6mes. addresses.i nd badge 

numbeiimbf individuails authorized to 

':have ac.eS, toVital equipment or 
special nuclear raterial, and the vital 
areas and material access areas to 
which authorization is granted. The 
-licensee shallretain the .record of 
individuals cr7rently authbrized this 
access for the period during which the 
licensee possesses the appropriate type 
and quantity of special nuclear material 
requiring this record under each license 
that authorizes the activity that is 
subject to the recordkeeping 
requirement and, for three years 
thereafter. Copies of superseded 
material must be retained for three 
years after each change.  

March 31, 1999
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Cl) 

L_ frj

(c) A register of visitors, vendors, and 
other individuals not employed by the 

licensee pursuant to § § 73.46(d)(13), 
73.55(d)(6), or 73.60. The licensee shall 
retain this register as a record, available 
for inspection, for 3 years after the last 
entry is made in the register.  

(d) A log indicating name, badge 
number. time of entry. and time of exit 
of all individuals granted access to a 
vital area except those individuals 
entering or exiting the reactor control 
room. The licensee shall retain this log 
as a record for three years after the last 
entry is made in the log.  

(e} Documentation of all routine 
security tours and inspections, and of all 
tests. inspections, and maintenance 
performed on physical barriers.  
intrusion alarms, communications 
equipment, and other security related 
equipment used pursuant to the 
requirements of this part. The licensee 
shall retain the documentation for these 
events for three years from the date of 
documenting each event.  

(f) A record at each onsite alarm 
annunciation location of each alarm, 
false alarm, alarm check. and tamper 
indication that identifies the type of 
alarm. location, alarm circuit, date, and 
time. In addition, details of response by 
facility guards and watchmen to each 
alarm, intrusion. or other security 
incident shall be recorded. The license 
shall retain each record for three years 
after the record is made.  

(g) Shipments of special nuclear 
material subject to the requirements of 
this part. including names of carriers, 
major roads to be used, flight numbers 
in the case of air shipments. dates and 
expected times of departure and arrival 
of shipments, vertification of 
communication equipment on board the 
transfer vehicle, names of individuals 
who are to communicate with the 
transport vehicle, container seal 
descriptions and identification, and any 
other information to confirm the means 
utilized to comply with § § 73.25, 73.26.  
and 73.27. This information must be 
recorded prior to shipment. Information 
obtained during the course of the 
shipment such as reports of all 
communications. change of shipping 
plan. including monitor changes. trace 
investigations, and others must also be 
recorded. The licensee shall retain each 
record about a shipment required by this 
paragraph (g) for three years after the 
record is made.  

(h) Procedures for controlling accesF 
to protected areas and for controlling 
access to keys for locks used to protect 
special nuclear material. The licensee

LL 
a 

ii.

(2) This notification must be made to 
the NRC Operations Center via the 
Emergency Notification System. if the 
licensee is party to that system. If the 
Emergency Notification System is 
inoperative or unavailable, the licensee 
shall make the required notification via 
commercial telephonic service or other 
dedicated telephonic system or any 
other methods that will ensure that a 
report is received by the NRC 
Operations Center within one hour. The 
exemption of § 73.21(g){3) applies to all 
telephonic reports required by this 
section.  

(3) The licensee shall, upon request to 
the NRC. maintain an open and 
continuous communication channel with 
the NRC Operations Center.  

(4) The initial telephonic notification 
must be followed within a period of 30 
days by a written report submitted to 
the U.S. Nuclear Regulatory 
Commission. Document Control Desk.  
Washington. DC 20555. The licensee 
shall also submit one copy to the 
appropriate NRC Regional Office listed 
in Appendix A to this part. The report 
"must include sufficient information for 
NRC analysis and evaluation.  

(5) Significant supplemental 
information which becomes available 
after the initial telephonic notification to 
the NRC Operations Center or after the 
submission of the written report must be 
telephonically reported to the NRC 
Operations Center and also submitted in 
a re-ised written report (with the 
rexisions indicated) to the Regional 
Office and the Document Control Desk.

Errors discovered in a written report 
must be corrected in a revised report 
with revisions indicated. The revised 

- report mus÷ replace the previous report: 
S the update must be a complete entity 
U, and not contain only supplementary or 
m revised information. Each licensee shall 
C maintain a copy of the written report of 

an event submitted under this section as 
record for a period of three years from 
the date of the report.

L

m

F [2) This notification must be made in Saccordance with the requirements of 
(0 paragraphs (a) (2), (3), (4), and (5) of this 
1" section.  
r'" LL 

L (c) Each licensee subject to the 
provisions of §§ 73.20, 73.37, 73.50, 
73.51, 73.55, 73.60, or each licensee 
possessing SSNM and subject to the 
provisions of § 73.67(d) shall maintain a 
current log and record the safeguards 

Sevents described in paragraphs II (a) and 
0(b) of appendix G to this part within 24 
cr hours of discovery by a licensee 
"- employee or member of the licensee's 

contract security organization. The 
licensee shall retain the log of events 
recorded under this section as a record 
for 3 years after the last entry is made 
in each log or until termination of the 
license.

iC.ommercial ielephone numbebr of he NRC 
Operatillns Celtler is (3011 816-5100.
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73.70(c)

shalt retain a copy' of tne currenl 
procedures as a record until toe 

SCommission terminates each license for 
2 which the procedures were developed 

,,Ir and. if any portion of the procedure is 
o superseded. retain the superseded 
Lmaterial for three years after each change.  

F§73.71 Reporting of safeguards events.  

[a) (1) Each licensee subject to the Sprovisions 
of §§ 73.25. 73.26, 73.27(c), 

o 73.37, 73.67le) or 73.67(g) shall notify the 
SNRC Operations Center I within one 
, hour after discovery of the loss of any 
Sshipment of SNM or spent fuel, and 

within one hour after recovery of or 
accounting for such lest shipment.

73.71(c)

0 

U.

(b)(1) Each licensee subject to the 
provisions of §§ 73.20, 73.37, 73.50, 
73.51, 73.55, 73.60, or 73.67 shall notify 
the NRC Operations Center within 1 
hojur of discovery of the safeguards 
events described in paragraph I(a)(1) of 
appendix G to this part. Licensees 
subject to the provisions of §§ 73.20, 
73.37, 73.50, 73.51, 73.55, 73.60, or each 
licensee possessing strategic special 
nuclear material and subject to 
§ 73.67(d) shall notify the NRC 
Operations Center within 1 hour after 
discovery of the safeguards events 
described in paragraphs I(a)(2), (a)(3), 
(b), and (c) of appendix G to this part.  
Licensees subject to the provisions of 
§§ 73.20, 73.37, 73.50, 73.51, 73.55, or 
73.60 shall notify the NRC Operations 
Center within 1 hour after discovery of 
the safeguards events described in 
paragraph I(d) of appendix G to this 
part.

g 
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Commission the 30-day written reports 

required under the provisions of thiiis' 
section that are of a quality which-will 
permit legible reproduction and 

t2 processing: If the facility is subject to 
0.§ 50.73 of this chapter, the licensee shall 
cc prepare the written report on NRC Form 
_ 366. If the facility is not subject to 

§ 50.73 of this chapter, the licensee shall 
I not use this form buf shall prepare the 

written report in letter format. The L report must include sufficient 
information for NRC analysis and 
evaluation.  

F &- ..  

(e) Duplicate reports are not required 
ý for events that are also reportable in 

1 accordance with §§ 50.72 and 50.73 of 
L. this chapter.  
CV 

F|73.72 a RequkIement for advance Inotice of 
shipment offormuli quantities oftstrategic 
special nuclear material, special nuclear 
material of moderate!strategic significance, 

I or Irradiated reactor fueL 

(a) A licensee, other than one 
specified in paragraph (b) of this 

. section, who, in a single shipment, plans 
Sto deliver to a carriefor•6ansport. to 
W take delivery at the point wherea 

c shipment is delivered -toa carimer for I transport, to import, to export, or to 
transport a formula quantity of strategic 

| special -nclear material, special nuclear 
material of moderate strategic 

| significance, or irradiated reactor fuel 
| required to be protected in accordance 

with 1 73.37, shall:

F 
l (1) Notify in writing the Division of 
u Industrial and Medical Nuclear Safety 
4 U.S. Nuclear Regulatory Commission.  
,,ar \Vashington. DC 20555: 

L

(2) Assure that the notification will be 
received at least 10 days before 

|transport of the shipment commences at 
the shipping facility; 

(3) Include the following information 
in the notification: 

(i) The name(s), address(es), and 
telephone number(s) of the shipper, 
receiver, and carrier(s); 

(ii) A physical description of the 
shipment: 

(A) For a shipment other than 
Sirradiated fuel, the elements, isotopes, 
Senrichment, and quantity; 

(B) For a shipment of irradiated fuel.  
the physical form, quantity,.type of.  
reactor, and original ýirichment;

(iii) A listing of the modeb() of 
shipnment, itansfer poirnt(s), and route(s) 
to be used; 

(iv).The estimated time and date that 
shipment will commence and that each 
country along the'route is scheduled to 
be entered; and 

(v) The estimated time and dale of 
arrival of the shipment at the 
destination; 

r (4) Notify the Division of industrial and 
.Medical Nuclear Safety by telephone at 
(301) 415-7197 at least 10 days before the 

Sshipment commences at the shipping 
N facility that an advance notice has been 
C sent: and 

(5) Notify the Division of Industrial and 
NMedical Nuclear Safety by telephone at 
(301) 415-7[97 of any changes to the 

Lshipment itinerary.  

(b) A licensee who makes a road 
shipment or transfer with one-way 
transit times of one hour or less in 
duration between installations of the 
licensee is exempt from the 

W requirements of this section for that 
Sshipment or transfer.  

c 73.73 Requirement for advance notice 
\ and protection of export shipments of 
l special nuclear material of low strategic 

significance.  

(a) A licensee authorized to export 

special nuclear material of low strategic 
significance shall:

r- (1) Notify in writing the Division of 

"O Industrial and Medical Nuclear Safety.  
c U.S. Nuclear Regulatory Commission, 
UWashington. DC 20555; 
L 

(2) Assure that the notification will be 
received at least 10 days before 
transport of the shipment commences at 
the shipper's facility; 

(3) Include the following information 
in the notification: 

(i) The namets), address(es), and 
telephone number(s) of the shipper, 
receiver, and carrier(s); 

(ii) A physical description of the 
Sshipment (the elements, isotopes, form, 

Setc.); 
(iii) A listing of the mode(s) of 

n shipment, transfer points, and routes to 
be used; 

(iv) The estimated time and date that 
shipment will commence and that each 
country along the route is scheduled to 
be entered; and 

(v) The estimated time and date of 
arrival of the shipment at the 

destination; 
(4) Assure that during transport 

I outside the.United States, the shipment 
will be'proitcted in.accordance with 
Annex I to'e Convention on-the 
Physical Protection of Nuclear Material 
(see Appendix E of this part)..  

F (b) A licensee who needs to amend a 
Swritten advance notification required by 

"I paragraph (a)}of this section may do so by 
i telephoning the Division of Industrial and 
c Medical Nuclear Safety at (301) 415-7197.  

L
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F-
§ 73.74 Requirement for advance notice 
and protection of Import shipments of 
nuclear material from countries that are not 
party to the Convention on the Physical 

SProtection of Nuclear Material.  
CD 

W (a) A licensee authorized to import 
L_ special nuclear material of low strategic L, significance from a country not a party 

to the Convention on the Physical 
Protection of Nuclear Material (i.e.. not 
listed in Appendix F of this part) shall: 

F (1) Notify in writing the Division of 
.oz Industrial and Medical Nuclear Safet-.  

SU.S. Nuclear Regulatory Commission.  
p: Washington. DC 2055W: 
U

oL 

(2) Assure that the notification will be 
received at least 10 days before 
transport of the shipment commences at 
the shipper's facility: and 

(3) Include the following information 
in the notification; 

(i) The namefs), address(es) and 
telephone number(s) of the .hipper, 

, receiver, and carrier(s); 
lii) A physical description of the 

[ shipment (the isotopes, enrichment, 
u quantity, etc.): 

(iii) A listing of mode(s) of shipment, 
transfer points, and routes to be used; 

(iv) The estimated time and date that 
shipment will commence and that each 
country along the route is scheduled to 
be entered: and 

(v) The estimated time and date of 
arrival of the shipment at the 
destination.

(b) A licensee who needs to amend a written advance notification required by 
- paragraph (a) of this section may do so by 
- telephoning the Division of Industrial and 
SMedical Nuclear Safetv at (301) 415-7197.  
0 

L F(c) A licensee authorized to import 
from a country not a party to the 
Convention on the Physical Protection of 
Nuclear Material (i.e., not listed in 
Appendix F of this part) a formula 
quantity of special nuclear material.  
special nuclear material of moderate 

, strategic significance. special nuclear 
cr material of low strategic significance. or 

irradiated reactor fuel shall assure that 
i during transport outside the United 

States the shipment will be protected in 
accordance with Annex I to the 
Convention on the Physical Protection of 
Nuclear Material (see Appendix E of 
this part).

10 

U
N
(C)

ENFORCEMENTr 

§ 73.80 Violations.  
(a) The Commission may obtain an 

injunction or other court order to 
prevent a violation of the provisions 
of

(1) The Atomic Energy Act of 1954. as 
amended; 

(2) Title I1 of the Energy 
Reorganization Act of 1974, as amended; 
or 

t3) A regulation or order issued 
pursuant to those Acts.  

(b) The Commission may obtain a 
court order for the payment of a civil 
penalty imposed under section 234 of the 
Atomic Energy Act: 

(1) For violations of
(i) Sections 53. 57. 62. 63, 81, 82, 101, 

103, 104, 107, or 109 of the Atomic 
Energy Act of 1954. as amended: 

(ii) Section 206 of the Energy 
Reorganization Act; 

(iii) Any rule, regulation, or order 
issued pursuant to the sections specified 
in paragraph (b)(1)(i) of this section: 

(iv) Any term. condition, or limitation 
of any license issued under the sections 
specified in paragraph (b)(1)(i) of this 
section.  

(2) For any violation for which a 
license may be revoked under Section 
186 of the Atomic Energy Act of 1954, as 
amended.  

§ 73.81 Criminal penaltes.  
(a) Section 223 of the Atomic Energy 

Act of 1954, as amended, provides for 
criminal sanctions for willful violation 
of. attempted violation of. or conspiracy 
to violate, any regulation issued under 
sections 161b, 161i, or 161o of the Act.  
For purposes of section 223. all the 
regulations in part 73 are issued under 
one or more of sections 161b. 161i, or 
161o. except for the sections listed in 
paragraph (b) of this section.  

(b) The regulations in part 73 that are 
not issued under sections 161b, 161i. or 
161o for the purposes of section 223 are 
as follows: §§ 73.1. 73.2. 73.3. 73.4. 73.5, 
73.6. 73.8. 73.25. 73.45. 73.80. and 73.81.
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PART 73 *PHYSICAL PROTECTION OF PLANTS AND MATERIALS

APPENDIX A TO PART 73-U.S. NUCLEAR REGULATORY COMMISSION REGIONAL OFFICES 
Telephone 

Addresses (24 hours) 

NRC Operations Center (via NRC Operator) ........................................ USNRC. Office for Analysis and (301)415-7000 
Evaluation ot Operational Data.  
Washington, DC 20555.  

Region I: Connecticut, Delaware. District of Columbia. Maine, Mary- USNRC, 475 Allendale Road. King (610) 337-6000 

land. MassachusettsI New' Hampshire. iNew Jersey. New York. of Prussia. PA 19406. (FTS) 346-6000 

Pennsylvania, Rhode Island. andlVermont 
Region I1: Alabama, Florida& Georgia, Kentucky, Misslssippl, North USNRC, Atlanta Federal Center, (404) 562-4400 

Carolina, Puerto Rico, South- Carolina, Tennessee, Virginia. Virgin 61 Forsyth Street, SW., Suite 

Islands, and West Virginia. 23T85, Atlanta, GA 30303.  

Region TiI: Illlinos, Indiana, Iowa, Michigan, Minnesota. Missouri. Ohio. USNRC. 801 Warrenville Road, (708) 829-9500 

and Wisconsin. .Usle. Illinois 60532-4351. (FTS) 829-9500 

Region IV: Alaska. Arizona. Arkansas, Califoia, Colorado., Ha.w. USNRC, 611 Ryan Plaza Drive. (817) 860-8100 

Idaho, Kansas. Louisiana. Montana, Nebraska. Nevada. No* MeL Suite 400, Arlington. TX 76011. (FTS) 728-0100 

loo, North Dakota. Oklahoma, Oregon, South Dakota, TexasiUtahl.  
Washington. Wyoming. and the U.S. terrdories and possessions in 
the Pacific.  

Region IV: Field Office ................................ USNRC, Region IV, Walnut Creek (510) 975-0200 
Field Office. 1450 Maria Lane, 
Suite 300, Walnut Creek, CA
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Appendix B-General Crileria for 
Security Personnel 

Taobe of Cont ents 

lniroduction.  
Definitiens.  
Criteria.  
1 Emnployment siitibilitI and qualification.  

A- Suwability.  
B. Physical and mental qualifications.  
C. Medical examination and physical 

fitness qualifications.  
D. Contract sfcurity personnel.  
E. Physical and medical requalif-calion.  
F. Documentlaion.  
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INTRODUCTION 

Security personnel who are responsible for 
the protection of special nuclear material on 
site or in transit and for the protection of the 
facility or shipment vehicle against 
radiological sabotage should, like other 
elements of the physical security system, be 
required to meet minimum criteria to ensure 
that they will effectively perform their 
assigned security-related job duties. In order 
to ensure that those individuals responsible 
for security are properly equipped and 
qualified to execute the job duties prescribed 
for them, the NRC has developed general 
criteria that specify security personnel Squalification requirements.  

o These general criteria establish 
cc requirements for the selection, training, 
L_ equipping, testing, and qualification of 

-n individuals who will be responsible for 
protecting special nuclear materials, nuclear 
facilities, and nuclear shipments.  

When required to have security personnel 
that have been trained, equipped, and 
qualified to perform assigned security job 
duties in accordance with the criteria in this 
appendix, the licensee must establish.  
maintain, and follow a plan that shows how 
the criteria will be met. The plan must be 
submitted to the NRC for approval and must 
be implemented within 30 days after 
approval by the NRC unless otherwise 
specified by the NRC in writing.  

F DEFINITIONS 

Terms defined in Parts 50, 10. and 73 of 

this chapter have the same meaning when 
-used in this appendix.  
CM S~CRITERIA 

SI. Employment suitability and qualification.  
A- Suitability: 1. Prior to employment, or 

* assignment to the security organization, an 
individual shall meet the following suitabil
ity criteria:

a. Educational development-Possess a 
high school diploma or pass an equivalent 
performance examination designed to meas
ure basic job-related mathematical, lan
guage, and reasoning skills, ability, and 
knowledge, required to perform security job 
duties.  

b. Felony convictions- Have no felony 
convictions involving the use of a weapon 
and no felony convictions that reflect on 
the individual's reliability.  

2. Prior to employment or assignment to 
the security organization in an armed capac
ity, the individual, in addition to (a) and (b) 
above, must be 21 years of age or older.  

B. Physical and mental qualifications. 1.  
Physical qualifications: 

a. Individuals whose security tasks and job 
duties are directly associated with the effec
tive implementation of the licensee physical 
security and contingency plans shall have 
no physical weaknesses or abnormalities 
that would adversely affect their perform
ance of assigned security job duties.  

b. In addition to a. above, guards, armed 
response personnel, armed escorts, and cen
tral alarm station operators shall successful
ly pass a physical examination administered 
by a licensed physician. The examination 
shall be designed to measure the individ
ual's physical ability to perform assigned se
curity job duties as Identified in the licensee 
physical security and contingency plans.  
Armed personnel shall meet the following 
additional physical requirements: 

(1) Vision: (a) For each individual, distant 
visual acuity in each eye shall be correctable 
to 20/30 (Snellen or equivalent) in the Sbetter eye and 20/40 in the other eye with 

r eyeglasses or contact lenses. If uncorrected 
¢o distance vision is not at least 20/40 in the Sbetter 

eye, the individual shall carry an 
0) extra pair of corrective lenses. Near visual 

acuity, corrected or uncorrected, shall be at 
least 20/40 In the better eye. Field of vision 
must be at least 70' horizontal meridian in 
each eye. The ability to distinguish red, 
green, and yellow colors is required. Loss of 
vision in one eye is disqualifying. Glaucoma 
shall be disqualifying, unless controlled by 
acceptable medical or surgical means, pro
vided such medications as may be used for 
controlling glaucoma do not cause undesir
able side effects which adversely affect the 
individual's ability to perform assigned secu
rity job duties, and provided the visual 
acuity and field of vision requirements 
stated above are met. On-the-job evaluation 
shall be used for individuals who exhibit a 
mild color vision defect.  

(b) Where corrective eyeglasses are re
quired. they shall be of the safety glass 
type.  

(c) The use of corrective eyeglasses or con
tact lenses shall not interfere with an indi
vidual's ability to effectively perform as
signed security job duties during normal or 
emergency operations.

(2) Hearing: (a] Individuals shall have 
no hearing loss in the better ear greater 
than 30 decibels average at 500 Hz.  
1.000 Hz. and 2,000 Hz with no level 
greater that 40 decibels at any one 
frequency (by ISO 389 "Standard 
Reference Zero for the Calibration of 

10 Puritone Audiometer" (1975) or ANSI 
i S3.6--1969 (R. 1973) "Specifications for 
cc Audiometers"]. ISO 389 and ANSI S3.6
in 1969 have been approved for 

incorporation by reference by the 
Director of the Federal Register. A copy 
of each standard is available for 
inspection at the NRC Library, 11545 
Rockville Pike. Rockville. Maryland 
20852-2738.
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(b) A hearing aid is accepable provided 
suitable testing procedures demonstrate au
ditory acuity equivalent to the above stated 
requirement

(c) The use of a bearing aid shall not de
crease the effective performance of the indi
vidual's assigned security job duties during 
normal or emergency operations.  

(3) Diseases- Individuals shall have no es
tablished medical history or medical diagno
sis of epilepsy or diabetes, or. where such a 
condition exists, the individual shall provide 
medical evidence that the condition can be 
controlled with proper medication so that 
the individual will not lapse into a coma or 
unconscious state while performing assigned 
security job duties.  

(4) Addiction-Individuals shall have no es
tablished medical history or medical diagno
sis of habitual alcoholism or drug addiction, 
or, where such a condition has existed, the 
individual shall provide certified documen
tation of having completed a rehabilitation 
program which would give a reasonable 
degree of confidence that the individual 
would be capable of performing assigned se
curity job duties.  

(5) Other physical requirements-An indi
vidual who has been incapacitated due to a 
serious illness, injury, disease, or operation, 
which could interfere with the effective per
formance of assigned security job duties 
shall, prior to resumption of such duties, 
provide medical evidence of recovery and 
ability to perform such security job duties.  

2- Mental qualifications: a, Individuals 
whose security tasks and job duties are di

rectly associated with the effective imple
mentation of the licensee physical security 
and contingency plans shall demonstrate 
mental alertness and the capability to exer
cise good judgment, implement instructions.  
assimilate assigned security tasks, and pos
sess the acuity of senses and ability of ex
pression sufficient to permit accurate com
munication by written, spoken, audible, visi
ble. or other signals required by assigned 
job duties.
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PART 73 PHYSICAL PROTECTION OF PLANTS AND MATERIALS

b. Armed individuals, and central alarm R E. Physical requalificationm-A least every 
station operators, in addition to meeting the 12 months, central alarm station operators 
requirement stated in paragraph a. aboye,- Ishall be required to meeithe physical 
shall have no emotional, instabllty 0f tA•;tr requirements of .1B.b Ofthis section, an4•.  
would interfere with the effective perform- guards, armed response personnel. and 
ance of assigned security job duties. The de- armed escorts shall be required to meet the.  

F termination shall be made by a licensed psy- physical requirements of paragraphs 1.1 (I) 
i chologist or psychiatrist, or, physician, or o, 
"" other person professionally trained, to iden- and (21.,and C of this section-The oensee

Cc tify emotional instability. shell documeint each indivdual!s physical 
U- c. The licensee shall arrange for continued - requaliicati6niind Shall retain this 

observation of security personnel: and for documentation f61 requlification as a record 

appropriate corrective measures by-respon- m for three years from the date of each 
sible supervisors for indications of emotion- requalificas"tion.  
al instability of individuals in the course of F.Documentation-The results 0f 
performing assignedl security job duties, suitability, phbyicat and mental 
Identification of emotional instability by re- qualifications data and test resuits rmust be 
spons;ible supervisors shall be-subject to ver- documented by the licensee orthe licensee's L fficatinn by a licensed,.tralned person. &Pont The licensee or the agent shall retain 

this documientation as a" record for three 

SC. Medical examinations and~pf3sical years from the date of obtdining and 

Fffiness qualifications--Guarils.'arm~ed Lrecording these re'sulw-
response personnej. armed escorts and other 
armed security force members shall be given 
a medicai examination including a 
determination and written certification by a 
licensed vsician thatthere are no isedical 
contraindiction as disclosed by-the medical 
examination topariticipation by the 
individual iý physicalfitness tests.  
Subsequent i6 this~ne~dica examination.  

wguards. armed resporns'epersonnel. armed 
escorts and otber ai~ned security force 
member sI all,a emoonstrate phyisical fimnes, " 
for assigned securiiy job dutiis by performing 
a praciicalphysical exercise. pgrm with in 
a specific time period. The exercise program 
performance objectives shall be described in 
the license training and qualifications plan 
and shall consider job-related functions such 
as strenuous activity, physical exertion, levels 
of sni-ass. and exposure to the elements as 
they pertain to each individual~s assigned 
security job duties;for both normal and 
energency operations.-The physical fitness 
qualification of easch guard. armed response 
person. armed escorf.anid other security force 
member shall be dbodumented and attested to 
bya licensee secu'rity superyisor. The 
licensee shall retain this documentation as a 
record for three years from the date of each 
qualification.

c G. Nothing herein authorizes or requires a 
licensee to investigate into or judge the 

' reading habits, political or religious beliefs, 
,r or attitudes on social, economic,lor political 

i. issues of.any person.

.11. Training and qualifications 

A. Training reauirementb-Each individual 
who requires training to perform assigned 
security-related job-tasks or job duties as 
identified in the licensee physical security or 
contingency plans shall, prior to assignment.  
be trained to perform these tasks and duties 
in accordance with the licensee or the 
licensee's agent's documented training and 
qualifications plan. The licensee or the. agent 
shall maintain documentation of the current 
plan and retain this documentation of the 
plan as a record for three years after the 
close of period for which the licensee 
possesses the special nuclear material under 
each license for which the plan was 
developed and. if any portion of the plan is 
superseded, retain the material that is 
superseded for three years after each change.  

B. Qualification requirements--Each 
person who perorms security-related job 
tasks or job duties required to implement the 
licensee physical security or contingency 
plan shall, prior tio'being'assigned to these 
tasks or duties, be qualified in accordance 
with the licensee'sNRC-approoved training 
and qualifications' pli. The qualifications of 
each individual must be documented and 
attested by lailicensee security supervisor.  
Thellicensee.shall retain this documentation 
of eich indii'idualrsquaifications as a record 
for three years after the empioyee ends 
emplo.ment in the security-related capacity 
and for three years after the close of period ' 
for which the licensee possesses the special 
nuclear material under each license, and 
superseded material for three years after 
each change.  

C. Contract personnel-Contract personnel 
shall be trained, equipped, and qualified as 
appropriate to their assigned security-related 
job tasks or job duties, in accordance with 
sections IU I1. IV. and V of this appendix.  
The qualifications of each individual must be 
documented and attested by a licensee 
security supervisor. The licensee shall retain 
this documentation of each individuals

tL 

(n 
In

D Cpntract security personnel-Contract 
security persormel shall be required to meet 

• 1the suitability, physical, and mental re
" quirements as appropriate to their assigned a. security Job duties in accordance with sec

Stion I of this appendix.

q qualifications as a record for three years after 
Z the employee ends employment in the 

I security-related capacity and for three years 
Safter the close of period for which the` 
C9 licensee possesses the special nuclear 
U) material under eachlicense. and superseded 
* L material for three years after each change.

D. Security knowledge, skills, and abili
ties-Each individual assigned to perform 
the security related task identified in the li
censee physical security or contingency plan 
shall demonstrate the required knowledge, 
skill, and ability in accordance with the 
specified standards for each task as stated 
in the NRC approved licensee training and 
qualifications plan. The areas of knowledge, 
skills, and abilities, that shall be considered 
in the licensee's training and qualifications 
plan are as follows: 

1. Protection of nuclear facilities, trans
port vehicles, and special nuclear material.  

2. NRC requirements and guidance for 
physical security at nuclear facilities and 
for transportation.  

3. The private security guard's role in pro
viding physical protection for the nuclear 
industry.  

4. The authority of private guards.  
5. The use of nonlethal weapons.  
6. The use of deadly force.  
7. Power of arrest and authority to detain 

individuals.  
8. Authority to search individuals and 

seize property.  
9. Adversarygr~oup operations.  
"1.0. MIotlvation and objectives of adversary 

groups.  
11. Tactics and force that might- be Ilds 

tby adversary, groups to achieve their objec Stives.  
12. Recognition 'of sabotage related de

L-vices and equipment that might be used 
against the licensee's facility or shipment 
vehicle.  

13., Facility security organization and op
eration.  

14. Types of physical barriers.  
15. Weapons, lock and key control system 

operation.  
16. Location of SNM and/or vital areas 

within a facility.  
17. Protected area security and vulnerabil

Ity.  
18. Types of alarm systems used.  
19. Response and assessment to alarm an

nunciations and 'ther indications of intru
sion.  

20. .amiliarization with types of special 
nuclear material processed.  

21. General concepts of fixed site security 
systems.  

22. Vulnerabilities and consequences of 
theft of special nuclear material or radiolog
ical sabotage of a facility.  

23. Protection of security system informa
tion.  

24. Personal equipment use and operation 
for normal and contingency operations.  

25. Surveillance and assessment systems 
and techniques.  

26. Communications systems operation.  
fixed site

27. Access control systems and operation 
for Individuals, packages, and vehicles.  

28. Contraband detection systems and 
techniques.  

29. Barriers and other delay systems 
around material access or vital areas.
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30. Exterior and interior alarm systems 
cperation.  

31. Duress alarm operation.  
32. Alarm stations operation.  
33. Response force organization.  
34. Response force mission.  
35. Response force operation.  
36. Response force engagement.  
37. Security command and control system 

during normal operation.  
38. Security command and control system 

during contingency operation.  
39. Transportation systems security orga

nization and operation.  
40. Types of SNM transport vehicles.  
41. Types of SNM escort vehicles.  
42. Modes of transportation for SNM.  
43. Road transport security system com

mand and control structure.  
44. Use of weapons 
45. Communications systems operation for 

transportation, shipment to control center 
and intraconvoy.  

46. Vulnerabilities and consequences of 
theft of special nuclear material or radiolog
ical sabotage of a transport vehicle.  

47. Protection of transport system securi
ty information.  

48. Control of area around transport vehi
cle.  

49. Normal convoy techniques and oper
ations.  

50. lamilliarization with types of special 
nuclear materials shipped.  

51. Fixed post station operations.  
52. Access control system operation.  
53. Search techniques and systems for in

dividuals, packages and vehicles.  
54. Escort and patrol responsibilities and 

operation.  
55. Contengency response to confirmed in

trusion or attempted intrusion.  
56. Security system operation after com

ponent failure.  
57. Fixed site security information protec

tion.  
58. Security coordination with local law 

enforcement agencies
59. Security and situation reporting, docu

mentation and report writing.  
60. Contingency duties.  
61. Self defense.  
62. Use of and defenses against incapaci

tating agents.  
63. Security equipment testing.  
64. Contingency procedures.  
65. Night vision devices and systems.  
66. Mechanics of detention.  
67. Basic armed and unarmed defensive 

tactics.  
68. Response force deployment.  
69. Security alert procedures.

70. Security briefing procedures.  
71. Response force tactical movement.  
72. Response force withdrawal.  
73. Reponse force use of support fire.  
74. Response to bomb and attack threats.  
75. Response to civil disturbances (e.g..  

strikes, demonstrators).  
76. Response to confirmed attempted 

theft of special nuclear material and/or ra
diological sabotage of facilities.  

77. Response to hostage situations.  
78. Site specific armed tactical procedures 

and operation.  
79. Security response to emergency situa

tions other than security incidents.  
80. Basic transportation defensive re

sponse tactics.  
81. Armed escort deployment.  
82. Armed escort adversary engagement.  
83. Armed escort formations.  
84. Armed escort use of weapons fire (tac

tical and combat).  
85. Armed escort and shipment movement 

under fire.  
86. Tactical convoying techniques and op

erations.  
87. Armed escort tactical exercises.  
88. Armed escort response to bomb and 

attack threats.  
89. Verification of shipment documenta

tion and contents.  
90. Continuous surveillance of shipment 

vehicle.  
91. Normal and contingency operation for 

shipment mode transfer.  
92. Armed personnel procedures and oper

ation during temporary storage between 
mode transfers of shipments.  

93. Armed escort threat assessment and 
I response.  
1' 94. System for and operation of shipment 

vehicle lock and key control.  
95- Techniques and procedures for isola

tion of shipment vehicle during a contingen
cy situation.  

96. Transportation coordination with local 
law enforcement agencies.  

97. Procedures for verification of ship
ment locks and seals.  

98. Transportation security and situation 
reporting, documentation, and report writ
ing.  

99. Procedures for shipment delivery and 
pickup.  

100. Transportation security system for 
escort by road. rail, air and sea.  

E_ Requalificat-ion-Security personnel 
shall be requalified at least every 12 months 
to periorm assigned security-related job tasks 

c and duties for both normal and contingency 
operations. Requalification shall be in 

Saccordance with the NRC-approved licensee 
a training and qualifications plan. The results 
u- of requalification must be documented and 
e attested by a licensee security supervisor.  

The licensee shall retain this documentation 
of each individual's requalification as a 
record for three years from the date of each 
requalification.

III. Weapons training.  
A. Guards, armed response personnel and 

armed escorts requiring weapons training to 
perform assigned security related job tasks 
or job duties shall be trained in accordance 
tith the licensees' documented weapons 
raining programs. Each individual shall e 

proficient in the use of his assigned 
weapon(s) and shall meet prescribed stand
ards in the following areas: 

1. Mechanical assembly, dissasembly, 
range penetration capability of weapon, and 

ar bullseye firing.  
LL 2. Weapons cleaning and storage.  
"3 . Combat firing, day and night.  

4. Safe weapons handling.  
5. Clearing, loading, unloading, and re

loading.  
6. When to draw and point a weapon.  
7. Rapid fire techniques.  
8. Close quarter firing.  

S9. Stress firing.  
10. Zeroing assigned weapon(s).  

"- IV. VWeaponb qualiiication and requalifiratior; 
program 

Qualification firing for the handgun and the 
rifie must be for daylight firing, and eac
individual shall periorm night finng io

o faniiliarizauon with assigned weapon(s). Tne 

results of weapons qualification and 
u- requalification must be documented by the 

licensee or the licensee's agent. Each 
individual shall be requalified at least every 
12 months. The licensee shall retain this 
documentation of each qualification and 
requalification as a record for three years 
from the date of the qualification or, 
requalification. as appropriate.

LL 
coi 
('3

A. Handgun-Guards, armed escorts and 
armed response personnel shall qualify with 
a revolver or semiautomatic pistol firing the 
national police course, or an equivalent na
tionally recognized course. Qualifying score 
shalt be an accumulated total of 70 percent 
of the maximum obtainable score.  

B. Semiautomatic Rifle-Guards, armed 
escorts and armed response personnel, as
signed to use the semiautomatic rifle by the 
licensee training and qualifications plan.  
shall qualify with a semiautomatic rifle by 
firing the 100-yard course of fire specified in 
section 17.5(1) of the National Rifle Associa
tion, High Power Rifle Rules book (effective 
March 15, 1976),' or a nationally recognized 
equivalent course of fire. Targets used shall 
be as stated in section 17.5 for the 100-yard 
course. Time limits for individuals shall be 
as specified in section 8.2 of the NRA rule 
book, regardless of the course fired. Qualify
ing score shall be an accumulated total of 80 
percent of the maximum obtainable score.

Copies of the 'NRA High Power Rifle 
Rules" may be exanined at, or obtained 
from. the National Rifle -Association. 1600 
Rhode Island Avenue NW.. Washington, 
D.C. 20036-
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C. Shotgun-Guards. armed escort, and 
armed response personnel assigned to use 
the 12 gauge shotgun by the licensee train
rig and qualifications plan shall qualify 
with a full choke or improved modified 
choke 12 gaugeshotgun firing the following 
course: 

"Range Poston JNo.' Target' • ~RouJnds l 

15 yd ............ Hip fre posrd .. 4 -
25 ydus ............ Shoulder ........... .- 27 

1The 4 rounds shall oe flred at 4 separate targets within 10 seconds 
using 00 gauge (9 pellet) shotgun shells.  

S2As set loith by the National Rifle Association (NRA)in its official rules 
andregulations. NRA Target Manufacturers indexo December 1976. The 
Indexhas been approved for incorporation by refereneby the Okectoeof 
the Federal Register. A copy of the index is available for inspection at the 
NRC Library. 11545 Rockvitle Pike. Rcctvilfe.'MWalnd 20852-2738, 

To qualify the individua•l sha•llbe required 
to place 50 percent of'all pellet dd3 pellets) 
within the black silhouette.

D:. Requal ificati6on-ndivdual-'sshall be 
"weapons requillfied at least every, 12 
mdnths in accordance with the NRC ap
proved licensee training and rqualifications 
plan, and in accordance with the require
merits stated in A, B, and C of this section.  
V. Guard, armed response per0onnel, and 

armed escort equipment.  
A. Fixed Site-Fixed site guahrds and 

armed response personnel shall.either be 
equipped with or have available the, follow
ing security equipment aiprn0priate to the 
individual's assigned contingency security 
relatdd tasks or job duties as described in 
tlhe.Iicense. physical security and contin
gency plans: 

1. Semiautomatic rifles with following 
nominal minimum specifications: 

Ca) .223 caliber.  
(b) Muzzle velocity. 1980 fL/sec.  
Cc) Muzzle energy, 955 foot-pounds.  
(d) Magazine or clip load of 10 rounds.  
(e) Magazine reload, < 10 seconds.  
(f) Operable in any environment in which 

it wil. be used.  
2. 12 gauge shotguns with-the following 

capabilities: - I, - , 
(a).4 round pump or semiautomatic.  
(b) Operable in any environment in which 

it will be used.  
.Sc) FulIlor modified choke.  
3. Semiautomatic pistols or revolvers with 

the following nominal minimum specifica.  
tions: 

Ca) .354 caliber.  
(b) Muzzle energy, 250 foot-pounds.  
(c) Full'magazine or cylinder reload capa

bility< 6 seconds.  
cd) Muzize velocity. 850 ft/sec.  
(e) Full cylinder or magazine capacity, 8 

rounds.  
(f) Operable in any environment in which 

it will be used.

.9 
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4. Ammunition: 
(a) For each assigned weapon as appropri

ate to the individual's assigned contingency 
security job duties and as readily available 
as the weapon: 

(1) 18 rounds per handgun.  
(2).100 rounds per semiautomatic rifle.  
(3) -12 rounds, each per shotgun (00 gauge 

and slug).:' 
(b) Ammunition available on site-two (2) 

times the amount stated in (a) above for 
each weapon.  

5. Personal equipmlent to be readily avail.  
able for individuals whose assigned contin
gency security job duties, as described in the 
licensee: physicalasecurity and contingency 
plans, -warrant such equipment: 

(a) Helmet, combat.  
(b) Gas maski full lace.  
(c) Body armor (bullet-resistant vest).  -d) Flashlights and batteries.  

(e) Bation."'. . .. .. .  
(f) Handcuffs.  
(g) Ammulnlti6n/equiprnent belt.  
6. Binoculars.  
7. Night vision aids, i.e.. hand-fired Illumi

nation flares or equivalent. . .  
S. Tear gas or other nonlethal ga.  
9. Duress alarms.  
1b. Two-way portable radios (had-tdtalkie) 

2 channels minimum, 1 operating and 1 
emergency

B.' Transportation-Armed escorts shall 
either be equipped with or have readily 
available the following security equipment 
appropriate to the individual's assigned con
tingency security related tasks or job duties.  
as described in the licensee physical, security 
and contingency plans: 

1. Semiautomatic rifles with the following 
nominal minimum specifications: 

(a) .223 caliber.  
(b) Muzzle velocity, 1.980 ft/sec.  
(c) Muzzle energy. 955 foot-pounds.  
(d) Magazine or clip of 10 rounds.  
(e) Reload capability, 10'seconds.
(f) Operable in any environment in which 

it will be used.  
2. 12 gauge shotguns. ".  
Ca) 4 round pump or semiautomatic.  
(b) Operable, in: any environment in which 

it will be used.  
(c) Full or modified'choke.  
3.-SemIautomatic pistols or revolvers with 

the following nominal minimum specifica
tions: 

(a) .354 caliber.  
(b) Muzzle energy, 250 foot-pounds.  
Cc) Full magazine or cylinder reload capa

bility, 6 seconds..  
Cd) Muzzle velocity, 850 ft/sec.  
Ce) Full cylinder or magazine capacity, 6 

rounds.  
(f) Operable in any environment in which 

it will be used. 1 

4. Ammunition for each shipment.  
(a) For each assigned weapon as appropri

ate to the individual's assigned contingency 
security job duties and as readily available 

-as the weapon: 
(1) 36 rounds per h'andgun.  
(2) 120 rounds per semiautomatic rifle.  
(3) 12 rounds each. per shotgun (00 gauge 

and slug).  
.5. Escort vehicles, bullet resisting.  

equipped with -communications systems.,red 
flares, first aid kit, emergency tool kit, tire 
changing equipment, battery chargers for 
radios (where appropriate, for recharging 
portable radio batteries).
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6. Personal equipment to be readily avail
able for individuals whose assign' d contin
gency security job duties, as described in the 
licensee physical security and contingency 
plans, warrant such equipment: 

(a) Helmet, combat.  
( ib) Gas mask, full face.  

S(c) Body armor (bullet-resistant vest).  

(d) Flashlights and batteries.  
U- (e) Baton.  
M (f) Ammunition/equipment belt.  

(g) Pager/duress alarms.  
7. Binoculars.  
8. Night vision aids. i.e., hand-fired illumi

nation flares or equivalent.  
9. Tear gas or other nonlethal gas.

APPENDIX C-LICENSEE SAFEGUARDS 
CONTINGENCY PLANS 

INTRODUCTION 

A licensee safeguards contingency plan is a 
documented plan to give guidance to licensee 
personnel in order to accomplish specific 
defined objectives in the event of threats, 
thefts, or radiological sabotage relating to 
special nuclear material or nuclear facilities 
licensed under the Atomic Energy Act of 
1954, as amended. An acceptable safeguards 
contingency plan must contain: (1) a 
predetermined set of decisions and actions to 
satisfy stated objectives. (2) an identification 
of the data, criteria, procedures, and 
mechanisms necessary to efficiently 
implement the decisions, and (3] a stipulation 
of the individual, group, or organizational 
entity responsible for each decision and 
action.  

The goals of licensee safeguards 
contingency plans for responding to threats.  

C thefts, and radiological sabotage are: 
(1) to organize the response effort at the 

C' licensee level, or

S(2) 
to provide predetermined, structured 

Sresponses by licensees to safeguards 
contingencies, 

(3] to ensure the integration of the licensee 
response with the responses by other entities.  
and 

(4) to achieve a measurable performance in 
response capability.  

Licensee safeguards contingency planning 
should result in organizing the licensee's 
resources in such a way that the participants 
will be identified, their several 
responsibilities specified, and the responses 
coordinated. The responses should be timely.  

It is important to note that a licensee's 
safeguards contingency plan is intended 
to be complementary to any emergency 
plans developed pursuant to appendix E 
to part 50 or to § 70.22(i) of this chapter.  

CONTENTS OF THE PLAN 
Each licensee safeguards contingency plan 

shall include five categories of information: 
1. Background 
2. Generic Planning Base 
3. Licensee Planning Base 
4. Responsibility Matrix 
5. Procedures 

Although the implementing procedures 
S(the fifth category of Plan information) are 
% the culmination of the planning process, 
7_ and therefore are an integral and important 
rL part of the safeguards contingency plan, 
u. they entail operating details subject to fre
Squent changes. They need not be submitted 

to the Commission for approval, but will be 
inspected by NRC staff on a periodic basis.  
The licensee is responsible for ensuring that 
the implementing procedures reflect the in
formation in the Responsibility Matrix, ap
propriatel3 summarized and suitably pre
s-ented for effective use by the responding 
entities.

The following paragraphs describe the 
contents of the safeguards contingency 
plan.  

1. Backgroinad. Under the following 
topics, this category of information shall 
identify and define the perceived dangers 
and incidents with which the plan will deal 
and the general way it will handle these: 

a. Perceived Danger-A statement of the 
perceived danger to the security of special 
nuclear material, licensee personnel, and li
censee property, including covert diversion 
of special nuclear material, radiological sab
otage, and overt attacks. The statement of 
perceived danger should conform with that 
promulgated by the Nuclear Regulatory 
Commission. (The statement contained In 
10 CFR 73.55(a) or subsequent Commission 
statements will suffice.) 

b. Purpose of the Plan-A discussion of 
the general aims and operational concepts 
underlying implementation of the plan.  

c. Scope of the Plan-A delineation of the 
types of incidents covered in the plan.  

d. Definitions-A list of terms and their 
definitions used In describing operational 
and technical aspects of the plan.  

2. Generic Planning Base. Under the fol
lowing topics, this category of information 
shall define the criteria for initiation and 
termination of responses to safeguards con
tingencies together with the specific deci
sions, actions, and supporting information 
needed to bring about such responses: 

a. Identification of those events that will 
be used for signaling the beginning or ag
gravation of a safeguards contingency ac

c cording to how they are perceived initially 
% by licensee's personnel. Such events may in

clude alarms or other indications signaling 
- penetration of a protected area, vital area, 

u. or material access area; material control or 
?material accounting indications of material 

missing or unaccounted for: or threat indi
cations-either verbal, such as telephoned 
threats, or implied, such as escalating civil 
disturbances.  

b. Definition of the specific objective to be 
accomplished relative to each identified 
event. The objective may be to obtain a 
level of awareness about the nature and se
verity of the safeguards contingency in 
order to prepare for further responses; to 
establish a leve. of response preparedness; 
or to successfully nullify or reduce any ad
verse safeguards consequences arising from 
the contingency.  

3. Licensee Planning Base. This category 
of information shall include the factors af
fecting contingency planning that are spe
cific for each facility or means of transpor
tation. To the extent that the topics are 
treated in adequate detail in the licensee's 
approved physical security plan, they may 
be Incorporated by cross reference to that 
plan. The following topics should be ad
dressed: 

a& Licensee's Organizational Structure for 
Contingency Responses-A delineation of 
the organization's chain of command and 
delegation of authority as these apply to 
safeguards contingencies.  

b. Physical Layout-(0) Fixed Sites-A de
scription of the physical structures and 
their location on the site, and a description 
of the site in relation to nearby town, roads, 
and other environmental features important 
to the effective coordination of response op
erations. Particular emphasis should be 
placed on main and alternate entry routes 
for law-enforcement assistance forces and 
the location of control points for marshal
ling and coordinating response activities.  

(ii) Transportation-A description of the 
vehicles, shipping routes, preplanned alter
nate routes, and related features.
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c. Safeguards Systems Hardware-A de
scription of the physical security and ac
counting system hardware that in•fx e 
how the licensee will respond to 'an- even.  
Examples of systems to: -be dlsus. are 
communications, alarmsi locks. 'seals, area 
access, armaments, and surveillance.  

d. Law Enforcement Assistance-A listing 
of available local law enforcement agencies 
and a description of their response capabili
ties and their'criteria for.response; and a 
discussion of working agreements or ar
rangements fo- communicating with these 
agencies.  

e. Policy Constraints and Assumptions-A 
discussion of State laws, local ordinances, 
and company policies and practices that 
govern licensee response to incidents. Exam
pies that may be discussed Include: 

Use of deadly force; 
Use of employee property:.  
Use of olffduty employees; 
Site security Jurisdiltional boundaries.  

L. Administrative and Logistical Consider
ations-Descriptions of ,licensee practices 
that may have an Influence 6on th•ertsponse 
to safeguards contig6,ency -even ts. The con
siderati6n 'shall includeia description of the 
procedures that will be: -used, for- ensuring 
that all equipment needed to effect a suc
cessful response. to a safeguards.contingency 
will:,be easily .accessible;- in good working 
order, and in sufficient supply to provide re
dundancy in case of equipment failure.  

4. Responsibility Matrix. This category of 
information consists of detailed Identifica
tion of the organizational entities responsi
ble for each decision and action associated 
with specific responses to safeguards contin
gencies. For each initiating event. a tabula
tion shall be made for each response entity 
depicting the assignment of responsibilities 
for all decisions and actions to be taken in 
response to the initiating event. (Not all en
tities will have assigned responsibilities for 
any given initiating event.) The tabulations 
in the Responsibility Matrix shall provide 
an overall picture of the response actions 
and their interrelationships. Safeguards re
sponsibilities shall be assigned in a manner 
that precludes conflict in duties or responsi
bilities that would prevent the execution of 
the plan in any safeguards contingency.  

5. Procedures. In order to aid execution of 
the detailed plan as developed In the Re
sponsibility Matrix. this category of infor
mation shall detail the actions to be taken 
and decisions to be made:by each member or 
unit of! the organization as planned in the 
Responsibility Matrix.

Audit and Review 
> (1) For nuclear facilities subject _tpe 

requirements of § 73.46, the licensfli] 
provide for a review of the safeguards 
contingency plan at intervals not to exceed 
12 months. For nuclear power reactor 
. iensees subject to 'the requirements of 
§ 73.55, the licensee shall provide for a 
review of the safeguards contingency plan 
:either: 

(i) At intervals not to exceed 12 months, or 
(ii) As necessary, based on an assessment 

by the licensee against performance 
*indicators, and as soon-as reasonably 
-practicable after a change occurs in 
perhonnel, procedures, equipment, or 
facilities that potentially could adversely 
"affect security, but no longer than 12 months 
after. the change. In any case, each element 
of ihe sadf&guards 'cdtingehnc planmust be 

I reviewed at least every 24 month& 
': (2) A licensee subject to the requirements 
"of either § 73.46 or § 73.55 shaU ensure that 

31 thb review of the safeguards contingency 
plan is by individuals independent of both 
security program management and personnel 
who have direct responsibility for 
implementation of the security program. The 
*review must include an audit of safeguards 
contingency procedures and practices, and 

:an audit of commitments established f6t 
response by local law enforcement 
authorities.  

(3) The licensee-shall document the results 
and the recommendations of the safeguards 
contingency plan review, management 
findings on whether the safeguards 
co0tingency plan is currently effective, and 
any actions taken as a result of 
recommendations from prior reviews in a 
report to the licensee's plant manager and to 
corporate management at least one level 
higher than that having responsibility for the 
day-to-day plant operation. The report must 
be maintained in an auditable form, available 
for inspection for a period of 3 years.

.APPENDIX D-PHYSICAL PROTECTION OF 
IRRADIATED REACTOR FUEL IN TRAN
SIT. TRAINING PROGRAM SUBJECT 
SCHEDULE.  

Pursuant to the provision of § 73.37 of 10 
CFR Part 73. each licensee who transports 
or delivers to a carrier for transport irradi
ated reactor fuel is required to assure that 
Individuals .,used as shipment escorts have 
completed a training program. The subjects 
that are to be included in this training pro
gram are as follows: 

Security Enroute 

-Route planning and selection 
-Vehicle operation 
-Procedures at stops 
-Detours and use of alternate routes 

Communications 

-Equipment operation 
4 --status reporting 
t -Contacts with law enforcement units 
a, -Communications discipline 
a -Procedures for reporting incidents

u.  S" Radiological Considerations 
-Description of the radioactive cargo 
-Function and characteristics of the ship

ping casks 
-Radiation hazards 
-Federal, State and local ordinances rela

tive to the shipment of radioactive mate
rials 

-Responsible agencies 

Response t--ouL'on-tgendfes 
-Accidents 
--Severe weather conditions 
-Vehicle breakdown 
-_pnmunications problems 

- tRa d v e "sp ills !, ; W e 
-Use of special equipment (fla01,resrl-ýrgn

cy lighting, etc.) 
Response to Threats 

-Reporting 
-Calling for assistance 
--Use of immobilization features 
:-Hostage situations 
-Avoiding suspicious situations 

F The licensee is also required to assure that 
tanned individuals serving as shipment es
Oeorts., other than-members of local law en

forcement agencies, have completed a weap
ons training and qualifications program 

k equivalent to that required of guards, as de
U_ scribed inIII and IV of Appendix B of this 

j'iart, to assure;that each such individual is 

fully qualified to use weapons assigned him.
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Appendix E--Levexls of Physical Protection 
To Be Applied in International Transport of 
Nuclear Material I 

(Verbatim from Annex I to the Convention 
on the Physical Protection of Nuclear 
Material) 

(a] Levels of physical protection for nuclear 
material during storage incidental to 
international nuclear transport include: 

(1) For Category Ill materials. storage 
within an area to which access is controlledL 

(2] For Category II materials, storage within 
an area under constant surveillance by 
guards or electronic devices, surrounded by a 
physical barrier with a limited number of 
points of entry under appropriate control or 
any area with an equivalent level of physical 
protection; 

(3) For Category I material, storage within 
a protected area as defined for Category 11. to 

oi which, in addition, access is restricted to 
1 persons whose trustworthiness has been 
cr determined, and which is under surveillance 
L by guards who are in close communication 
i with appropriate response forces. Specific 

measures taken in this context should have 
as their objective the detection and 
prevention of any assault, unauthorized 
access, or unauthorized removal of material.  

(b) Levels of physical protection for nuclear 
material during international transport 
include: 

(1) For Category 17 and 111 materials, 
transportation shall take place under special 
precautions including prior arrangements 
among sender, receiver, and carrier, and prior 
agreement between natural or legal persons 
subject to the jurisdiction and regulation of 
exporting and importing States, specifying 
time. place and procedures for transferring 
transport responsibility; 

(2] For Category I materials, transportation 
shall take place under special precautions 
identified for transportation of Category I1 
and III materials, and in addition, under 
constant surveillance by escorts and under 

conditions which assure close communication 
with appropriate response forces; 

(3) For natural uranium other than in the 
form of ore or ore residue, transportation 
protection for quantities exceeding 500 
kilograms U shall include advance 
notification of shipment specifying mode of 
transport, expected time of arrival and [shall 
provide forl confirmation of receipt of 
shipment.

APPENDIX F-NATIONS THAT ARE PAR

TIES TO THE CONVENTION ON THE 

PHYSICAL PROTECTION OF NUCLEAR 

MATERIAL 1

Nati

Date of 
deposit of 
instrument 

on of ratiication 

with the 
IAEA

Brazil .............................................. O ct 17, 
1985.  

Bulgaria .......................................... M ay 2.  
1984.  

Canada ...... ............... Mar. 21.  
1986.  

Czechoslovakia ............................. I Apr- 23, 
1982.  

SGerman Democratic Republic Feb. 5.  
S(E. Germany). 1981.  
SGuatemala .................. Apr. 23, 

1985.  
Hungary ..................... May 4, 

1984.  
Indonesia .............. . Nov. 5.  

1986.  
Korea. Republic o ............ Apr 7, 

1982.  
Liechtenstein ............. i Nov. 25, 

1986.  
Mongolia ............................... May 28, 

1986.  
Norway .......................- .. ........ .- Aug. 15.  

1985.
Paraguay ...................................... Fez. 6, 

[ 1985.  

Philippines .................................... Sept. 122, 

Poland ................................... Oct. 5.  
1983.  

Sweden ........................................ Aug. 1.  
1980.  

Switzerland ................................. Jan. 9.  
1987.  

Turkey ........................................... Feb. 27, 
1985.  

Yugoslavia ..................................... M ay 14, 

Union of Soviet Socalist R May 25, 
public. 1983.  

United States of America. Dec13.  

An update list of party nations will appear 
annually in the Department of State's publica
tion, Treaties in Force Appenrld F will be 
amended as required to maintain its currency.

I See Appendix C t PNrt 110 of this chapter frin 
the physical description of the categoriee of nuclear 

material as set forth in Annex It1o the Convention.  
For the purposes of this part. the following 
categories of nuclear material are snonymous: 

Category I is a formula quantity of strategic 
special nuclear material: 

Calegor" I1 is special nuclear material of 
moderate stralegic significance or irradiated fuel.  
and 

Category lit is special nuclear material of low 
strategic significance.

Appendix G-Reportable Safeguards Events 

Pursuant to the provisions of 10 CFR 73.71 
(b) and (c). licensees subject to the provisions 
of 10 CFR 73.20, 73.37. 73.50. 73.55. 73.60. and 
73.67 shall report or record, as appropriate.  
the following safeguards events.  

I. Events to be reported within one hour of 
discovery. followed by a written report 
within 30 days.  

(a) Any event in which there is reason to 
believe that a person has commited or 
caused, or attempted to commit or cause, or 
has made a credible threat to commit or 
cause: 

(1) A theft or unlawful diversion of special 
nuclear material: or 

(2] Significant physical damage to a power 
reactor or any facility possessing SSNM or its 
equipment or carrier equipment transporting 
nuclear fuel or spent nuclear fuel, or to the 
nuclear fuel or spent nuclear fuel a facility or 

D carrier possesses; or 
S(3] Interruption of normal operation of a 
X licensed nuclear power reactor through the 
u- unauthorized use of or tampering with its 

Smachinery, components, or controls including 
the security system.  

(b) An actual entry of an unauthorized 
person into a protected area, material access 
area, controlled access area. vital area. or 
transport.  

(c) Any failure. degradation. or the 
discoveed vulnerability in a safeguard system 
that could allow unauthorized or undetected 
access to a protected area, material access 
area, controlled access area. vital area. or 
transport for which compensatory measures 
have not been employed.  

(d) The actual or attempted introduction of 
contraband into a protected area, material 
access area, vital area. or transport.

rII. Lirenl to he" r'cv•rdcd 1tit/tot 24 Iiouri 

of dincoverer if] fIh eicu,' l.rif.  
in

L 

(a] Any failure, degradation, or discovered 
vulnerability in a safeguards system that 
could have allowed unauthorized or 
undetected access to a protected area.  
material access area, controlled access area.  
vital area. or transport had compensatory 

imeasures not been established.  
C (b) Any other threatened. attempted, or 
ti committed act not previously defined in 
SAppendix C with the potential for reducing 
' the effectiveness of the safeguards system 

below that committed to in a licensed 
physical security or contingency plan or the 
actual condition of such reduction in 
effectiveness.
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Appendix H - Weapons Qualification 
Criteria 

The B-27 Target or a target of 
equivalent difficulty will be used for all 
weapon qualification testing.

TABLE H-1 MINiMUM DAY FIRING CRITERIA 1 

[see footnotes at end of Table H-i]

Weapon

Handgun .............

Stage String 2
r r 1 Position

Distance
Number of 

rounds

.1. 4 1 t I
1 
2 

.3 

S2 

1 
2 

3 

4 

5 

2 

3 

4.  

5 

S1 

2 

r. 3 

4 

5 

1

3 yards 

7 yards .....  

107yams ..  

10 yards 
10 yards ...  

10 yards'.  

10 yards-...  

1 yards.  

15 yards ...  

15 yards-...  

15 yards ...  

15 yards ...  

15 yards ...  

25 yards ...  

25 yards 

25 yards 

25 yards .  

25 yards ...  

50 yards..

Timing3

6 9 seconds ..........

6 

6 

•2

10 seconds ........  

A12.sec6nds (4 
seconds each 
string).  

4 seconds ..........

21 3 seconds ..........

4 

'2 

2 

2 

2 

4 

2

12 seconds (re
volver) 10 sac
onds (semi
automatic).  

4 seconds ..........  

3 seconds ..........  

5 seconds ..........  

5 seconds ..........  

14 seconds (re
volver) 12 sec
onds (semi
automatic).  

5 seconds ..........

2 3 seconds ..........  
2 5 seconds ..........

2 15 seconds

4 

2 

2 

2

15 seconds (re
volver) 12 sec
onds (semi
automatic).  

10 seconds .....  

10 seconds ........  

8 seconds ..........

Scoring

Draw and tire 2 rounds (repeat 2 Minimum qualify
times) 3 seconds each string. ing = 70%.

Draw and the 2 rounds at center 
mass- and I round at the head 
(repeat once) 5 seconds each 
string.  

Using weaker hand only, from the 
low ready position, fire 2 rounds 
(repeat twice).  

Draw and fire 2 rounds, come to 
low ready position.  

Fire 2 rounds from low ready posi
tion and reholster.  

Draw and fire 2 rounds, reload, fire 
2 rounds and reholster.  

Draw and fire 2 rounds, come to 

Fire 2 rounds from-low-ready posi
tion and reholster.  

Standing, draw weapon, move to 
kneeling position, then fire 2 
rounds and reholster.  

Standing, draw weapon, move to 
kneeling position, then fire 2 
rounds and reholster.  

Standing, draw weapon, fire 2 
rounds, move to kneeling posi
tion and fire 2 rounds, reload 
and reholster.  

Draw weapon and fire 2 rounds 
standing, come to low ready po
sition and....  

Fire 2 rounds from low ready.  
Draw and fire 2 rounds, standing, 

left side of barricade.  
Draw and fire 2 rounds, right side 

of barricade (standing).  
Draw weapon and move from 

standingto kneeling position, fire 
2 rounds, left side of barricade, 
reload, and from the kneeling 

"positio, fire 2- rounds,, right side 
of barricade.  

Draw weapon and move from 
standing to prone, fire 2 rounds.  

Draw weapon and move from 
standing to prone, fire 2 rounds.  

Draw weapon and fire 2 rounds 
from a standing barricade posi
tion (right or left side, shooter's 
option).

Minimum qualifying = 70%.
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TABLE H-1 MINIMUM DAY FIRING CRITERIA 1-Continued
[see footnotes at end of Table H-i] 

Weapon Stage String 2 Distance Number of 
rounds Tmn 3 Psto crn 

2 50 yards ... 10 seconds ........ Draw weapon and fire 2 rounds 
from a kneeling barricade posi
tion (right or left side, shooter's 
option).  

3 50 yards ... 2 12 seconds ........ Draw weapon and fire 2 rounds 
from prone position.  

Shotgun .............. 1 1 7 yards ..... 2 Double 0 4 seconds .......... At low ready position fire 2 rounds Minimum qualify
buck-shot standing. ing = 70%.  

2 1 15 yards .,- 4 Double 0 15 seconds ........ At low ready position fire 2 rounds 
2 buck-shot standing, reload and tire 2 

rounds.  
3 1 25 yards ... 4 rifled 20 seconds ........ On command, load 4 rounds and 

2 slugs or 00 fire 2 rounds standing and 2 
buck-shot rounds kneeling.  

Rifle ..................... 1 1 15 yards ... 6 10 seconds (4 Standing in low ready position, Minimum qualify
2 seconds for 1st move to standing point shoulder ing = 70%.  
3 string, 3 sec- position (1 magazine loaded with 

onds for each 6 rounds, weapon in half-load 
of 2nd and 3rd configuration), fire 2 rounds per 
string). string.  

2 1 25 yards ... 11 seconds (5 Standing in low ready position, 
2 seconds for 1st move to standing point shoulder 
3 string, 3 sec- position (1 magazine loaded with 

onds for each 6 rounds, weapon in half-load 
of 2nd and 3rd configuration), fire 2 rounds per 

string), string.  
3 1 25 yards ... 6 17 seconds (7 Standing in low ready position, 

2 seconds for 1st move to kneeling point shoulder 
3 string, 5 sec- position (1 magazine loaded withi 

onds for each 6 rounds, weapon in half-load 
of 2nd and 3rd configuration), fire 2 rounds per 
string). string.  

4 1 50 yards ... 4 16 seconds (9 Standing in low ready position, 
2 seconds for 1st move to kneeling point shoulder 

string, 7 sec- position (1 magazine loaded with 
ond for 2nd 4 rounds, weapon in half-load 
string), configuration), fire 2 rounds per 

string.  
45 1 50 yards ... 4 20 seconds ........ Standing in tow ready position, Minimum qualify

move to prone (weapon in half- ing = 70%.  
load configuration) with two 
magazines each loaded with 2 
rounds, fire 2 rounds, reload with 
2nd magazine and fire 2 rounds.  

46 1 100 yards . 4 25 seconds ........ Standing in low ready position, 
move to prone (weapon in half
load configuration) two maga
zines each loaded with 2 rounds, 
fire 2 rounds, reload with 2nd 
magazine and fire 2 rounds.  

Footnotes: 
I This day firing qualifications course is to be used by all TRT members, armed response personnel, and guards.  
2 A string is one of the different phases within a single stage.  
3 Security personnel will be timed as shown.  
4 Stages 5 and 6 are to be used for .30 caliber or larger rifles.
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TABLE H-2.-MINIMUM NIGHT FIRING CRITERIA

________________________ - .-.--------,-,--'-�, r I P
Weapon 

Handgun (Rev.) ......  

Handgun (Semi-) ....  

Shotgun ..................  

Rifle ........................

No. of
No. of rounds Timing

12 ............. 35 seconds ...........

12 .............  
2+clip .......  

2+clip .......  

2 rifled 
slugs.

Stage 

1 

2 

1

1-5rd mag 

1-5rd mag 
1-5rd mag 
1-5rd mag

Distanc 

7 yds ........  

15 yds ......  
7 yds ........  

15 yds ......  

25 yds ......

,osition Scoring

Standing-no artifi- Minimum 
cial support. qualifying=70%.

Standing-no artificial support.  

Standing-strong 
shoulder.  

Standing-strong 
shoulder.  

Standing-barricade 

Standing.  
Kneeling.  
Prone.

Rifled slug hits=strike area 
on target (10. 9.  
7).

Double 0 Buckshot: Hits in 
black=2 pts (5rds 
x 9 pellets/rd x 2 
pts=90) Minimum 
qualifying=70%.  

Minimum 
qualifying=70%.

Lighting 

For all courses 0.2 
footcandles at 
center mass of 
target area.

Note.-All firing is to be done only at night. Use of night simulation equipment during dayight is not allowable. Use of site specific devices (i.e., 

laser, etc.) should be included in the licensee amended security plan for NRC approval.
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45 seconds.  
30 seconds ...........  

40 seconds.  

30 seconds (Load 
2 slugs-cham
ber empty-Time 
starts-Com
mence firing).  

10 seconds (Load 
5rds Buckshot
chamber, 
empty-Time 
starts--Com
mence firing).  

45 sac ...................  

45 sec ...................  
45 sec ...................  
45 sac ...................

L.

15 yds ...... 5 Double 0 1 buckshot.

1 

2 
3 
4

25 yds ......  

25 yds ......  
25 yds.  
25 vds.
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