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APPENDIX B 
PHOTOGRAPHS OF CHERNOBYL 

AND 
TESTING SITES

Figure B-1. Chernobyl site afterexplosion, 26 April 1986.
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Figure B-2. Russian monitors, 26 April 1986.
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Figure B-3. Setting up to test eliminators.
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Figure B-4. Agricultural workers ready for testing on ANAMUKR.
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Figure B-5. Agricultural workers walking on balance beam.
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Figure B-6. Agricultural workers performing broad jump.

B-6

\



Figure B-7. Control person carrying weights.
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Figure B-8. Forestryr A.  

Figure B-8. Forestry workers performing ANAM.
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Figure B-9. Dr. Gamache at Chernobyl Nuclear Power Plant, 1997.  
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APPENDIX C 
CONSENT FORM 

Dear 

You are invited to participate as a VOLUNTEER in a 4-year MINIMAL RISK research project 
designed to test your physical and cognitive performance. This research is conducted by KGA 
International, Kiev Polytechnic Institute, and the Ukraine Center for Radiation Medicine. The research 
is planned for 1995-1998, and the testing will be carried out in the summer months and will require you 
to be tested, as scheduled. Complete testing will take one-half day.  

Prior to testing you will be provided with instructions how to perform the tests. The physical 
part of testing is based on simple exercises that are easy to perform for any individual. The cognitive 
test will be performed on a computer with appropriate instructions in Russian.  

If during the testing, you feel ill or want to ask a question, notify your instructor immediately.  
If you are ill, the instructor will refer you to the medical staff. Inquries regarding instructions given 
MAY necessitate starting testing over again. Make sure to ask ALL questions prior to commencing the 
test procedure.  

I, certify that I am a volunteer and all procedures and risks have been thoroughly explained to 
me. I also have the choice NOT to participate at any time.  

Signature 
Date
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APPENDIX D 
GLOSSARY

2CH 
AC 
ACC 
AE 
AF 
AG 
ANAM 
ANAM-ACC 
ANAM-EFF 
ANAMUKR 
BALBEAM 
BROADJMP 
CARRYWGT 
CDD 
CDI 
CDS 
COMP 
CPT 
DECL 
DECR 
DGS 
EFT 
GPAB 
MSP 
SLP 
SPD 
SQUAMIHR 
SRT 
TAP-L 
TAP-R

Two-choice Reaction Time 
Control group 
Accuracy 
Eliminator group 
Forester group 
Agricultural group 
Automated Neuropsychological Assessment Matrices 
ANAMUKR - accuracy scores 
ANAMUKR - efficiency sores 
Special subset of ANAM created for this study 
Balance Beam 
Broad jump 
Carrying weights 
Code Substitution - delayed recall 
Code Substitution - immediate recall 
Code Substitution - visual search 
Composite measure 
Running Memory Continuous Performance Task 
Decline 
Decrement 
Digit Symbol 
Efficiency 
Gaamache Physical Abilities Battery 
Matching to Sample 
Stanford Sleepiness Scale 
Spatial Processing 
Squat thrusts 
Simple Reaction Time 
Tapping - left index finger 
Tapping - right index finger
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PROLOGUE

Will Twentieth-Century Incidents 
Become Twenty-First-Century 

Nightmares? 

NUCLEAR DISASTER: WAITING IN THE WINGS? 

Suddenly, tons of highly toxic nuclear waste erupt like a volcano. Hundreds of 

people are killed outright, many thousands more exposed to dangerous ionizing 

radiation and forced to relocate. Close to 400"square miles of land becomes so 

contaminated with deadly radioactivity that it is rendered uninhabitable.  

A scenario from the fertile if paranoid mind of a television screenwriter? No, 

a real-life disaster in the former Soviet Union, covered up for more than thirty 

years. In the late 1950s, during the height of the Cold War, the buildup of heat 

and gas in stored nuclear weapons waste caused an explosion that devastated the 

countryside near Kyshtim in the Ural Mountains. Think it couldn't happen 

here? 
On July 23, 1990, more than 30 years after disaster at Kyshtim, the report 

cfa U.S. government advisory panel warned that something very much like it 

could indeed happen here. The panel was headed by John Ahearne, a physicist 

who was formerly a high official in the Departments of Defense and Energy and 

chair of the U.S. Nuclear Regulatory Commission.  

There are millions of gallons of highly radioactive waste, accumulated 

during four decades of producing plutonium for nuclear weapons, stored in 177
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tanks at the Department of Energy's Hanford nuclear reservation in Washington 
state. The study argued that heat generated inside the tanks or a shock from the 
outside could cause one or more of them to explode. Although the explosion 
would not itself be nuclear, it would throw a huge amount of radioactivity 
around. How imminent is the danger? 

According to the panel, "Although the risk analyses are crude, each 
successive review of the Hanford tanks indicates that the situation is a little 
worse. According to the New York Times, as of July 1990, "Experts outside 
the Department of Energy say the risk of explosion is now so high that the 
department has imposed a moratorium on all activity at one tank because of 
fear that a jolt or spark could detonate the hydrogen that has built up inside 

•: the tank."' Hanford's long-term plan to solve the problem is to get the liquid wastes 

out of the sometimes leaky tanks, turn them into a glass-like solid form and bury 
them. But some engineers are afraid that parts of this very process that is intended 
to make waste storage safer will actually make an explosion more likely.  

THE TERROR UNDERGROUND 

Like characters in a grade-B horror film, they emerged from under the ground 
by the thousands, choking and gasping for air, some with blood streaming from 
the nose or mouth. But this horror was all too real. In a carefully timed attack, 
terrorists had set off at least five canisters of deadly nerve gas at almost the same 
time in the tunnels of three different subway lines beneath the streets of Tokyo.  

More than 5,500 people were injured in the attack, which came at the peak 
of the Monday morning rush hour, 12 of them fatally. It is something of a miracle 
that many more did not die. Tokyo subway trains are packed at rush hour, and 
sarin, the Nazi-era nerve gas released, is 500 times more toxic than cyanide, the 
gas used for executions in the United States. Half a milligram is a lethal dose.  

Leaders of the wealthy Japanese end-time religious cult known as Aum 
Shinrikyo were later arrested and charged with the attack. It seems that the 
ghastly assault on Tokyo was to be just the beginning. When thousands of police 
officers raided dozens ofAum Shinrikyo buildings around Japan, they found gas 
masks, tons of chemicals and sophisticated chemical manufacturing equipment.  
They also found evidence that the cult might have been trying to develop 
biological weapons. And they found a cult newsletter warning that by the end 
of 1996, 90 percent of the people living in major cities like Tokyo would be 
killed by earthquakes, epidemics--or poison gas.  

Sarin was specifically mentioned by name.

4



TWENTIETH-CENTURY INCIDENTS: TWENTY-FIRST-CENTURY NIGHTMARES?

"HOLES IN THE FENCES EVERYWHERE" 

I`nriched uranium is standard fuel for the Russian nuclear navy. If it is enriched 
cnough, it is also the stuff of nuclear weapons.  

In the early afternoon of November 27, 1993, two guards patrolling the 
Sevmorput shipyard, one of the Russian navy's main nuclear fuel storage depots, 
saw a discarded padlock lying on the ground. They noticed that the door of a 
nearby storehouse was open. When they looked inside, they found that 4.5 
kilograms (10 pounds) of enriched uranium was missing.  

Six months later, three men were arrested and the stolen fuel recovered. The 
man charged with breaking the padlock on the door and stealing the uranium 
was the deputy chief engineer at the shipyard. The man accused of hiding the 
stolen uranium was a former naval officer. And the alleged mastermind of the 
operation was the manager in charge of the refueling division at the shipyard! 

Although this theft had been an inside job, stealing uranium from Sevmor
put was apparently not that big a challenge. According to Mikhail Kulik, the 
chief investigator, "'On the side [of the shipyard] facing Kola Bay, there is no 
fence at all. You could take a dinghy, sail right in--especially at night-and do 
whatever you wanted. On the side facing the Murmansk industrial zone there 
are ... holes in the fences everywhere. And even in those places where there 
aren't holes, any child could knock over the half-rotten wooden fence boards."'2 

In Kulik's view, if the amateur thief had not made the bush-league mistake of 
leaving the door open, the theft at Sevmorput "could have been concealed for 

ten years or longer." 

BAD YEAR AT BANGOR 

At the end of the Cold War, Bangor, Washington, was one of the most heavily 
armed cities in the world. With some 1,700 nuclear weapons at the Bangor 

Submarine Base and more stored at the Strategic Weapons Facility nearby, there 
was enough nuclear firepower in Bangor to destroy any country on earth many 

times over.  
More than a thousand military personnel in the area were on active nuclear 

duty, certified by a special Pentagon program as physically and mentally reliable.  
Yet just how reliable were they? 

One of those certified as reliable was an 18-year-old marine, Lance Corporal 
Patrick Jelly. Claiming to be a reborn soldier killed in Vietnam, he punctured 
his arms with a needle and thread. For weeks he had threatened to kill himself.  
Still he was kept on active duty. At 9:30 P.M. on January 14, 1989, while standing

5
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guard over the fearsome nuclear arsenal stored at the Strategic Weapons Facility, 
Jelly finally made good on his threat. The troubled young marine aimed an M
16 rifle at his head and pulled the trigger. Jelly had remained certified as reliable 
until the night he died.  

Tommy Harold Metcalf was also certified as physically and mentally fit. He 
was a fire-control technician aboard the Trident submarine Alaska, part of the 
team directly responsible for launching the ship's nearly 200 city-destroying 
nuclear warheads. On July 1, 1989, Metcalf suddenly went to the home of an 
elderly couple and murdered both of them by suffocation.  

William Pawlyk had been commander of Submarine Group 9 at Bangor 
and had served aboard the nuclear submarine James K. Polk for five years. In 
early August 1989, Commander Pawlyk was arrested after stabbing a man and 
a woman to death. He was head of a naval reserve unit in Portland, Oregon, at 
the time of the murders.  i Shyam Drizpaul was assigned to duty aboard the nuclear submarine 
Michigan. Like Tommy Metcalf, he was part of the missile launch team, certified 
as physically and emotionally healthy. On January 15, 1990, he shot and killed 
a fellow crew member in the lounge at his living quarters, then another in bed.  
Afterward, while attempting to buy a pistol at a pawnshop, Drizpaul grabbed 
the gun from the clerk, shot her to death and critically wounded her brother.  
Fleeing the scene of that crime, he checked into a motel near Vancouver and 
used the same weapon to kill himself. A subsequent Navy investigation 
discovered that Drizpaul drank heavily, carried an unregistered hand gun, and 
boasted of having been trained as an assassin.  

All of these incidents occurred between mid January 1989 and mid January 
1990. It had been a bad year at Bangor.' 

A WARNING 

If you are thinking that there is something unreal, something unique about this 
set of stories, think again. Not only are these stories real, they are anything but 
unique. They turn on problems of human fallibility and technical failure that 
are embedded in the fabric of everything we do.  

Our brilliant technological accomplishments have made us too complacent, 
too arrogant about our ability to control even the most dangerous technologies 
we create and permanently avoid disaster. But we will not, because we cannot.  

We humans are fallible. We are not perfect, and never will be. Understand
ing the many-sided nature of our unavoidable fallibility and how it interacts with',
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the most dangerous technologies we create is the key to the fundamental change 
chat can lead us away from disaster. It is what this book is all about.  

If we do not fundamentally change the way we do things, these frightening 
twentieth-century incidents may just be the forerunners of still more horrifying 
twenty-first-century nightmares.  

If you think that I am exaggerating, that it can't really be that bad, read on.



CHAPTER TWO 

Terrorism and Dangerous 
Technologies 

:I-ighteen minutes after noon on February 26, 1993, a blast shook the twin 110

%tory towers of New York's World Trade Center with the force of a small 

Searthquake. A van loaded with some 1,200 pounds of powerful explosive had 

blown up in the underground garage. Walls and floors collapsed, fires began to 

burn and smoke poured into hallways and stairwells darkened by the loss of 

Ipower. Dozens were trapped for hours in many of the Center's 250 elevators 

caught between floors. An estimated 40,000 people in the hundreds of offices 

band miles of corridors of Manhattan's largest building complex had to find their 

way out amidst the smoke, darkness and confusion. It took some of them most 

of the day to escape. When it was all over, six people were dead, more than a 

thousand were injured and property damage was estimated at half a billion 

dollars.' 
The bombing of the World Trade Center was the worst terrorist incident 

on American soil-until the morning of April 19, 1995. A rented truck packed 

with more than 4,000 pounds of explosive made of widely available fertilizers, 

chemicals and fuel sat parked by the Alfred P. Murrah Federal Building in 

Oklahoma City, Oklahoma. Just after 9:00 A.M., when the building's workers 

were at their jobs and the second floor day care center was filled with young 

children at play, the truck blew up with a deafening roar. Walls, ceilings and 

much of the building's north face came down in an avalanche of concrete, steel 

and glass. The blast left a crater 20 feet wide and 8 feet deep, overturned cars,
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damaged 6 nearby buildings, and set dozens of fires. Nearly 170 people were 
killed, including many of the children in the day-care center, and hundreds 
were injured. A building that was much smaller than the World Trade Ceni&r, 
in a city a fraction of the size of New York, had sustained a terrorist attack that 
took nearly 30 times as many lives.2 Terrorism had come to America's heartland.  

As terrible as these attacks were, they are dwarfed by the mayhem that could 
be caused by a successful terrorist assault on a nuclear power plant, toxic chemical 
manufacturing facility or radioactive waste storage site. Worse yet, imagine the 
magnitude of disaster that could be unleashed by terrorists armed with weapons 
of mass destruction. Even a crude, inefficient, homemade nuclear weapon would 
have turned the World Trade Center into rubble and taken the lives of more 
than 40,000 people. A more efficient weapon could have leveled much of 
Oklahoma City.  

jii 

THE NATURE OF TERRORISM 

iiNot every form of violent, destructive, antisocial activity is terrorism. Nor is 
terrorism defined by the ultimate goals terrorists seek to achieve. Calling violent 
groups "terrorists" when we don't like their objectives and "freedom fighters" 
when we do is a political game. It won't help us understand what terrorism is, 
judge how likely terrorists are to use dangerous technologies, or figure out 
can be done about it. Instead, we need a working definition that is more th-an 
just propaganda or opinion.  

Terrorism can be defined by its tactics and strategy: it is violence or the 
threat of violence carried out with the express purpose of creating fear and alarm.  
When an armed gang shoots bank guards in order to steal money, that is a violent 
crime, not an act of terrorism. The violence is perpetrated to stop the guards 
from interfering with the theft, not to frighten the wider population. But when 
a gang randomly plants bombs on city buses, they are not trying to stop the 
passengers from interfering with them, they are trying to frighten people. Their 

J I acts are intended to -have effects that reach well beyond the immediate damage 
they are causing or threatening to cause. Whether their objective is to force the 

i government to release political prisoners or to extort a ransom, they are terrorists 
because they are trying to terrorize.3 Unlike other criminals, terrorists usually try 1ý!t to draw attention to themselves, often claiming "credit" for the acts they have 

.i committed. In many ways, terrorism is a perverse form of theater in which 
terrorists play to an audience whose actions-and perhaps, opinions-they are 
trying to influence. When terrorists hijack an aircraft, they may be playing to an 
audience of corporate managers who can assemble a ransom, government

30
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o- Facials who can order their imprisoned comrades released, or whoever else has 

ic power to meet their demands. But they are also playing to the public, whose 

i ere presence as well as opinions and actions can put pressure on those in power 

Ito do what the terrorists want done. Those actually taken hostage on the plane 

i n cnot meet the terrorist demands, any more than can those maimed when a 

pub is bombed or killed by a murderous spray of gunfire in a hotel lobby. Nor 

a.re they in any position to apply pressure to the people who have that power.  

SThey just happened to be in the wrong place at the wrong time. Innocent victims, 

ihey have become unwitting players caught up in a real-life drama, the cannon 

fodder of terrorism.  

V:• Terrorists are trying to make the public feel vulnerable, unsafe, helpless. In 

Some cases, choosing victims at random is the best way to accomplish this. If 

there is no clear pattern as to which particular bus is blown up, which airliner 

hijacked, which building bombed, there is no obvious way to avoid becoming a 

victim. That is very frightening. On the other hand, if the terrorist objective is 

more targeted, choosing victims randomly but within broadly defined categories 

imay be more effective. The mercury poisoning of Israeli oranges in Europe in 

the late 1970s was targeted randomly but only at consumers of Israeli produce.  

I t was intended to damage Israel's economy by creating fear that their agricultural 

exports were unsafe.4 Economic damage was also the goal of the terrorist who 

poisoned some of the Johnson & Johnson Company's painkilling Tylenol 

capsules with lethal cyanide in the early 1980s.' The targets of the Oklahoma 

City bombing were also neither purely random nor very specific, but were chosen 

to intimidate federal employees and users of federal services, to express broad 

ideological antipathy to the government.  

In sum, acts intended to instill fear in the public, committed against more 

or less randomly chosen victims not themselves able to meet the attackers' 

demands, define terrorism and set it apart from many other forms of violence.  

Bombing the barracks of an occupying military force is an act of war, violent 

and murderous, but it is not an act of terrorism. It attacks those who are directly 

involved in the activity the attackers are trying to oppose, not randomly chosen 

innocent victims. The act of a habitual sex offender in kidnapping, raping and 

murdering a more or less randomly chosen innocent victim is a vicious and brutal 

crime, but it is also not terrorism. Though it may well instill fear in the public, 

it is not done for that purpose, and it is not done to influence public opinion or 

behavior. Suicide bombing a city marketplace to precipitate a change in 

government policy is an act of terrorism. The more or less randomly chosen 

victims cannot directly change government behavior, but the indiscriminate 

slaughter is intended to shock and frighten people into demanding that the 

government change direction by convincing them that they will be in danger
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until those policies change. Whether or not the bombing achieves that objecti", 
the act itself is still an act of terrorism.  

It is important to emphasize that there is nothing in the definition of terrorism 
that prejudges the legitimacy or desirability of the terrorists' ultimate goals.  
Whether a group is trying to overthrow a legitimate democratic government and 
establish a rigid dictatorship, create a homeland for a long-disenfranchised people, 
trigger a race war, or get more food distributed to malnourished poor people, if 
the group uses terrorist means, it is a terrorist group.  

Terrorism may be despicable, but it is not necessarily irrational. There are 
a variety of reasons why subnational groups with clearly political goals sometimes 
choose terrorist tactics to undermine support for the government and/or its 
policies. Domestic terrorist groups may believe that this is an effective way of 
convincing the public that the government does not deserve their support 
because it cannot keep them safe. Or they may believe that provoking widespread 
and repressive counterterrorist measures will turn the public against the govern
ment by exposing just how brutal and overbearing it can be. As paradoxical as 
it may seem, terrorist groups clearly believe that the end result of their terrible 
random acts of violence will be an uprising of the public against the government 
and increased support for the group's political agenda.  

Since international terrorists attack only foreigners and their property a-r 
* usually claim to be the avenging arm of their oppressed brothers and sisters,.  

is easier to understand why they might believe that their brutal actions will build 
public support for their cause at home. They may also see international terrorism 
as the only way to shock the world into paying attention to the plight of their 
people. For subnational groups, it is certainly true that terrorism is the "weapon 
of the weak." A powerful and influential group would not need to resort to such 
desperate and horrible tactics to make itself heard.  

There is a tendency to think of terrorists as either small, disconnected groups 
of half-crazy extremists or expert paramilitary cadres bound tightly together in 

grand international conspiracies. In fact, the reality most often lies in between.  
It is true that terrorist groups do cooperate across ideological and political 
boundaries, sometimes even "subcontracting" with each other or carrying out 
joint attacks. But these coalitions are typically loose and transitory. Japanese Red 
Army terrorists, for example, carried out a grenade and rifle attack planned by 
the Popular Front for the Liberation of Palestine (PFLP) against a crowd of 250 
people at Lod Airport near Tel Aviv in 1972, killing 27 and wounding 80 more. 6 

Yet this was not a stable, tightly organized alliance. By the mid 1990s, white 
supremacist, antisemitic, paramilitary groups in the United States had estab
lished extensive networks of communication, cooperation and support, but th 
had by no means coalesced into a single, centrally controlled organization. 7
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Governments and Terrorism 

Terrorism is not only a tactic of subnational groups. Governments can, and all 

too often do, carry out terrorist acts. In fact, the term "terrorist" appears to have 

first been applied to the activities of a government, the Jacobin government of 

France after the French Revolution.8 The Nazi Gestapo, Iranian Savak and many 

other "secret police" organizations in many other countries have deliberately 

terrorized the population to suppress opposition and force the public to submit 

to the edicts of brutal governments. Because of the resources at their command, 

when governments engage in terrorism, their actions are often far more terrifying 

than the acts of subnational terrorists.  

Governments have sometimes carried out official campaigns of terrorism.  

The Ethiopian government launched what it called the "red terror" in reaction 

to a revolutionary group's "white terror" campaign in the late 1970s. Within 

two months, more than a thousand people were killed, many of them 

teenagers. Their dead bodies were displayed in public squares with signs hung 

on them saying "The red terror must crush the white terror."9 In 1998, 

testimony before South Africa's Truth and Reconciliation Commission 

revealed an apartheid-era campaign of chemical and biological attacks 

intended to murder political opponents."° 

State-Sponsored Terrorism 

The term "state-sponsored terrorism" has at times been used too loosely to 

brand the activities of governments with which we disagree. But there is a 

reality beyond the name-calling. Governments sometimes do directly aid 

subnational groups that stage attacks in the homelands or against the interests 

of opposing governments, groups that are "terrorist" by any reasonable 

definition of the term. Governments have provided safe havens, intelligence, 

weapons and even training. On the specious theory that "the enemy of my 

enemy is my friend," the United States, Saudi Arabia and others flooded 

Afghani revolutionary forces with weapons and money after the Soviet 

military intervened in support of the Afghan government in 1979. Much of 

it went to groups in Peshawar, the capital of Pakistan's Northwest Frontier 

province bordering Afghanistan. Long a violent area, the money and guns 

helped Peshawar descend deeper into lawlessness. According to a high

ranking officer, the Pakistani military was directly involved in training 

something like 25,000 foreign volunteers to fight with the Afghan guerillas.  

Most were Arabs, but there were also Europeans, Asians and some Americans.  

After the Soviets withdrew from Afghanistan in 1989, a large number of the
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foreign volunteers who survived the war stayed in and around Peshavw', 
working with organizations that have been accused of being fronts,.---, 
international terrorist groups.' 1 

In 1995, Pakistani police officials had the University of Dawat and Jihad 
in Peshawar under investigation. The officials claimed that the university may 
actually have been the training ground for terrorists responsible for attacks in 
the Philippines, Central Asia, the Middle East, North Africa and possibly 
North America. Ramzi Ahmed Yousef, convicted of both the 1993 bombing 
of New York's World Trade Center and a 1995 plot to blow up a dozen 
American airliners in East Asia, had used Peshawar as a base."2 Several of the 
eight men arrested by the FBI later in 1993 and accused of plotting to blow 
up car bombs at UN headquarters, the Lincoln and Holland Tunnels and 
several other sites in New York City were involved in the Afghan War.1 3 So 
too was Osama bin Laden, the Saudi businessman widely touted by the United 
States as a financier of anti-American terrorists in the 1990s. In the words of 
one senior Pakistani official, "Don't forget, the whole world opened its arms 
to these people. They were welcomed here as fighters for a noble cause, with 
no questions asked.... [N]obody thought to ask them: when the Afghan Jihad 
is over, are you going to get involved in terrorism in Pakistan? Are you going 
to bomb the World Trade Center?"' 4 

Nuclear deterrence, a mainstay of the official security policy of the nuclear 
weapons states, is itself a form of international terrorism. Nuclear deterrence 
does not so much threaten to annihilate the leaders of opposing govern
ments-those with the power to make decisions of war or peace-as it holds 
hostage and threatens to destroy the ordinary people of the opposing nation 
if their government decides to attack. Even in democracies, the general 

I public under threat is not in a position to control the decision of their 
government to launch a nuclear attack. No referendum has ever been 
planned for "button pushing" day. That is even more true of the public in 

¼ authoritarian countries.  
Furthermore, the underlying objective of threatening nuclear attack is 

precisely to create such widespread fear that the opposing government will feel 

enormous pressure to avoid any behavior that would result in the threat being 
carried out. This is terrorism, plain and simple. In fact, during the Cold War, 
the threat of "mutually assured destruction" was officially called a "balance of 
terror." And a balance of terror is still terror.  I IThough it does not legitimize or excuse the use of terrorist tactics by 
subnational groups, the fact is even democratic governments have provided th 

something of a model for this type of behavior.
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THE TERRORIST THREAT OF MASS DESTRUCTION 

Icriorists have not yet committed violence on anywhere near the scale that 
wUld result from a successful attack on a nuclear power plant, toxic chemical 

i1111,, tfacturing facility or hazardous waste dump. They have not yet used a 

h mcmade, store-bought or stolen nuclear weapon. They have not yet contain
I rhted the water supply of a city or the air supply of a major building with deadly 

dihcmicals or virulent bacteria. Why not? 

If it is because they do not have and cannot develop the capability to use 

Ldtnigerous technologies as a weapon or a target, we can relegate these frightening 

Ncnarios to the realm of science fiction and breathe a collective sigh of relief.  

I l i t if instead the capability to do such nightmarish damage is within their reach, 

it is important to know what is holding them back. Is it just a matter of time 

Z before this modern-day horror becomes real? 

Because their actions seem so immoral, abhorrent and repulsive, we usually 

iassume that terrorists will do whatever harm they are capable of doing. But 

though their methods are similar, not all terrorists are alike. Some may actively 

seek the capability for committing mayhem that dangerous technologies provide, 

while others have no desire to do that much damage. It would be very useful to 

know which is which. At best, that might help us formulate more effective 

strategies for preventing a terrorist-induced catastrophe. At least, we would know 

what kinds of groups need to be most closely watched.  

Then there is the biggest question of all: whatever the reason terrorists have 

inot yet committed such atrocities, is there any reason to believe this restraint 

will continue? 

Can Terrorists "Go Nuclear"? 

Despite high priority and lavish government funding, it took years. for a 

collection of the most brilliant scientific minds of the twentieth century to 

develop the first nuclear weapon. Potent nerve gas weapons emerged from 

technically advanced laboratories run by teams of highly trained chemists. A 

great deal of engineering and scientific effort has gone into designing nuclear 

power plants. They are protected by layers of backup and control system's 

intended to make catastrophic failure very unlikely, whether by accident or 

sabotage. Are terrorists really sophisticated enough to get their hands on and 

successfully use dangerous technologies as weapons or as targets of their attacks? 

The image of the terrorist as a demented fanatic who stashes a suitcase full 

of dynamite sticks wired to a crude timing device in some forgotten corner of a 

building is out of step with the times. Such crude forms of terrorism can still be
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very effective. But terrorists and criminals using terrorist tactics have long sir" shown themselves capable of much greater tactical and technological sophisJ cation. In August 1980, a box as big as a desk was delivered to the executive offices of Harvey's Casino in Stateline, Nevada. A three-page extortion note sent to the management warned that the box contained a bomb that would explode if any attempt was made to move it. Not knowing whether the threat was real, casino managers called in bomb experts from the FBI, the Army bomb disposal team and the U.S. Department of Energy (the agency in charge of nuclear weapons research and manufacture). They examined the plastic covered box carefully. X-rays revealed that it contained 1,100 pounds of explosives. The experts were struck by the highly sophisticated design of the device, but nevertheless believed they could safely disarm it. They were wrong. The bomb exploded, doing $12 million worth of damage to the casino.'5 
If there was any lingering doubt about the possibility that technologically advanced subnational terrorist groups could arise, it was dispelled in the mid 1 9 90s by the emergence of the Japanese doomsday cult Aum Shinrikyo.  Nearly a dozen of the sect's top leaders were educated in science and engineering at top Japanese universities, as were some other members. When the police arrested members of the cult and accused them of using sarin nerve gas in a March 1995 attack on the Tokyo subways, they found hiddel laboratories at the cult's compounds that could manufacture the gas. Theyýý charged that Aum also had facilities capable of producing biological warfare agents. Furthermore, Japanese police reportedly suspected that the purpose of the 1993 visit of a high cult official to Australia was to obtain uranium to be used in building nuclear weapons. 16 

As discussed in chapter one, thousands of people have been trained in designing nuclear weapons in the United States, the former Soviet Union, Britain, France and China over the past 50 years. These are people of widely differing political, ideological and religious views, personalities and life circumstances. Many of Russia's nuclear scientists are now living in such economic deprivation that the United States allocated $30 million in 1999 to help create nonmilitary jobs for them in the hope of discouraging them from selling their expertise to rogue nations or terrorists.'7 Can we really be sure that no terrorist political group or religious cult will ever be able to recruit, coerce or buy off any of these experienced weapons designers? 

Unfortunately, the degree of technical sophistication required to acquire or use dangerous technologies as weapons is actually much lower than many people think.  Poison gas can be made with the chemicals most of us have around the house. As long ago as 1977, a British military research laboratory was openly advertising the
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X.i I- c of infectious organisms at bargain-basement prices, including three strains of 

. 'i rerichia coli."8 That is the same bacterium that was responsible for a mysterious 

'pidcmic of food poisoning that shut down the entire Japanese school system 

(Lduring the summer of 1996. More than 9,400 people were sickened and 10 died.1 9 

I n March 1995, four members of the right-wing Minnesota Patriots Council 

wcrc convicted in federal court of conspiracy to use ricin, a deadly biological 

toxin, to kill federal agents. They had manufactured enough to kill 1,400 people 

Susing information in a manual they bought from a mail order house.20 Two 

n1) onths later, a member of the American white supremacist group Aryan Nations 

was arrested for (and subsequently pled guilty to) making another mail-order 

purchase-three vials of frozen bubonic plague bacteria-obtained using false 

credentials from the food-testing laboratory at which he worked.2" What about 

nuclear weapons? 

Designing a Terrorist Nuclear Weapon 

Tihe "secret" of designing nuclear weapons is out, accessible in the public 

literature to anyone moderately well trained in the physical sciences or engineer

ing. More than 20 years ago, the Public Broadcasting System's NOVA science 

television series recruited a 20-year-old chemistry student at the Massachusetts 

I nstitute of Technology and gave him the assignment of designing a workable 

atomic bomb. He was required to work alone, without any expert assistance, 

and to use only publicly available information. He began by simply looking up 

references in the college science library. In the student's words, 

the hard data for how big the plutonium core should be and how much TNT 

I needed to use I got from Los Alamos reference books [purchased from the 

National Technical Information Service in Washington for about $5 each] and 

also other reference books I checked out of the library.  

I was pretty surprised about how easy it is to design a bomb. When I 

was working on my design, I kept thinking there's got to be more to it than 

this, but actually there isn't.22 

Only five weeks later, the student's fully documented, detailed report was 

given to a Swedish nuclear weapons expert for evaluation. The verdict: a fair 

chance that a bomb built to this design would go off, though the explosion would 

probably be no more than the equivalent of 1,000 tons of TNT, more likely less 

than 100.  

The design was crude and unreliable, the yield unpredictable and small by 

nuclear standards-it would not be an acceptable military weapon. But none of
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these deficiencies is much of a problem for terrorists used to unreliable bor-'-,s 
with unpredictable yields. An explosion equivalent to even 50 tons of -1,..  
would be gigantic by terrorist standards. That is 25 times as powerful as the 
explosives used in the Oklahoma City and World Trade Center bombings.  
Imagine what would have happened had those blasts been 25 times as powerful.  
Then add the death and destruction that would have been caused by the 
enormous release of heat and radiation from this crude nuclear weapon
designed by one undergraduate student in less than two months.  

One year later, a senior at Princeton University duplicated this design feat, 
and then some. Working from publicly available sources and taking more time, 
he designed a 125-pound device about the size of a beach ball, which he estimated 
would explode with the force of about 5,000 tons of TNT. A specialist in nuclear 
explosives engineering reviewed the student's 34 -page term paper, declaring that 
the bomb design was "pretty much guaranteed to work'" 2

1 

In April 1979, FBI Director William Webster said that sufficient information 
was available in public libraries to design a nuclear weapon small enough to be 
carried on a terrorist's back.24 A few months later, the Progressive magazine 
published an article called "The H-Bomb Secret."25 The author, a journalist named 
Howard Morland, had unearthed enough detail about the design of the much 
more powerful hydrogen bomb that the U.S. government took Morland and 
Progressive to court to prevent the article's publication on grounds of natio,ý.-' 
security. After a long battle, the court refused to enjoin its publication because all 
of the information it contained was shown to be available in sources that had 
already been public for years. This included a report giving precise specifications 
for the key hydrogen bomb trigger mechanism and other important design details.  
It had been on the public shelves in Los Alamos since 1975. The Department of 
Energy argued that they should never have declassified the report and made it 
available. Why did they? It was simply a matter of human error.26 

Building a "Homemade" Nuclear Bomb 
Skeptics often argue that designing a weapon on paper may not be all that 
difficult, but actually building a nuclear bomb would require large teams of 
people with advanced skills and access to materials and equipment that is 
expensive and difficult to come by. Ted Taylor, a noted physicist and the Los 
Alamos nuclear weapons designer credited with the most efficient A-bomb ever 
designed, disagrees. In his view, 

Under conceivable circumstances, a few persons, possibly even one person 
working alone, who possessed about ten kilograms of plutonium oxide and a 

I i
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lsubstantial amount of chemical high explosive could, within several weeks, 

idesign and build a crude fission bomb.., that would have an excellent chance 

o Icxploding, and would probably explode with the power of at least 100 tons 

of chemical high explosive. This could be done using materials and equipment 

that could be purchased at a hardware store and from commercial suppliers of 

scientific equipment for student laboratories.  

The key person or persons would have to be reasonably inventive and 

adept at using laboratory equipment and tools of about the same complexity 

as those used by students in chemistry and physics laboratories and machine 

shops.2 7 

The M.I.T. undergraduate who designed the workable A-bomb for NOVA 

ticnmated that if he had the plutonium, he could actually build the bomb from 

uIratch in a year or less, with the help of three to four people and no more than 

$30,000 for supplies purchased from ordinary commercial sources. The finished 

product would be about as big as a desk, and weigh 550 to 1000 pounds.2 In 

other words, it would be roughly the size and weight of the box terrorists 

delivered to Harvey's Casino in Nevada five years later. A 1980 article published 

in the British magazine New Scientist gave new meaning to the phrase "home

imade bomb." It outlined a method for turning an ordinary two story house (with 

tbasement) into an atomic bomb! Aside from the 30 to 37 pounds of nuclear 

Smaterial required, the plan only called for about 20 feet of black iron pipe, 2 

%ticks of dynamite, 15 sacks of cement, 20 cubic yards of sand and gravel and a 

few easily obtainable miscellaneous bits and pieces. According to the author, 

Stich a bomb "detonated in New York City, ought to kill perhaps 250,000 people 

"and injure another 400,000... more than adequate for the average terrorist."2 9 

Are the Necessary Nuclear Materials Available? 

There are about a thousand metric tons of plutonium contained in stored spent 

fuel from nuclear power plants. That is four times as much plutonium as has 

been used in making all of the world's nuclear weapons."0 For a long time now, 

the public has been told that nuclear weapons cannot be built from this "reactor 

grade" plutonium without an expensive and technically complex refinemeni 

process: it is much too heavily contaminated with plutonium-2 4 0 to be usable 

for a weapon. Not only is that untrue, it has definitively been known to be untrue 

for more than 30 years.  

In 1962, the U.S. government assembled a nuclear bomb from the kind of 

low-grade, contaminated plutonium typically produced by civilian nuclear 

power plants, and brought it to the Nevada desert for secret testing. It blew up,
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producing "a nuclear yield."" Fourteen years later, a study done at the Lawr, 
Livermore nuclear weapons lab in California came to the conclusion "thai,.,e 
distinction between military and civilian plutonium was essentially false-that 
even relatively simple designs using any grade of plutonium could produce 
'effective, highly powerful' weapons with an explosive yield equivalent to 
between 1,000 and 20,000 tons of TNT.''3 2 

Is it also possible to use uranium taken directly from nuclear power reactors? 
Natural uranium contains only 0.7 percent U-235, much too low a concentra
tion to sustain a chain reaction in weapons. Although some nuclear power 
reactors use natural uranium, most use uranium enriched to higher levels of U
235. Uranium enriched to more than 90 percent is an excellent nuclear explosive, 
and is typical military weapons grade. But according to Ted Taylor, "It is 
probable that some kind of fission explosive with a yield equivalent to at least a 
few tens of tons of high explosive could be made with metallic uranium at any 
enrichment level significantly above 10 percent" (emphasis added).33 

There are civilian nuclear power reactors fueled by 90 percent enriched 
uranium, but most use uranium less than 10 percent enriched. Military nuclear 
power reactors may use more enriched uranium. For example, most of the 
Russian Navy uses uranium fuel enriched to 20 to 45 percent.34 Thus, the 
uranium used as fuel in many, but not all, nuclear power reactors could be t 
to make bombs without further enrichment. Lower enriched reactor fuel 6. d 
still be used, but it would have to be processed to raise its concentration ofU-235.  

In 1996, Timereported that 17 scientists at the Los Alamos nuclear weapons 
laboratory were given the assignment of trying to design and build terrorist-type 
nuclear weapons using "technology found on the shelves of Radio Shack and the 
type of nuclear fuel sold on the black market." They successfully assembled more 
than a dozen "homemade" nuclear bombs. 35 

If terrorists were willing to settle for a device that dispersed deadly radiation 
without a nuclear blast, they would have a much wider variety of designs and 
nuclear materials from which to choose. The skills and equipment needed to build 
a dispersal device are also much simpler than those required for building a bomb.  

Plutonium is so toxic that even a few grams would be enough for a 
radiological weapon. Dispersed as an aerosol in the ventilating system of a major 
office building, a few grams would pose a deadly threat to thousands of people.  

SIIt 
wouldn't be an effective military weapon, but it would be nearly ideal for 

terrorists. Many other radioactive materials could also be used. Biological or 
chemical weapons dispersal devices would be even simpler. By one estimate, 
terrorist biological weapons might be developed at a cost of $100,000 or leeo 

4i. "require five biologists, and take just a few weeks, using equipment that is reac 
available almost anywhere in the world."' 6 

!i~i 
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Getting Access to Nuclear Explosives 

, -hc problems of record keeping and protection of inventories detailed in the 

twcx i chapter raise the possibility that it may not be as difficult as one might hope 

hi, tcrrorists to get their hands on the "any grade of plutonium" or the "uranium 

Aii .riny enrichment level significantly above 10 percent" that they would need to 

Wtildi a crude nuclear weapon. Using a conservative estimate of error in best 

piiactice U.S. plutonium record keeping and a conservative estimate of the size 

of plutonium inventories worldwide, enough plutonium could have been 

ldiverted to make more than 200 crude nuclear weapons (or deliver millions of 

kihal doses in dispersal devices) without the record keeping system ever noticing 

-tw ihit anything was missing.  

More than 200 pounds of highly enriched uranium disappeared under 

4 *tspicious circumstances from the privately owned Nuclear Materials and 

V.qluipment Corporation (NUMEC) plant in Apollo, Pennsylvania in the 1960s.  

Tl'wo decades later, during exercises run by the U.S. Department of Energy, 

nmock" terrorists successfully stole plutonium from the Pantex nuclear weapons 

i plant in Texas and the Savannah River Plant in South Carolina. Both Savannah 

River and Pantex are facilities at which protection was presumably a very high 

priority, since they not only handle plutonium, but are involved in assembling 

and disassembling nuclear weapons. The U.S. Nuclear Regulatory Commission 

( (NRC) also tested the ability of armed terrorists to penetrate commercial nuclear 

: power facilities. Serious security problems were discovered at almost half of the 

nation's nuclear plants. In at least one mock attack, "terrorists" were able to 

sabotage enough equipment to cause a core meltdown. Yet in 1998, the security 

•c:tsting program was eliminated in the interests of cutting costs.3 7 

Then there is the problem of safeguarding inventories of plutonium, enriched 

uranium and nuclear weapons in the former Soviet Union. The Soviet system of 

record keeping was so poor that even by 1996, Russia still did not have accurate 

records of the quantity, distribution and status of nuclear materials at many of the 

40-50 nuclear locations and 1,500-2,000 specific nuclear areas throughout the 

"former Soviet Union.3" Economic and political turmoil in Kazakhstan, Ukraine 

and Russia have greatly increased the chances of nuclear theft. We know that 

c cnriched uranium was stolen from Russian facilities at Podolsk and Sevmorput in' 

the 1990s. And persistent reports of "holes in the fences" and other poor security 

practices in Russia do not bode well for the future.  

There is no doubt that conventional weapons, explosives and all manner of 

related goods stolen from Russian and American military arsenals have found 

i their way into the hands of terrorists around the world. There is also little doubt 

that a black market in nuclear materials now exists, most likely fed in part by 

'4- • . . .
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criminal sources in the former Soviet Union. Between 1991 and 1994, 
German police recorded more than 700 cases of nuclear smuggling (though at 
least some of these were hoaxes). Speaking in April 1996, CIA Director John 
Deutch put it this way: "The chilling reality is that nuclear materials and 
technologies are more accessible now than at any other time in history."39 

Once "nuclear materials and technologies" are acquired, they can be 
smuggled across international borders. In 1985, a West German businessman 
was convicted of illegally shipping an entire $6 million nuclear processing plant 
to Pakistan-along with a team of West German engineers to supervise its 
construction!

4° 

U.S. borders are so porous that it would be relatively easy to bring nuclear 
materials into the United States that had been stolen from poorly guarded 
nuclear facilities elsewhere. It wouldn't be all that difficult to bring stolen or 
homemade nuclear weapons or components into the United States either. In 
early 1996, Time reported that "U.S. intelligence officials admit that a terrorist 
would have no more difficulty slipping a nuclear device into the U.S. than a 
drug trafficker has in bringing in bulk loads of cocaine."4' Decades earlier, special 
forces teams actually tried to smuggle simulated nuclear bombs into the United 
States dozens of times to see if it could be done. They carried the dummv 
weapons across the borders in trucks, small planes and boats. None of them we.  
ever intercepted.42 

Some Incidents 
There is a long history of nuclear threats and related plots by terrorists and 
criminals.  

" In 1978, the FBI arrested two men after they tried to recruit an 
undercover agent to take part in a plot to steal an American nuclear 
submarine. The men had showed him their plan to use a gang of 12 to 
murder the crew of the nuclear submarine USS Trepang, sail it from its 
dock in New London, Connecticut, to the mid Atlantic and turn it over 
to a buyer they did not identify. The plan included the option of using 
one of the ship's nuclear missiles to destroy an East Coast city as a 
diversion to help with the getaway.43 

"* Hours after Uganda's megalomaniacal dictator Idi Amin was overthrown 
in June 1979, top secret documents were discovered that allegedly 
revealed a plot Amin was preparing. Nuclear weapons small enough t( 
fit into suitcases were to be built and carried into the nation's embassies 
around the world by teams of Ugandan diplomats, possibly for purposes

!i ii!
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of nuclear blackmail. It was further reported that Amin was actively 

seeking terrorist help and expertise to carry out this grotesque plan.44 

On April 1, 1985, New York City officials receivedc an anonymous letter 

threatening to contaminate the city's water supply with deadly plutonium 

t richloride unless all charges against Bernhard Goetz were dropped. Goetz 

was accused shooting four young black men in a subway confrontation.  

"T he charges were not dropped. Two and a half weeks later, tests of the city's 

water showed levels of plutonium 35 times greater than normal.45 

In December 1994, a Czech scientist named Jaroslav Vagner and two 

colleagues were arrested for nuclear smuggling when Prague police found 

nearly six pounds of weapons grade uranium in the back seat of his car.  

Eighteen months later, interviews with Czech police and newly released 

documents revealed that allies of the three conspirators had threatened 

to explode a nuclear weapon at an unspecified Prague hotel unless the 

prisoners were released. According to the Czech police detective handling 

the investigation, "It is possible they have the nuclear material to do it.  

We found out they were planning to bring out [of Russia] 40 kilos of 

uranium within several days and... one ton within several years."46 

In an attempt to deal with the threat of nuclear terrorism, the United States 

pitt together the multiagency Nuclear Emergency Search Team (NEST) in 1975.  

N EST was set up to evaluate criminal or terrorist nuclear threats and if necessary, 

to conduct extensive high-tech bomb searches to find and disable nuclear devices.  

hy early 1996, NEST's annual budget was up to $70 million. The team had 

evaluated 110 threats (including some nuclear emergencies not involving 

wcapons) and mobilized to search or take other action 30 times. All but one of 

ihe threats were reportedly hoaxes.47 

What are the chances that this specialized team could actually find a real 

werorist nuclear device? In 1980, NEST's assistant director put it this way: "If 

you can cut it down to a few blocks, we have a chance. But if the message is to 

%carch Philadelphia, we might as well stay home."348 

THREATENING DANGEROUS TECHNOLOGY FACILITIES 

Terrorists would not have to steal or build weapons of mass destruction to wreak 

havoc. They could achieve much the same effect by sabotaging plants that 

produce or use large quantities of toxic chemicals, attacking nuclear or toxic 

chemical waste storage areas or triggering the catastrophic failure of nuclear 

power plants. Ordinary explosives or incendiary devices, placed in the right
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TABLE 2-1 

NUCLEAR SAFEGUARDS INCIDENTS BY CATEGORY, 1976-19.  
CATEGORY NUMBER PERCENT 

OF EVENTS OF TOTAL 

Bomb-Related 690 38.9% 

Firearms-Related 540 30.4% 

Tampering/Vandalism 120 6.8% 

Intrusion 43 2.4% 

Missing or Allegedly Stolen 29 1.6% 

Arson 21 1.2% 

Transport-Related 12 0.7% 

Miscellaneous 321 18.1% 

"TOTAL 1776 100% 

Notes: (1) The NRC's definitions for the categories are: 
"Bomb-Related: Events concerned with explosives or incendiary devices" 
"Firearms-Related: Events typically describe the discharge, discovery or loss of firearms" 
"Tampering/Vandalism: Incidents of destruction or attempted destruction... which do not directly cause a radioactive release" 
"Intrusion: Incidents of attempted or actual penetration of a facility's barriers or safeguards systems" 
"Missing or Allegedly Stolen: Events in which safeguarded material was stolen, alleged to be stolen, discovered missing or found 
[includes material missing or stolen during transport]" 
"Arson: Intentional acts involving incendiary materials resulting in damage to property" 
"Transport-Related: Events ... where safeguarded material was misrouted or involved in an accident" 
(2). Even though there is some overlap in categories, each event was only included in a single category. There is thus no "double-C&-,9..

Source: Operations Branch, Division of Fuel Safety and Safeguards, Office of Nuclear Material Safety and Safeguards, Safeguards Summary Eve 
List (SSEL) (Washington D.C.: U.S. Nuclear Regulatory Commission, NUREG-0525, Vol. 2, Rev. 3; July 1995), pp. vii and A-7.  

places and ignited at the right time, could cause more damage than that cause 
by the terrible accidents at Bhopal and Chernobyl. Many threats have been mac 
against nuclear facilities over the years. NRC data on "safeguards event, 
involving nuclear materials, power plants and other facilities show nearly 1,80 
threatening events during the 19 years from 1976 through 1994 (see Table 
1).49 Close to 700 events (almost 40 percent) were bomb related.  

Like terrorist incidents in general, these events follow an uneven pattern ov, 
time, as shown in Table 2-2. It is good news that there were many fewer bomi 
related incidents during the first half of the 1990s than in any earlier five-ye; 
period. But that is a slender reed on which to build up hope. Even in those fir 
years there were 76 bomb-related incidents, an average of more than one a mont] 
And the decline in bomb-related events was more than made up by a sharp rise i 
the number of other incidents. There does not seem to be any good rea.  
believe that credible threats against nuclear facilities will stop anytime soon.
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'.,.ulcr: Operations Branch, Division of Fuel Safety and Safeguards, Office of Nuclear Material Safety and Safeguards, Safeguards 
onimnary Event List (SSEL) (Washington D.C.: U.S. Nuclear Regulatory Commission, NUREG-0525, Vol. 2, Rev. 3; July 1995), 

t. A. I. A-2, and A-8.

Many of the safeguards events in these tables were only threats or hoaxes.  

Even so, they indicate the extent to which nuclear facilities are seen as vulnerable 

enough to make the threats and hoaxes credible. In any case, it is very clear from 

these data that nuclear facilities have been considered attractive targets by 

terrorists and criminals for some time now.

TERRORISM AND DANGEROUS TECHNOLOGIES 

TABLE 2-2 

NUCLEAR SAFEGUARDS 
INCIDENTS BY YEAR, 1976-1994 

TOTAL NUMBER REACTOR BOMB-RELATED 
OF INCIDENTS EVENTS ONLY INCIDENTS 

1976 72 66 55 

1977 34 29 28 

1978 47 40 29 

1979 118 111 94 

1980 109 103 73 

1981 74 70 48 

1982 82 80 57 

1983 56 54 39 

1984 58 57 28 

1985 67 58 23 

1986 96 84 43 

1987 95 91 35 

1988 137 128 37 

1989 148 142 25 

1990 103 100 11 

1991 152 150 32 

1992 94 94 12 

1993 116 116 12 

1994 118 118 9 

TOTAL 1776 1691 690
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A Chernobyl by Design? 

The same month that terrorists used a truck bomb to blow up the World Trade Center in Manhattan, a mental patient crashed his station wagon through a door at the infamous Three Mile Island nuclear power plant.5 0 Coming so close 
together, these two events naturally raised the question of what would happen if a disturbed individual or terrorist gang attacked a nuclear plant with a truck bomb as powerful as the one that ripped apart six stories of the Trade Center.  
The devastating Oklahoma City bombing two years later and the deadly 1996 truck bombing that destroyed part of an American military housing complex in Saudi Arabia (despite barriers that kept the vehicle 35 yards away) further 
strengthened this concern.5" 

The reinforced containment structure that covers a nuclear power reactor is the last line of defense against the release of large amounts of radioactive material.  Its presence at Three Mile Island and its absence at Chernobyl was one of the most important reasons why the Chernobyl accident did so much more damage.  Early in a severe reactor accident, high pressure from the heat of fission products, 
gas generation and the like threaten the containment. At the same time, it is filled with many radioactive materials in vaporized and aerosol form, easily carried by the wind and easily inhaled. It is the worst possible time for the'-.ý containment to fail. If a terrorist group were to trigger a major nuclear accident, 
perhaps by sabotaging the plant with the help of insiders, anything they could 
do to weaken the containment enough to make it fail would greatly increase the magnitude of the disaster. Coordinating sabotage of the plant with a vehicle 
bomb attack might just do the trick. Is such a scenario possible? 

In 1984, Sandia National Laboratories completed a study of the truck bomb threat to nuclear facilities for the Nuclear Regulatory Commission. In April, NRC staff reported to the commissioners that "The results show that unacceptable 
damage to vital reactor systems could occur from a relatively small charge at close distances and also from larger but still reasonable size charges at large setback distances (greater than the protected area for most plants).'"52 The Sandia study 
concluded that nuclear facilities in the United States were vulnerable to terrorist truck bombs, and that putting a few barricades near the reactor building would not solve the problem. "Unacceptable damage to vital reactor systems" could be done 
by bombs detonated some distance away, in some cases possibly even off-site.53 

Trucks are not the only vehicles that terrorists could use to attack a nuclear plant. In the early 1970s, Atomic Energy Commission Chairman James 
Schlessinger put it this way: "If one intends to crash a plane into a facility. ..  
there is, I suspect, little that can be done about the problem .... The nuclear plants that we are building today are designed carefully, to take the impact of, I



Wi ivv, a 200,000 pound aircraft arriving at something on the order of 150 miles 

irt hour. It will not take the impact of a larger aircraft."5 4 

At least a few dozen nuclear plants still operating in thý United States today 

hivc *ontainments no stronger than that to which Schlessinger was referring. Quite 

A f*w j Wimbo jets have been hijacked by terrorists by now, and they are considerably 

i,',victr and faster than the aircraft whose impact those containments were designed 

to r.sist. A Boeing 747, for example, weighs more than 300,000 pounds and can 

ttiia cl at speeds over 500 miles per hour. But even a much smaller plane could 

Ultf isly damage the containment if it were filled with explosives.  

As to sabotaging a nuclear plant, documents written to help nuclear plant 
. pwrators test their security have been publicly available since the 1970s. They 

would be very useful to a potential saboteur. One includes a computer program 

that could be used to determine the best route for a saboteur to follow. According 

WA) a firmer nuclear safeguards inspector, to use the program, "All you need is the 

vaitles (dimensions) of the plants, some of which are available in the library." 55 

Then there is the Barrier Penetration Database, prepared by Brookhaven 

National Laboratory under contract to the NRC. It gives detailed information 

on the types of tools and explosives necessary to break through dozens of barriers, 

from chain-link fences to reinforced concrete walls. It includes other information 

important to planning an attack, such as the weight of the equipment required 

ond how long it should take to break through each barrier. 56 A 1993 RAND 

study (sponsored by the Department of Energy) looked at 220 direct attacks by 

armed bands of guerrillas or terrorists that the researchers believed were 

analogous to the kinds of direct armed assault such groups might launch against 

American nuclear facilities. They found that the attackers were successful 74 

percent of the time.57 

Of course, sabotage would be easier with the help of insiders working at the 

facility. In a 1990 study, Insider Crime: The Potential Threat to Nuclear Facilities, 

RAND found that financial gain was the main motivation in the overwhelming 
majority of insider crimes they studied.5' Terrorists might need to do little more 

than find a sufficiently money-motivated insider and pay him/her off. Guards 

themselves were responsible for more than 40 percent of the crimes against 

guarded targets. Their overall conclusion? " [N] o organization, no matter how 

ingeniously protected can operate without some trust in individuals on all levels.  

Beyond a certain point, security considerations in hiring, guarding, controlling, 

and checking people can become so cumbersome as to actually impede the 

operation of a facility. This creates a serious dilemma in the case of a nuclear 

facility..., total security can never be attained." 59 

It would be much simpler to attack a toxic chemical plant, radioactive or 

toxic chemical waste storage dump and the like than a nuclear power plant. If a
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successful terrorist assault on a nuclear plant is possible, terrorist assaults on otb 
dangerous-technology facilities are even more likely to succeed.  

Why Haven't Terrorists 
Yet Engaged in Acts of Mass Destruction? 

Experts have warned about the dangers of nuclear terrorism and its equivalents 
at least since the 196 0s. Dangerous technologies have already been used to do 
damage on a scale similar to conventional terrorism (such as in the 1995 Tokyo 
nerve gas attack). There have also been threats of mass destruction and hoaxes 
involving nuclear weapons. But as yet, there has been no publicly reported case 
of terrorists (or criminals) doing the kind of massive damage that could result 
from large-scale use of dangerous technologies as either a weapon or target.  
Why not? 

It is clearly not because this kind of attack is beyond their capabilities. It 
cannot be because of a moral revulsion against taking innocent lives, since the 
taking of innocent lives is the terrorist's stock in trade. It is possible that 
terrorists might be inhibited by a belief that murder and destruction on a 
massive scale would invite ferocious retaliation. But decades of experience 
show that terrorists are willing to risk ferocious retaliation, and may even b 
trying to provoke it. Many who seek to retaliate against terrorists are already 
prepared to do them grievous, even deadly harm. Even in free societies, where 
the search for terrorists is complicated by constraints against hurting innocent 
people and forfeiting personal freedoms, terrorists are already pursued with 
dogged determination and severely punished (witness the death sentence 
meted out to Timothy McVeigh, convicted of the Oklahoma City bombing).  

More likely, terrorists have simply not found acts of mass destruction 
necessary up to now. If acts of conventional terrorism still provoke enough 
fear to put pressure on decision makers to do what terrorists want done, there 
is no particular reason for them to go to the trouble, danger and expense of 
acquiring and using the means of mass destruction. If acts of conventional 
terrorism come to be more routine and so generate less shock and fear, terrorists 
may someday conclude that they must commit much greater violence to 
frighten people enough to achieve their objectives. They will find the tactics 
of mass destruction waiting in the wings.  

Another possibility is that so far, terrorists have believed that committing 
acts of mass destruction would get in the way of achieving their objectives.  
The credibility of this explanation depends on what kind of group we are 
considering. Terrorist groups are not clones of each other. Understanding what 
makes them different is important to judging how likely it is that any particular

U
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• j-t.up. will use dangerous technologies. It is also the key to developing more 

effective countermeasures.  

A Taxonomy of Terrorists 

Thc first and perhaps most obvious distinction is between domestic groups and 
i n icrnational terrorists. Germany's left-wing Red Army Faction, France's right
wiig Federation for National European Action, America's white supremacist 
[,11Ch Order, Spain's Basque separatist ETA and Peru's revolutionary Shining 
P it 1h are examples of domestic terrorist groups active in the 1980s.60 On the 
(• t hcr hand, the Popular Front for the Liberation of Palestine, the Japanese Red 

Army, Hamas, the Jewish Defense League and the Armenian Secret Army are 

ihi.torical examples of internationally focused terrorist groups." Some have 

straddled the boundary. The Irish Republican Army (IRA) carried out most of 
N,.ttacks inside Northern Ireland (against both Irish and English targets), but 

it was also responsible for more than a few terrorist bombings in England.  
Secondly, some terrorists have relativelywell-defined, specific political goals, 

while the goals of others are much more vague, general, ideological and/or 

antarchic. The Palestine Liberation Organization (PLO) used terrorist tactics to 

raise public awareness of the plight of disenfranchised Palestinian Arabs and gain 
tipport for establishing an independent Palestinian state. Similarly, the goal of 

<!; IRA terrorism was also clear, specific and political: to end British rule in 

Northern Ireland. By contrast, the Symbionese Liberation Army, made famous 
•[ by its kidnapping of newspaper heiress Patricia Hearst, had only the most 

general, ideological, anticapitalist goals. The long terrorist career of the infamous 

Uinabomber was aimed at promoting vague antitechnology goals. And the self

proclaimed goal of Shoko Asahara, the leader of the Japanese terrorist cult Aum 

:.: Shinrikyo, was to "help souls on earth achieve 'ultimate freedom, ultimate 

• appiness and ultimate joy."'62 
Asahara's statement leads naturally to a third, related characteristic that 

differentiates terrorists from each other: some are rational and some are not. There 

iis a temptation and a desire to believe that anyone who would engage in brutal 

t•errorist actions cannot be rational. But that is not true. Rationality is a matter of 

logic, not morality. It simply means that the tactics used are logically related to the 

goals being pursued. The German Nazis were vicious and their behavior despicable 
and profoundly immoral, but not illogical. At least in the short term, their tactics 

led them step by step toward their goals of conquest and control.  
Nonrational behavior includes both irrationality (in the sense of craziness) 

and behavior that is not necessarily crazy, but is driven by something other than 

logic. Emotion, culture, tradition and religion are important nonrational drivers
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of human behavior. To refuse to do business with the lowest-cost suppli¢ 
because that firm is run by someone who once caused you personal emotiona+' 
pain may not be rational, but it is easy to understand and certainly not crazy.  
To sit for hours in the hot sun at a graduation ceremony wearing long, black 
robes appropriate to the much colder climate from which they came is not logical 
behavior, but neither is it a sign of mental imbalance. It is driven by culture and 
tradition. Similarly, belief in God and adherence to the ceremonies of a particular 
religion is not a matter of logic, it is a matter of faith. And while faith may not 
be logical, it is not irrational.  

Whether or not terrorist tactics actually advanced the political goals of the 
PLO or the IRA, the decision to use them, though reprehensible, was still rational: 
terrorism might logically have led them where they wanted to go. It is difficult, 
however, to imagine by what logic the terrorist activities ofAum Shinrikyo can be 
related to their spiritual goal of helping people on Earth to attain "ultimate 
freedom, ultimate happiness and ultimate joy." Similarly, the brutal murders 
perpetrated in Los Angeles decades earlier by the "Manson Family" (see Chapter 
8) were driven by Manson's psychotic fantasies, not some logical process of 
choosing among available tactics in the service of an achievable goal.  

A fourth factor that differentiates terrorist groups is thi degree of support 
for their underlying goals. Whether or not the public approves of their tactics, 
terrorist groups fighting for a popular cause behave differently than those' 
whose goals are considered extremist and out of touch. Everything else being 
equal, when the cause is popular, it will be easier for the group to recruit 
members, raise funds and find hiding places for their weapons and for 
themselves. Those that are rational will cultivate this sponsorship, and take 
care when choosing their targets and tactics to avoid alienating their support
ers. They will try to avoid catching their potential allies in the web of innocent 
victims. Groups with little or no public support are less inhibited in their 
choice of victims. They may believe that acts of horrific violence are the only 
way to shock what they see as a complacent or submissive public into action.  
It is a safe bet that, despite their lack of support, most see themselves as the leading edge of a great movement, and think that once the public awakens, a 
mass of supporters will rise up and carry them to victory.  

Finally, different terrorist groups face off against different kinds of opponents.  
Some see a very specific enemy, such as the top executives of a particular company 
(or industry) or the political leaders of a specific country. Others see a much larger 
enemy, such as all nonwhites or all non-Christians, or a vaguely defined group, 
such as the "international Jewish financial conspiracy." The nature of their 
perceived enemy affects the kinds of actions they take and the intensity of the 
violence they commit. The range of likely targets and the degree of violence tend

I
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ti .c g•cater when the enemy is "the federal government" or "the Jews" than when 
Oic iargct is the management of Exxon or the ruling party in Britain.  

'1'0o summarize, the five distinguishing factors are: 

"- geopolitical focus (Are they domestic or international in focus and if 

international are they state sponsored?) 
- nature, specificity and achievability of goals (Are their goals vague and 

ideological or specific and political?) 
* rationality (Is their behavior driven by logic?) 
- public support for their goals (How much public support is there for their 

goals as opposed to their tactics?) 
* size and character of their enemy (Is their opponent a relatively small and 

specific group of decision makers or a much larger and more generalized 

class of people?) 

Domestic terrorists with clearly defined and potentially achievable political 

•"objectives are most likely to see the terrorism of mass destruction as counterpro
u-i clive. Because they see their terrorist acts as acts of resistance and rebellion 

[.,-thtu will eventually rally their silent, disempowered supporters to the cause, they 

must always balance the shock effect of the damage they do against the support 
they will lose if their violence becomes too extreme. Except in situations of 

cy.. complete desperation, groups of this type are almost certain to see in advance 
that acts of mass destruction would be disastrous tactical blunders.  

International terrorist groups with clearly defined and potentially achievable 

- political objectives are somewhat more likely to escalate the level of violence. If 
dhcy are playing to a domestic audience and if most of the violence they do is 
oitside the borders of their home country, they may feel that spectacular acts of 
dcstruction will not alienate and may even encourage those who support their 

ca Iusc at home. This might be especially true of a terrorist group attacking targets 

in.side the borders of a nation whose military is occupying the terrorists' home 
c' country. However, if the terrorists are also trying to influence the wider 
international community to support their cause, acts of extraordinary violence 

.ir not likely to seem appealing.  
RN - Domestic or international terrorist groups whose objectives are much 

more general or ill formed and whose attitudes are much more nihilistic
such as doomsday religious cults, racist and ideological extremists, and nuts

arc an entirely different story. They are less likely to be deterred by worries 

-about alienating supporters and may find devastating of acts of mass 

destruction an appealing, unparalleled opportunity to exercise their power.  

tDoomsday #'lts could even see such acts as a way of hastening the salvation
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they believe will follow the coming cataclysm. Groups of this sort 
extremely dangerous.  

With a doomsday philosophy and considerable scientific talent on board, Aum 
Shinrikyo is a good case in point. This well-financed cult was accused not only of 
committing an act of nerve gas terrorism, but of preparing for much more deadly 
and devastating uses of chemical, biological and even nuclear weapons. The 
powerful control exerted over Aum's members by its charismatic but apparently 
mentally disturbed founder combined with the group's nihilistic orientation and 
substantial resources is an almost perfect recipe for the terrorism of mass destruction.  

By 1997, there were more than 200 right-wing, violence-oriented, white
supremacist militias in the United States, active in some 40 states.6" The agendas 
of many of these groups are extremist by any reasonable definition of the word.  
Collectively calling themselves the "Patriot" movement, they picked up on the 
antigovernment rhetoric of mainstream political conservatives and distorted it 
to the extreme. Many Americans believe that some federal agencies are oversized, 
inefficient and sometimes abusive. But the rhetoric of the Patriots goes much 
farther. In the words of one analyst who has closely tracked the movement, "those 
in the Patriot movement are convinced that the government is evil. It is run by 
a secret regime ('The New World Order') that seeks to disarm American citizens 
and subjugate them to a totalitarian world government. Just about anything th.  
can be described with the adjectives 'global,' 'international' or 'multicultural' is 
a Patriot menace." 64 

These groups are heavily armed, and not without financial resources. In 
1995, 11 individuals associated with the Patriot group "We the People" were 
indicted on felony charges related to a scheme in which they allegedly collected 
almost $2 million from thousands of people they charged $300 each to be part 
of a phony class-action lawsuit against the federal government. A year before, 
the host of a popular Patriot radio program and founder of the Patriot group 
"For the People" took in more than $4 million.65 

America's right-wing, extremist, paramilitary militias have many characteris
tics that make them prime candidates for the terrorist use of dangerous technolo
gies. Some rank high on each of the five factors in the taxonomy of terrorist groups: 

Factor 1: While they are domestic rather than international, they see themselves 
as fighters against a national government that has become the pawn of an 
international conspiracy ("The New World Order"). They believe the U.S.  
federal authorities constitute an "occupation government," and some think 
that no level of government higher than the county has any legitimacy. Thus, 
they see themselves more as fighters against a foreign government than as 
domestic revolutionaries.
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Factor2: Their goals are ideological, general and anarchic, rather than specific, 

limited and politically achievable.  

Factor 3: They are not particularly rational. Living in a paranoid world of 

conspiracies, they are motivated by nonrational beliefs often clothed in the garb 

of some form of end-time religion. Some have been tied to the violence

oriented, postmillenial Christian Identity movement.  

-. Factor 4: Though there is considerable cynicism about the federal government 

among many Americans, there is very little support for the nihilistic goals of 

the Patriot movement.  

Factor 5: Rather than having a very specific and limited enemy, many of the 

Patriot militias consider all nonwhites, non-Christians and many mainstream 

Christians as well to be the enemy.  

rAfter studying a wide range of terrorist groups for the Department of Energy in 

i• 1986, RAND concluded, "Of the terrorist organizations active in this country, 

the right-wing extremists appear to pose the most serious threat to U.S. nuclear 

weapons facilities."66 

To date, the lack of unity and coordination among the extremist militia has 

limited the scope of their terrorist efforts. There is, however, growing cross

! fertilization among them. They count well-trained American military personnel 

S(including at least some former Green Berets) among their members and are 

always trying to recruit more. They have not yet been able to attract many highly 

educated and technically skilled people to the movement, but the movement is 

relatively new and does seem to have significant financial resources. There is no 

reason to believe that the scope of their terrorist activities will stay limited 

t indefinitely. These "Patriots" are prime candidates for becoming nuclear 

terrorists.  

IS THE TERRORIST THREAT GROWING? 
There are some useful data available on the frequency and severity of terrorist 

attacks and credible threats of attack, but they are limited and flawed. Because the 

terrorist" label is so politically loaded, governments and other organizations that 

gather. and publish such data often use different definitions of what is a terrorist 

incident. Beyond this, incidents that involve grave potential danger-such as 

threats against nuclear power plants, nuclear weapons facilities or radioactive waste
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NUMBER 
OF INCIDENTS** FATALITIESt INJURIES TOTAL 

CASUALTIES1 120 20I 90(8

1969 

1970 

1971 

1972 

1973 

1974 

1975 

1976 

1977 

1978 

1979 

1980 

1981 

1982 

1983 

1984

200 

300 

280 

550 

350 

400 

345 

457 

419 

530 

434 

499 

489 

487 

497 

565

10 

80 

20 

140 

100 

250 

190 

200 

150 

250 

120 

150 

380

221 

720

840 

963

1061 

1683 

1100

1985 635 825 1217 2042 
1986 612 576 1708 2284 
1987 665 633 2272 2905 

storage areas-tend to be covered up, on the belief that making them public would 
spread undue fear and thus give the terrorists a partial victory. Clearly, such 
incidents are also kept secret to create a false sense of security so that the public 
will continue to support particular government institutions or policies.  

It is easier to keep the attacks quiet when they are carried out by domestic 
terrorists than when international terrorists are involved. The incentives are also 
greater: the frequency and severity of domestic terrorist incidents are mea, 
of internal opposition and political turmoil, something no government likes to
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TABLE 2-8 

1N( D I)IN"I'S OF INTERNATIONAL TERRORISM*
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TABLE 2-3 CONTINUED

NUMBER 
OF INCIDENTS**

605

375 

437 

565 

363 

431 

321 

440 

296 

304 

12,971

FATALITIES'Yl A 

1'%8

INJURIES

1131 

427 

677 

242 

636 

1393 

663 

6291 

2912 

693 

22,065

TOTAL 
CASUALTIES"I

1789 

834 

877 

344 

729 

1502 

977 

6456 

3226 

914 

28,723"t

(OVER 30 YRS) 

432/YR

(OVER 29 YRS) 

263/YR

(OVER 15 YRS) 

14711YR

(OVER 16 YRS) 

17951YRWt

I I ih U.S. State Department excluded intra-Palestinian violence beginning with 1984, apparently because it was considered to be domestic rather 

than international terrorism. Such terrorism had previously been included because the "statelessness" of the Palestinian people made the 

violence seem inherently international.  

"I )ýta for 1968-74 were extracted from a bar graph that was not specifically numbered, so they should be considered approximations, rounded 
n) the nearest ten. The underlying data were not published.  

* I )ta for 1968-81 were extracted from a line graph that was not specifically numbered, so they should be considered approximations, rounded 

it the nearest ten. The underlying data were not published.  

I Includes only years for which data on the sum of both fatalities and injuries were available. Therefore, the total of this cdumn is less than the 

sum of the totals of the separate columns for fatalities and injuries.  

%,,urces: Data on number of incidents for 1975-94 from the Office of the Coordinator for Counterterrorism, U.S. Department of State, Patterns 
-, tIobal Terrorism, 1994, p. 

6 5
, 

19 9 5 
data from the 1995 edition, p. 4, 1996 and 1997 data from the 1997 edition; data on number ofincidents 

I,,t1968-74 from Office of Counterterrorism, U.S. Department of State (unpublished) as cited in Kegley, Charles W. Jr, International Terrorism: 

C hiaracteristics, Causes, Controls (New York: St. Martin's Press, 1990), p. 15.  

I lia on fatalities for 1968-83 and injuries for 1982-83 from Cordes, Bonnie, et al., Trends in International Terrorism, 1982 and 1983 (Santa 

N1,,nica, California: Rand Corporation, August 1984), pp. 6-7; these data were apparently based U.S. State Department data. Data for fatalities 

Anid injuries for 1985-97 from Patterns of Global Terrorism annual editions for 1985-97; approximate total casualties data for 1984 were from the 

1992 edition, p. 60.  

publicize. As a result, while all data on terrorism must be treated with caution, 

data on international terrorism are likely to be more reliable (see Table 2-3).' 

According to the U.S. Department of State, there were nearly 13,000 

separate incidents of international terrorism from 1968 through 1997-an 

average of more than 430 per year for three decades. The average number of 

terrorist incidents per year rose from 160 in the late 1960s to more than 400 

during the 1970s, peaking at more than 540 in the 1980s. With the end of Cold 

War rivalries and the beginning of serious ongoing peace negotiations in the
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Middle East, the first eight years of the 1990s saw a significant drop in the average number of terrorist incidents per year to just under 400. Still, there were almost ' two and a hal/times as many incidents per year on average in the period 1990
97 as there had been in 1968-69.  

International terrorism has also become a more deadly business over the years. The average number of people killed each year skyrocketed from 15 in 1968-69 to 150 during the 1970s, then grew rapidly to more than 500 in the 1980s. Fatalities dropped even more sharply than incidents in 1990-97, falling to about 190 per year. Even so, despite the Middle East peace process and the end of the Cold War, the average number of people killed each year by international terrorists was more than 25 percent higher in 1990-97 than it had been in the 1970s, and almost 13 times as high as it had been in the late 1960s.  These data are far from perfect, but they would have to be very far off the mark to overturn the basic picture they paint. International terrorism is, sad to say, still going strong. It shows no signs of fading away anytime soon.  In the United States, we have become accustomed to thinking of international rather than domestic terrorism as the gravest threat to life hnd limb. Yet fewer people were killed worldwide in 1995 in all 440 international terrorist incidents than died that year in the single domestic terrorist bombing in 
Oklahoma City.  

Terrorists have not yet used dangerous technologies to do catastrophic damage, as weapons or as targets. But there is nothing inherent in the nature of terrorism that makes it self-limiting. Those who are ready, even eager, to die for their cause, who stand willing to abandon every constraint of civilized behavior and moral decency against the slaughter of innocents, cannot be expected to permanently observe some artificial restriction on the amount of havoc they wreak.  
Many terrorists are political rebels, in the classic sense. They have chosen reprehensible methods to fight for rational, limited, clearly defined objectives.  But others are striking out against a vast array of faceless enemies, out of touch with reality and trying to punish, even to destroy a world they cannot live in and 

do not understand.



CHAPTER SEVEN

The Fallibility of Individuals: 
The Nature and Conditions 

of Life and Work 

k pace/Aeronautics magazine in the late 1960s, Charles Cornell wrote, "Seem
•i v. inexplicable, inconsistent and unpredictable human 'goofs' account for 50

i''rcent of all failures of major weapons systems and space vehicles. That puts 

l~ i~ m ,errors. .. ahead of mechanical, electrical and structural failures...as a source 
Y . vstcm troubles. . . . The consequences range from minor delays to major 

:i4 t,.atcrs.' lIn the aftermath of the tragic midair destruction of off-course Korean 
A nllines Flight 007 by the Soviet military in 1983, a National Aeronautics and 

c Administration (NASA) official testified before Congress that human error 
*, responsible for more than two-thirds of the 950-plus incidents in which 

o, ifinirl airliners had strayed off course in the preceding five years.2 According to 
nrwi .1analysis by the Safety Studies and Analysis Division of the National Transpor

:]ý,,, i Safety Board, pilot error caused or contributed to 54 of the 76 fatal crashes 
imajor airlines in the United States from 1967 through 1981.  

I ln the preceding chapter, we considered how substance abuse and mental 
l•c•] -s contribute to human error. But that is only part of the problem. Error is 

• •p,,'r.sive in human activity, even when lives and treasure hang in the balance.  

1IA' the -airline industry, in the space program, in the field of medicine, in the 

ooil. of high finance, in the criminal justice system-nowhere are we com
~Iey t insulated from its consequences. Witness:
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*On a clear night in December 1995, the pilots ofAmerican Airlines Fligh 
965-both with thousands of hour of flying time and spotless records
made a series of "fatally careless mistakes" as they approached Call, 
Colombia. After flying past the locational beacon 40 miles north of the 
airport, they programmed their navigational computers to fly toward it, 
and steered their plane into the side of a mountain. Flight recorders 
showed no evidence that they had discussed approach procedures, as is 
mandatory before every landing. It was the worst accident involving an 
American air carrier in seven years. 4 

* A Boeing 757 crashed off the coast of Peru in early October 1996, killing 
all 70 people on board. According to the National Transportation Safety 
Board, the plane went down "because maintenance workers forgot to 
remove tape and paper covers they had put over sensors while polishing 
the plane."' 

*On July 17, 1997, one of three astronauts aboard the already troubled 
Russian Mir space station disconnected a critical electrical cable by 
mistake. That disabled the computer that controlled Mir's position in 
space, causing the space station to drift. A backup system took over too 
late to correct the problem. With the solar panels no longer pointed at 
the sun, the power drained slowly out of the batteries. Data transmission,, 
to the ground was cut off, and the key lighting, temperature-control and 
oxygen-generation systems had to be shut down to save energy.6 

*Six people attached to dialysis machines at the Albuquerque Kidney 
Center suddenly began to scream in excruciating, unexpected pain as a 
technician mistakenly threw a switch that sent a cleaning solution 
intended to rinse the machines into the patients' bloodstreams. Five of 
the patients recovered, one died.7 

* In May 1995, the chief ofneurosurgery at the world-renowned Memorial 
Sloan-Kettering cancer center in New York operated on the wrong side 
of a patient's brain. Six months later, the New York State Department 
of Health reported that "systemic deficiencies" at the hospital, such as 
failure to always follow medical practices as basic as reviewing diagnostic 
reports and medical records prior to surgery, had played a role in the 
incident.  
Four minutes before the end of trading on March 25, 1992, the 
prestigious Wall Street firm Salomon Brothers unexpectedly sent huge 
"sell" orders for the shares of 400 companies to the floor of the New York 
Stock Exchange. The market was thrown into turmoil as the flood of sell 
orders alarmed traders and caused the Dow Jones industrial average to 
drop some 15 points. It was all a mistake. An investor had sent the firm
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in:1 order to sell $11 million worth of stock in 400 companies, but a clerk 

Iput the figure in the wrong column, turning it into an order to sell 11 

million shares. Even at an average price of $30 per share, that simple 

h•uman error would have turned the $11 million sell order into an order 

ti sell nearly one-third of a billion dollars worth of stock.9 

In April 1997, the inspector general of the Justice Department found that 

flawed scientific practices and sloppy performance were common at the 

EIBI's world-famous crime laboratory. These "extremely serious and 

•7 significant problems" jeopardized dozens of criminal cases, including the 

bombing of the Murrah Federal Building in Oklahoma. In that case, lab 

workers accused superiors of engaging in sloppy, improper or unscientific 

practices that so compromised bomb debris evidence that none of it could 

be tested." 

• At 4:00 A.M. on August 31, 1997, five bounty hunters wearing body 

armor and ski masks forced their way into a house in Phoenix, Arizona.  

They tied the hands and feet of a woman in the house, and held her, her 

daughters and her 11-year-old son at gunpoint. They then opened fire 

into another bedroom, killing a couple who had been sleeping there. The 

bail jumper the bounty hunters were tracking was not in the house, had 

never lived there, and was apparently unknown to the people whom they 

attacked. When asked why the bounty hunters had chosen that house, 

the Phoenix police said, "It's a mystery to us. There is nothing to indicate 

that the person they were looking for was at that house."1" 

I t was not drug addiction, alcoholism or mental illness that caused these 

":oblenms. People are prone to make mistakes even under the best of circumstances.  

%it the physical, psychological and sociological circumstances in which we live 

vid work are often not the best. They have powerful effects on our state of mind 

imd thus our behavior on (and off) the job. Even emotionally, physically and 

SWwIntally healthy people, not abusing drugs or alcohol, have real limits when 

*olbjccted to the stress, boredom and isolation that are so often an inherent part of 

*•orking with dangerous technologies. Spending endless hours interacting with 

tc-t ronic consoles, repeating essentially the same lengthy and detailed routine over 

2.id over, watching lighted panels and screens, flipping switches, checking and 

Stible-checking, sitting hour after hour in the control room of a nuclear power 

ittit or missile silo, sailing for months in a submerged submarine isolated from 

-most of humanity yet poised to destroy it-these are working conditions bound 

to aggravate the already strong human tendency to make mistakes.  

The working environment in the nuclear military is among the most difficult 

S.r dangerous-technology work environments. It is isolating because it is
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enveloped in secrecy. No one on nuclear duty is permitted to talk about tu, 
details of their work with anyone lacking the proper security clearance. Thcv'--
cannot share what they do with friends and family. For much of the nucleca 
military, the work is also isolating because it requires long periods away from 
friends and loved ones.  

Because of the constant repetition of routines and because it is so isolating, 
life in the nuclear forces is boring too. And it is stressful as well, for at least fivc 
reasons: (1) boredom itself is stressful; (2) isolation also creates stress (that's why 
solitary confinement is considered such a severe punishment for prisoners who 
behave badly); (3) for safety and security reasons, people on nuclear duty arc always "on call," even when they are "off duty"; (4) Being highly trained to carry 
a task through, but never being able to take it to completion is frustrating and 
stressful; (5) many on nuclear duty are aware that if nuclear war comes, they will 
be part of the largest-scale mass murder in human history.  

The nuclear military may be the maximum case of a stressful, boring and 
isolating dangerous-technology work environment, but it is far from the only case.  
One or more of these reliability-reducing characteristics are found in many other 
dangerous-technology workplaces. Nuclear power plant operators do work that is 
boring most of the time and stressful some of the time, though it isn't all that 
isolating. Working around highly toxic chemical or dangerous infectious biological agents has significant levels of background stress, punctuated by periods of intense 
stress when something goes really wrong. But because it combines most of the 
reliability-reducing elements relevant to dangerous-technology workplaces in general, the military work environment is worth special attention.  

BOREDOM AND ROUTINE 
In 1957, Woodburn Heron described laboratory research funded by the 
Canadian Defence Research Board in which subjects lived in what amounted to 
an exceedingly boring environment. There were sounds, but they were constant droning sounds, like the hum of a fan; there was light, but it was constant, diffuse 
light. There was no change in the pattern ofsensory stimuli. The subjects became so eager for some kind of sensory stimulation that they would whistle, sing or 
talk to themselves. Some had a great deal of difficulty concentrating. Many lost 
perspective and found themselves on an emotional roller coaster, shifting 
suddenly and unpredictably from one emotion to another. Many also began to 
see or hear things that were not there.  

People vary widely in their sensitivity to boredom. It is difficult to predict the 
threshold of monotony that will trigger these reactions in any particular individual
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1 Wl, woldd" situations. Yet there is ample evidence that grinding boredom and 

• Hn: routine can and do produce such problems. For example, in 1987 it was 

o]i•lit,,, that "Congressional committees, watchdog groups and the [Nuclear 

S ii ii,,ry] commission have repeatedly found operators of nuclear plants asleep 

. 11painnrcd by alcohol and drugs." Attempting to explain such behavior, a 

ýiwptcnative of the Atomic Industrial Forum (the industry lobbying group) said, 

I 11ciproblem is that it's an extremely boring job. It takes a great deal of training.  

Smiyou sit there for hours and hours and take an occasional meter reading."'' 2 

! l',,cdom can be so painful that people feel compelled to try to escape, 

•wt I- Ii i,|-ies taking refuge in drugs and alcohol. In interviews of Vietnam veterans 

ýs*ndticted by the Psychiatry Department of the Walter Reed Army Institute of 

A4,,(.irch during the Vietnam War (1971), soldiers often cited boredom as the 

"Own rcason they used drugs. "Descriptions of work activities invariably included 
S•-4•.Ici'cnltslike, 'There was nothing to do, so we smoked dope.... We just sat 

.. ., ... You had to smoke dope, or drink, or go crazy doing nothing.... It 

b boring until I started smoking skag [heroin]; then I just couldn't believe 

hoýw last the time went."' 

A sailor who served as helmsman on the nuclear aircraft carrier USS 

iiedrpendence claimed that he regularly used LSD on duty during the late 1970s 

ibi.,l carly 1980s. It was the only way, he explained, to get through eight hours 

o il e (remely boring work. He said that there was almost never a day in his whole 

44bil of duty that he was not on either LSD or marijuana, most often LSD. 4 

T Ilhe dulling effects of routine can create great danger in systems subject to 

U•4hihcrn criticality. According to Marrianne Frankenhaeuser of the Karolinska 

hw l itutet Department of Psychiatry and Psychology in Stockholm, 

An early sign of understimulation is difficulty in concentrating.., accompa

nied by feelings of boredom, distress and loss of initiative. One becomes passive 

i nd apathetic.... [Then] when a monotonous situation all of a sudden becomes 

critical . . . the person on duty must switch instantaneously from passive, 

routine monitoring to active problem solving.... The sudden switch ...  

combined with the emotional pressure, may cause a temporary mental 

paralysis. During a brief but possibly critical interval, the person in charge may 

be incapable of making use of the information available. The consequences of 

such mental paralysis-however brief-may be disastrous.15 

I - Eastern Airlines Flight 401 was on a routine final approach to Miami 

International Airport on a dark night in December 1972. The crew included 

I 1hree able-bodied and experienced pilots. Weather conditions were fine. As they 

)prepared to land, the crew noticed that the nose landing gear light wasn't
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working, so they couldn't tell whether the gear was extended and locked. An 

emergency landing with a possible nose gear problem is neither very risky nor .  
particularly rare. But because of the otherwise routine conditions, the crew was 
so removed from the primary job of flying the plane that they became fixated 
on the light bulb. They didn't notice that the autopilot had disengaged and the.  
plane was slowly descending. They ignored the altimeter, and didn't even react 
when the altitude alert sounded. By the time they realized what was happening, 
they were "mentally paralyzed," unable to react fast enough to prevent disaster.  
The jumbo jet crashed into the Florida Everglades, killing 99 people.' 6 

The pilot, first officer, flight engineer and a guest crew member aboard 
Pacific Southwest Airlines Flight 182 were talking intensely about retirement 
benefits as the plane made a routine visual approach to San Diego in clear weather 
on the morning of September 25, 1978. The San Diego air traffic controller 
gave standard landing instructions, twice advising of a light aircraft in the area.  
Each time, the flight crew acknowledged the information. The second time, the 
captain said he had the Cessna in sight and would maintain visual separation.  
The approach seemed so routine that the conversation about retirement benefits 
continued unabated. The crew paid no attention to the fact that they had lost 
sight of the light plane. Shortly after 9:00 A.M., the jet slammed into the Cessna, 
and 144 people died.'7 

In 1904, Sigmund Freud published a very popular book, The Psychopathol
ogy ofEveryday Life. He had collected hundreds of examples of inconsequential 
everyday errors: misreadings, misquotes, slips of the tongue, etc. Freud inter
preted these not as meaningless accidents, but as unintended revelations of the 
unconscious mind, the famous "Freudian slip." His interpretation aside, the fact 
is that such seemingly trivial errors-trying to open the house door with the 
office key, calling one child by another child's name, misdialing the telephone
are exceedingly common.  

Having analyzed many slips reported by some one hundred subjects over a 
number of years, psychologist James Reason of Manchester University reported 
that nearly half the absent-minded errors involved deeply ingrained habits: "The 
erroneous actions took the form of coherent, complete sequences of behavior 
that would have been perfectly appropriate in another context. In each case the 
inappropriate activity, more familiar to the subject than the appropriate one, 
had been carried out recently and frequently, and almost invariably its locations, 
movements and objects were similar to those of the appropriate action."' 8 

Under normal circumstances these errors are easily corrected and of little 
consequence. Under abnormal circumstances, following familiar routines can 
lead to disaster. It is important to understand that the difference between a trivial 
and a catastrophic error is situational, not psychological. What creates the disaster
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S I I .he context within which the error occurs, not the mental process that caused 

it. • uring special NATO training exercises over West Germany in the 1980s, a 

! ival Air Force Phantom jet pilot followed the same ro utine he had followed 

II r•lhe more common training missions he had been flying for eight years.  

Aillpletely forgetting that this time he was carrying live Sidewinder missiles, 

1kc fired one and destroyed a multimillion-dollar Royal Air Force Jaguar 

i[ Craft.1 9 In 1977, the experienced Dutch pilot of a Boeing 747 jumbo jet 

,icparting from Tenerife in the Canary Islands failed to wait for takeoff clearance, 

rared off and crashed into another 747 that was still taxiing on the runway.  

I low could a well-trained, experienced pilot who had actually been head of KLM 

A lines' flight training department for years make such an elementary error? He 

lai.d spent some fifteen hundred hours in flight simulators over the preceding six 

vcears and had not flown a real aircraft for three months. To save costs, simulator 

pilots are never required to hold position while waiting for takeoff clearance.  

-\1pparently, the pilot simply reverted to the routine of the flight simulator with 

which he was so familiar. What in a different context might have been a trivial 

• err-or, instead cost 577 lives. 20 

STRESS 

I 1hough we often think of stress as an unalloyed problem, a little stress "gets the 

wiices flowing," increasing alertness, effectiveness and reliability. But as the 

1,rcssure continues to mount, performance tends to level off, then decline, 

•,,,netimes very sharply. Excessive stress can create all sorts of physical, mental 

arid emotional problems that affect reliability, ranging from irritability to high 

,blood pressure to complete mental breakdown. On the physical side, there is 

evidence that high levels of mental stress can adversely affect the body's immune 

ys% -tem. In research reported in the early 1990s, hundreds of healthy British 

adults were exposed to cold viruses under controlled conditions. Those in the 

highest-stress group were found five times as likely to become infected and twice 

as likely to develop full-fledged colds as those in the lowest-stress group.2 In late 

1991, a team of cardiologists showed that stress can cause abnormal constriction 

, t blood vessels in patients whose coronary arteries are already clogged with 

atiherosclerotic plaque. The stress-linked narrowing of the. arteries further 

1i ipedes blood flow to the heart, raising the chances of heart attack.22 

Psychiatrists widely accept the notion that stress can play a significant role 

Ill triggering episodes of severe depression. In the late 1980s, National Institute 

of* Mental Health psychiatrist Philip Gold suggested how this linkage might 

work: When confronted by a threat, we naturally experience a "fight or flight"
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response-a complex biochemical and behavioral mobilization of the mind ari, 
body that includes increased respiration rate, a general sense of alertness, and, 
feeling of released energy. In the short run, this is a healthy, normal reaction th;,t 
is vital to our survival individually and as a species. But sustaining this level ot 
arousal for long periods produces serious, even dangerous effects.  

Gold's work focused on melancholic depression, a relatively common form 
of severe depression with a clear and consistent set of symptoms (including loet 
self-esteem, hopelessness and intense anxiety about the future). He suggests that 
depression results when the mechanisms that normally regulate the stress.  
response go awry and a free-running state of constant stress develops. The "fight 
or flight" stress response may work well as a reaction to an acute, short-lived 
physical threat, the kind of threat for which it evolved. But the emotional stress 
so common to modern life tends to be ongoing, longer term and cumulative.  
Extended periods of high stress (particularly emotional stress) can overload the.  
system, leading to maladaptive reactions like severe depression.23 

The effects of chronic stress may be temporary, subsiding when the sources 
of stress are removed, or they may have a very long reach, possibly even affecting 
the physical structure of the brain.24 Acute stress from emotional traumas such 
as job loss, divorce and the death of a loved one can have both powerful short
term effects and long-term impacts that can last from a few years to a lifetime.  
The most extreme, longest-term reactions to stress seem to occur where the level 
of stress is both high and prolonged.  

In recent years, one of the more celebrated effects of stress has been post
traumatic stress disorder (PTSD), discussed briefly in the previous chapter. An 
immediate or delayed aftermath of trauma, the disorder involves recurring 
dreams, memories and even flashbacks of the traumatic events sometimes 
triggered by a sight, sound, smell or situation with some relationship to the 
original crisis. PTSD typically involves emotional detachment from loved ones, 
extreme suspicion of others and difficulty concentrating.  

At least 500,000 of the 3.5 million American soldiers who served in Vietnam 
have been diagnosed as suffering from PTSD.25 An estimated 30 percent suffer 
from such a severe version of the disorder that they will never lead a normal life 
without medication and/or therapy.26 A quarter of those who saw heavy combat 
were involved in criminal offenses after returning to the United States. Only 4 
percent of those had had prior psychological problems.27 A 1997 study of 
Vietnam veterans with PTSD found that they were also more likely to be 
suffering from serious physical ailments, such as heart disease, infections, and 
digestive and respiratory disorders.28 

It is testimony to the basic soundness of the human mind that the horrors 
of war often create psychological wounds in combat troops. In the early 1980s,
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baw I I,,ddiers suffered nearly a quarter as many psychiatric casualties as physical 

4i4 a.a 1.i cs during the invasion of Lebanon. Israeli Army psychologists claim that 

,.tic of psychiatric to physical casualties was even higher during the 1973 

X1t,,,IIIc East war, some 40 to 50 percent.2 9 

HI c diagnostic manual of the American Psychiatric Association indicates 

1,i PI'SD is induced by events that lie "outside the range of usual human 

a icnce. But there is evidence that PTSD may be triggered by experiences 

' at • arc not nearly as unusual as the manual implies. A study of young adults in 

aat I'a I jlitan Detroit revealed that some 40 percent of the more than one 

q•tIaa\.nd randomly selected subjects had experienced one or more of the 

w.aaii,,,tic events that were defined as "PTSD stressors." These included sudden 

vs i ~i- s injury or accident, physical assault or rape, seeing someone seriously hurt 

6 t•, kilIcd, and receiving news of the unexpected death of a friend or close relative.  

k I.'a,,iii a quarter of those who reported these experiences (93 of 394) developed 

•-)•�.•0If these data are generalizable, PTSD would rank fourth among the 

0$11%t common psychiatric disorders troubling young urban adults.3' 

Tri lauma can have a very long reach. A 1991 report of psychologists at the 

SA• Medical Center in New Orleans that studied 22 U.S. soldiers who had been 

lAkcii prisoner during the Korean War found that as many as 19 of them (86 

I, ,cnt) were still suffering from PTSD and other mental problems more than 

Si icars after their release. More than half of the former POWs who developed 

I'I'Sl) also suffered from other forms of anxiety disorder, such as panic attacks, 

i4inl ,about a third experienced severe depression. Prisoners of war appear to be 

hi more likely to develop PTSD than combat veterans." The traumas that they 

, pcrienced were both prolonged and extreme, involving random killings, forced 

,,a0.ches, months of solitary confinement, torture and the like. Yet trauma need 

WI(,t be this extreme to have very long-lasting effects on emotional health and 

iiicltal stability.  

From the perspective of human reliability in dangerous-technology systems, 

lW, characteristics of trauma-induced disorders are particularly relevant. First, 

41,a(ce the onset of the problems that result from stress disorders may be delayed 

id.vs, months or even years, someone who appears to be completely recovered 

onim trauma and untouched bysuch disorders may still harbor them. Psychiatrist 

nAndrew Slaby used the general term "aftershock" to describe "any significant 

dIlayed response to a crisis, whether this reaction is anxiety, depression, 

-Whtstance abuse or PTSD."'' According to Slaby, "everyone, even the calmest, 

1m1,st levelheaded person, has a breaking point that a trauma, or a series of 

t.iumrnas, can set off and bring on aftershock.""4 Second, even if someone who 

li.ts been severely traumatized in the past does not appear to be dysfunctional or 

Vm ,n reliable, his/her ability to cope with stress can be severely compromised. Either 

It
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chronic stress or the acute stress of a future crisis might overwhelm him/her wdc 
before it became severe enough to render a person without such problecni,
unreliable. Because these disorders are common in the human population andt 
can be difficult or impossible to detect, it is impossible to completely avoid them 
when recruiting large dangerous-technology work forces.35 

CIRCADIAN RHYTHMS: 
DISRUPTING THE BIOLOGICAL CLOCK 

The behavior and metabolism of most biological organisms seems to be pard ,v 
regulated by an internal biological clock. For many centuries, it was believcd 
that this rhythmic time pattern was simply the result of plants or animal, 
responding passively to natural cycles in their environment (such as the day
night cycle). But even when an organism is deprived of all environmental tine 
cues (by keeping light, sound, temperature and food availability constant), the 
majority of its time patterns continue-with a period close to but not exactly 
24 hours.36 Such patterns are called "circadian" rhythms (from the Latin fbi 
approximately one day"). Apparently, most organisms on this planet havc 

internalized the naturally occurring 24-hour period of an earth day.  
The part of the human circadian pattern most important to reliability is the 

sleep-wake cycle, or, more generally, the variation in alertness and psychomotor 
coordination over the course of a day.37 When time patterns are abruptly shifted, 

I; the internal biological clock is thrown out of phase with the external time of day.  
For example, flying at jet speed across a number of time zones causes "jet lag," 
which disrupts sleep, dulls awareness, reduces attention span and produces a 
general feeling of disorientation and malaise. It takes several days for most people 
to completely adjust to the simple twice a year, one-hour time shift between 
standard time and daylight saving time.38 It is no surprise then that rapidly crossing 
five, six or more time zones can throw our biological clocks out of balance.  

The fundamental problem with being out of phase with external time is that 
the external world may be demanding highest alertness and capability just when 
the internal cycle is at lowest ebb. A businessperson flying from New York to 
London crosses five time zones. When it is 9:00 A.M. in London, he/she will 
want to be bright and alert to deal with typically high demands at the beginning 
of a new business day. But his/her internal clock will be set at 4:00 A.M., a time 
when the level of alertness and psychomotor performance tends to be at or near 
its daily minimum.39 

Many dangerous-technology workers must staff all critical duty stations 
throughout the 24-hour day, every day. That kind of round-the-clock shift work
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,,icvitably plays havoc with the biological clock. There appears to be an underlying 

ircadian rhythm that reaches its lowest levels at night, regardless of sleep-wake 

I ,cd ules. Thus, night-shift workers inherently tend to perform less well than day

i ft workers. Swedish studies showed that the normal performance of night-shift 

w ,,rkers was similar to that of day-shift workers who had lost an entire night s sleep. 40 

Rotating the work schedules of shift workers both aggravates the problem 

S a,,l spreads it to the day shift. Yet a survey by the National Center for Health 

.\r,,,rstics in the U.S. showed that by the late 1970s, more than 27 percent of 

ile workers and 16 percent of female workers rotated between day and night 

%hifts. Over 80 percent of these shift workers suffered from insomnia at home 

.anid/or sleepiness at work, and there is evidence that their risk of cardiovascular 

pioblems and gastrointestinal disorders also increased.4" 

Even if it were possible to keep the same workers on the night shift 

1pvrmanently, that would not solve the problem. Night-shift workers usually try 

to , unction on something approaching a day schedule on their days off, so they 

Swon t be completely out of step with the world around them. Consequently, 

ilcdir circadian rhythms are in a continual state of disruption. If they don't try 
4- to follow a more normal schedule on their days off, they will be much more 

_trcially isolated, and that will subject them to increased stress, which will also 

degrade their performance.  

In the early 1980s, a group of applied psychologists in England studied sleep 

aid performance under real-life conditions.42 They monitored and recorded the 

dccp of a dozen male factory shift workers in their own homes, then measured 
ilircr performance at the factory where they all worked. The men were followed 

over one complete three-week cycle during which they rotated between morning 

(6:00 A.M. - 2:00 P.M.), afternoon (2:00 P.M. - 10:00 P.M.) and night (10:00 

I .M. - 6:00 A.M.) shifts. The researchers found that, compared to night sleep, 

•icep during the day was lighter, more "fragile." The normal pattern of sleep 

s.tges was disrupted. As a result, not only were reaction times significantly slower 

0night-shift work, but performance tended to get worse as the week progressed.  

I'c(f'ormance of workers on the morning and afternoon shifts remained nearly 

toble. Even if night-shift workers took more or longer naps, they could not 

nompensate successfully for the lower quantity and poorer quality of day sleep. 43 

'The night-shift worker must sleep and work at times when his or her body is 

lcast able to perform either activity efficiently. The body is programmed to be 

iwake and active by day and asleep and inactive by night, and it is extremely 

idifficult to adjust this program in order to accommodate artificial phase shifts 

tl the sleep-wake cycle....  

Circadian rhythms also play a role in disease. The timing of death of both 

•turgical and nonsurgical patients follows a circadian rhythm. Studies of ongoing
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disease processes in animals show real circadian variation in the average dos(-,.  
toxins and the severity of injuries that prove fatal. Thus, shift workers may .•1:
be more vulnerable to health-related reliability problems. Further, the effecti%, 
ness or toxicity of a variety of drugs has been shown to follow a circadian rhyt m,,i 
as well, apparently because of underlying circadian rhythms in drug absorptinc 
metabolism and excretion.45 Drug and alcohol abuse might therefore reduce i 1! 
reliability of dangerous-technology shift workers even more than it reduces Il, 
reliability of workers on a stable day schedule.  

The timing of the accident at the Three Mile Island nuclear power plant If: 
1979 strongly suggests that circadian factors played a significant role. "'1i, 
operators at Three Mile Island had just passed the middle of the night shift whcl 
the accident occurred, at 4:00 A.M. They had been on a six-week slow slid, 
rotation cycle.46 In general, the incidence of work errors seems to be much higli., 
in the early morning hours for rotating shift workers whose circadian rhythili, 
have not been fully synchronized to their work schedules. According to a sttud 
by the National Transportation Safety Board, truck drivers falling asleep at tiw 
wheel are a factor in 750 to 1,500 road deaths each year. Fatigue is a bigger safetl 
problem for truckers than drugs or alcohol.47 According to another study, the, 
are three times as likely to have a single-vehicle accident at 5:00 A.M. than duril.: 
usual daytime hours.48 

Poor circadian adjustment is also an important problem in aviation. l.aic 
one night, a Boeing 707 jetliner whose crew had filed a flight plan to land at 1.o% 
Angeles International Airport passed over the airport at 32,000 feet headed oui 
over the Pacific. The aircraft was on automatic pilot and the whole crew hia;l 
fallen asleep! When local air traffic controllers could not get a response from the.  
aircraft, they managed to trigger a series of alarms in the cockpit. One of the 
crew woke up. The plane, which had flown a hundred miles over the Pacific.  
still had enough fuel to turn around and land safely in Los Angeles. The pihlt 
of another jetliner coming in early one morning after a night flight fro,,) 
Honolulu was in the process of landing the plane when he fell asleep only 200 
feet above the ground. The copilot realized what had happened and was able i o 
land the plane safely. Not all such incidents have a happy ending. Pilot error wa.s 
cited as the main cause of the 1974 crash of a Boeing 707 in Bali that killed 107 
people. The crew had flown five legs on this flight since it had begun in San 
Francisco, combining night and day flying across 12 time zones. It is likely th.at 
disrupted circadian rhythms were a major contributor to the "pilot error" 
officially listed as the cause of this accident. 49 

Because most circadian rhythms follow a more or less 24-hour day, forcin, 
workers into an average day length radically different from 24 hours can also 
interfere with the normal functioning of the biological clock. Yet American
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,idcar submarine crews normally operate on an 18-hour day. Each sailor is at 

'%•r'k for 6 hours, off duty for 12 hours, then back at work for another 6-hour 

did(. Short-term studies have shown that the 18-hour day can cause insomnia, 

i mpaired coordination and emotional disturbance. This schedule is probably 

mc reason for the extremely high turnover rate of American submarine crews.  

AI cr each voyage, as much as 30 to 50 percent of the enlisted crew does not sign 

1 0or another tour. Only a small number of sailors undertake more than two 

I: f three of the 90-day submarine missions.5" The high turnover rate means that 

.1 large fraction of the crew on any given voyage is not fully experienced in the 

pcration and maintenance of the ship on which they are sailing, and not used 

I being confined to a tube sailing under water for three months. This too is a 

"p- i tcntial source of unreliability.  

Finally, disturbances of circadian rhythms have long been associated with 

( c rtain forms of mental illness.5" Waking up early in the morning, unable to fall 

k;ck asleep, for example, is one of the classic symptoms of depression.5" There 

Pi evidence that sleep-wake disorders in manic-depressive individuals may result 

horni misfiring of their circadian pacemakers. It is even possible that those 

i.i:ifunctions may help cause manic-depressive syndrome. In general, studies 

•Ki ,tiggest that disturbances of the biological clock caused by abnormalities in 

icadian pacemakers may contribute to some forms of psychiatric illness. If so, 

iihe circadian disruptions so common among dangerous-technology workers 

tiimay create reliability problems through this route as well.5" 

LEADERS AND ADVISORS 

[There is nothing in the exalted positions of political leaders (or the advisors on 

whose counsel they depend) that makes them immune to any of the reliability 

lproblems we have already discussed. There is also nothing in the process of 

;achieving those exalted positions that insures that failures of reliability will not 

occur. Quite the opposite; in nearly all modern governments, most political leaders 

lollow a long and arduous path to the pinnacles of power. By the time they get 
ihere, they have been exposed to a great deal of physical and mental stress, and 

iave often reached an advanced age. By the time they relinquish power, they are' 

older and usually have been subjected to even greater stress. On the positive side, 

tiat means that those who reach high political positions have lived enough years 

to accumulate valuable experience and have shown that they can cope with stress.  

On the negative side, stress and advanced age certainly do take their toll.  

Some people show significant physical or psychological effects associated with 

iging before they leave their fifties, while others suffer little or no deterioration in
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intellectual and creative ability well into their seventies or eighties. Bernard Bart, d 
authored the American plan for the control of atomic energy after World War I Il-/ 
at age 76; Goethe completed Faust at age 80; Michaelangelo was still creatiing: 
extraordinary sculpture in his 80s. 54 With the right lifestyle, nutrition and exercisc.  
it is possible for individuals to maintain their critical physical capacities much 
longer as well. Still, the mental and physical capability to cope successfully with 
the pressures of an acute crisis does tend to diminish with age.55 

A variety of physical and psychological problems relevant to reliability ;i[, 
more common among people in the later stages of life. And when these problenil 
occur, the process of aging tends to aggravate them. Psychiatrist Jerrold Post 
cites a series of psychological difficulties that tend to grow worse with age "one.c 
the march of symptomatic cerebral arteriosclerosis or other presenile cerebral 
degeneration has begun": (1) thinking tends to become more rigid and inflexibic.  
with things seen more in terms of black and white, right or wrong; (2) 
concentration and judgement are impaired, and behavior becomes more aggres
sive and less tolerant of provocations; (3) there is less control of emotions, will 
anger, tears and euphoria more easily triggered and a greater tendency (o 
depressive reactions; (4) rather than mellowing, earlier personality traits cal 
become exaggerated (for example, someone who has generally been distrustful 
can become truly paranoid); (5) the ability to perform mental tasks is degraded., 
but wide day-to-day fluctuations in mental function can lead others to under 
estimate the seriousness of the deterioration that has taken place; (6) there is a 
marked tendency to deny the seriousness and extent of disabilities-a failing 
leader may therefore "grasp the reins of power more tightly at the very time when 
he [or she] should be relinquishing them. ,5 6 

Political leaders who have manifested some of these difficulties are a% 
diverse as Joseph Stalin and Woodrow Wilson. Stalin was never a particularly 
trusting soul. That trait became exaggerated with time, and according to Post, 
"Joseph Stalin in his last years was almost surely in a clinically paranoid state."" 
Woodrow Wilson became quite ill while president, yet refused to acknowledge 
the extent of his illness. He "suffered a major cerebrovascular accident [a1 
stroke] in September 1919 which left him paralyzed on the left side of his body 
and was manifested by severe behavioral changes. The manner in which Wilson 
stubbornly persisted in fruitless political causes was in part to sustain his denial 
of disability."" The European political leaders of the 1930s have often been 
condemned for failing to stop the rise to power of aggressive dictators ill 
Germany and Italy short of World War II. But "All the evidence suggests that 
... [the leaders of Europe] were sick men rather than sinners." 59 

The remarkable career of Franklin Delano Roosevelt was filled with physical 
challenges. He had scarlet fever at school, typhoid fever at age 30, and was
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Wit ken by crippling poliomyelitis nine years later. Throughout his life he 

i:li-cd from serious nose, throat and sinus infections. In 1937 a member of 

Si t i,,sc,',elt's cabinet said, "the President ... looks all of fifteen years older since 

\ i iwas inaugurated in 1933.""6 After late 1943, Roosevelt's physical and mental 

witiion continually deteriorated. It was dangerous, and probably irresponsi

S IWLc., iOr a seriously ill Roosevelt to run for a fourth term in 1944. Aside from the 

i :U.,nal consequences, it was not a good idea to have a man as ill as FDR 

Pwi,,wiating with Stalin and Churchill over the political future ofAsia and Europe 

itI ilbe lives of hundreds of millions of people.  

'['he World War II leader of Britain, Winston Churchill, became prime 

Milister at age 65. Churchill has been described as "a medical textbook in 

hi;,iisclf." Lord Allanbrooke was chief of the Imperial General Staff, and in daily 

o• ,,itct with Churchill. Referring to the prime minister's exhaustion and 

d,(,crioration in 1944, Allanbrooke noted: "He seems quite incapable of 

,,icentrating for a few minutes on end, and keeps wandering continuously"; 

Ai ift] "Winston had been a very sick man with repeated attacks of pneumonia and 

: cq uent bouts of temperature.'"61 In May 1944, the Polish ambassador observed, 

'I Iegan to wonder whether Churchill... really grasped all that was going on.  

Perhaps, however, he has his own reasons for repeating certain things to us 

tivcr and over again." 62 After Churchill's second serious stroke in 1952, his 

cprsonal physician noted, "he was not doing his work. He did not want to be 

1 ,,hered by anything." His physician also revealed that Churchill apparently 

%U ffered from bouts of severe depression. By the time he resigned in April 1955, 

his various disabilities caused him to spend most of the day in bed.6" 

At age 65, in his third year as president, Dwight Eisenhower suffered a 

myocardial infarction (heart attack), apparently as a result of both chronic and 

.cuite stress. Fortunately, it came at a quiet time, domestically and internation

.ally. But Eisenhower later commented that if a dangerous situation, such as 

ihc Lebanon crisis of 1958, had arisen early in his illness, "the concentration, 

t he weighing of pros and cons, and the final determination would have 

•i represented a burden . . . which the doctors would likely have found L unacceptable for a new cardiac patient to bear.... [However] had there been 

1 .1, emergency, such as the detection of incoming enemy bombers, on which I 

• would have had to make a rapid decision regarding the use of United States 

retaliatory might, there could have been no question, after the first forty-eight 

Iours of my heart attack, of my capacity to act."64 Clearly, even in the 

SPresident's own view, his ability to make critical decisions within the first 48 

ihours after his heart attack was at least questionable.  

Sitting at his desk on November 25, 1957, Eisenhower felt a brief giddiness.  

He could not pick up a piece of paper or grip his pen. It fell to the floor. He
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could not read or find the right words to express his thoughts or needs. '11,, 
president had suffered a mild stroke. Understanding that another stroke or h 'c., 

attack could happen again at some unpredictable time, Eisenhower wroi, 
detailed letter to Vice President Nixon early in 1958, specifying the procedni, 
under which Nixon would temporarily or permanently take control, in the cvNc, 
he became medically disabled.65 

The youngest man to be elected to the U.S. presidency (in 1961, at age "0' 

John F. Kennedy was also troubled by serious medical problems. He sufrl',,! 
from Addison's disease, a condition of the adrenal cortex that results in decrea.i,! 
production of steroid hormones over time. Symptoms include tiredness, we;l, 
ness, anemia, bouts of diarrhea and indigestion with nausea and vomiting. III.  
patient with Addison's, even a mild infection can create sufficient stress to caiu,, 
acute adrenal failure resulting in dehydration and loss of consciousness (amonf..  
other things) in the absence of careful medical attention.66 Because of till, 
condition, Kennedy was treated almost continually with steroids from 1947 on, 
He had injured his back while playing football in 1937, an injury later aggravwic,-d 
during his stint in the Navy in World War II. In 1944, and again in 1954, h, 
underwent back surgery. He used braces and crutches periodically beginning .,, 
early as 1952. Kennedy's back problems caused him to suffer from recurrent 
pain and disability throughout his life.6 7 

During the final days of his presidency, Richard Nixon was und-i 
enormous pressure as a result of the Watergate scandal. Investigative journaliM N 
Bob Woodward and Carl Bernstein reported that General Alexander Haig.  
White House chief of staff, said Nixon was a battered man, strained to hIk 
limit, and he was afraid the president might try to kill himself. Woodward and 
Bernstein described a meeting between Nixon and Secretary of State Kissingc, 
on August 7, 1974-two days before Nixon resigned in disgrace: "li' 
President was drinking. He said he was resigning .... The President brokc 
down and sobbed .... Nixon got down on his knees.., prayed out loud....  
He was weeping. And then, still sobbing, Nixon leaned over, striking his flist 
on the carpet, crying, 'What have I done? What has happened?' Kissinge, 
touched the President, and then held him, tried to console him, to bring re.i 
and peace to the man who was curled on the carpet like a child. The President 
of the United States."68 Later that night, Nixon telephoned Kissingcr.  
According to Woodward and Bernstein, "The President was slurring his word,.  
He was drunk. He was out of control.... He was almost incoherent."69 

Whatever one's opinion of Richard Nixon and his political career, it is possible 
to empathize with the specter of a man whose life was coming apart at the seans, 
Nevertheless, that same man was at this very time commander-in-chief of thc 
world's most powerful armed forces, the only person authorized to order the usc
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,! A\mcrican nuclear weapons on his own judgement. He was at the head of the 

rtit lt.ir chain of command as his life slowly descended into chaos. As long as there 

,, ,,udclear weapons, it is impossible to insure that no leader of a nuclear-armed 

,,., i10n will ever get into an emotionally tortured state like this again.  

Oin March 30, 1981, three months into his administration, Ronald Reagan 

,,vounded when one of six bullets fired at his entourage ricocheted off his 

h,,,i<,sine and buried itself in his chest. The Twenty-Fifth Amendment to the 

istlitution (passed in 1967) provided for the orderly temporary or permanent 

1,.,ister of power in the event of presidential illness or incapacity. Yet there was 

it, ;attempt to transfer power when Reagan was shot.70 Even as he lay in the 

,Pcr~lting room, undergoing surgery under anesthesia, Reagan still held all 

icsidential powers.  
"T'he public was led to believe that Ronald Reagan was not badly wounded.  

I lowever, according to Stanford University medical professor Herbert Abrams, 

P -c•igan's condition was much more serious than was admitted at the time.71 By 

tei time he was wheeled into the operating room to have the bullet removed 

1mm just behind his heart, he had lost 35 percent of his blood, though the 

1,hlcding had been slowed and his blood pressure kept up by transfusions. By the 

I11c lie entered the recovery room he had lost about 50 percent of his total blood 

vltitme. He continued to cough up blood the next day. Speaker of the House 

'ilip O'Neill visited Reagan that day, and, shocked by his appearance, later 

uinmmented, "in the first day or two after the shooting he was probably closer 

i, death than most of us realized." Yet that day a White House staffer was quoted 

I (he Wall Street Journal as saying, "If a really grave crisis occurs, Mr. Reagan 

,woutld be on top of it.''72 

Reagan was still seriously debilitated nearly two weeks after the attack: "A 

visitor describes him as 'pale and disoriented, walking with the hesitant steps of an 

old man.' Entering a room, Reagan starts to sit down and 'falls the rest of the way, 

(dIlapsing into his chair.' He can concentrate for only a few minutes at a time and 

,, able to work and remain attentive for only an hour or so a day."73 In the opinion 

,,fh is personal physician, Reagan was not fully recovered until October, more than 

i,.,lf a year after the attack.7" Then in 1994, six years after leaving the presidency, 

RKoald Reagan was diagnosed as havingAlzheimer's disease, a disease characterized 

6) progressive deterioration of mental faculties. Alzheimer's can proceed so slowly 

Ihirt it can significantly affect the kind of mental functions critical to decision 

.miking for years before it is finally diagnosed.75 

kF,,urteen of the eighteen U.S. presidents who held office during the twentieth 

eiury had significant illnesses during their terms. Four had strokes; five 

41ulffered from various kinds of chronic respiratory illness; six underwent major
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surgery at least once; seven suffered from serious gastrointestinal disorders: 
and nine had heart disease. Wilson, Franklin Roosevelt, Eisenhower, Johnson 
and Reagan were medically incapacitated while president; Harding, FDR, 
McKinley and Kennedy died in office (the latter two by assassination). Fot, 
of the seven leaders of the USSR suffered from serious heart conditions and 
five died while in office.76 

After the collapse of the Soviet Union, Boris Yeltsin became the first 
president of Russia. He had been first hospitalized for heart trouble in the latc 
1980s. In July 1995, he was rushed to the hospital with "acute heart problems." 
It appears that he had yet another heart attack that was kept secret in the spring 
of 1996, and subsequently had major coronary-bypass surgery. In the first six 
months after his re-election, he was able to work in his office for only two weeks.77 

As of early 1999, it was clear that Yeltsin remained a very sick man, still holding 
the reins of power in an economically and politically deteriorating nation, a 
nation armed with the world's second-largest nuclear arsenal.  

The kinds of illness and trauma that have so frequently plagued political 
leaders do not simply affect physical function. They can impair psychological 
function as well. Heart attacks, for example, are often followed by anxiety, 
depression and difficulties in sleeping and concentrating. In more than half the 
patients, some of these psychological disturbances persist for months after the 
attack. According to one study, more than 30 percent suffer from irritability, 
fatigue, impaired memory, inability to concentrate and emotional instability for 
six months to two years after their heart attack.7" 

Strokes, another common problem in aging leaders, cause many patients 
to suffer from depression, anxiety and emotional volatility; 40 to 60 percent 
are cognitively and emotionally impaired. Inability to sleep and feelings of 

* .hopelessness are also common. Severe depression may persist for 6 to 24 
months. Major surgery also produces important psychological side effects, 
including confusion serious enough to make it hard to think clearly (especially 
in elderly patients). It can produce disorientation and an inability to grasp 
concepts and use logic.79 

Depression and anxiety are both common effects of serious physical illness 
and trauma in general. People who are depressed have a hard time focusing 

IL their attention, concentrating and remembering. They tend to overemphasize 

negative information; their analytic capabilities can be seriously impaired.  
Anxiety also degrades learning and memory, as well as interfering with the 

leii ability to reason. These are extremely serious problems for any leader having 
to make crucial decisions, or any advisor upon whose counsel a leader must 
depend in a crisis.
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FAMILIARITY 

hI hcre is one more issue of individual fallibility that is often overlooked. When 

ri• , into a novel work situation, especially one which involves expensive, 

h. iigerous or otherwise critical systems, people tend to be very careful of what 

licy do-for a while. But no matter how expensive or dangerous the systems 

m2 ,ight be, if things go well and all is calm for a long time, most people begin to 

IN • time that nothing will go wrong. The cutting edge of their vigilance begins 

ti, dull. Even if familiarity does not breed contempt, it does breed sloppiness.  

There is no reason to expect that it is any different in dangerous technolog

- .: l systems. Military personnel assigned to duty that brings them directly in 

: k ,,ntact with nuclear weapons undoubtedly feel a sense of awe and danger at 

Iirst. But after months of guarding them, loading them on ships or planes, etc., 

n•i clear weapons are just another bomb, if not just another object. If this seems 

Cxaggerated, consider how careful most people are when they first learn to drive.  

* k Icing aware that they could get hurt or killed in a car crash tends to make 

hcginning drivers more careful-for a while. But once they get comfortable with 

uIi c act of driving, most people pay much less attention its inherent dangers. The 

(.11, is just as deadly, but the act of driving has become much more routine.  

The tendency to relax once we become familiar with a task is not only a 

t ommon human trait, it is useful in most situations. But when it causes vigilance 

1- ) fail in dealing with critical dangerous technological systems, it can lead to 

c;t:astrophe. There is no way to completely avoid this or any of the other 

j lindamental problems of individual fallibility we have discussed, no way to be 

,itre that we can completely avoid recruiting workers whose reliability has been 

,,,mpromised by the vulnerabilities, traumas and afflictions that are part of every 

I i hiuman life.  

ihccause we humans are, after all, social animals, programmed to interact with 

c[ich other, it is not enough to consider our behavior as individuals. When we 

hunction as part of a group, as we so often do, the behavior of the group can be 

%,cry different from the sum of our individual behaviors. It is now time to consider 

S just how dramatically that difference can affect the reliability of those who 

iteract with dangerous technologies.



CHAPTER NINE 

The Failure 
of Technical Systems 

NMore than ever before, we are dependent on a web of interconnected technical 

% ystems for our most basic needs and our most fleeting whims. Technical systems 
Arc integral to providing us with water, food and energy, to getting us from place 

o 1 place, to allowing us to communicate with each other and coordinate all the 
ictivities on which our physical and social lives depend. The more technical 
iystems have become central to our way of life and critical to the normal 

MUnctioning of society, the greater the disruption caused when they fail.  
* Most of us don't really understand how any of these complex and 

tophisticated technical systems work, and no one understands them all. Most of 

die time, that isn't much of a problem. We don't have to know how they work 

to use them, and often don't need detailed technical knowledge to maintain or 

•c-•air them. Knowing which pedal to push to speed up or slow down, when and 

ihow much to turn the steering wheel, how to back up and so on is all you need 

to know to drive a car. You don't have to understand what actually happens 
inside. Even those who repair cars don't need engineering or scientific knowledge 

idj" the electrical, chemical, and mechanical processes that make the car work. All 

ithey need to know is what each part does and how to adjust, repair or replace it.  

Technical expertise is also not necessary to understand why technical systems 

lfil and why the possibility of failure cannot be completely eliminated. It is 

cn.Viough to generically comprehend the inherent problems involved in develop
"ing, producing and operating them, as well as in assessing their costs, benefits
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and risks. There is great power in technology, but there are also inherent limitN 

to that power.  

COMPLEXITY AND RELIABILITY 

The reliability of a technical system depends on both the reliability of its parts 

and the complexity of the system. Complexity, in turn, depends upon thc 
number of parts and how they interact with each other. All other things being 
equal, the more parts there are that must perform properly for the system to 
work, the less reliable the system will tend.to be.' Multiplying the number (f 
parts can make the whole system less reliable even if each part is made morc 

reliable.2 Greater interdependence among components also tends to make thiyt 

system less reliable.3 

In a system with more parts, there are more ways for something to go wrong.  
Given the same quality of materials, engineering and construction, a system witi 
more parts will thus fail more often. When the parts of a system are tied togetheo 
more tightly, the failure of any one part is more likely to overload or otherwis" 
interfere with the other parts. One failure tends to lead to others, dragging the 
system down. At first this may only degrade performance, but if it produces a 
cascading series of failures, it can cause the whole system to break down completely.  

The complex of satellites orbiting the earth has, in effect, become just such 
an increasingly interdependent technical system. Some near-earth orbits are so 
full of active satellites, dead satellites, discarded rocket booster stages, and an 
enormous amount of small, miscellaneous debris that even a small scrap of very 
high speed space junk smashing into a large orbiting object could shatter it into 
hundreds of pieces, which would then shatter other objects in a continuing chai , 
reaction. Although it would take decades for this slow-speed chain reaction to 

run its course, it could destroy many billions of dollars worth of vital satellites.  
Some experts believe we are already near the critical point at which a random 
collision could start this expensive disaster in motion. 4 

Sometimes complexity is unavoidable. Achieving the required performance 
might require a complex design. The more complex version might also be faster, 

safer, cheaper to operate, or higher precision than a simpler design. Still, 

increasing the number of and interdependence of components rapidly over
whelms attempts to make the system more reliable by itnproving the reliability 

of each of its parts. Despite our best efforts, complicated technical systems tend 
to fail more often than simpler ones.  

The Therac 25 linear accelerator, an electron-beam and X-ray radiation 

therapy machine, was designed to destroy tumors deep inside a cancer patient
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I .,iMtt damaging skin tissue. On three separate occasions in 1985 and 1986, 
miachine failed, delivering a dose 100 times larger than the typical treatment 

Two patients died, the third was severely burned. Therac 25 had a metal 
,r designed to swing into place and convert its high-energy electron beam 

*,,, lower energy X-rays. A minor error in the machine's software made it unable 
S,,Lcp up when instructions were typed at unusually high speed. The critical 

,.:'i apparently failed to swing into place. It is not even clear that complex and 
d' iisticated computer controls were needed for this function. A simple on-off 

• . li and timer might have done the job just as well, with a much lower 
.. ,ability of failure. 5 

In an internal briefing for the Air Force in 1980, military analyst 
,.,,,klyn C. Spinney documented the reliability-reducing effects of complex

Using several different measures, he compared the reliability of aircraft of 
V ring complexity in both the Air Force and Navy arsenals. Data drawn from 
a,.. Aialysis are given in Table 9-1.  
All modern combat aircraft are very complex, interdependent, high

.,,ilormance technical systems. Even the most reliable of them breaks down 
r,,-,Iently. None of the aircraft in the sample averaged more than 72 minutes 
.i flying time between failures (problems that require maintenance), averaged 
,cr than 1.6 maintenance events per flight or had all of the equipment essential 

. its mission operating properly more than 70 percent of the time. Anyone 
I Ise car broke down anywhere near this often would consider that car a world

h.,,s lemon.  
Even so, substantial differences in complexity do give rise to major 

i•liCrences in reliability. While the complexity designations in the table are 
:,cssarily general, there is a clear pattern of reduced reliability with increasing 
,,;nplexity, by any of the measures used. The contrast between the most and 
-.ist reliable aircraft is striking. The highly complex F- 1 ID averaged only 12 
"I i, iites of flying between failures, while the much simpler A-10 flew six times 
long between problems. At least one piece of equipment essential to the F

* I I )'s mission was broken nearly two-thirds of the time, while the A-10 was 
,,,llv mission capable twice as often. And the F-i l D averaged more than six 

Siecs as many maintenance problems as the A-10 every time it flew.  
Complexity-induced failures of reliability are an inherent feature of all 
i, nical systems, be they single machines or large interconnected networks of 

I lii Ipment. The primary air traffic control system is based on computerized 
1.1( h r tracking. Computers in the regional air route traffic control centers receive 

,ontinuous flow of data from radars transmitted via telephone lines. The 
, ,,mputers are designed to diagnose and correct a variety of malfunctions.  
"* tcvertheless, in 1980 the system was experiencing an average of one interruption
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TABLE 9-1 

COMPLEXITY AND RELIABILITY IN MILITARY AIRCRAFT 

(FY 1979) 
AVERAGE 

MERFAGE MEAN AVERAGE
AIRCRAFT PERCENTAGE OF FLYING NUMBER 01 

(AF=AIR FORCE; RELATIVE AIRCRAFT NOT HOURS MAINTENAN( I 
N=NAVY) COMPLEXITY MISSION BETWEEN EVENTS PER 

CAPABLE AT ANY FAILURES SORTIE 
GIVEN TIME SORTIE 

A- 10 (AF) Low 32.6% 1.2 1.6 

A-4M (N) Low 31.2% 0.7 2.4 

A-7D (AF) Medium 38.6% 0.9 1.9 

F-4E (AF) Medium 34.1% 0.4 3.6 

A-6E (N) High 39.5% 0.3 4.8 

F- 14A (N) High 47.5% 0.3 6.0 

F-IIID (AF) High 65.6% 0.2 10.2 

Source:Spinney, F.C., Defense Facts ofLife (December 5, 1980: Department of Defense unreviewed preliminary staffpaper distributed in type, ,-r 
by author).  

of service of a minute or longer per center per week. That doesn't sound likc 
much.., until you realize that a modern jetliner flies about nine miles in onc 
minute (at normal cruising speed). On average, these disruptions lasted sevell 
minutes.7 For most of us, a one-minute telephone outage or switching error i% 
little more than a nuisance. We just hang up and dial again. But even short-lived 
interruptions in transmission or switching failures can create serious, even deadly 
problems in critical systems such as those used for air traffic control.  

The complex, interconnected telephone system fails fairly often, though 
most of these failures are so fleeting and trivial we scarcely notice them. Every 
once in a while, though, we get a spectacular illustration of just how wrong 
something can go when something does go wrong. At 2:25 P.M. on January 15, 
1990, a flaw in a single AT&T computer program disrupted long-distance 
service for nine hours. Roughly half the national and international calls made 
failed to connect.8 Robert Allen, AT&T's chairman, called it "the most far
reaching service problem we've ever experienced." 9 

The program involved was part of a switching-software update designed to 
determine routings for long-distance calls. Because of the flaw, a flood of 
overload alarms was sent to other computers, stopping them from properly 
routing calls and essentially freezing many of the switches in the network.  
Ironically, the system had been designed to prevent any single failure from
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incapacitating the network."1 Furthermore, there was no sign that anything was 
w, rong until the problem began, but once it did, it rapidly spun out of control.  
In the words of William Leach, manager of AT&T's network operations center, 
.It just seemed to happen. Poof, there it was.'"12 

"Ten years earlier, a forerunner of the Internet called "Arpanet," then an 
.experimental military computer network, failed suddenly and unexpectedly. Its 
idesigners found that the failure of a small electronic circuit in a single computer 

-, had combined with a small software design error to instantly freeze the 
e•itwork.1 In 1987, a complex network of hundreds of computers TRW had 

"created for U.S. intelligence in Europe began to behave in peculiar and 
tunpredictable ways. On careful investigation, engineers could not find anything 
wrong with the way it had been designed. Yet it was clearly not performing as 
intended.1 4 

Opacity 

As technical systems become more complex, they become more opaque. Those 
who operate ever more complex systems usually cannot directly see what is going 
on. They must depend on readings taken from gauges and instruments, and this 
can be very misleading. During the buildup to the massive power failure New 
York City experienced in 1977, one of the operators checked a current-flow 
reading on a particular line and saw it was zero. Since that line normally carried 
little if any current, that part of the system seemed to be operating normally.  
But what the operator was really seeing was the combined result of two switching 
failures, one of which would have sent current surging through that line if the 
second failure hadn't blocked the flow of any current to the line. The indirect 
information on which the operator was relying created a false sense of confidence.  
When the lights finally went out in the operator's control room, it became clear 
Senough that something was very wrong.'5 

When a system becomes so complex that no one-including its designers
can really visualize how the system as a whole works, patchwork attempts to fix 
problems or enhance system performance are likely to create other hidden flaws.  
Just such an attempt seems to have caused the great AT&T crash of 1990. In 
1976, AT&T pioneered a system called "out of band" signalling, which sent 
information for coordinating the flow of calls on the telephone network as each 
call was made. Engineers who were updating the out-of-band system in 1.988 
inadvertently introduced the software flaw that caused the system to crash two 
years later.  

Those who modify very complex systems often do not understand enough 
about how they work to completely analyze all the ways in which changing one
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part will affect the rest of the system under all conceivable conditions. If thex 
are careful and do the job properly, they may avoid creating problems in the part 
of the system they are changing. But it is virtually impossible for them to see all 
the subtle ways in which what they are doing will alter the overall system's 
characteristics and performance.  

If patchwork change can open a Pandora's box, why not redesign the whole 
system when it fails or needs updating? Fundamental redesign may be a good 
idea from time to time, but it is much too time consuming and expensive to do 
whenever a problem arises or a way of improving the system occurs to someone.  
And frequent fundamental redesign has a much higher chance of introducing 
more serious problems than does patchwork change.  

Although it sounds unbearably primitive, trial and error is still very 
important in getting complicated systems to work properly. "Bugs" are inevita
ble, even in the most carefully designed complex systems, because they are 
complex systems. Only by operating them under realistic conditions can we 
discover and correct unexpected (and sometimes unpredictable) problems and 
gain enough experience to have some confidence in their reliability. That is why 
engineers build and test prototypes. How confident would you feel flying in an 
airliner of radically new design that had never actually been flown before? 

On April 24, 1990, the National Aeronautics and Space Administration 
(NASA) successfully launched the Hubble Space Telescope. Nearly a month 
later, Hubble produced its first blurry light image. Euphoria soon turned to 
concern, as the telescope just would not come into perfect focus, despite 
repeated commands from ground controllers at the Goddard Space Center 
outside Washington. Two months after launch, it became clear that the 
telescope suffered from spherical aberration, a classic problem covered in basic 
optics textbooks. A very slight flaw in the curvature of the Hubble's 2 .4 -meter 
primary mirror resulted in the optical system's failure to focus all incoming 
light at precisely the same spot. More than a decade of painstaking develop
ment had failed to prevent this crippling defect, and an extensive program of 
testing had failed to detect it. Scientists estimated that up to 40 percent of the 
scientific experiments the $1.6 billion space telescope was designed to carry 
out would have to be completely given up, and most of the remainder would , be negatively affected. It would be years before the Hubble could be fixed.16 

In December 1993, the telescope was finally repaired by a team of astronauts 
riding the space shuttle Endeavorinto orbit. After more than a year of painstaking 
earthbound rehearsals, the astronauts were able to replace some defective 
equipment and install carefully designed corrective devices during an unprece

* dented series of space walks."7 The next month, NASA jubilantly announced 
b that the long-awaited repairs had been successful. Although Hubble still did not
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fleet its original design specifications, it had finally been brought into clear focus 
;ind was producing remarkable images of the heavens.' 8 By late March 1999, the 
s pace telescope was once more in trouble. Only three of Hubble's six gyroscopes 
were working properly. If one more failed, the telescope would become too 
tinsteady to do observations and would shut down. NASA prepared to launch 
San emergency repair mission by October, but there was an estimated 20 percent 
hlance that another gyroscope would fail before then.19 

Sometimes even careful design, testing andearly experience leaves critical 
problems hidden until a substantial track record has been built up. The De 
I lavilland Comet was the first commercial jet aircraft. In May 1953, a year 
after the inauguration of jetliner service, a Comet was destroyed on takeoff 
-rom Calcutta during a severe thunderstorm. The weather was blamed. Eight 
imonths later, a second Comet exploded soon after takeoff from Rome, Italy, 
in clear and calm weather conditions. The Comets were withdrawn from 
commercial service for ten weeks, then reinstated even though investigators 
were still unable to find any flaw in the planes. In April 1954, a third Comet 
: exploded in mid air. Only when one of the remaining Comets was then tested 
to destruction was it determined that the plane had a critical flaw. Repeating 
thlie normal cycle of pressurizing and depressurizing the cabin again and again 
.caused a fatigue crack to develop in the corner of one of the windows that 
soon tore the plane's metal skin apart. The Comet's designers had been 
confident that such a problem would not develop until many more flights 

tIan the plane was capable of making during its estimated service life. They 
were wrong. Only in the trial and error of continuing operation was their 
tragic mistake exposed.2" 

Backup Systems and Redundant Design 

SReliability can usually be improved by creating alternative routes that allow a 
system to keep working by going around failed components. When these 
. lternate routes remain unused until there is a failure, they are called backup 

* systems. For example, hospitals typically have their own backup generators to 
keep critical equipment and facilities operating when normal power supplies are 
( lisrupted. Emergency life vests on airliners are designed to inflate automatically 
when a tab is pulled, but they have a backup system-tubes through which a 
1;passenger can blow to inflate them if the automatic system fails.  

Alternate routes used during normal operation can also operate as backups 
when failures occur. For example, calls can be routed over the telephone network 

Sfrom point A to point B over m any possible pathw ays. In norm al tim es, this 
.Allows the system load to be distributed efficiently. But the same design also
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allows calls to go through even when part of the system fails, by routing tlhi,, 

around failed components.  
"Voting" systems are another means of using redundancy to achier, 

reliability. "Triple modular redundancy" (TMR) is sometimes used in the desi-,,,I 

of fault-tolerant computers. Three components (or "modules") of identi.,il 

design are polled and their outputs compared. If one disagrees with the otlic 

two, the system assumes the disagreeing module is faulty, and acts on the outlput 

of the two that agree. In this way, the system can continue to operate propcey 

even if one of the modules fails. 2" 

Backup systems and redundant design can make the system as a whole mr,, 

reliable than any of its parts.22 Still, backup systems themselves can also fail. Ii 

1976, the failure of both the main audio amplifier and its backup left Ge,'ald 

Ford and Jimmy Carter speechless for 27 minutes before an estimated audieu, 

of 90 million viewers during the first presidential campaign debate in 16 years.-' 

Three separate safety devices designed to prevent chemical leaks all failed duringl 

the Bhopal disaster in 1984.24 Many backup systems failed during the nuclca, 

power plant accident at Three Mile Island on March 28, 1979, and the muli 

more serious accident at Chernobyl on April 26, 1986. In October 1980, wciit', 

technicians entered the containment building at New York's Indian Polit 

nuclear power plant, they discovered areas flooded with nine feet of cold, 

brackish water that had leaked into the building from the Hudson River. A safct v 

device had failed to detect the flooding because it was designed to detect only 

hot water. Two sump pumps designed as a backup should have triggered 

automatically and removed the water, but both failed-one because of blowni 

fuses, the other because of a stuck mechanism. 25 

Boeing 747 jetliners have three sophisticated navigational systems. Yet on 

December 20, 1989, a navigational system failure led a Thai Airways 74"/ 

carrying 391 people to mistakenly reverse its course over the northern Pacifth 

and begin flying east instead of west. The plane flew 600 miles off its flight paith 
before it was notified of the problem by air traffic controllers. When they finallh 

convinced the pilot that he was going the wrong way, he reported that all of th, 

navigational devices had failed.26 

Adding backup systems or redundancies tends to make a system design more 

complex, creating potential reliability problems that offset at least some of the 

advantages of having those backups or redundancies. One of the nine Rangei 

spacecraft flights intended to survey the moon before the Apollo mission failed 

because of extra systems designed into it to prevent failure. To be sure that the 

mission's TV cameras would come on when the time came to take pictures of 

the moon's surface, redundant power supplies and triggering circuits were 

provided. A testing device was included to assure that those systems would work
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t operly. But the testing device short-circuited and drained all the power 
iupplies before the spacecraft reached the moon.27 

Common-Mode Failure and Sensitivity 

iWhen several components of a system depend on the same part, the failure of 
that part can disable all of them at the same time. This is known as a common 
Smode" failure. For example, if a hospital's backup generator feeds power into 
the same line in the hospital that usually carries electricity from the power 
" ormpany, a fire that destroyed that line would simultaneously cut the hospital 
,,ff from the outside utility and make the backup generator useless.  

At 4:25 A.M. on March 20, 1978, an operator replacing a burned-out light 
I ulb on the main control panel at the Rancho Seco nuclear power plant near 
Sacramento dropped the bulb. This trivial event led to a common-mode failure 
that almost triggered disaster. The dropped bulb caused a short circuit that 
iuterrupted power to key instruments in the control room, including those 
oritrolling the main feedwater system. The instrument failures not only caused 

the main feedwater system to malfunction, but also cut off information the 
operators needed to know what to do. Equipment designed to control the reactor 
iattomatically didn't take proper corrective action because it also depended on 

(ihe malfunctioning instruments. Worse yet, the instruments sent false signals to 
the plant's master control system, which then caused a rapid surge in pressure 
in the reactor's core, combined with falling temperatures.28 In an older reactor, 
this is very dangerous.  

The resistance to fracture of the steels from which pressure vessels are made 
depends on the metal's temperature. If it falls below the "reference temperature," 
the metal becomes very brittle and prone to break. Given enough time, neutron 
irradiation from the reactor's core can raise the reference temperature high 
enough so that rapid cooling of the reactor vessel may bring the metal close to 
this critical threshold. A sharp increase in pressure could then cause any pre
existing cracks in the vessel to grow quickly, producing a potentially catastrophic 
fracture. If the Rancho Seco power plant had been operating at full power for 

2 10 to 15 years instead of 2 or 3, the vessel might have cracked.29 With no 
emergency system left to cool the core, that could have led to a core meltdown 
and a nightmarish nuclear power plant accident.  

Just after 4:00 PM on July 19, 1989, a United Airlines DC-10 jumbo jet 
carrying nearly 300 passengers and crew crashed short of the runway at Sioux 
City, Iowa, and burst into flames, killing 112 people. The problem was a loss of 
control due to failure of all three of the plane's hydraulic systems. The failure of 
any one would make it harder to fly the plane. With two gone, "the plane is like
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a drunk elephant," but it can still be flown.3" In the United accident, an explosiui 
in the rear engine showered the tail with shrapnel. All three hydraulic system,, 
run through the tail section of the plane, and so all three of the hydraulic li1-,c 
were severed at once. With no shut-off valve available, hydraulic fluid began t,, 
leak from the damaged lines, causing the pilot to lose control.3" 

On January 9, 1995, construction crews at Newark Airport using an 80 
foot pile driver to pound 60-foot steel beams into the ground drove one bc.aI 
through a foot-thick concrete wall of a conduit 6 feet under ground and severcd 
three high-voltage cables serving the airport's terminal buildings. Hundreds o, 
flights were cancelled and tens of thousands of people had to scramble 1,, 
rearrange travel plans, as the airport was forced to shut down for nearly 24 holursý 
Local power company officials said that if one cable or even two had becil 
knocked out, there still would have been enough power to keep the airpot i 
operating. If the main power cable and auxiliary power cables ran through 
separate conduits rather than lying side by side in the same conduit, th'i.  
expensive and disruptive common-mode failure would not have occurred. 2 

Unless every part of a system has an alternative to every other part on which it 
depends, common-mode failures can undo some or all of the advantages of 
backup systems and redundancy. As long as there are any unique commoui 
"connections, there can be common-mode failures that render the system 
vulnerable. But duplicating every part of every system is simply not workable.  
In a hospital, that would involve duplicating every power line, every piece of 
equipment, even to the point of having a spare hospital available.  

High-performance technical systems are often more sensitive, as well as mor.  
complex. Greater sensitivity also predisposes systems to reliability problems. The 
high-performance aircraft of today are much more sensitive to variations in fuel, 
collisions with birds, and the quality of materials used to manufacture them than 
were the planes of 50 years ago. And for all their disadvantages, electronic devices 
that relied on vacuum tubes were much less sensitive to voltage surges and other 
disruptions of current than modern solid-state electronics.  

More-sensitive devices are more easily overloaded, and thus more prone to 
failure. They are also more likely to react to irrelevant and transient stimuli. A 
highly sensitive smoke alarm will go off because of a bit of dust or a burned steak.  
False alarms make a system less reliable. They are failures in and of themselves, 
and if they are commonplace, operators will be too likely to assume that the next 
real alarm is also false.  

Highly sensitive, complex interactive systems can also behave unpredictably, 
undergoing sudden explosive change after periods of apparent stability. When 
the Dow Jones average plummeted by 508 points at the New York Stock
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xchange on October 19, 1987, losing 22 percent of its value in one day, many 
were quick to point an accusing finger at computerized trading practices.  
I'ogrammed trading by computer, it was argued, had made the market less stable 

Iw triggering buying and selling of large blocks of stock in a matter of seconds 
t, take advantage of small movements in prices. A stock market of program 
ri1ders approximates the key assumptions underlying the theory of nonlinear 

!..,me dynamics (including rivalry). When systems like this are modeled on a 
nin)1puter, strange behaviors result. The system may be calm for a while and 

Sccm to be stable, then suddenly and unpredictably go into sharp nonlinear 
,,ncillations, with both undershooting and overshooting 33 

DESIGN ERROR 

.rigineering design results in a product or process that never existed before in 
i I ihat precise form. Mathematical verification of concepts, computer simulation, 
ii.rd laboratory testing of prototypes are all important and useful tools for 

ii ,tcovering design errors. But until the product or process works properly under 
1(1,al-world conditions, it has not really been put to the test.  

In 1995, after 14 years of work and 6 years of test flights, the B-2 bomber 
%till had not passed most of its basic tests, despite an astronomical price tag of 

more than $2 billion a plane. The design may have looked fine on the drawing 
! hoard, but it wasn't doing so well in the real world. Among other things, the B

was having a lot of trouble with rain. GAO auditors reported, "Air Force 
Sl(ifficials told us the B-2 radar cannot distinguish rain from other obstacles." 34 

I wo years later, they reported that the plane "must be sheltered or exposed only 
wI , the most benign environments-low humidity, no precipitation, moderate 

h� �tmperatures."'35 Not, on the whole, the kind of conditions military aircraft 
i[ 1ically encounter. The B-2 was first used in combat in March 1999, during 

iI- he NATO air campaign against Yugoslavia. Since they were too delicate to be 
kI ~sed anywhere that didn't have special facilities to shelter and support them, 

• , o B-2s were flown out of their home base in Missouri, refueled several times 
ill the air each so that they could drop a few bombs and then hurry back to 
M Missouri, where they could be properly sheltered and cared for. 6 

Designers of the space shuttle booster rockets did not equip them with 
winsors that could warn of trouble because they believed the boosters were, in 

hlec words of NASA's top administrator, "not susceptible to failure. . . . We 
i:.signed them that way."37 After many successful launches, the explosion of the 
iight-side booster of the space shuttle Challenger in 1986 proved that they were 

very wrong. That same year, a design flaw that had made the RBMK-1000
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reactor unstable at low power from the beginning finally led to disaster, as tw,, 
explosions at Chernobyl released "hundreds of times more radiation than , 
produced by the atomic bombings of Hiroshima and Nagasaki."'38 

Sometimes a design fails to perform as desired because the designers ;1,, 
caught in a web of conflicting or ambiguous design goals. The designer (,f.1 

bridge knows that using higher-grade steel or thicker concrete supports will 
increase the load the bridge is able to bear. Yet given projected traffic, a tit,1,, 
construction schedule and a tight budget, the designer may intentionally choo,, 
a less sturdy, less expensive design that can still bear the projected load. It 
someday a key support gives way and the bridge collapses under much heavier 
traffic than had been expected, it is likely to be labelled a design error. But whowx 
error is it: the engineer who could have chosen a stronger design, the person wlIi 
underestimated future traffic, or the government officials who insisted the bridl.,c 
be built quickly and at relatively low first cost? 

Designers always try to anticipate what might go wrong when their design 
is put to the test in the real world, so they can prevent problems from developig.  
But there are so many ways things can go wrong that even the best designers c;1 
never think of them all. In June 1995, launch of the space shuttle Discovery haid 
to be indefinitely postponed because a flock of "lovesick" male woodpeckers 
intent on courting pecked at least six dozen holes (some as big as four inchlc 
wide) in the insulation surrounding the external fuel tanks.3 9 That would have 
been a hard problem to foresee. The odds are good that if one of the shuttie'k 
designers had raised the possibility that passionate woodpeckers might someda.y 
attack the fuel tank insulation en masse, the rest of the design team would havc 
laughed out loud.  

Complexity, Interactions and Design Error f Failure to understand or pay attention to the way components of a complex 
system interact can be disastrous. The Northern California earthquake of 
October 17, 1989, brought down a mile and a quarter stretch of the elevated 
Nimitz Freeway in Oakland, killing and injuring dozens of motorists. Reinforc
ing cables installed on columns supporting the two-tiered, elevated roadway as 
part of the state's earthquake-proofing program may actually have made the 
damage worse. The quake sent rolling shock waves down the highway, and when 
some of the columns and cables supporting the roadbed collapsed, they pulled 
adjoining sections down one after another, like dominoes.40 

On January 4, 1990, the number three engine fell off a Northwest Airlines 
Boeing 727. Investigators didn't find anything wrong with the design or 
construction of the engine, the way it was attached to the fuselage, or the fuselage 

|it
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1 ,sclf. Instead, they reported that the loss of the engine was the result of a peculiar 
Sinteraction. Water leaking from a rear lavatory was turned into ice by the cold 
it] tside air. The ice built up and then broke loose, striking the engine and causing 
it to shear off. In 1974, a National Airlines 727, and in 1985, an American 
Airlines 727 had lost the same engine in flight, for the same reason.4" Designers 
iust had not anticipated that a water leak in a lavatory could threaten the integrity 
of' the aircraft's engines.  

Even the designers may not fully comprehend the workings of complicated 
,vstems. It is impossible to enumerate, let alone to pay attention to, all of the 
walys things can go wrong. After-the-fact investigations often determine that 

h.ilure was due to a simple oversight or elementary error that causes us to shake 
OUr heads and wonder how the designers could have been so incompetent. But 
iimistakes are much easier to find when a failure has focused our attention on one 
Sparticular part of a complex design.  

One of the worst structural disasters in the history of the United States 
• occurred on the evening of July 17, 1981, when two crowded suspended 

walkways at the Hyatt Regency Hotel in Kansas City collapsed and fell onto the 
even more crowded floor of the lobby below. More than a hundred people were 
killed and nearly two hundred others were injured. When investigators finally 
Spinpointed the problem, technical drawings focusing on a critical flaw were 
i' published on the front page of the Kansas City Star, as well as in technical 
jolrnals. An ambiguity in a single design detail had led the builder to modify 

ji the way that the walkways were connected to the rods on which they were 
lituspended from the ceiling. That change made them barely able to support their 
own weight, let alone crowds of people dancing on them. Yes, the problem 
thould have been caught during design or construction, when it could have been 
rasily solved. But the fatal flaw was much easier to see once the collapse forced 
investigators to carefully examine how the walkways were supported. At that 
point, the critical detail was no longer lost in the myriad of other details of the 
building's innovative design.42 Unless a great deal of attention is paid to 
interactions, knitting together the best-designed components can still produce 
a seriously flawed system design. Before computers, thorough analysis of 
.Complex designs was so difficult and time consuming that good designers placed 
Shigh value on simplicity. When computers became available, designers gained 
tonfidence that they could now thoroughly evaluate the workings of even very 
cmplicated designs. This degree of confidence may have been unwarranted.  
After all, a computer cannot analyze a design, it can only analyze a numerical 
,,odel of a-design. Any significant errors made in translating an engineer's design 
into a computer model render the computer's analysis inaccurate. So do any 
flaws in the software used to analyze the numerical models.
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The piping systems of nuclear power plants are so complex, it is hard I,, 

imagine designing them without the use of computers. Yet one of the compit, 
programs used to analyze stresses in the piping system was reportedly using w, 

incorrect value for pi (the ratio of the circumference to the diameter of a cirdc.  
according to civil engineer Henry Petroski, in another "an incorrect sign w.,, 

discovered in one of the instructions to the computer. Stresses that should h-.1 

been added were subtracted.., leading it to report values that were lower tI.Ii., 
they would have been during an earthquake. Since the computer results had bc,.,t 
employed to declare several nuclear power plants earthquake proof, all th,•, 
plants had to be rechecked .... This took months to do."43 Had a seriot', 
earthquake occurred in the interim, the real world might have more quickly 
uncovered the error-with disastrous results.  

Writing the programs that model engineering designs, and writing tII 
software the computer uses to analyze these models, are themselves design, 
processes that involve complex, interactive systems. The same cautions that apply 

to designing any other complex, interactive system apply here as well. A 

computer cannot hope to accurately appraise a design's performance in the reaI 
world unless it is given realistic specifications of system components and the w.11 

they interact. That is not an easy thing to do. Abstract numerical models au' 
much easier to build if idealized conditions are assumed. For example, it is mucII 
easier to model the performance of an aircraft's wing in flight if it can be assumed 
that the leading edge is machined precisely, the materials from which the wiuii 
is made are flawless, the welds are perfect and uniform, and so on. Taking in(,, 

account all of the complications that arise when these idealized assumptions arv 
violated-and violated in irregular ways at that-makes building the modcl 

enormously more difficult, if not impossible.  
The problem of spherical aberration that crippled the Hubble Space 

Telescope was due to an error in the curvature of its primary and/or secondary 
mirror of between 1/50 to 1/100 of the width of a human hair.44 Yet the errot 

still might have been detected if the mirrors had ever been tested together.  
Each was extensively tested separately, but their combined performance as an 

optical system was only evaluated by computer simulation. 45 The simulation 
couldn't have detected an error in curvature unless that error was built inwo 
the computer model. That could have been done only if the engineers knew 

the flaw was there. If they had known that, they wouldn't have needed the 
computer to tell them about it.  

No computer can provide the right answers if it is not asked the right 

questions. Computers are extremely fast, but in many ways very stupid. They hav" 

no common sense. They have no "feel" for the design, no way of knowing 
whether anything important is being overlooked. They do what they have been
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iI oid to do; they respond only to what they have been asked. It is up to the designers 
: .itd users of a program that analyzes a model to ask the correct questions.  

In January 1978, the roof of the Civic Center in Haftford, Connecticut, 
S�,(Ollapsed under tons of snow and ice only a few hours after thousands had 

it tended a basketball game there. The roof was designed as a space frame, 
Nipported by a complicated arrangement of metal rods. After the collapse, it was 
discovered that the main cause of failure was insufficient bracing in the rods at 
ithe top of the truss structure. The bars were bending under the unexpectedly 

>ic heavy weight of snow and ice, and when the rods that were bent the most finally 
folded, the part of the roofs weight that they were bearing was shifted to 
• idjoining rods. The unusually heavy load those rods now had to bear caused 
diem to fold, setting up a kind of progressive collapse of the support structure 

hwiich brought down the roof. A computer simulation finally solved the problem 
," why and how the accident had happened, but only after investigators had 

directly asked the right question of a program capable of answering that question.  
IThe original designers had used an unduly simplified computer model and had 
a pparently not asked it all the right questions. But their analysis had given them 
sUch confidence in their design that when workers pointed out that the new roof 
was sagging, the designers assured them that nothing was wrong.46 

Computers are very seductive tools for designers. They take much of the 
lcdium out of the calculations required for routine design. They allow designers 
to reach more easily into unexplored territory. But as with most things that are 
seductive, there are unseen dangers involved. Exploring new domains of 
complexity and sophistication in design means leaving behind the possibility of 
understanding a design well enough to "feel" when something is wrong or 
problematic. It is not clear whether or not this will increase the frequency of 
design error, but it is almost certain to increase the severity of errors that do 
occur. Undue confidence and opaque designs will make it difficult for designers 
to catch some catastrophic errors before the real world makes them obvious.  

The Pressure for New Design 
If we were content to use the same designs year after year in the same operating 
environment, design error would be much less common. "Tried and true" 
designs are true because they have been repeatedly tried. Using the same design 
over many years allows evolutionary correction of flaws that come to light, and 
more complete comprehension of how the design is likely to be affected by 
minor variations. As long as new products, structures and systems are replicas 
of old and operating conditions remain the same, there is less and less scope 
for catastrophic error as time goes by. But that is not the world in which we live.
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In our world, there is constant pressure to look for designs that work better, 

are more cost effective, more aesthetically pleasing and so on. Design change is 

driven by our creativity, our need for challenge, our confidence that better is 

possible, and our fascination with novelty. That means that the technical context 

within which all of the systems we design must operate is changing constantly.  

The social context may be changing as well, on its own or directly because of 

technological change. Automobile technology, for example, greatly increased 

suburbanization, changing the pattern of land use, our use of time (increased 

commuting), even the degree of our social interactions with neighbors. It also 

increased our flexibility of travel, became a major new source of death and injury, 

and sharply increased environmental pollution and the rate of depletion of 

nonrenewable resources. The environmental impacts alone tightened the con

straints imposed on other technologies. Automotive pollution and resource 

depletion affected the design of other energy-using systems by raising the priority 

attached to reducing their own polluting emissions and increasing their fuel 

efficiency. Thus, the development and diffusion of new designs changes the 

context within which the design process takes place, which reinforces the need for 

new designs.  
Reaching beyond existing designs brings with it a higher likelihood of error.  

In military systems, the pressure for new designs is intense, because even a small 

performance advantage is believed critical in combat. It is therefore not surprising 

that the designers of weapons and related systems make more than their share of 

significant design errors. Even when they try to "play it safe" by avoiding radical 

changes in a proven design, the constant pressure to improve performance opens 

the door to serious error. The Trident II missile was to be a submarine-launched 
ballistic missile (SLBM) with greater range and accuracy than Trident I. The first 

Trident II test-launched at sea exploded four seconds into its flight. The second 

test went all right, but the third test missile also exploded. The nozzles on the 

missile's first stage failed. They were damaged by water turbulence as the missile 

rode the bubble of compressed gas that propels it through 30 to 40 feet of water 

to the point where it breaks the surface of the sea and its engines can fire. The 

Navy has been launching SLBMs this way for decades. Trident I had passed this 

test. But Trident II was much longer and nearly twice as heavy. Its designers 

expected that it would create more turbulence in the water, but miscalculated in 

extrapolating previous experience. According to Rear Admiral Kenneth C. Malley, 

chief of the Navy's ballistic missile program, engineers using computer simulations 

seriously underestimated both the effect of water jets and how much pressure there 

would be on the missile as it surged upward through the sea.47 

Decades earlier the designers of the De Havilland Comet jet airliner made 

a similarly fundamental miscalculation. Metal fatigue created in the skin of the
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f plane when the cabin was repeatedly pressurized and depressurized was much S!:reater than expected. Aircraft designers of the day were quite familiar with the 
problem of metal fatigue. But De Havilland was pushing ihto uncharted waters 
And, despite extra precautions, made a fatal error. Using "well-established 
Methods," the designers thought that "a cabin that would survive undamaged a 
tI cst to double its working pressure.., would not fail in service under the action 
, fatigue. 48 As it turned out, they were very wrong.  

Proponents of relatively new complex technical systems are frequently over
, ptimistic in projecting their experience with early successes to second- and third
gcneration versions. Over-optimism comes easily as the enthusiasm that surrounds 
.t exciting new technology combines with a rapid rate of progress in its early stages 
of development. But later-generation systems are often more sophisticated and 
very different in scale. Being too ready to extrapolate well beyond previous 
experience is asking for trouble. This problem has been endemic in the trouble
plagued nuclear power industry. The first commercial plant was ordered in 1963, 
mid only five years later orders were being taken for plants six times as large as the 
largest then in operation. There had only been 35 years of experience with reactors 
the size of Unit 2 at Three Mile Island when the partial meltdown occurred. That 
is very little experience for a technological system so big and complex.49 

Thirty-five years is forever compared to the operating experience we have with 
many complex military systems. Design changes are so frequent, introduction of 
new technologies so common that extrapolation from previous experience is 
particularly tricky. New military technical systems are frequently not thoroughly 
rested under realistic operating conditions. It is not surprising that they often don't 
behave the way we expect them to at critical moments. Even when they are tried 
out under special test conditions, performance aberrations are sometimes over
looked in the pressure to get the new system "on line." During flight tests beginning 
in 1996, one of the wings on the Navy's $70 million F/A-18 Super Hornet fighter 
would sometimes suddenly and unpredictably dip when the plane was doing 
normal combat maneuvers. Engineers and pilots struggled without success to 
figure out what was causing this unpredictable "wing drop," which could prove 
fatal in combat. Though the flaw had still not been fixed, the Pentagon authorized 
purchase of the first 12 production-model F/A-18s in March 1997.50 

Acts of God and Assumptions of People 
The fruits of engineering design are real products that must be able to withstand 
the stresses, loads, temperatures, pressures, etc. imposed by their operating 
environments. Engineers must therefore build assumptions about that environ
inent into the design process. Unfortunately, there is often no way of knowing
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all of its key characteristics precisely in advance. Consider the design of a highw.x, 

bridge. It is possible to calculate gravitational forces on the bridge with g', 

accuracy, and to know the load-bearing capabilities, tensile strength and odl,, 

relevant characteristics of the materials used to construct the bridge (provud,, 

they are standard materials). Calculating wind stresses is less straightforwad.  

though still not that difficult under "normal conditions." But it is much hard,, 

to calculate the strength and duration of the maximum wind stress the brid', 

will have to bear during the worst storms it will experience in its lifetime. G, 11,, 

greatest stress it will have to bear as a result of flooding or earthquake. We simpi, 

do not know enough about meteorological or geological phenomena to be au, 

to accurately predict these occasional, idiosyncratic but critical operait,,lu 

conditions. For that matter, we don't always do that good a job projecting fu I iII 

traffic loads either.  

The subtle effects of slow-acting phenomena like corrosion can also into,.,,, 

with the design in ways that are both difficult to foresee and potentiaIl 

catastrophic. In 1967, after 38 years of service, the Point Pleasant Brkid(.  

spanning the Ohio River between West Virginia and Ohio, suddenly collapsed 

Seventy-five vehicles were on the bridge, and 46 people were killed. The bridlv 

was suspended from two giant chains made of links 50 feet long, rather than i]Ib 

more standard round wire cables. The design made thorough inspection of Ili, 

links in the chain difficult, at the same time it encouraged greater than norri.i 

corrosion. Over the years, undetected corrosion created cracks that eventual"N 

weakened one link to the point where it broke. That shifted the load on the [(-,I 

of the supports and triggered a rapid progressive collapse of the bridge. 5 ' 1.iI 

corrosion, the embrittlement of nuclear reactor vessels (discussed earlier) is 1'm, 

a slow-acting, subtle process that threatens structural strength. Since we have w i 

less experience with embrittlement than with corrosion, it is easier to see wl, 

its effects have been dangerously underestimated by some reactor designers.  

Because making assumptions about operating conditions is risky bu, 

unavoidable, it is common practice to design for "worst case" conditions. ]ii.,l 

way, any errors made are less likely to cause the design to fail. But what is iII 

worst case? Is it, for example, the worst earthquake that has ever been recordl 

in the area in which a bridge is being built? Or is it the worst earthquake tII.i, 

has ever been recorded in any geologically similar area? Or perhaps the wo, s, 

earthquake that has ever been recorded anywhere? 

As the assumptions escalate, so does the cost and difficulty of building iIi 

bridge. Does it make sense to bear the cost for making all bridges able 1, 

withstand the same maximum earthshaking, knowing that few if any of thedin 

will ever experience such a severe test? The definition of "worst case" is therefan, 

not purely technical. It almost inevitably involves a tradeoff between risk,
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3ý performance and cost. Even if the most extreme assumptions are made, there is 
still no guarantee that more-severe conditions than had been thought credible 
(such as a worse earthquake than anyone had predicted) Aron't someday occur.  
D )uring the great Kobe earthquake of 1995, at least 30,000 buildings were 
I amaged or destroyed, 275,000 people were left homeless and the death toll 

passed 4,000.52 Japanese earthquake engineers, among the best in the world, 
%were shocked by the extent of the damage. But ground motions in the quake 

J ,,,ere twice as large as had been expected. In the words of an American structural 
engineering expert, the Japanese structures "will perform well during an 
earthquake that behaves according to their design criteria. But ... [this] quake 
(did not cooperate with the Japanese building codes."53 

Engineers also try to insure proper performance by building safety factors 
into their designs. The safety factor is the demand on a component or system 
just great enough to make it fail, divided by the demand that the system is actually 
expected to face. If a beam able to bear a maximum load of 10,000 pounds is 
uised to bear an actual load of 2,000 pounds the safety factor is five; if an air 

traffic control system able to handle no more than 60 flights an hour is used at 
an airport where it is expected to handle 40 flights an hour, the safety factor is 
1.5. Safety factors are the allowed margin of error.  

If we know how a component or system performs, and we have an 
(stablished probability distribution for the demands it faces, we can calculate 
the factor of safety that will provide any given degree of confidence that the 
l design will not fail. But where the component or system design is innovative 

and the demands it may face are unknown or subject to unpredictable 
variation, there is no science by which it is possible to calculate exactly what 
the safety factors should be. Just as in worst-case analysis, we are back to 
Irojecting, estimating, guessing how much is enough. Unfortunately, that is 
the situation in constantly evolving, complex high-tech systems. When the 
Sdesign must face unpredictable environments andrivals actively trying to make 
it fail-as is the case in military systems-the problem of preventing failure is 
that much more difficult.  

Peculiar confluences of circumstances can also defeat a design. Engineers 
cxamining the remains of the sections of the Nimitz Freeway destroyed in the 
Northern California earthquake of 1989 found evidence of just such a possibil
ity. The frequency with which the ground shook might have matched the 
resonant frequency of the highway. In other words, after the first jolt, the 
highway began to sway back and forth. By coincidence, the subsequent shocks 
from the earthquake may have been timed to give the highway additional shoves 
just as it reached the peak of its swing. Like pushing a child's swing down just 
after it reaches its highest point, the reinforcing motion caused the highway to
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sway more and more until it collapsed.54 It would have been hard for engineers 

to foresee this odd coincidence when the highway was being designed.  

On July 13, 1977, New York City suffered one of the worst power failurc.s 

in its history. It began when lightning struck a transmission tower north of the 

city and short-circuited two transmission lines. Transmission towers arc 

designed to ground most strikes. This time, the grounding was ineffective.  

Circuit breakers tripped, as they were supposed to, to isolate the power surge.  

But they failed to close again after it passed. A remarkable series of failures of 

switches and circuit breakers then occurred, resulting in the loss of three major 

transmission lines and the utility's most heavily loaded generator-all from one 

lightning strike. Then another lightning bolt hit another transmission tower, 

short-circuiting two more lines. Further failures ensued, compounded by errors 

made by operators in the utility's control room. The problems snowballed. An 

automatic load-shedding mechanism began disconnecting customers as it was 

designed to do, but it also caused an unexpected surge in voltage that knocked 

another major generator out of service. And that was that. Almost exactly one 

hour after the first lightning strike, New York City went dark.  

"How could the . . . automatic load-shedding system . . . produce such 

unexpected, and disastrous, results? Largely because... [the utility's] engineers 

never dreamed their system would be reduced to such a small island. So they 

never bothered to analyze what would happen to system voltages after automatic 

load shedding on an isolated system."55 In other words, as in the Kobe quake, 

the real situation exceeded the worst-case scenario engineers imagined likely' 

enough to be worth considering. After all, two towers both with faulty grounding 

struck by lightning within 20 minutes, an astonishing series of equipment 

failures, multiple operator errors and other serious control-room problems-at 

some point the whole thing does begin to sound wildly implausible. But of 

course, this bizarre, implausible scenario is exactly what happened.  

In the United States, big earthquakes are much less common in the East 

than in the West, so those who design most structures built in the East are not 

required to include severe earthquakes in their worst-case scenarios and typically 

do not do so. Yet the most powerful earthquake ever known to hit the United 

States occurred in the eastern half of the country, at New Madrid, Missouri, near 

the Tennessee-Kentucky border in 1811. It was later estimated to have had a 

magnitude of about 8.7 on the Richter scale, and was one of three quakes in thac 

area in 1811-12, all stronger than magnitude 8.0.56 The Richter scale is 

logarithmic (base 10). Thus, those nineteenth century eastern quakes were more 

than ten times as powerful as the magnitude 6.9 earthquake that brought down 

part of the Nimitz Freeway and did so much damage to San Francisco in the fall 

of 1989. (The New Madrid quake was nearly 100 times as strong.) They
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.4"m-1porarily forced the Mississippi River to run backward, permanently altered 
0 course, and were felt as far away as Washington, Boston and Quebec.57 

All along the eastern seaboard there are geological struc'tures similar to those 
r!vf.'ponsible for a 7.0 earthquake that devastated Charleston, South Carolina, in 
uw late nineteenth century. Milder quakes of magnitude 5.0 are not all that rare 
ill (he East. Such a quake hit New York City in 1884. Seismologists have 
v6nimated that there is about a 50-50 chance of a much stronger 6.3 quake on 
thc New Madrid fault by the year 2000.58 A study of New York City's 
%-•t•Iirierability to earthquake found that a magnitude 6.0 temblor centered within 

vc miles of City Hall would do about $25 billion worth of damage; even a 
1oake more than three times as far away could cause an estimated $11 billion in 

41rect damage to buildings. Estimates of damage in Northern California from 
the 6.9 quake in 1989 ran from $4 billion to $10 billion.59 So a New York City
-rca earthquake about one-tenth as powerful as the California quake could cause 
tiup to six times as much property damage.  

The reason is partly geological: the earth's crust is older, colder and more 
Sbrittle in the eastern United States. But it is also because designers of structures 
iin New York do not typically include severe groundshaking in their assumptions.  
Hy contrast, designers of structures in California have been compelled to take 
rarthquakes into account. The modern skyscrapers in San Francisco swayed 
(during the 1989 quake, but sustained little or no damage. Virtually every 
-tructure that suffered major damage there had been built before stringent 
rarthquake-resistance requirements were incorporated in building codes over the I last 15 to 20 years.60 The assumptions about operating environment made by 
designers really do make a striking difference in how products perform.  

Five large nuclear reactors used to produce plutonium and tritium for 
American nuclear weapons were designed and built without strong steel or 
rcinforced-concrete "containments."6' The last line of defense against the 
accidental release of dangerous radioactive materials, containments are built as a matter of course around civilian nuclear power reactors in the United States 

(and most other developed nations). The containment surrounding the Three 
Mile Island reactor prevented a large release of radioactivity such as the one that 
occurred at Chernobyl where there was no containment. Why were America's 
safety feature? Ignorance may be a partial explanation. All of these reactors are 

"old" in terms of the nuclear business, dating back to the 1950s. The dangers of 
radiation were much less well understood then, and exposure to radioactive 
materials was often treated much too cavalierly. For example, it was during the 
1950s that American soldiers were ordered to crouch in ditches during nuclear 

*bomb tests in the atmosphere and then made to march or drive right through
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the point of detonation. But the 1950s was also the era of McCarthyism and of 

intense Cold War fears and hatreds. It is likely that the pressure to get bomb, 

production moving, to keep ahead of the "godless Communists," also played , 

important role. Technical matters are not the only considerations that enter iin, 

the designers definition of worst case.  

There are many sources of error inherent in the process of designing compl'\ 

technical systems. With great care, the use of fault-tolerant design strategies andt 

thorough testing, it is possible to keep such flaws to a minimum. But even ti1 

most talented and careful designers, backed up by the most extensive testing, 

programs cannot completely eliminate design errors serious enough to cau.sc 

catastrophic technical failures. This is especially true where complicatcd.  

innovative or rapidly changing technologies are involved. Many dangeroli, 

technologies are of just this kind.  

MANUFACTURING AND TECHNICAL FAILURE 

Even the best designs for technical systems remain only interesting ideas until 

they are made real by manufacturing. The process of fabricating major systci, 

components and assembling the systems themselves creates ample opportunitv 

for error. Flawed manufacturing can translate the most perfect designs into fault i 

products. The more complex the system, the more sensitive and responsive It 

must be, and the more critical its function, the easier it is to introduce potentL1l 

sources of failure during manufacture. Subcomponents and subassemblies mUNI 

be checked and rechecked at every step of the way. Still serious errors persist.  

The nuclear power industry provides innumerable examples of how easy ii 

is for slips to occur during manufacturing. On October 5, 1966, there was., 

potentially devastating meltdown at the Enrico Fermi Atomic Power Plant, only 

30 miles from Detroit. In August 1967, investigators discovered a piece ,l 

crushed metal at the bottom of the reactor vessel that they believed had blocked 

the coolant nozzles and played a key role in the accident. In 1968, it was finally 

determined that the piece of metal was one of five triangular pieces ofzirconiu•I 

installed as an afterthought by the designer for safety reasons. They did not eveti 

appear in the blueprints. This particular shield had not been properly attached." 

Only a few weeks after the accident at Three Mile Island (March 1979), dlec 

Nuclear Regulatory Commission reported that they "had identified thirty-fiv, 

nuclear power plants with 'significant differences' between the way they woe.  

designed and the way they were built."63 

The multibillion-dollar nuclear power plant at Diablo Canyon in Californi., 

sits close to an active fault. During construction in 1977, the utility hired A
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ei',.ic-engineering firm to calculate the stresses different parts of the plant 
rý.A-,ld have to withstand in an earthquake. A little more than a week before the 

tdi.. was due to open, a young engineer working for the utility that owned the 
p.mit discovered a shocking error. The utility had sent the diagrams of the wrong 
h It tor to its seismic consultants! Guided by the faulty stress calculations that 
ft-dlted, the utility reinforced parts of the plant that did not need reinforcing, 

i' I IIc vulnerable parts were reinforced too little, if at all. More than a hundred 
-ii r flaws in the reactor's construction were subsequently discovered.64 

hi an attempt to stop the continuing release of radiation after the accident 
•i• iernobyl, the Soviets built what amounted to an after-the-fact containment 
it•iind the burned-out reactor-a ten-story concrete and steel "sarcophagus" 

1,n1i-ý.ýhi walls some 20 feet thick. Designed to last 30 years, it was constructed so 
itikly and under such dangerously radioactive conditions that the quality of 
ýA I,,rk was poor. Only ten years later, the metal had rusted and the concrete was 
it •Idled with cracks. The whole structure was in serious need of repair.65 

13y mid 1990, the U.S. Air Force had over 1,700 nuclear warhead-carrying 
. 1 1elaunched cruise missiles in its arsenal. These 3,000 pound, 21-foot-long, 

".1t c-of-the-art missiles are designed to be carried under the wings of high-flying 
i,,.itegic bombers. When launched, they drop down close to the ground to avoid 
taidars as they fly toward their targets. High-speed, ground-hugging flight 

Itti res a highly accurate navigation system to keep the missile on its preset path.  
N ,throp manufactured the guidance system, which utilized a series of gyro
4pes surrounded by a viscous fluid known as DC-200 (produced by Dow 
f ' lihmical Corp.). Previously secret Pentagon and corporate documents released 
sIn late July 1990 raised doubts as to whether the guidance system, and thus the 
iriissile itself, was reliable. Apparently, prolonged exposure to extreme cold 
,aused the fluid to interfere with the spinning of the gyros. A military-wide 
tssndard requires that the missiles must be able to function at minus 65 degrees 
i threnheit, a common temperature outside aircraft flying at or above the normal 

i 11tising altitudes of long-range commercial airliners (34,000 to 37,000 feet). An 
itternal 1987 Northrop report stated flatly, "DC-200 does not meet the -65 ° 
F rcquirement and never did." It was corroborated by tests performed by Boeing 
Ithle missiles' prime contractor) in early 1989, in which six of nine gyroscopes 

1ailed after being kept at -65 o F for up to two hours; only when the temperature 
t.se to minus 40 degrees would DC-200 thaw enough to allow every gyro to 
olin freely.66 The Wall StreetJournalmaintained, "The Air Force and Northrop 
to rporation ... have gone to great lengths to mask the problem .... [I]nstead 
i• fixing the part, the Air Force simply decided to make the test less stringent. "67 

It was not until three and a half months after the Hubble Space Telescope 
was launched in April 1990 that NASA finally determined the cause of the
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perplexing spherical aberration (curvature error) problem that had made ic 

incapable of performing the full range of tasks for which it had been designed.  

When the Hubble mirror had arrived for final polishing at Perkin-Elmer's 

Danbury, Connecticut, plant back in 1979, it was tested with a newly developed, 

superaccurate tester to assure that the mirror's optical properties met NASA's 

exacting standards. The tester showed that the mirror had a small degree (one

half wavelength) of spherical aberration, well within acceptable limits for thai 

stage of manufacture. The Perkin-Elmer team then began the final polishing 

process (which continued until 1981), polishing out the deviation their new 

tester had found. The only problem was that there was an undiscovered one" 

millimeter error in the structure of the tester. By using it to monitor the polishing,1 

process, Perkin-Elmer had distorted rather than perfected the mirror's surfacc 

during final polishing, creating the spherical aberration that was later to produce 

such headaches in the orbiting telescope.  

Interestingly, the mirror had been checked with a testing device of more 

standard design before it was shipped to Danbury. That device had not showti 

the degree of spherical aberration that the newly developed tester had (incor

rectly) detected. The company's scientists had the results of the earlier test, but 

were sure that the more sophisticated tester was correct. They did not bother t(, 

conduct further tests or investigate the discrepancy.68 Science reported that 
"astronomers experienced in making ground-based telescopes say they arc 

appalled that NASA and Perkin-Elmer would rely on one single test.... [T]herc 

are any number of simple and inexpensive experiments that could have seen the 

spherical aberration that now exists in Hubble."69 In the excitement of meeting 

the kinds of technological challenges involved in designing and building 

complex, state-of-the-art systems, mundane matters, such as "simple and 

inexpensive" checks during the manufacturing process, are easy to overlook.  

When we have our eyes on the stars, it is all too easy to trip over our own feet.  

COMPONENT FLAWS AND MATERIALS FAILURE 

It is impossible to make high-quality, reliable products out of poor-quality, 

unreliable parts or seriously flawed materials. Semiconductor chips have become 

almost a raw material to the electronics industry. Their performance andl 

reliability is the bedrock on which the performance and reliability of modern 

electronic equipment is built. In the latter part of 1984, officials at Texas 

Instruments (the largest chip manufacturer in the United States at the time) 

disclosed that millions of integrated circuits it had manufactured might not have 

been tested according to specification. The chips had been built into more than
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71ýý 1 ,,lajor weapons systems by 80 different contractors. The attendant public
.ind a Department of Defense investigation-led officials at Signetics 

•, oration (the nation's sixth-largest microchip manufacturer) to audit their 
i•s, , d. ip-testing procedures. They concluded that as many as 800 different types 

111 iicrocircuits they had supplied to military contractors might not have been 
If , .i properly. At least 60 different types of microchips sold to the Pentagon 

I,, hiar bulwark of the computer industry, IBM, were also determined to have 
nlirmed problems."70 In the spring of 1985, the Pentagon's inquiry found 

r.wi, irregularities in testing military-bound microchips were pervasive in the 
T,, ,onics industry. The director of the industrial productivity office at the 

O: r piment of Defense put it this way: "What we found was that it was common 
p.ta ice for the microcircuit makers to say 'Yeah, we'll do the tests,' and then 
I, thiem never to conduct them.'7 

The fact that microchips are not properly tested does not mean that they 
4,a iulty. What it does mean is that the reliability of those components, and 
hc.•ctore of every product that contains them, cannot be assured. Because 

i} dsassembly and retesting costs would have been high, reports at the time 
o tdicated that there was very little, if any, retesting of the suspect microchips 
h ,hit had already been built into weapons systems. But the fact that such a basic 

S t ,.,i of so many military systems might be unreliable also has its costs. If these 
i ,.ncms fail at critical moments, the consequences can be disastrous. On June 3, 
')80, the failure of a single, 46-cent microchip generated a major false warning 

ii.t the United States was under land- and sea-based nuclear attack by Soviet 
,,issiles. Three days later, the same faulty chip did it again.72 

Early in the summer of 1994, Intel Corporation, by then the standard
,koing computer chip manufacturer, discovered a flaw in its much touted and 

t1.icly used Pentium chip.73 The chip could cause computers in which it was 
:iebedded to give wrong results in certain division problems that used the chip's 

.ihui~ing-point processor.74 Intel waited until November to publicly disclose the 
!,roblem, provoking an avalanche of angry messages on the Internet from 
St'gineers and scientists disturbed by what they considered to be the company s 
,.ivalier attitude. A computer that gives the wrong results "silently" (that is, 
wil iout any indication that anything is wrong) is no small thing. It is not just 
mnnoying or misleading, it is potentially dangerous. It does not take a great deal' 
,, imagination to see how a computer that gives the wrong results because of a 
1liawed processor could cause a lot of damage if it were used to design, analyze, 
, tiitrol or operate a dangerous-technology system. The June 1980 false warning 

of nuclear attack is only one of many frightening possibilities.  
In September 1989, the Pentagon was forced to delay deployment of new 

rockets for Air Force fighters and replace components in rockets carried by Navy I
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fighters because of defects in circuit boards costing $12 each. The boards, 

manufactured by Asher Engineering, were built into "stator switches" that help 

arm the warhead before the missile is fired. According to Congressman John 

Dingell of Michigan, "In our first raid on Libya, we used both HARM and 

Harpoon missiles which contain Asher stator switches .... During that raid, at 

least 25 percent of the HARM's and Harpoons did not detonate." Since thosc 

missiles were never recovered, there is no way to know whether the substandard 

switches were the reason for the warheads' failure to explode.7 5 

Metallurgical defects are also a major potential source of systems failure.  

They seem to have played a key role in the July 19, 1989, crash of United Airlines 

Flight 232 near Sioux City, Iowa, discussed earlier. Apparently, a flaw in a 270

pound cast-titanium-alloy disk in the rear engine grew into a crack that broke 

the disk apart, shattering the plane's tail section. Metallurgists working for the 

National Transportation Safety Board found a tiny cavity in the metal that grew 

into the fatal crack. The cavity was large enough to be "readily visible with the 

unaided eye," raising questions as to why it was not detected either at the factory 

or during routine maintenance. 76 It was also discovered that the manufacturer 

had mistakenly given two disks made at the same time the same serial number.  

One had failed to pass inspection, and one was destroyed. Investigators thought 

that the good disk might have been destroyed, and the faulty one installed in 

the DC- 10. The company managed to convince them that that was not true.  

Flaws in even the simplest of components can cause very complex technical 

systems to fail. On April 28, 1989, ABC News reported that "every year in this 

country, companies buy some $200 billion of nuts and bolts ... and put them 

in everything from jet planes to children's amusement rides .... We now know 

that billions of bad bolts have come into this country." Peterbilt Trucks issued 

a recall because of a number of its customers reported that the steering 

mechanism on their vehicles would suddenly stop working, causing a virtually 

total loss of control. Defective bolts were found. They were brittle because they 

had not been properly heat treated during manufacture. According to ABC, 

some bolt distributors had become aware of the problem, but few said anything 

about it to anyone, including their customers. ABC reported, "Twice in the past 

year and a half, bolts holding jet engines on commercial airliners broke in flight, 

and the engines then fell off the airplanes .... The State of Louisiana noticed 

that the bolts that hold the Calcasieu River Bridge together were breaking off.  

It temporarily closed the bridge and replaced the bolts."'78 

Of course, bolt manufacturers also supply the U.S. military. Pentagon 

officials reassured ABC in writing that they were not aware of any "death or 

injury attributable to substandard fasteners installed in military equipment." But 

Army documents ABC obtained showed that defective or broken nuts and bolts
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c• Ic involved in 11 aircraft (mostly helicopter) accidents over the previous 
L-ck*.,de in which 16 people had died. Over a thousand M-60 tanks were 
tc ,,,porarily taken out of service because of defective bolts. 79 ABC News also 
,ported that NASA had spent millions of dollars removing suspect bolts from 
ý.cv systems, like the space shuttle engines. There were reports that bad bolts had 
hcci, supplied for the Air Force's MX missile. 80 

THE CRITICALITY OF MAINTENANCE 

hI ire is no more mundane issue in high-technology systems than maintenance.  
ctc without proper maintenance, the best-designed and most carefully built 

Svstem can slowly turn into a useless piece of high-tech junk. The "if it ain't 
I.broke, don't fix it" attitude is a prescription for endless, expensive trouble.  
(omplex, sensitive systems often require extensive and painstaking preventive 
iiiaintenance, not just after-the-fact repair.  

More than half a decade after planning for its $30 billion space station began, 
NASA uncovered a serious problem with the project's design. In January 1990, 
Richard Kohrs, the head of the space station program told a gathering of 
Sontractors, "This program has too much EVA [extra vehicular activity, that is, 
space walks] . .. they're talking about 1,700 man-hours of EVA a year just for 
riiaintenance .... If that's true, we don't have the right design." A few months 
Later, a special NASA team (working with estimates of failure rates derived mainly 
from NASA agencies and contractors) projected that more like 2,200 hours of 

space walks each year would actually be needed to maintain the station's 6,000 
parts.81 NASA subsequently boosted the maintenance estimate further to 3276 
hours per year-about 9 astronaut-hours per day (including preparation time).82 
Space walks are dangerous. There are radiation risks and possibilities of injury 
from fast-moving space debris or micrometeorites. They are also expensive and 
time consuming. From the beginning of the American space program to 1990, 
astronauts had only accumulated about 400 hours of EVA. The NASA team 
argued that the enormous amount of maintenance EVA required each year 
would divert so much time from key construction tasks that it might never be 

possible to complete the station.83 

It is clear enough that the problems of space station maintenance are not 
merely theoretical. The USSR orbited the core module for its much simpler Mir 
space station in the mid 1980s. By 1990, construction was two years behind 
schedule, at least in part because Soviet astronauts had to spend an inordinate 
amount of time maintaining and repairing the 80-ton, 100-foot-long orbiting 
laboratory.84 In June 1997, a collision between Mir and an unoccupied cargo
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vessel punctured part of the space station and knocked out much of its pow,-I 

supply. Mir limped along throughout that summer, with repeated powi, 

outages, computer failures and other problems focusing the attention of groundi 
controllers and its occupants more on maintenance and repair than on i•, 
mission.

85 

In April 1988, the mechanics responsible for maintaining Aloha Airlines's flcut 
were routinely inspecting one of the airline's Boeing 737s. They failed to noio 

that a section of the upper fuselage was starting to come loose, and that ti,.  
overlapping metal skins in that section were beginning to develop fatigue crack\ 
around the rivets. On April 28, in flight, the cracks suddenly began to grow, 
connecting to each other and literally ripping the top off the body of the plane.  
A flight attendant was killed, but the pilot was able to bring a plane full ofveiN 
frightened passengers down for an otherwise safe landing.86 

Boeing's 737 jet airliner has a long record of effective service. But it wasn't 

designed to last forever. It was supposed to fly for 20 years, 51,000 flight hours 
or 75,000 takeoffs and landings. The Aloha Airlines plane had taken off andi 
landed nearly 90,000 times-20 percent beyond its design life. By mid 1990, 
almost 20 percent of the 737s in use across all airlines were more than 20 years 
old. Airline officials argued that careful maintenance procedures, along with 
upgrades to the planes, could keep them flying well beyond their original design 
life.87 In May 1998, the FAA issued an emergency order grounding dozens of 
older Boeing 737s because of a possible maintenance problem involving theji 
fuel pump wiring.88 The wiring on some 35 of the planes inspected in the first 
few days after the FAA found the problem showed some wear, and in 9 or more 
aircraft the insulation was worn at least halfway through.89 Worn insulation can 

lead to sparks, and sparks and jet fuel are a deadly explosive combination.  
The 1979 crash of a DC-10 on takeoff from Chicago's O'Hare Airport was 

traced to a tear in the pylon connecting one of the aircraft's engines to its wing.  
Rough handling that resulted from shortcut procedures used during routine 
maintenance was apparently the culprit.90 The 1989 explosion of the United 
Airlines DC- 10 near Sioux City, Iowa, discussed earlier was also attributed to a 

maintenance problem: flawed inspection that failed to detect a visible cavity in 
the rear engine's titanium-alloy disk. And faulty maintenance-poorly done 
repair work-was cited as the primary culprit in the worst single aircraft disaster 
in history, the death of 520 people in the crash of a Japan Airlines 747 northwest 
of Tokyo in August 1985.9' 

Nuclear power plants are designed to "fail safe." Any major problem, including 
a loss of power to the controls, is supposed to trigger an automatic shutdown,
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or "scram," of the reactor. Industry analysts have argued that the odds of a failure 
of this system are no more than one in a million reactor years. Yet on February 
22, 1983, the Salem-i reactor failed in just this way, refusing to halt the fission 
ircaction in its core when ordered to scram by a safety control system. Three days 
later, the "one in a million" event happened again-at the same reactor.92 

A key problem lay in a huge pair of circuit breakers, known as DB-50s 
(manufactured by Westinghouse) in the circuit supplying power to the mecha
:m sm that raises and lowers the core control rods. When the power is flowing 
and the breakers are closed, the rods can be held up out of the core to speed the 
fission reaction. But when the automatic system orders the reactor to scram, the 
)I B-50s break the circuit, and gravity pulls the rods down into the core, shutting 

down the reaction. Investigators of the incidents at Salem-1 found that a LV 
coil inside the DB-50s had failed. As early as 1971, Westinghouse had issued 
technical bulletins warning of problems with the UV coil, and in 1974 had sent 
out letters emphasizing the importance of properly cleaning and lubrication of 
the coils twice a year. The utility did not heed the warnings. "Maintenance of 
the breakers at Salem was poor.... They never got the critical attention they 
deserved. . . . [T]here was no maintenance of the UV coils between their 
installation in the 1970s and August 1982, when they began to fail repeatedly." 93 

At the Maine Yankee nuclear power plant, high-pressure radioactive water 
is pumped through metal tubes 3/4 inch in diameter and 1/20 inch thick after 

* being heated by the reactor core. Heat conducted through the walls of the tubes 
turns "clean" water into "clean" steam that drives the turbine, generating 
electricity. Proper inspection and maintenance of the tubes is critical, since any 
cracking or rupturing could allow the radioactive water from the reactor to leak 

Sinto the otherwise "clean" steam and possibly escape to the environment. In early 
1995, it was disclosed that about 60 percent of the plant's 17,000 tubes had 
severe cracks. Furthermore, the reactor had been operating in that dangerous 
condition for years.94 

NRC Commissioner James Asseltine expressed grave concern that weak
nesses in preventive maintenance, equipment reliability problems and other 
related difficulties are pervasive in nuclear industry. In his view, "The bottom 
line is that, given the present level of safety ... we can expect to see a core 
meltdown accident within the next twenty years, and it is possible that such ah 
accident could result in off-site releases of radiation which are as large as, or larger 
than, the releases estimated to have occurred at Chernobyl."' 

Maintenance cannot be an afterthought in the kind of sophisticated, complex 
technological systems that a modern military expects to work well even in 
difficult operating conditions. Given the speed of modern warfare, equipment
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that fails often because it is poorly maintained or because its design is s, 

inherently complex that it cannot be properly maintained is worse than useless.  

It can lead to military tactics and strategies that amount to fantasies, becausc 

they are built around equipment that won't perform as advertised-if it workL 

at all-in the real world of combat.  
Air Force analyst F. C. Spinney's appalling data on the reliability of fightci 

planes (given in Table 9-1) make it clear that this is not just a theoretical concern.  

These are not even data for planes in combat. Focusing on the F-15, Spinncv, 

makes the point that there is a difference between the way maintenance problems 

look "on the drawing board" and the way things work out in the real world. The 

fighter has built-in test equipment on board that lets the pilot or flight-line crew 

chief know that there has been a failure in a specific "line replaceable unit" 

(LRU). The LRU is then removed and taken to an "Avionics Intermediate Shop" 

(AIS) to be repaired. Meanwhile, another LRU is plugged into the plane and it 

is ready to fly. This approach is used to simplify flight-line maintenance. But 

according to Spinney, "the maintenance task is aggravated by long test times....  

To hook up an LRU to the computer ... can be a time-consuming task...  

sometimes taking up to 30 minutes. The computer then checks out the LRU

again a time-consuming task, averaging about three hours, but sometimes taking 

as long as eight hours. Since the computer is limited to hooking up and checking 

one LRU at a time, no other LRUs can be checked out during this period.""' 

And after all that, the computer can't find any problem with the LRU 25 to 40 

percent of the time. The whole maintenance process was thus useless. 97 

Maintenance, lackluster and pedestrian as it may seem, requires the closest 
attention. From aircraft to spacecraft to nuclear power plants, there is 

persuasive evidence that improper maintenance can lead to dangerous failures 

of technical systems. Far from being a mere footnote in the age of high 

technology, it is critically important to the performance of the most sophisti

cated technical systems.  

The nature of technical systems themselves and the nature of their interactions 

with the fallible humans who design, build and maintain them guarantee that 

it is not possible to eliminate all causes of failure-even potentially catastrophic 

failure-of complex and critical technical systems. There is nothing about 

dangerous-technology systems that makes them an exception to this rule.  

There are those who believe that it is possible to prevent failure of the most 

complex dangerous technologies by automating humans out of the system and 

putting computers in control. Computers are surrounded with an almost 

magical aura of perfection, or at least perfectibility, in the minds of many 

people. We sometimes think-or hope- that they can help us overcome the
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irperfection that is so much a part of our human nature. After all, they can 
bring commercial aircraft safely to the ground with remarkable efficiency and 
ii uclear warheads to their targets with remarkable accuracy. In the next chapter, 
we take a closer look at these marvels of modern technology and try to 
understand why they are anything but a route to solving the problems of either 
technical failure or human error.
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CHAPTER NINE 

1. Suppose Machine A has three key parts and all of them must work right for the machine to do its job.  

For simplicity, assume the probability of failure of any part is independent of the failure of any other 

part. If each part is 95 percent reliable (that is, has only a 5 percent chance of failure), Machine A will
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be 86 percent reliable (95 percent x 95 percent x 95 percent)-it will have a 14 percent chance ,I 
failure. Now suppose we change the design so that it now has five key parts, each still 95 perct',,, 
reliable. Even though every part is just as reliable as before, the new Machine A would now be onh "•J 

77 percent reliable (95 percent x 95 percent x 95 percent x 95 percent x 95 percent)-its probabilit, 
of failure would increase'from 14 percent to23 percent. The added complexity has caused the machi,,, 
to become less reliable.  
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