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Re: Denying Public Access to Information About Operating Reactors 

Dear Mr. Travers: 

The Washington Legal Foundation (WLF) is writing to express its strong support for 
the decision of the Nuclear Regulatory Commission (NRC) to shut down its website on a 
temporary basis to ensure that it does not contain information that could be used to facilitate 
terrorism. WLF recognizes that the NRC's decision has been criticized, both in the press 
and by groups, such as OMB Watch, that regularly lobby for increased access to government 
information. Accordingly, WLF thought it important to let the NRC know that opposition to 
its decision is far from universal. Indeed, given the current threat to public safety, WLF 
urges the NRC to err on the side of non-disclosure whenever it has mixed feelings regarding 
whether disclosure of information would serve the public interest. WLF asks that the NRC 
ensure that any information that has been withdrawn from its website also be removed from 
any public reading room maintained by the NRC.  

Interests of WLF. The Washington Legal Foundation is a nonprofit public-interest 
law and policy center based in Washington, D.C. with supporters in all 50 states. While 
WLF participates in litigation and administrative proceedings in a wide variety of areas, it 
devotes a substantial portion of its resources to promoting America's national security.  
Additional information about WLF's programs and activities can be found on its website at 
www.wlf .org.  

In particular, WLF has worked actively to prevent government disclosure of 
information that could be used by those bent on killing Americans and destroying the 
American economy. For example, WLF appeared before the Environmental Protection 
Agency (EPA) in June 2000 to oppose EPA's proposal to post sensitive chemical information 
contained in "Risk Management Plans" and "Off-Site Consequences Analyses" on its website 
and in its public reading rooms. WLF argued that the national security concerns raised by 
the potential access of the data to terrorist organizations outweighed whatever limited benefits 
to the general public that might be derived from such disclosure. Also, WLF's Legal Studies 
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Division has published relevant materials on this subject. See, e.g., William Lash, EPA 
Internet Disclosure Idea Plots Terrorist Road Maps, WLF LEGAL OPINION LETTER (Oct. 16, 
1988).  

The NRC Website. Before the September 11, 2001 terrorist attacks in New York 
City and Washington, D.C., the NRC maintained on its website detailed information, 
including maps, about operating nuclear reactors -- including both power-generating reactors 
and smaller, non-power reactors maintained at universities and similar settings. While the 
public has a need and desire to learn about the NRC's mode of operations and the status of 
its licensing proceedings, it has little practical use for the more technical information about a 
specific facility -- other than environmental groups bent on instilling fear in the general 
public by exaggerating potential dangers of a nuclear accident, with the hope of disrupting 
licensing proceedings.  

Following the September 11 attacks, the NRC closed down its website on October 11 
to ensure that the website did not include information that might compromise national 
security. The NRC explained in an October 18, 2001 press release that documents would be 
restored gradually to the website, if and when the Commission determined that they were not 
"sensitive" documents. In the ensuing two months, the NRC has been true to its word, 
restoring a number of documents deemed not to contain sensitive information.  

The NRC Should Continue to Deny Internet Access. As months have passed since 
the September 11 attacks, some federal agencies have begun to rethink their decisions to 
remove sensitive information from their websites. Items have been restored to websites after 
agencies have concluded that the threat of additional terrorist activity may have subsided and 
that the risk of disclosure to terrorists is slight.  

WLF urges the NRC not to engage in a similar re-evaluation. The NRC's initial 
decision to deny access to its website, and to maintain that denial of access with respect to 
sensitive documents, was well-founded. Damaging America's infrastructure, such as by 
crippling nuclear power plants, is a particularly cost-efficient way for terrorists to disrupt the 
American economy and to release deadly radiation into inhabited areas. It does not require 
too much of a stretch to surmise that terrorists would use access to NRC data for nefarious 
purposes -- particularly detailed data regarding the location and floor-plans of nuclear 
facilities. That some of the information formerly maintained on the NRC's website may be 
available elsewhere is not an argument against keeping the information off the NRC's 
website. The more difficult it becomes for terrorists to access the information, the less likely 
they are to use it to carry out a new act of terrorism.
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Nor should the NRC be concerned that its decision to leave certain information off its 

website denies valuable information to the public at large. The NRC's current access rules 

ensure that those -- such as local officials charged with preparing emergency preparedness 

plans -- continue to have access on a need-to-know basis to all relevant information regarding 

reactors in their vicinities. WLF has seen no evidence that self-styled public-interest groups 

have ever used the more-detailed information regarding specific reactors for any constructive 

uses. In light of the absence of any real public interest in examining the more sensitive 

information formerly maintained on the NRC's website, the Commission is under no 

obligation to make it publicly available under the Freedom of Information Act. WLF notes, 

for example, that the NRC has not re-activated locations on its website that previously 

supplied "Maps, Site Locations, Lists, and NRC Project Managers" for both power and non

power reactors, nor has a detailed study regarding the transportation of spent nuclear fuel, 

entitled "Package Performance Study," been re-posted. Such information likely would be 

exempt from production under the FOIA because it is highly sensitive, given its potential use 

to any terrorist who contemplates targeting a nuclear facility. WLF calls to the NRC's 

attention an October 12, 2001 memorandum regarding the FOIA from Attorney General John 

Ashcroft to the heads of all federal departments and agencies. The memorandum urges 

federal officials not to exercise their discretion to release FOIA-exempt information where 

doing so might endanger national security, and assures officials that the Justice Department 

will vigorously defend agencies sued under the FOIA in all instances except where "they lack 

a sound legal basis" for withholding a contested document. That memorandum marks a 

change from prior DOJ policy; it represents an increased commitment to defending agency 
decisions to deny an FOIA request.  

WLF requests that the NRC, if it has not already done so, review all other 

information on its website and public data bases to ensure that sensitive information is not 

being made publicly available. That review should ensure that information deleted from the 

NRC's website is not available from other NRC sources, such as a public reading room.  

WLF further requests that the NRC submit its plans for document disclosure to Tom Ridge, 

the Director of Homeland Security, law enforcement officials within the Department of 

Justice, and terrorism experts, to allow others to provide input regarding what, if any, 

nuclear reactor information may be safely posted on the NRC's website or otherwise be made 

available to the public.  

Moreover, WLF requests that the NRC immediately turn over to the FBI the names 

and addresses of those -- other than representatives of nuclear utilities and government 

officials -- who have visited an NRC reading room in the past two years or have otherwise 

contacted the NRC seeking data regarding location and design of specific nuclear reactors.  

The FBI would then be in a position to review that information and determine whether
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national security or public safety may have been compromised. Finally, WLF requests that 

release of sensitive information to government officials be conditioned on their agreement not 

to turn around and post the information on their websites.  

Conclusion. The Washington Legal Foundation respectfully requests that NRC the 

adhere to its initial decision to delete from its website sensitive information that could be 

used by a terrorist to kill civilians and destroy the nation's infrastructure. There is no reason 

to believe that the threat of additional terrorist attacks has subsided in any way since the 

NRC made its initial decision to delete material. Since the detailed, site-specific information 

in question is of little value outside the limited number of public officials charged with 

putting together emergency preparedness plans, any public interest in disclosure is far 

outweighed by the public's national security interests in maintaining the confidentiality of 

sensitive material.  

Respectfully submitted, 

DanieQ,)PopeN 

General Counsel 

Richard A. Samp 
Chief Counsel


