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1P-2500

SECURITY EMERGENCY ACTIVATION
RESPONSIBILITIES

PURPOSE

1.1 The purpose of this procedure is to provide guidance for
Security in response to an Emergency Activation or Test
request.

RESPONSIBILITIES

2.1 The SECURITY COORDINATOR or SERGEANT is responsible for:

«Tnitial security emergency functions.

+Ensuring control of site access and egress.
+Establishing site accountability.

+Providing facility security support (e.g., Emergency
Operations Facility (EOF), Joint News Center (INC) ,
etc.) .

«Ensuring the Public Address (P.A.) speakers are turned
up in the Command Post and Central Alarm Station {(cas) .
«Ensuring offsite vehicles are escorted if required by
Ip-1021, "Radiological Medical Emergency" and/or IP-
1055, "Fire Emergency Response”.

2.2 The CAS SECURITY OFFICER is responsible for:

+Following the applicable notification flowchart.
«Ensuring the Secondary Alarm Station (SAS) is updated
on information passed over the P.A. system.

+Ensuring that notifications are logged in the Security
CAS Log Book. '

3.0 REFERENCES

3.1 1IP-1021, "Radiological Medical Emergency"
3.2 IP-1050, "pccountability” )
3.3 IP-1055, "Fire Emergency Response”

IP-2500 Page 1 of 3
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PROCEDURE

4.1 If requested AND if personnel are available, the Security
coordinator or Sergeant should send at least two Security
Officers to the Joint News Center (JNC}.

4.2 The CAS Security Officer shall follow the appropriate
flowchart (Attachments 5.1 - 5.7) as directed.

4.3 The following guidance is provided to clarify roster
notification requirements found on the flowcharts:

A. Tf the flowchart for an ALERT or higher emergency
classification has been completed, all of Roster I and
1I, and offsite agencies, except the Nuclear Generation
puty Officer (NGDO), will be responding to their
facilities. Therefore, the only notification required
in these instances is to individually beep the NGDO.

B. The purpose of repeating the beeper notifications 5-10
minutes after the initial notification is to attempt to
reach any individuals who may have been in a beeper
vdead zone" during the first transmission.

C. Any Roster I personnel who have not responded to a
notification (after about 10 minutes) should be
individually beeped or called. If those individuals do
not respond after approximately 3 individual beep or
call attempts, discontinue further notifications.

4.4 The following applies to Attachment 5.5 "Offsite Monitor
Notification Security CAS Flowchart"

A. The IP-3 CR will request that Attachment 5.5 "Offsite
Monitor Notification Security CAS Flowchart" be followed
in instances when the IP-2 Control Room has requested
that IP-3 Offsite Monitoring Teams respond to an IP-2
emergency.

B. Since the Offsite Monitoring Team members are on Roster
1I, there is no need to perform the steps on Attachment
5.5 if IP-3 is in an ALERT or higher emergency
classification.

NOTE:

The "PASSWORD" CAN requests is the callback phone number.

4.5 Attachment 5.6, "yotification Testing Security CAS Flowchart”
is to be used when performing Beeper and/or CAN tests.

4.6 Attachment 5.7, “Notifications for IP-2 Events”, is used when
IP-2 declares an emergency.

IP-2500 Page 2 of 3
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4.7 Attachment 5.8, “Security Event Declared”, is used when there
is a possible security threat.

5.0 ATTACHMENTS

5.1

Notification of Unusual Event (NUE) Security CAS
Flowchart

Alert Security CAS Flowchart

Site Area Emergency (SAE) Security CAS Flowchart
General Emergency (GE) Security CAS Flowchart
Offsite Monitor Notification Security CAS Flowchart
Notification Testing Security CAS Flowchart
Notifications for IP-2 Events

Security Event Declared

END OF TEXT

1P-2500 Page 3 of 3
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NOTICE OF UNUSUAL EVENT (NUE)
SECURITY CAS FLOWCHART

r NUE Declared J —» | At time:

v

NO YES

‘ Security Event DeclaredJ —> r Go to Attach. 5.8 J

1. SEND Offsite Communicator to the Control Room.

\

ROSTER I BEEPER NOTIFICATION
A. ENERGIZE Security Beeper
B. DIAL 7243, (If unavailable, dial 800-436-2732)
C. When recording starts, ENTER 714 - _ _ _ _

D. After the beeps, ENTER one of the following call-back numbers:

222 - Drill, OR
444 - EMERGENCY

E. PRESS #
IF Security Beeper DOES NOT respond within 3 minutes, THEN beep again.

) YES No [

A
ROSTER 1 CAN NOTIFICATION

D B. TRANSMIT:
1. IP3 SECURITY / YOUR NAME /
CALLBACK / PASSWORD
2. 914-736-8067 / 8068

C. When CAN calls back:
(] 7 1. TRANSMIT:
a. ROSTER I With
Message 2 (M2) - DRILL
Message 4 (M4) - NUE

D A. DIAL 800-552-4226 or BACK-UP 877-786-8478

]

¢

1. UNLESS all of Roster I has called in, REPEAT Roster I Beeper Notification AFTER
5 - 10 minutes.

9. Roster I Personnel will be calling into Security. Inform Roster I personnel that an NUE

has been declared and provide them with any information furnished by the Control
Room. After approximately 5 - 10 minutes of activating the beepers, place a follow-up
call or individually beep any Roster I personnel who HAVE NOT called in. DONOT
EXCEED 3 FOLLOW-UP CALLS/BEEPS PER INDIVIDUAL. (Refer to Roster Iin
Volume II of the Emergency Plan).
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ALERT
SECURITY CAS FLOWCHART
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|

TALERT Declared | —————¥|Attime:
v

1. SEND Offsite Communicator to the Control Room.*
2. CALL SAS to ACTIVATE Accountability Card Readers.
3. SEND a Security Officer to unlock and staff the EOF. **

A

ROSTER 1 & 11 BEEPER NOTIFICATION
A. ENERGIZE CAS Beeper*
B. DIAL 7243, (If unavailable, dial 800-436-2732)
C. When recording starts, ENTER 714 - o
D. After the beeps, ENTER one of the following call-back numbers:

222 - Drill, OR
333 - EMERGENCY

E. PRESS #
IF Security Beeper DOES NOT respond within 3 minutes, THEN beep again.

[l YES

i

ROSTER I & Il CAN NOTIFICATION
‘A DIAL 800-552-4226 or BACK-UP 877-786-8478
D B. TRANSMIT:
1. IP3 SECURITY / YOUR NAME / CALLBACK /
D PASSWORD
2. 914-736-8067 / 8068
C. When CAN calls back:
1. TRANSMIT:
D a. ROSTER II With:
Message 2 (M2) - DRILL
Message 3 (M3) - EMERGENCY
b. OFFSITE with
Message 5 (MS) DRILL/TEST
Message 9 (M9) EMERGENCY

L

]

|

1. After 5 - 10 Minutes, REPEAT Roster I & II Beeper Notification.

Roster I in Volume I of the Emergency Plan)

2. Roster I Personnel will be calling into Security. Inform Roster I personnel that an
ALERT has been declared and provide them with any information furnished by the
Control Room. After approximately 5 - 10 minutes of activating the beepers, place a
follow-up call or individually beep any Roster 1 personnel who HAVE NOT called in.
DO NOT EXCEED 3 FOLLOW-UP CALLS/BEEPS PER INDIVIDUAL. (Refer to

* Not required if already performed for a lower level emergency classification.
#% TF a Security event is occurring, notify the EOF ED via the Onsite Radiological Communciator,
Vol. 11, App. C, that Security is not available until after the event is terminated.
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SITE AREA EMERGENCY (SAE)
SECURITY CAS FLOWCHART

(SAE Declared HAt time:

v

1. SEND Offsite Communicator to the Control Room.*

2. CALL SAS to ACTIVATE Accountability Card Readers.*

3. SEND a Security Officer to unlock and staff the EOF.*

4. NOTIFY Security Coordinator or Sergeant to CONDUCT Accountability per IP-1050.

y

ROSTER 1

D. After

A. ENERGIZE CAS Beeper*
B. DIAL 7243, (If unavailable, dial 800-436-2732)
C. When recording staris, ENTER 714 - _

222 - Drill, OR
333 - EMERGENCY

E. PRESS #
IF Security Beeper DOES NOT respond within 3 minutes, THEN beep again.

& 11 BEEPER NOTIFICATION**

the beeps, ENTER one of the following call-back numbers:

[ YES No O

y

ROSTER I & II CAN NOTIFICATION**
B. TRANSMIT:

PASSWORD
2. 914-736-8067 / 8068
C. When CAN calls back:
1. TRANSMIT:
a. ROSTERII With
Message 2 (M2) - DRILL
Message 3 (M3) - EMERGENCY
b. OFFSITE with
Message 5 (M5) - TEST/DRILL
Message 9 (M9) - EMERGENCY

00

A. DIAL 800-552-4226 or BACK-UP 877-786-8478
1. IP3 SECURITY / YOUR NAME / CALLBACK/

2. Roster

Room.

1. After 5 - 10 Minutes, REPEAT Roster I & I Beeper Notification. **

has been declared and provide them with any information furnished by the Control

call or individually beep any Roster I personnel who HAVE NOT called in. DO NOT
EXCEED 3 FOLLOW-UP CALLS/BEEPS PER INDIVIDUAL. (Refer to Roster I in
Volume 1 of the Emergency Plan)**

I Personnel will be calling into Security. Inform Roster I personnel that an SAE

After approximately 5 - 10 minutes of activating the beepers, place a follow-up

* Not required if already performed for a lower level emergency classification.

% If an ALERT was previously declared,
ncy Plan) and DO NOT perform CAN notification.

Enicryge

THEN ONLY beep the NGDO (Refer to Roster I in Volume II of the
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ATTACHMENT 5.4 18-2300
Page 1 of 1
GENERAL EMERGENCY (GE)
SECURITY CAS FLOWCHART
fGE Declared Htime: J
v

1. SEND Offsite Communicator to the Control Room.*
2. CALL SAS to ACTIVATE Accountability Card Readers.*
3. SEND a Security Officer to unlock and staff the EOF.*

00004

4. NOTIFY Security Coordinator or Sergeant to CONDUCT Accountability per IP-1050.* J

Y

{;)STER 1 & Il BEEPER NOTIFICATION**
[ | A ENERGIZE CAS Beeper*
O B. DIAL 7243, (If unavailable, dial 800-436-2732)
[0 | C When recording starts, ENTER 714- _ _ _ _
CJ D. After the beeps, ENTER one of the following call-back numbers:
222 - Diill, OR
333 - EMERGENCY
1 | E PRESS#
IF Security Beeper DOES NOT respond within 3 minutes, THEN beep again. J
Islt
Normal
O YEs i No O
Mon-Fri
0700-1500
Y
ROSTERT & I CAN NOTIFICATION**
A. DIAL 800-552-4226 or BACK-UP 877-786-8478
D B. TRANSMIT.
1. IP3 SECURITY / YOUR NAME / CALLBACK/
D PASSWORD
2. 914-736-8067 / 8068
C. When CAN calls back:
1. TRANSMIT:
a. ROSTER II With
Message 2 (M2) - DRILL
O Message 3 (M3) - EMERGENCY
b. OFFSITE with:
Message 5 (M5) - TEST/DRILL
Message 9 (M9) - EMERGENCY
L

A

D 1. After 5 - 10 Minutes, REPEAT Roster 1 & II Beeper Notification. **

has been declared and provide them with any 1 ormation furnished by the Control
Room. After approximately 5 - 10 minutes of activating the beepers, place a follow-up
call or individually beep any Roster I personnel who HAVE NOT called in. DO NOT
EXCEED 3 FOLLOW-UP CALLS/BEEPS PER INDIVIDUAL. (Referto Roster Iin
Volume 11 of the Emergency Plan)**

O 5. Roster I Personnel will be calling into Security. Inform Roster I personnel that a GE

* Not required if already performed for a lower level emergency classification.

#% Tf an ALERT or SAE was previously declared, THEN ONLY beep the NGDO (Refer to Roster Lin
Volume II of the Emergency Plan) and DO NOT perform CAN notification.



ATTACHMENT 5.5

OFFSITE MONITOR NOTIFICATION
SECURITY CAS FLOWCHART

Volume IT
Ip-2500
Rev. 9

Page 1 of 1

Control Room Requests
Offsite Monitoring Team Notification

A

At time:

OFFSITE MONITORING TEAM BEEPER NOTIFICATION
A. ENERGIZE Security Beeper
B. DIAL 7243, (If unavailable, dial 800-436-2732)
C. When recording starts, ENTER 714 - _ _

o000

D. After the beeps, ENTER one of the following call-back numbers:

222 - Drill, OR
333 - EMERGENCY

E. PRESS #

O

IF Security Beeper DOES NOT respond within 3 minutes, THEN beep again.

Y

[':] F After 5 - 10 Minutes, REPEAT Offsite Momnitoring Team Beeper Notification.
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ATTACHMENT 5.6 12-2500
Page 1 of 1
NOTIFICATION TESTING
SECURITY CAS FLOWCHART
Notification Test \ At time:
Requested By:

BEEPER TESTING PROCEDURE
O A. ENERGIZE Security Beeper
D B. DIAL 7243, (If unavailable, dial 800-436-2732)
] C. When recording starts, ENTER 714- _ _ _ _
Il D. After the beeps, ENTER the following call-back number:
111
O E. PRESS #
IF Security Beeper DOES NOT respond within 3 minutes, THEN beep again.
Was a
O nNo CAN ves O
. Test )
Requested?
.
ROSTER I & II CAN NOTIFICATION
A. DIAL 800-552-4226 or BACK-UP 877-786-8478
| B. TRANMIT
1. TIP3 SECURITY / YOUR NAME /
O CALLBACK / PASSWORD
2. 914-736-8067 / 8068
C. When CAN calls back:
1. TRANSMIT:
O a. Roster I & II With
Message 1 M1) - TEST
b. OFFSITE with:
Message 5 (M5) - TEST/DRILL
D 1. After 5 - 10 Minutes, REPEAT Beeper Test.
D 2. Roster I Personnel MAY be calling into Security, but are NOT required to.
IT IS NOT NECESSARY to call or individually beep Roster I personnel who do
not call in.
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NOTIFICATION FOR IP-2 EVENTS

NOTIFICATION —
TO NOTIFY ROSTER I At time:

A

By:

ROSTER I BEEPER NOTIFICATION
A. ENERGIZE CAS Beeper
B. DIAL 7243, (If unavailable, dial 800-436-2732)
C. When recording starts, ENTER 714 - _ _
D. After the beeps, ENTER 777-IP-2 EVENT

E. PRESS #
IF Security Beeper DOES NOT respond within 3 minutes, THEN beep again.

v

1. UNLESS all of Roster I has called in, REPEAT Roster I Beeper Notification AFTER
5 - 10 minutes.

2. Roster I Personnel will be calling into Security. Inform Roster I personnel that an
(Emergency) has been declared at IP2 and provide them with any
information furnished by the Control Room. After approximately 5 - 10 minutes of
activating the beepers, place a follow-up call or individually beep any Roster I personnel
who HAVE NOT called in. DO NOT EXCEED 3 FOLLOW-UP CALLS/BEEPS PER
INDIVIDUAL. (Refer to Roster I inVolume II of the Emergency Plan).
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SECURITY EVENT DECLARED

| Security Event Declared | —————»llt time: J
v

D 1. SEND Offsite Communicator to the Control Room.*
D 2 CALL SAS to ACTIVATE Accountability Card Readers.
O 3. SEND a Security Officer to unlock and staff the EOF. *
Y
ROSTER I & II BEEPER NOTIFICATION
[ | A ENERGIZE CAS Beeper*
[ | B. DIAL 7243, (if unavailable, dial 800-436-2732)
O C. When recording starts, ENTER 714 - _ _ _
O D. Afterthe beeps, ENTER one of the following call-back numbers:
222 - Diill, OR
333 - EMERGENCY
O | E prESS#
IF Secutity Beeper DOES NOT respond within 3 minutes, THEN beep again.
Islt
Normal
D YES Hours? NO D
Mon-Fri ,
0700-1500
ROSTER I & II CAN NOTIFICATION
A. DIAL 800-552-4226 or BACK-UP 877-786-8478
D B. TRANSMIT:
1. IP3 SECURITY / YOUR NAME / CALLBACK /
D PASSWORD
2. 914-736-8067 / 8068
C. When CAN calls back:
1. TRANSMIT:
D a. ROSTER II With:
Message 2 (M2) - DRILL
Message 3 (M3) - EMERGENCY
b. OFFSITE with
Message 5 (M5) DRILL/TEST
Message 9 (M9) EMERGENCY
O 1. After 5 - 10 Minutes, REPEAT Roster I & II Beeper Notification.
O

2. Roster I Personnel will be calling into Security. Inform Roster 1 personnel that an
ALERT has been declared and provide them with any information furnished by the
Control Room. After approximately 5 - 10 minutes of activating the beepers, place a
follow-up call or individually beep any Roster 1 personnel who HAVE NOT called in.
DO NOT EXCEED 3 FOLLOW-UP CALLS/BEEPS PER INDIVIDUAL. (Refer to
Roster I in Volume 11 of the Emergency Plan)

* Not required until security event is secured.




