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Requirements 62FR7721 -- February 20, 1997 

Dear Mr. Hoyle: 

These comments are submitted on behalf of the nuclear power industry by the 

Nuclear Energy Institute (NEI)' in response to the Federal Register notice 
concerning the Nuclear Regulatory Commission's (NRC) proposed rule, Changes to 
Nuclear Power Plant Security Requirements (62 FR 7721 -- February 20, 1997).  

We support the proposed changes but recommend two modifications. We believe it 
is important for regulations to not require a distinction among persons badged for 
unescorted access, whether licensee employees or contractor/vendor employees.  
Specific recommendations are under items 2 and 3 below.  

Item 1. Search requirements for on-duty guards, § 73.55(d)(1): Armed security 

guards who are on duty and have exited the protected area on official 

business may reenter the protected area without being searched for firearms.  

Recommendation: None 

NEI is the organization responsible for establishing unified nuclear industry policy on matters 

affecting the nuclear energy industry, including regulatory aspects of generic operational and 

technical issues. NEI's members include all utilities licensed to operate commercial nuclear power 
plants in the United States, nuclear plant designers, major architect/engineering firms, fuel 

fabrication facilities, materials licensees, and other organizations and individuals involved in the 
nuclear energy industry.  
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Item 2. Requirements for vehicle escort, § 73.55(d)(4): All vehicles, except under 
emergency conditions, must be searched for items which could be used for 
sabotage purposes prior to entry into the protected area. Vehicle areas to be 
searched must include the cab, engine compartment, undercarriage, and 
cargo area. All vehicles, except as indicated in this paragraph, requiring 
entry into the protected area must be escorted by a member of the security 
organization while within the protected area and, to the extent practicable, 
must be off loaded in the protected area at a specific designated materials 
receiving area that is not adjacent to a vital area. Escort is not required for 
designated licensee vehicles or licensee-owned vehicles entering the protected 
area and driven by licensee employees having unescorted access.  

Recommendations: As stated by the NRC in the Discussion section: 'The 
present requirement for a searched, licensee-owned vehicle within the protected 
area to be escorted by a member of the security organization, even when the 
driver is badged for unescorted access, does not contribute significantly to the 
security of the plant." We agree and additionally recommend eliminating the 
requirement that such vehicles necessarily be licensee-owned. Specifically, 

a. Change the phrase: "licensee employees having unescorted access" to 
"personnel who have been badged for unescorted access"to 
avoid unnecessary restrictions, and 

b. Change the phrase: "designated licensee vehicles entering"to "any 
searched, licensee designated vehicle entering or in" to ensure 
clarity.  

The final rule last sentence would read: 

(4) "Escort is not required for any searched, licensee designated 
vehicle entering or in the protected area when driven by 
personnel who have been badged for unescorted access." 

Rationale: This proposed modification would not decrease the overall level of 
security performance needed to protect the plant with the objective of high 
assurance against the design basis threat of radiological sabotage as stated 
in §73.1(a). There is no need to specify restrictions relative to a vehicle driver 
beyond the already significant unescorted access requirements. Also, vehicle 
ownership should not be the criteria that determines the escort requirement.



Mr. John C. Hoyle 
May 6, 1997 
Page 3 

In particular: 

"The expressed purpose of modifying this specific requirement is to 
"i..provide burden relief...without significantly increasing the level of risk 
to the plant." For several years there has been a concerted effort to 
minimize differences in treatment of contractor/vendor employees versus 
licensee employees. Even the proposed handling of contractor badges 
(Item 3 in this rulemaking) removes badge handling differences for 
workers-because each must satisfactorily complete the same 
requirements for unescorted access to the protected area. No escort 
should be required for a vehicle to be driven into the protected area if the 
driver has been badged for unescorted access.  

" The fact that a person is operating a vehicle in no way degrades his/her 
reliability or trustworthiness-no escort would be needed for this person if 
no vehicle were involved. Since vehicle escort requirements are "resource 
intensive," this unnecessary burden can and should be removed pursuant 
to this rule change. Industry security resources will be better focused if 
we are not required to escort the very people we trust and rely upon.  
There is no obvious value added to safety or security in escorting a driver 
certified to meet all requirements for unescorted access. This observation 
should not distract from the additional flexibility being provided to extend 
escort relief to licensee-owned vehicles not typically inside the protected 
area.  

" The de facto two-man rule is being eliminated "..for licensee-owned 
vehicles entering the protected area for work-related purposes provided that 
these vehicles are driven by licensee employees who have unescorted access." 
Vehicle ownership should not be the specific criterion. Nonlicensee-owned 
vehicles, with the exception of delivery trucks, should not be excluded 
without specifying the offending basis. Independent of ownership, some 
vehicles may be more difficult to search than others and if appropriate the 
vehicle will be escorted. The fact remains that each vehicle will be 
searched per the rule and this fact provides a significant deterrent to the 
concealment of contraband useable for sabotage. The regulated presence 
of a security officer escort for nonlicensee-owned vehicles with a badged 
driver achieves little since the escort would not search the vehicle further 
once it is within the protected area.  

" Knowledgeable vehicle authorization, identification of purpose or use of 
vehicle, and conscientious searching practices, supported by reliable 
personal access authorization screening, provide the means for
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maintaining responsible vehicle controls. Licensees exercise full control of 
all vehicles entering the protected area regardless of origin.  

The rule uses the term "designated licensee vehicle" while "licensee 
designated vehicle" is the term used in the still applicable NRC Review 
Guideline #5 Revision Three, dated November 1, 1978. The latter term 
includes "...those vehicles owned by the licensee or owned by a contractor of 
the licensee." Vehicle search, per § 73.55(d)(4) and as specified in site 
procedures is accomplished independent of whether the vehicle is owned, 
leased, or rented by the licensee or by a contractor/vendor of the licensee.  
Unless all searched vehicles are acceptable under this rule, the defining 
regulatory term should be the one in the 1978 Review Guide, "Licensee 
Designated Vehicles (LDV)." However, there should be a relaxation of the 
time period for a temporary LDV. A period of not less than 24 hours is too 
restrictive.  

* Our rationale has shown that it should make no difference whether non
licensee vehicles or badged drivers are included. Rule wording that 
excludes this amounts to unnecessary discrimination. With the rule 
wording as recommended above, phraseology differences and the resultant 
burden would be rendered moot.  

Item 3. Control of contractor employee badges, § 73.55(d)(5). An individual not 
employed by the licensee but who requires frequent and extended access to 
protected and vital areas may be authorized access to such areas without 
escort provided that he or she displays a licensee-issued picture badge upon 
entrance into the protected area which indicates: 

(i) Non-employee-no escort required; 
(ii) areas to which access is authorized; and 
(iii) the period for which access has been authorized.  

Badges must be displayed by all individuals while inside the protected area.  

Recommendation: As stated by the NRC in the Discussion section: "Because 
contractors and licensees are subject to the same programs required for 
unescorted access, there is no reason to employ more stringent badge control 
requirements for contractor employees." Continuing with this philosophy, 
there is no obvious reason to require the specified non-employee status on the 
badge. Therefore, in consonance with this rulemaking, we recommend 
deleting the subsections (i)-(iii) and end the previous sentence after the word 
"area." Access limitations, i.e., areas of access and period of authorization, 
are accomplished administratively in badging systems whether the 
individual is employed directly by the licensee or through a contractor.
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Item 4. Maintenance of access lists for each vital area, § 73.55(d)(7)(i)(A).  
"Establish a current authorization access list for all vital areas. The access 
list must be updated by the cognizant licensee manager or supervisor at least 
once every 31 days and must be reapproved at least quarterly." 

Recommendation: None.  

Item 5. Key controls for vital areas, § 73.55(d)(8): "Whenever there is evidence or 
suspicion that any key, lock, combination, or related access control devices 
may have been compromised, it must be changed or rotated.... Whenever an 
individual's unescorted access is revoked due to his or her lack of 
trustworthiness, reliability, or inadequate work performance, keys, locks, 
combinations, and related access control devices to which that person had 
access must be changed or rotated.  

Recommendation: None 

We appreciate the opportunity to comment on this proposed rule and would 
welcome the opportunity to discuss industry considerations further with 
appropriate NRC personnel. For questions concerning these comments, please call 
Rich Enkeboll (202-739-8102) of the NEI staff.  

Sincerely, 
JI 

7James W. Davis

REE/rs


