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R SITE ACCESS BADGE REQUIREMENTS

During the life of this contract, the rights of ingress and egress for contractor personnel
must be made available, as required, provided that a badge is issued after favorable
adjudication from the Personnel Security Branch, Division of Facilities and Security
(PERSEC/DFS). In this regard, all contractor personnel whose duties under this
contract require their presence on-site shall be clearly identifiable by a distinctive badge
furnished by the Government. The Project Officer shall assist the contractor in obtaining
the badges for the contractor personnel. It is the sole responsibility of the contractor to
ensure that each employee has a proper Government-issued identification/badge at all
times. All prescribed identification must be immediately (no later than three days)
delivered to PERSEC/DFS for cancellation or disposition upon the termination of
employment of any contractor personnel. Contractor personnel must have this
identification in their possession during on-site performance under this contract. It is
the contractor’s duty to assure that contractor personnel enter only those work areas
necessary for performance of contract work, and to assure the safeguarding of any
Government records or data that contractor personnel may come into contact with.”

I SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY SERVICES

The proposer/contractor must identify all individuals and propose the level of
Information Technology (IT) approval for each, using the following guidance. The NRC
sponsoring office shall make the final determination of the level, if any, of IT approval
required for all individuals working under this contract.

The Government shall have and exercise full and complete control over granting,
denying, withholding, or terminating building access approvals for individuals performing
work under this contract.

CONTRACTOR SECURITY REQUIREMENTS FOR LEVEL |

Performance under this contract will involve prime contractor personnel, subcontractors
or others who perform services requiring direct access to or operate agency sensitive
information technology systems or data (IT Level I).

The IT Level | involves responsibility for the planning, direction, and implementation of a
computer security program; major responsibility for the direction, planning, and design
of a computer system, including hardware and software; or the capability to access a
computer system during its operation or maintenance in such a way that could cause or
that has a relatively high risk of causing grave damage; or the capability to realize a
significant personal gain from computer access. Such contractor personnel shall be
subject to the NRC contractor personnel security requirements of NRC Management
Directive (MD) 12.3, Part | and will require a favorably adjudicated Limited Background
Investigation (LBI).
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A contractor employee shall not have access to NRC facilities, sensitive information
technology systems or data until he/she is approved by Personnel Security Branch,
Division of Facilities and Security (PERSEC/DFS) first for temporary access (based on
a favorable adjudication of their security forms and checks) and final access (based on
a favorably adjudicated LBI) in accordance with the procedures found in NRC MD 12.3,
Part 1. The individual will be subject to a reinvestigation every 10 years. Timely receipt
of properly completed security applications is a contract requirement. Failure of the
contractor to comply with this condition within the ten work-day period may be a basis to
void the notice of selection. In that event, the Government may select another firm for
award.

The contractor shall submit a completed security forms packet, including the SF-86,
“Questionnaire for National Security Positions,” and fingerprint charts, through the
Project Officer to PERSEC/ DFS for review and favorable adjudication, prior to the
individual performing work under this contract. The contractor shall assure that all
forms are accurate, complete, and legible (except for Part 2 of the questionnaire, which
is required to be completed in private and submitted by the individual to the contractor
in a sealed envelope), as set forth in MD 12.3 which is incorporated into this contract by
reference as though fully set forth herein. Based on PERSEC review of the applicant's
security forms and/or the receipt of adverse information by NRC, the individual may be
denied access to NRC facilities, sensitive information technology systems or data until a
final determination is made of his/her eligibility under the provisions of MD 12.3. Any
questions regarding the individual's eligibility for IT Level | approval will be resolved in
accordance with the due process procedures set forth in MD 12.3 Exhibit 1 and E. O.
12968.

In accordance with NRCAR 2052.204-70 "Security," IT Level | contractors shall be
subject to the attached NRC Form 187 (See Section J for List of Attachments) which
furnishes the basis for providing security requirements to prime contractors,
subcontractors or others (e.g., bidders) who have or may have an NRC contractual
relationship which requires access to or operation of agency sensitive information
technology systems or remote development and/or analysis of sensitive information
technology systems and data or other access to such systems and data; access on a
continuing basis (in excess of 30 days) to NRC Headquarters controlied buildings; or
otherwise requires NRC photo identification or card-key badges.

CONTRACTOR SECURITY REQUIREMENTS FOR LEVEL |l
Performance under this contract will involve contractor personnel that develop and/or

analyze sensitive information technology systems or data or otherwise have access to
such systems and data (IT Level Ii).
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The IT Level Il involves responsibility for the planning, design, operation, or
maintenance of a computer system and all other computer or IT positions. Such
contractor personnel shall be subject to the NRC contractor personnel requirements of
MD 12.3, Part |, which is hereby incorporated by reference and made a part of this
contract as though fully set forth herein, and will require a favorably adjudicated Access
National Agency Check with Inquiries (ANAC!).

A contractor employee shall not have access to NRC facilities, sensitive information
technology systems or data until he/she is approved by PERSEC/DFS first for
temporary access (based on a favorable review of their security forms and checks) and
final access (based on a favorably adjudicated ANACI) in accordance with the
procedures found in MD 12.3, Part I. The individual will be subject to a reinvestigation
every 10 years. Timely receipt of properly completed security applications is a contract
requirement. Failure of the contractor to comply with this condition within the ten
work-day period may be a basis to void the notice of selection. In that event, the
Government may select another firm for award.

The contractor shall submit a completed security forms packet, including the SF-86,
“Questionnaire for National Security Positions,” and fingerprint charts, through the
Project Officer to the NRC PERSEC/DFS for review and favorable adjudication, prior to
the individual performing work under this contract. The contractor shall assure that all
forms are accurate, complete, and legible (except for Part 2 of the questionnaire, which
is required to be completed in private and submitted by the individual to the contractor
in a sealed envelope), as set forth in MD 12.3. Based on PERSEC review of the
applicant's security forms and/or the receipt of adverse information by NRC, the
individual may be denied access to NRC facilities, sensitive information technology
systems or data until a final determination is made of his/her eligibility under the
provisions of MD 12.3. Any questions regarding the individual's eligibility for IT Level Ii
approval will be resolved in accordance with the due process procedures set forth in
MD 12.3 Exhibit 1 and E. O. 12968.

In accordance with NRCAR 2052.204-70 "Security," IT Level Il contractors shall be
subject to the attached NRC Form 187 (See Section J for List of Attachments) which
furnishes the basis for providing security requirements to prime contractors,
subcontractors or others (e.g. bidders) who have or may have an NRC contractual
relationship which requires access to or operation of agency sensitive information
technology systems or remote development and/or analysis of sensitive information
technology systems and data or other access to such systems and data; access on a
continuing basis (in excess of 30 days) to NRC Headquarters controlled buildings; or
otherwise requires NRC photo identification or card-key badges.
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. CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

When a request for investigation is to be withdrawn or canceled, the contractor shall
immediately notify the Project Officer by telephone in order that he/she will contact the
PERSEC/DFS so that the investigation may be promptly discontinued. The notification
shall contain the full name of the individual, and the date of the request. Telephone
notifications must be promptly confirmed in writing to the Project Officer who will
forward the confirmation to the PERSEC/DFS. Additionally, PERSEC/DFS must be
immediately notified when an individual no longer requires access to NRC sensitive
automated information technology systems or data, including the voluntary or
involuntary separation of employment of an individual who has been approved for or is
being processed for access under the NRC Personnel Security Program.”
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