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U.S. NUCLEAR REGULATORY COMMISSION
BLANKET PURCHASE AGREEMENT NO: NRC-33-01-182
“Comprehensive Information Systems Support Consolidation - I (CISSCO-1I)

Pursuant to the General Services Administration (GSA) Federal Supply Schedule Contract
Number: GS-35F-4524G, “Blanket Purchase Agreements,” OAQ, agrees to the following terms
of a Blanket Purchase Agreement (BPA) exclusively with the U.S. Nuclear Regulatory
Commission for the provision of services described in the attached statement of work for
CISSCO-II Functional Area No. 1, “Software Development, Operations, and Maintenance.” The
terms and conditions which follow, supplement those contained in the referenced GSA FSS
contract.

Individual orders will be issued in accordance with the terms of this BPA. The actual
services/supplies, quantities to be ordered, negotiated prices, additional negotiated terms and
conditions, and period of performance will be specified in each order.

A.1 ORDER AWARD PROCESS

BPA holders are not required to bid on every order. Orders will be competed among only those
Contractors holding BPAs for the specific functional area the work is to be performed under.
The NRC may add additional Contractors to any of the functional areas at any time to increase
competition, provide greater technical expertise, or further the CISSCO-!I objectives.

Below is an outline of the process NRC will utilize for competing orders. This process is

consistent with the special ordering procedures prescribed by GSA for Special Item Numbers
(SINs) 132-51.

a. Multiple BPAs will be established with Contractors in each of four functional areas:
(1) software development, operation, and maintenance; (2) planning, architecture,
standards, and business process re-engineering; (3) document processing; and (4)
computer security. For each proposed order, a request for proposal along with a
statement of work (SOW) will be issued to all Contractors who hold a BPA in the specific
functional area of the proposed order. One of those Contractors will be awarded the
order based on a process that uses order evaluation criteria (OEC). When orders are
competed in each functional area, fair consideration will be given to each Contractor who
holds a BPA in the specific functional area of the orders. The result will be the award of
order(s) to the Contractor who's proposal offers the best value to the NRC considering
price and the OEC.

b. The following specific process will be utilized for competing orders.

1. The NRC will provide an Order Request For Proposal (ORFP) with a statement of
: work and updated information (e.g., updates to the System Development Life
Cycle Management Methodology (SDLCM), inventories, infrastructure changes,
current customer satisfaction metrics, application-specific interfaces, specific

NRC-33-01-182
Page 1 of 14



network and communications requirements, and specific requirements for other
services, such as, location of shared peripheral devices) to the Contractors who
hold a BPA in the specific functional area of the order. The request for proposal
will identify the specific OEC to be used for the selection process.

The Contractors will be provided a minimum of 7 calendar days to perform an oral
presentation or submit a written proposal, as directed by the Contracting Officer
(CO), in response to the ORFP. The more complex the SOW, the more likely the
requirement for a written response. The Contractor’s oral presentation or written
response will be required to address any evaluation criteria associated with each
order, with accompanying charts (if requested by either party). n all instances,
the price quote shall be received in writing. The ORFP will specify the format and
required content of the response. Additionally, the Contractor will be required to
create a record of and provide a written response to any questions the NRC may
have, including questions about their written submission. This process may or
may not be recorded at the discretion of the NRC. A time limitation for the oral
presentations may be imposed on each order.

Each Contractor’s oral presentation and written submission, in conjunction with its
original technical proposal, will be evaluated using the OEC’s specified in the ORFP,

The following are typical OEC’s:

1.

Customer Focus - The NRC will evaluate each Contractor’s understanding of the
NRC's environment, general and specific end-user requirements, the proposed
approach’s practicality, effectiveness, and efficiency, and the Contractor's
commitment to garnering and maintaining high customer satisfaction. The
Contractor shall describe how it intends to provide effective customer support at
the NRC. Specifically, the Contractor shall describe in detail how it will provide
customer support/help, provide face-to-face support when required, and conduct
customer outreach. When the order is solicited, the NRC will inform the
Contractor of the baseline customer satisfaction metric(s) if one exists or a
proposed customer satisfaction baseline. The Contractor will propose a set of
order specific goal metrics, which will be evaluated and agreed to by the NRC and
included in the order. The NRC will evaluate the proposed metrics to assess the
degree to which these metrics maintain and improve the delivery of services to
the NRC and the end user throughout the life of the order. ’

Transition Issues - The NRC will evaluate the extent to which the Contractor's
transition plan ensures continuity of operations and integration with the existing
environment. This includes minimizing disruption to the existing operations,
optimizing the use of existing assets, maintaining or improving customer
satistaction through the transition. The NRC will also evaluate the means by
which the Contractor assesses and adjusts its plans to meet customer
satisfaction objectives, and facilitates and enhances coordination and cooperation
(including integration requirements) with any and all affected parties.
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3. Service Delivery - The NRC will evaluate 'the Contractor’s proposed methodology
to foster customer acceptance and Utilization of the service deliverable being
provided.

4. Mission Focus - The NRC will evaluate the Contractor's demonstrated
understanding of the NRC mission, culture, and environment as it applies to the
specific order. This description shall also address the Contractor's specific
experience working in an environment similar to the mission areas of NRC.

5. Past Performance - The NRC will evaluate the Contractor’s past performance at
this or another agency in performing orders under this contract or other contracts.
If order past performance information is not available, the Contractor shall provide
past performance updates to the information provided during the BPA process.

€. Each ORFP will indicate the consideration to be given price/cost for each order.

f. The Contractor shall adapt its master BPA proposal regarding small, small
disadvantaged, and woman-owned small business utilization, as requested, for specific
orders having a potential value exceeding $500,000.

A2  ISSUANCE OF ORDERS

Any services to be furnished under this BPA shall be ordered by issuance of orders by the

individual(s) designated in A.3. Such orders may be issued from the effective date of BPA
award through eight years after BPA award.

a. Each order will specify the exact destination for shipment or place of performance.

b. All orders are subject to the terms and conditions of this BPA. In the event of conflict
between an order and this BPA, the BPA shall control.

C. If mailed, an order is considered "issued" when the NRC deposits the order in the mail.
Orders may be issued in writing, orally, or by facsimile. Orally issued orders will be
confirmed in writing within 14 days.

d. Orders may be modified in accordance with FAR 52.212-4 (c). Modifications to orders
shall include the same information set forth in the order, as applicable.

€. The firm-fixed price or ceiling for each order may not be increased except when
authorized by a modification to the order. Orders shall, at a minimum, include the
following information:

Date of order

Order Number

Appropriation and accounting data
Description of end item(s) to be delivered
Description of services to be performed

e
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Exact place of delivery and shipment address

Period of time in which the services are to be performed
The firm fixed price or ceiling of the order

This BPA number

0. The billing address

SPOPNO

A3  AUTHORIZED APPROVING OFFICIALS

The NRC Contracting Officer is the only individual authorized to issue orders or modify the terms
and conditions under the BPA.

A4 ORDER LIMITATIONS
Order limitations are specified for each functional area in the following paragraphs:
A.4.1 Software Development, Operation, and Maintenance
a. Minimum order. When the NRC requires services covered by this functional area
in an amount of less than $5,000, the Contractor is not obligated to furnish those
services under the BPA.
b. Maximum order. The Contractor is not obligated to honor:
1. Any order in excess of $15 million if the CO is provided with written notice
(within 10 working days after issuance) stating the Contractor’s intent not
to provide the services ordered.
2. A series of orders within 30 days that together exceed $25 million.
A.4.2 Planning, Architecture, Standards, and Business Process Re-engineering;
a. Minimum order. When the NRC requires services covered by this functional area
in an amount of less than $2,500, the Contractor is not obligated to furnish those
services under the BPA.
b. Maximum order. The Contractor is not obligated to honor:
1. Any order in excess of $500,000 if the CO is provided with written notice
(within 10 working days after issuance) stating the Contractor’s intent not

to provide the services ordered.

2. A series of orders within 30 days that together exceed $2 miflion.
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A.4.3 Document Processing .

a. Minimum order. When the NRC requires services covered by this functional area
in an amount of less than $25,000, the Contractor is not obligated to furnish those
services under the BPA.

b. Maximum order. The Contractor is not obligated to honor:
1. Any order in excess of $15 million if the CO is provided with written notice

(within 10 working days after issuance) stating the Contractor’s intent not
to provide the services ordered.

2. A series of orders within 30 days thatitogether exceed $25 million.
A.4.4 Computer Security
a. Minimum order. When the NRC requires services covered by this functional area

in an amount of less than $5,000, the Contractor is not obligated to furnish those
services under the BPA.

b. Maximum order. The Contractor is not obligated to honor:

1. Any order in excess of $250,000 if the CO is provided with written notice
(within 10 working days after issuance) stating the Contractor's intent not
to provide the services ordered.

2. A series of orders within 30 days that together exceed $500,000.

A5 ORDER ACCEPTANCE

a. The CO or authorized representative as identified on the order will accomplish
acceptance as specified in each order. The CO may designate other NRC agents
as authorized representatives, and the Contractor will be notified by a written
notice or by a copy of the delegation letter if other agents are authorized.

A.6 PERFORMANCE INCENTIVES

The NRC is committed to utilizing performance-based contracting methods to the greatest extent
possible for the acquisition of services. In support of this commitment, the NRC will develop
performance-based statements of work, performance standards, assessment plans, and
remedies and incentives for each order, as appropriate, to encourage Contractors to achieve
performance levels of the highest quality. Contractors may be requested under each order to
provide comments and recommendations on performance statements of work and to propose
innovative business practices and incentives to assist the NRC in its commitment. Additionally,
overall program level performance incentive programs may be adopted as agreed to by
modification to the BPA. :
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A7

a.

PERIOD OF PERFORMANCE

.E

BPA: Provided the Contractor's GSA schedule is renewed, the period of

performance for placing orders under this BPA shall be eight years from the date
of BPA award.

Orders: The period of performance for each order placed against this BPA shall
not exceed three years except when an order for a longer period is authorized by
the Agency Competition Advocate.

Regardless of when issued, no order shall be issued with a period of performance
extending beyond June 30, 2010.

A.8 SHARED SAVINGS

The NRC reserves the right to include the following shared savings clause in any order.

a.

The Contractor is entitled, under the provisions of this clause, to share in cost
savings resulting from the implementation of cost reduction projects, which are
presented to the NRC in the form of Cost Reduction Proposals (CRP) and
approved by the CO. These cost reduction projects may require changes to the
terms, conditions or statement of work of this BPA. Cost reduction projects must
not change the essential function of any products to be delivered or the essential
purpose of services to be provided under the BPA.

Definitions:

1. Cost savings, as contemplated by this clause, mean savings that result
from instituting changes to the covered BPA, as identified in an approved
Cost Reduction Proposal.

2. Cost Reduction Proposal - For the purposes of this clause, a Cost
Reduction Proposal means a proposal that recommends alternatives to
the established procedures and/or organizational support of a BPA or
group of BPAs. These alternatives must result in a net reduction of BPA
cost and price to NRC. The proposal will include technical and cost
information sufficient to enable the CO to evaluate the CRP and approve
or disapprove it.

3. Covered BPA - As used in this provision, covered BPA means the BPA,
including unexercised options but excluding future BPAS, whether
contemplated or not, against which the CRP is submitted. -

4. Contractor implementation costs - As used in this provision, Contractor
implementation costs, or “implementation costs”, shall mean those costs
which the Contractor incurs on identified orders specifically in developing,
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Preparing, submitting, and negotiating a CRP, as well as those costs the
Contractor will incur on covered BPAs to make any structural or
organizational changes in order to implement an approved CRP.

5. Government costs - As used in this provision, the term Government costs
means internal costs of NRC, which result directly from development and
implementation of the CRP. These may include, but are not limited to,
costs associated with the administration of the BPA or with related
functions such as testing, operations, maintenance and logistics support.
They do not include the normal administrative costs of reviewing and
processing the Cost Reduction Proposal. ’

General. The Contractor will develop, prepare and submit CRP’s with supporting
information as detailed in paragraph (e) of this clause, to the CO. The CRP will
describe the proposed cost reduction activity in sufficient detail to enable the CO
to evaluate it and to approve or disapprove it. The Contractor shall share in any
net cost savings realized from approved and implemented CRPs in accordance
with the terms of this clause. The Contractor’s actual percentage share of the
cost savings shall be a matter for negotiation with the CO, but shall not, in any
event, exceed 50 percent of the total cost savings recognized by the CO. The
Contractor may propose changes in other activities that impact performance on
its BPA, including NRC and other Contractor operations, if such changes will
optimize cost savings. A Contractor shall not be entitled to share, however, in
any cost savings that are internal to the NRC, or which result from changes made
to any BPAs to which it is not a party even if those changes were proposed as a
part of its CRP. Early communication between the Contractor and NRC is
encouraged. The communication may be in the form of a concept paper or
preliminary proposal. The NRC is not committed to accepting any proposal as a
result of these early discussions.

Computation of cost savings. The cost savings to be shared between the NRC
and the Contractor will be computed by the CO by comparing a current estimate
to complete (ETC) for the covered order, as structured before implementation of
the proposed CRP, to a revised ETC which takes into account the implementation
of that CRP. The cost savings to be shared shall be reduced by any cost overrun,
whether experienced or projected, that is identified on the covered BPA before
implementation of the CRP. Although a CRP may result in cost savings that
extend far into the future, the period in which the Contractor may share in those
savings will be limited to no more than five years. Implementation costs of the
Contractor must be considered and specifically identified in the revised ETC. The
CO shall offset Contractor cost savings by any increased costs (whether
implementing or recurring) to the NRC when computing the total cost:savings to
be shared. The Contractor shall not be entitled, under the provisions of this
clause, to share in any cost reductions to the BPA that are the result of changes
stemming from any action other than an approved CRP. However, this clause
does not limit recovery of any such reimbursements that are allowed as a result of
other BPA provisions.
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AERUS -

Supporting Information. As a minimum, tﬁe Contractor shall provide the following
supporting information with each CRP:

1.

Identification of the current BPA requirements or established procedures
and/or organizational support proposed for change.

A description of the difference between the current process or procedure
and the proposed change. This description shall address how proposed
changes will meet NRC requirements and discuss the advantages and
disadvantages of the existing practice and the proposed changes.

A list of BPA requirements that must be revised, if any, if the CRP is
approved, along with proposed revisions. Any changes to NRC BPA
management processes should also be addressed.

Detailed cost estimates that reflect the implementation costs of the CRP.

An updated ETC for the covered BPA, unchanged, and a revised ETC for
the covered BPA which reflects changes resulting from implementing the
CRP. If the CRP proposes changes to only a limited number of elements
of the BPA, the ETCs need only address those portions of the BPA that
have been impacted. Each ETC shall depict the level of costs incurred or
to be incurred by year, or to the level of detail required by the CO. If other
CRPs have been proposed or approved on a BPA, the impact of these
CRPs must be addressed in the computation of the cost savings to ensure
that the cost savings identified are attributable only to the CRP under
consideration in the instant case.

Identification of any other previous submissions of the CRP, including the
dates submitted, the agencies and BPAs involved, and the disposition of
those submittals.

Administration.

1.

The Contractor shall submit proposed CRPs to the CO who shall be
responsible for the review, evaluation and approval. Normally, CRP’s
should not be entertained for the first year of performance to allow the CO
to assess performance against the basic requirements. If a cost reduction
project impacts more than a single BPA, the Contractor may, upon
concurrence of the COs responsible for the affected BPAs, submit a single
CRP which addresses fully the cost savings projected on all affected
BPAs that contain this Shared Savings Clause. In the case of muitiple
BPAs affected, responsibility for the review and approval of the CRP will
be a matter to be decided by the affected COs.

Within 60 days of receipt, the CO shall complete an initial evaluation of
any proposed cost reduction plan to determine its feasibility. Failure of the
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h.

CO to provide a response within 60 days shall not be construed as
approval of the CRP. The NRC shall promptly notify the Contractor of the
results of its initial evaluation and indicate what, if any, further action will
be taken. If the NRC determines that the proposed CRP has merit, it will
open discussions with the Contractor to establish the cost savings to be
recognized, the Contractor ’s share of the cost savings, and a payment
schedule. The Contractor shall continue to perform in accordance with the
terms and conditions of the existing BPA until the CO executes a BPA
modification. The modification shall constitute approval of the CRP and
shall incorporate the changes identified by the CRP, adjust the BPA cost
and/or price, establish the Contractor’s share of cost savings, and
incorporate the agreed to payment schedule.

The Contractor will receive payment by submitting invoices to the CO for
approval. The amount and timing of individual payments will be made in
accordance with the schedule to be established with the CO.
Notwithstanding the overall savings recognized by the CO as a resuit of an
approved CRP, payment of any portion of the Contractor's share of
savings shall not be made until NRC begins to realize a net cost savings
on the BPA (i.e., implementation, startup and other increased costs
resulting from the change have been offset by cumulative cost savings).
Savings associated with unexercised options will not be paid unless and
until the BPA options are exercised. It shall be the responsibility of the
Contractor to provide such justification, as the CO deems necessary to
substantiate that cost savings are being achieved.

Any future activity, including a merger or acquisition undertaken by the
Contractor (or to which the Contractor becomes an involved party), which
has the effect of reducing or reversing the cost savings realized from an
approved CRP for which the Contractor has received payment may be
cause for re-computing the net cost savings associated with any approved
CRP. The NRC reserves the right to make an adjustment to the
Contractor's share of cost savings and to receive a refund of moneys paid
if necessary. Such adjustment shall not be made without notifying the
Contractor in advance of the intended action and affording the Contractor
an opportunity for discussion.

Limitations. BPA requirements that are imposed by statute shall not be targeted
for cost reduction exercises. The Contractor is precluded from receiving
reimbursements under both this clause and other incentive provisions of the BPA,
if any, for the same cost reductions.

Disapproval of, or failure to approve, any proposed cost reduction proposal shall
not be considered a dispute subject to remedies under the Disputes clause.
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i. Cost savings paid to the Contractor jn accordance with the provisions of this
clause do not constitute profit or fee within the limitations imposed by 10 U.S.C.
2306(d) and 41 U.S.C. 254(b).

A.9 SECURITY CLASSIFICATION LEVELS

Performance under this BPA may involve access to and/or generation of classified information;
work in a security area, or both, up to NRC ADP Level Il. Specific security requirements will be
identified in each order.

A.10 PROJECT STATUS
The Contractor shall submit a bi-weekly report for orders having an estimated cost or fixed price

in excess of $250,000 unless otherwise specified in the order. The status report shall contain at
a minimum the:

. Estimated baseline costs compared to actual costs,

. Actual performance versus scheduled performance,

. Changes to order specific metrics and;

. Any problems or issues that may result in a schedule delay or cost
overrun;

This report shall be submitted to the Contracting Officer, the Project Officer, and the specific
technical monitor for each order. One copy of a summary report which rolls up all the individual
order data shall be submitted to the Contracting Officer and the Project Officer.

Notwithstanding the reporting requirement, the Contractor shall notify the Contracting Officer,
the Project Officer, and the specific technical monitor for any order when a schedule slip or cost
overrun is projected.

The NRC may require the Contractor to use an NRC generated format or may accept a
proposed Contractor format that, will be determined on an order specific basis.
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A.11 PROJECT OFFICER

The Contracting Officer’s authorized technical representative hereinafter referred to as the
project officer for this BPA is: '

Name: Guy Wright

Address: U.S. Nuclear Regulatory Commission
Mail Stop T-6F19
Washington, DC 20555

Telephone Number: (301) 415-7201

a. Performance of the work under this BPA is subject to the technical direction of the NRC
project officer. The term “technical direction” is defined to include the following:

1. Technical direction to the contractor which shifts work emphasis between areas of
work or tasks, authorizes travel which was unanticipated in the Schedule (i.e.,
travel not contemplated in the Statement of Work or changes to specific travel
identified in the Statement of Work), fills in details, or otherwise serves to
accomplish the contractual statement of work.

2. Provide advice and guidance to the contractor in the preparation of drawings,
specifications, or technical portions of the work description.

3. Review and, where required by the BPA, approval of technical reports, drawings,
specifications, and technical information to be delivered by the contractor to the
Government under the BPA.

b. Technical direction must be within the general statement of work stated in the BPA. The

project officer does not have the authority to and may not issue any technical direction
which:

1. Constitutes an assignment of work outside the general scope of the BPA or
associated orders.

2. Constitutes a change as defined in the "Changes" clause of the GSA contract.

3. In any way causes an increase or decrease in the total fixed price or the time
required for performance of any orders.

4, Changes any of the expressed terms, conditions, or specifications of-the BPA or
associated orders.

5. Terminates the BPA, settles any claim or dispute arising under the BPA, or issues
any unilateral directive whatever,
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All technical directions must be issued in writing by the project officer or must be
confirmed by the project officer in writing within ten (14) working days after verbal
issuance. A copy of the written direction must be furnished to the CO. A copy of NRC
Form 445, Request for Approval of Official Foreign Travel, which has received final
approval from the NRC must be furnished to the CO.

The contractor shall proceed promptly with the performance of technical directions duly
issued by the project officer in the manner prescribed by this clause and within the
project officer’s authority under the provisions of this clause.

If, in the opinion of the contractor, any instruction or direction issued by the project officer
is within one of the categories as defined in paragraph (c) of this section, the contractor

- may not proceed but shall notify the CO in writing within five (5) working days after the
receipt of any instruction or direction and shall request the CO to modify the BPA or
associated order accordingly. Upon receiving the notification from the contractor, the CO
shall issue an appropriate modification or advise the contractor in writing that, in the CO's
opinion, the technical direction is within the scope of this article and does not constitute a
change under the "Changes" clause.

Any unauthorized commitment or direction issued by theAproject officer may result in an
unnecessary delay in the contractor's performance and may even result in the contractor
expending funds for unallowable costs under the BPA or associated order.

A failure of the parties to agree upon the nature of the instruction or direction or upon the
contract action to be taken with respect thereto is subject to 52.233-1 - Disputes.

In addition to providing technical direction as defined in paragraph (b) of the section, the
project officer shall:

1. Monitor the contractor’s technical progress, including surveillance and
assessment of performance, and recommend to the CO changes in
requirements.

2. Assist the contractor in the resolution of technical problems encountered during
performance.
3. Review all costs requested for reimbursement by the contractor and submit to the

CO recommendations for approval, disapproval, or suspension of payment for
supplies and services required under orders associated with this BPA.

4, Assist the contractor in obtaining the badges for the contractor personnel.

5. Immediately notify the Personnel Security Branch, Division of Facilities and
Security (PERSEC/DFS) (via e-maif) when a contractor employee no longer
requires access authorization and return the individual's badge to PERSEC/DFS
within three days after their termination.
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A.12

INVOICE SUBMISSION

a.

s

Contractors shall submit invoices in accordance with the schedule specified in
each order up to the established price ceiling.

Contractors shall provide the foHowing detailed information with each invoice,
unless otherwise specified in the order.

1. Each invoice will clearly define all costs by order. Costs by order will be
further identified by system/project and for each system/prOJect costs will
be identified by major categories of work performed, i.e. maintenance,
system development, administrative, and purchases of equipment and
software. Major categories of work will be defined for each order. This
information will provide a reconciliation of costs for all orders and will
facilitate reporting requirements.

2. Labor data for each order Wl” include hours worked and associated costs

by labor category.

3. All burdened cost presentations provided by the Contractor shall be

inclusive of; overhead charges, other direct costs, (i.e., local travel,
copying, supplies, phone, delivery, temporary secretanal support, etc.),
general and administrative charges, and Contractor fee. Burdened costs
will be clearly identified and separated on the invoice by system/project
and for each major category of work performed for each system/project.

4. Invoices will provide a compilation of costs on a monthly, year to date, and

total project basis.

Fixed price or performance based orders shall provide details of the line items as
specified in each order.

Regardless of the type of order issued, any incentives shall be invoiced
separately.

Three Phases of System Development

Invoices must distinguish development costs by three phases of systems
development:

1. The preliminary design phase (SDLCM components 1 - 3) includes
determining system performance requirements; system specifications; and
demonstrating software alternatives. Generally, activities leading up to the
selection of software and/or proceeding with the next (development)
phase.

NRC-33-01-182
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2. The development phase (SQLCM components 4 & ) includes designing
software configurations and interfaces; coding; installing on hardware;
and, testing software including parallel processing.

3. The post-implementation/operational phase (SDLCM components 6 & 7)
includes converting data from the old to the new system; operating the
software; providing ongoing training; undertaking preventive maintenance;
and, developing/executing reports. :

Contractors shall consult with the project officer if there is any question as to
which project phase costs should be classified as on the invoice. )

A12.1. Supplemental Financial Reporting Requirements

When applicable, Contractors shall maintain a separate listing of equipment and
software purchased for each order, and within each order, each system/project.
Each piece of equipment and software should be identified on the listing by the
invoice number used by the Contractor to bill the NRC. The listing will be
provided to the NRC on a quarterly basis or upon request if it is deemed
necessary to view the listing on a more frequent basis.

Attachment: Statement of Work
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STATEMENT OF WORK =

CA Background

The Nuclear Regulatory Commission (NRC) is a Federal Government agency responsible for
licensing and regulating commercial nuclear facilities and materials and for conducting research
in support of licensing and regulatory processes. This responsibility includes protection of the
public health and safety with regard to nuclear materials and the operation of commercial power
reactors. NRC is a relatively small agency, with approximately 2,800 employees, about 1,800 of
which are at headquarters. NRC has major offices at five locations in the United States:
Headquarters located in Rockville, Maryland; and Regions 1 through 4 located respectively in
King of Prussia, Pennsylvania; Atlanta, Georgia; Lisle, liinois, and Arlington, Texas. In addition,

NRC has several separate field offices, plus NRC Resident Inspectors located at each licensed
commercial power reactor site.

At a generic functional level of operation, NRC tracks a wide variety of items: such as events,
workload, projects, licensee reactor operational procedures, nuclear waste disposal processes,
inspection results, licensing applications and processes, nuclear industry and construction
engineering technological advances, research results, legislation, and the movement and
accountability of documents. Information necessary to track these items comes from nuclear
industry licensees, NRC inspectors, from reports, from data and textual resources (within and
outside of the NRC), or from NRC research or interaction with the nuclear industry and
Government agencies. NRC also analyzes what it tracks for statistical summaries, trends,
decisions on whether events or conduct tracked was within regulations or standards, whether it
requires NRC action (e.g., enforcement, making new rules, updating nuclear industry standards,
initiating new research), or whether it requires notifications to other entities. NRC offices take
actions required to support their respective responsibilities, thus generating NRC projects,
research efforts, enforcement actions, hearings, published reports, coordination with domestic or
foreign entities, etc. The NRC must collect, store, maintain, archive, data on these actions and
make that data available to NRC offices, the nuclear industry, Congress, and the public.

The flow of information into and out of NRC is massive and constant. Most of this information
flow is still paper-based, although a newly operational document management system is moving
away from paper to electronic media. Fixed data fields can be useful for many statistical and
analytical purposes, but staff still need to review and analyze data within the full context of their
documents and circumstances where they originally occurred. NRC has a continuing and
growing operational requirement for data-, text-, and image-based information resources and
often simultaneous (integrated) search, retrieval, and analysis from all three.

In 1996, in pursuit of objectives in the agency's Information Technology (IT) Strategic Plan,
NRC initiated a necessary and comprehensive enterprise-level effort and approach to total
life-cycle management, integration, and operation of applications systems, in an emerging
client/server environment, and within a framework of standards and consistent methodologies.

This initiative was called the Comprehensive Information Systems Support Consolidation
(CISSCO) Program. The program is currently implemented through a task order under GSA’s
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9600 Multiple Award Contract. The task order ends-August 29, 2001.

NRC intends to issue Blanket Purchasing Agreements (BPAs) to provide services across four
functional areas that will continue to support NRC’s Office of the Chief Information Officer
(OCIO}) in its agency wide accomplishment of original CISSCO Program requirements under the
new title of CISSCO Il. These objectives provide the framework under which those BPA operate
and identify intended NRC outcomes for the CISSCO-II program.

C.1.1 Program Funding History

1997 1998 1999 2000 Total

Applications Software

M&O 1,992K | 2,299K | 1,788K | 1,332K{| 7,411K

Development 3,961K | 6,467K | 5928K | 6,114K]| 22,470K
Document Processing 12K 896K | 2,680K | 2,745K|| 6,333K
Enterprise Integration Management 601K 651K 334.K 84K 1,670K
Security 50K 50K 50K 50K 200K
Totals 6,616K | 10,363K | 10,780K 10,325 38,084K

c.2 NRC Environmental Infrastructure

NRC's Information Technology (IT) architecture is designed to provide a standard method for
delivering IT services to the desktop of employees and designated contractors, as well as
facilitate communications with external organizations, such as other government agencies,
domestic and foreign, nuclear power plants and other clients, laboratories, and the general
public. NRC’s computer centers, which include its servers and mini-computers, are connected
to Rockville's headquarters backbone network. Other networks, Internet services, and
mainframe timesharing services are also connected through Rockville after passing through a
firewall. NRC's Enterprise Network Architecture is shown below.
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NRC's Enterprise Network Architecture.

C.2.1 Network Infrastructure

All NRC LAN's are connected to headquarters’ backbone network. NRC's other IT
systems and services are also connected to NRC's backbone network, through a series
of inter-connected hubs, routers and switches. Regional wide area network connections
and backbone connections use Asynchronous Transfer Mode (ATM) to maintain
maximum speed, inter-operability and security as well as provide potential for any-to-any

communications. Internet Engineering Task Force (IETF) protocols are used at the
application level for inter-operability.

In addition to its internal private network, NRC uses services from various external
sources, such as Internet services and other government agency mainframe timesharing
services. NRC coordinates with these services to install connections that wotld make
service accessible to NRC users via standard desktop workstation systems. The

preferred mode of access is through existing LAN infrastructure using standard remote
LAN protocols or ATM.

C.2.2 Workstation Infrastructure



All agency personnel are provided with a standard desktop workstation that is an Intel-
based processor using Microsoft's NT workstation operating system. Workstations are
connected to a switched Ethernet local area network (LAN). Each NRC location uses
the same architecture for its LAN installations. This standardization makes operations
and maintenance consistent throughout the agency, and eases implementation of new
agency-wide applications and services.

C.2.3 Computer Platforms

Most new development will use the NRC client/server hardware/software platforin
currently configured as follows:

+ SERVER: IBM RS/6000 models 370/62 MHZ and 570/50 MHZ with 32 MB/1 GB
system memory and 400 MB/7.2 GB fixed disk storage scalable to 36.2 GB/58.6 GB
with external disk expansion unit.

+ RDBMS: SYBASE and Microsoft SQL Server.

+ Graphical User Interface: Windows NT

+ Software Engineering: PowerBuilder, Delphi, and Micro Focus COBOL, Visual Basic
and C.

- Decision Support/Executive Information System: Microsoft Access

+ CASE: Platinium ERWIN is being used for construction of data and process models.
data mart support, and code generation where appropriate.

+ Data Communications: Novell NetWare supporting multiple concurrent protocols
(TCP/IP, ON-NET, IPX/SPX), and SYBASE (DLL, Netlib) using AIX, NETSCAPE
WERB Server using drones such as OMNIPORT.

Minicomputers currently being used at NRC are Data Generals. The Data General
machines, use AOS/VS and AOS/VS-Il operating systems and run applications written
with the following software: COBOL and IDEA with INFOS, CQCS, Sort/Merge, and C.

C.2.4 Application Systems

Mainframe | LAN | Standalone | Mini | Client/Server | Total
PC PC -
Operational 18 49 13 6 14 100
Under ' 3 3
Development
Total 18 49 13 6 17 103
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C.2.5 Development and Maintenance Tools

The most common languages for PC systems are Clipper (49 systems), dBASE (27
systems), and FoxPro and Paradox, (2 systems each), and R&R ReportWriter (10
systems). Client/server applications use mostly SYBASE and PowerBuilder (11
systems), with some use of MS Access, COBOL, Crystal Reports, Delphi (3 systems),
PeopleSoft, SQR and SQL. Mainframe applications use largely COBOL, DB2, RAMIS
ADS/0, TSO CLIST, Assembler, WYLBUR CP; PL/1, VSAM, and ISPF.

NRC’s Agency-wide Document and Access Management System (ADAMS) employs
COTS packages such as FileNET Integrated Document Management products. which
include IDMDS 4.2 with a CSM patch, IDM Desktop 2.02 w/ patches 1-10, integrated
Workflow 1.22, Watermark Viewer 3.1.1.2, and custom software using IDM objects, WM
Viewer, and custom controls written in Visual Basic 6. Additionally, Foremost Record
Management Software from Provinance Systems, Inc is used.

C.2.6 High Performance Computing

Computing hardware that make up NRC's current high-performance UNiX environment
includes UNIX-based computers from most major UNIX computer manufactures. On the
Intel side, most of the machines are Intel-based Pentium's.

Operating systems are Sun Solaris 2.x, IRIX, IBM AIX, Windows 95/98, and Windows NT
4.0. Databases are SYBASE, Oracle, Access, and Informix. Software in support of code
development include but are not limited to ARC/INFO, WordPerfect, WordPerfect Office,
Earth Vision, FrameMaker, Mathematica, OSF/Motif, Fortran, C++ and Java.

C.3 Objective

The objective of this document is to outline technical support requirements that successful
contractors must meet to assist NRC in supporting a comprehensive approach to integration,
total life-cycle management, and operation of applications systems within a framework of
standards and consistent methodologies, hereinafter referred to as CISSCO 1i Program
requirements. Our most important functional requirement is enhancement and integration of
applications systems over an extended period under applied standards and consistent

development methodologies, to achieve cost effective consistent life-cycle management of all
applications systems at NRC.

In addition, NRC has socio-economic obligations which need to be accommodated by this
initiative. :

NRC has a strong commitment to utilize small, small disadvantaged, and woman-owned small
businesses in Agency programs. NRC desires to continue its current leve! of support and utilize
high-performing small business concerns to the greatest extent possible, consistent with efficient
BPA performance, and minimize the potential negative impact on continued participation of such
groups in any arrangement. ldeally, continuing the commitment of obtaining cost-effective
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customer services and maximizing small, small disativantaged, and woman-owned small
business participation may be met through teaming arrangements, joint ventures, and/or
individual subcontracting plans containing aggressive acquisition and mentoring objectives.

C.4 SCOPE

Successful contractors may be called upon to provide support in the following four Functional
Areas. NRC envisions that everything under Functional Area 1 except new systems
development will be competitively awarded as an order (hereafter referred to as the M&O order)
to one of the contractors who holds a BPA under Functional Area 1. All new applications
systems development work under Functional Area 1 will be competed among all BPA holders in
that Functional Area and after the maintenance acceptance period specified in the order for that
new development, maintenance and operations of that new software will transfer to the "M&O
order " contractor. Work under Functional Areas 2, 3, and 4 will be competed within their
respective functional area as the requirements occur.

C.4.1 Functional Area 1 - Software Development, Operations, and Maintenance

The contractor selected to receive the "M&O order" will be responsible for overall
maintenance and operations of the NRC existing applications as of the time of issuance of

the first order. Work to be performed under this functional area is further discussed in
Section C.5.2 below.

All of NRC's requirements for new systems development must also be in accordance with
current and emerging standards and development/life-cycle management methodologies

and will be competed among BPA holders as separate orders. Work to be performed under
this area is further discussed in Section C.5.2 below.

C.4.2 Functional Area 2 - Planning, Architecture, Standards, and Business Process
Re-engineering

This area will cover a wide variety of work in planning, various architecture models and
busness process re-engineering that will be competed in future BPA orders. Work to be
performed under this functional area is further discussed in Section C.5.3 below.

C.4.3 Functional Area 3 - Document Processing

Successful contractors may be required to perform document processing services
associated with entering documents into the agency’s centralized document management

system. Work to be performed under this functional area is further discussed in Section
C.5.4 below. -

C.4.4 Functional Area 4 - Security

Successful contractors may be required to create and/or redo such related documents as
Risk Assessments, Computer (or Information System) Security Plans, Disaster Recovery (or
Contingency, or Business Continuity) Plans, and system testing for Certification before
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system Accreditation. The work may consist of-any combination of providing guidance or
assistance, interviewing personnel/management, reviewing existing documentation (to
include Federal guidance), viewing equipment while in use and employees at work. Work to
be performed under this functional area is further discussed in Section C.5.5 below.

C.5 Statement of Work

Successful contractors will furnish necessary personnel, materials, equipment, facilities, travel,
and other services required to meet CISSCO-Il Program requirements as described in this
statement of work. It is the Contractor's responsibility to remain current with software-and
equipment used by NRC, and for any training required for Contractor personnel.

System integration includes the concept of "turnkey solutions”. Successful contractors may be
required to procure (on a cost reimbursable, non-fee bearing basis) limited items of software and
hardware (major hardware and software procurement may use other NRC non-CISSCO-Ii
contracts) that are integral to the success of the solution and that are not provided by NRC.

As NRC's technological needs change successful contractors may also be required to procure
(on a cost reimbursable, non-fee bearing basis) hardware or software to fill these needs..

Successful contractors must be prepared to perform the requirements of this BPA at any NRC
operating location - including leased facilities that are not part of the regular office space, but
that are located in the Washington metropolitan area or in Regional office locations, as required,
during the period of performance of this BPA. All travel inside the Washington, D.C.
metropolitan area does not require prior approval by NRC’s CISSCO | Program Director and will
be billed separately. All travel outside the Washington, D.C. metropolitan area will require prior
approval by NRC's CISSCO | Program Director and will be on a cost reimbursable basis, in
accordance with the specific order authorizing the travel.

C.5.1 Administrative Requirements

Element 1 - Pick-up and Delivery

Successful contractors receiving orders will provide once daily pickup/delivery service at
NRC Headquarters in Rockville, MD for documents submitted between the NRC CISSCO-1I
Program Manager and successful contractors, including work products performed at
successful contractors’ site. Any person filling this position will require an NRC entrance

badge and must be part of the successful contractor's staff. A courier service cannot be
used.

Element 2 - Cooperation with Other NRC Contractors -

Throughout the life of these BPAs, the contractor selected will be called upon to cooperate
with any other NRC contractors who are performing work under these BPA's or other NRC
contracts.

C.51.1 Orientation to NRC’s Environment
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After award of CISSCO-Il program BPA's, successful contractor's "Key Personnel" shall
attend orientations at an NRC-provided D.C. Metropolitan location. NRC will conduct a
series of briefings that will last approximately one day per functional area. Orientation
briefings will familiarize successful contractors by functional area with the following:

» Background
* Requirements
*  Milestones
» Current contracting vehicles
+  Work loads
+ Government Furnished Information
* Required Standards
* Accounting needs
+ Participants
C.5.1.2 Program Management Plan

All BPA holders receiving orders will develop and deliver a draft and final CISSCO I
Program Management Plan that is based on the successful contractor's proposal. This
must be followed by quarterly updates. At a minimum, the plan must describe:

* Technical approach

+ Organizational resources, including staffing projections at Contract Line ltem
Number (CLIN) levels

* Management controls the successful contractor will employ to meet cost,

performance, and schedule requirements throughout the BPA life, down to the
order and CLIN level.

* The manner in which the successful contractor will effectively transition program
and task/subtask management from expiring contracts.

C.5.1.3 Status Reporting

All contractors who receive orders shall provide biweekly status reports that describe
progress-to-date at order and CLIN levels. At a minimum, biweekly status reports shall
include accomplishments during the current reporting period, accomplishments planned
for the next reporting period and any issues affecting progress or performance capability.
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In addition, biweekly status reports shall adélress each of the following areas, as
applicable to each reporting occasion:

+ Costs: staff hours and funds expended per biweekly period, per order, per CLIN,
and per application system {identification number, acronym and title). This
information shall be rolled up into monthly, quarterly, semi-annual, and annual
usage.

+ Schedule information

* Identification of program, order, and CLIN managers and other key personnel and
all changes to these personnel

+ Status of each order and CLIN
» Plans and recommendations for future priorities and activation of work items
* Program, order, and CLIN impact (positive or negative) on the NRC IT
infrastructure (e.g., WAN/LAN operations and capacity, communications,
configuration management)
« Requirements traceability
+ Assessment of progress toward enterprise integration
+ Quality assurance activity
+ Configuration management activity
Ali contractors who receive orders shall be required to input data into the CISSCO Task
Assignment and Control System (CTACS). The data to be entered is general tracking
and cost data such as date received, amount, date submitted to NRC, etc, and shall be
entered into CTACS within 2 work days of the associated event occurring.
C.5.2 Functional Area 1 - Software Development, Operations, and Maintenance
Under Functional Area 1, the contractor may be required to perform activities relating to

maintenance, enhancement, further development, and operational support of NRC's
SDLCM.

This area also involves all aspects of design, development, documentation, testing,
implementation, operation, maintenance, and enhancement of applications systems (newly
developed, enhanced or migrated) in both a client/server and legacy environment

BPA holders under this functional area may develop and implement applications systems
(new or migrated) and prepare detailed system designs. A detailed system design, based
on the SDLCM document, may include detailed information (data, text, image) and process
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models, program specifications, interface specifications, screen and report designs,
prototypes, program control specifications, structure charts, module definitions, compile or
build units, data usage definitions, networking or teleprocessing considerations, and
hardware and network architecture requirements.

Regardless of the activities performed under this functional area, the Contractor shall employ
‘the NRC Systems Development and Life-Cycle Management methodology in performing
development efforts. Further, any processes or documents required by the SDLCM may be
required to be performed as part of a specific order.

C.5.3 Functional Area 2 - Planning, Architecture, Standards, Security, and Business
Process Re-engineering

Successful contractor may perform requirements in the areas below. Descriptions of work to

be performed in each area provide examples of the types of work necessary, but are not
intended to be all-inclusive.

C.5.3.1  Capital Planning and Investment Control (CPIC)

This area provides for services required to support NRC in it's CPIC process.

Members of the Office of Chief Information Officer and other NRC offices perform CPIC
activities in accordance with the Clinger/Cohen Act of 1996. Most proposed information
technology (IT) projects are subject to the CPIC process.

Successful contractors may support NRC’s process for maximizing value and
assessing/managing risks of IT acquisitions. NRC’s CPIC process includes selection,
control, and evaluation; is integrated with budget decision-making; specifies minimum
criteria for acceptance; considers shared benefits/costs with other Government entities:

produces quantifiable benefit and risk measurements; and provides timely information on
progress of IT investments.

Successful contractor’'s support may entail preparation of products required by NRC
Management Directive 2.2, “Capital Planning and Investment Control.” Successful
contractors may provide subordinate products which NRC staff will integrate into MD 2.2
products. Examples of these subordinate products include Requirements Identification
and Definition, Cost/Benefit/Risk Analysis, and Project Management Plan, all of which
are components of the Business Case document.

Successful contractors’ staff supporting this effort must understand thoroughly NRC's
CPIC process, its required products and its product components, as identifiedin MD 2.2.
All deliverables shall be consistent with format and content specified in MD 2.2.

C.5.3.2 Performance and Results-Based Management

Successful contractors may be called upon to support NRC's establishment of goals:
preparation of annual reports of progress; measurements of how |T supports agency
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programs; bench marking prior to IT investntents; proposing specific redesign as
necessary; and ensuring that policies, procedures, and practices are adequate.

C.5.3.3 Provide Advice and Assistance

Successful contractors may be required to provide advice and assistance in support of
agency architecture implementation; efficient IT design and operation; and work process
improvement in any of the following areas:

C.5.3.3.1 Technology Assessment and Planning Support

Successful contractors may be required to perform assessments of high performance
computing, communications and information technologies, new uses of existing
technologies and the applicability of those technologies to NRC'’s mission.

C.5.3.3.2 Business Process Redesign (BPR) Support

Successful contractors may be required to provide staff skilled inBusiness Process
Re-engineering (BPR) and Functional Process Improvement (FPI) as approaches for
improving enterprise performance. BPR includes examination of organizational
goals, objectives, structures/hierarchies, culture, systems, and roles for the purpose
of executing a ground-up redesign for achieving long term, full scale integration. FPI
includes review of current processes, data, and systems, and identification of non-
productive and inefficient activities as well as ways to streamline and integrate
functions in order to achieve short term integration of legacy systems. This activity
covers the full range of BPR/FPI activities, including development and use of
business case planning methodologies and services needed to implement new or
revised business or functional processes arising from BPR or FPI undertakings.

C.5.3.4  Monitor Performance of IT Programs

The successful contractor may be required to provide support to enable NRC to monitor
performance of its IT programs and assess agency IT skills.

C.5.3.6 Compliance with Policies and Procedures

Successful contractors may be required to support formulation, evaluation, and
compliance with policies and procedures designed to: ensure that accounting, financial,
and asset management systems are designed and used effectively to provide financial or
program performance data; ensure these systems’ reliability; ensure financial statement
support of mission-related process assessments and performance measurenient.

C.5.3.6 Research and Identify Interagency and Vendor Support
Successful contractors may be required to identify any known 1T-related interagency
groups or commercial vendors that may be producing or managing IT systems similar to

those being planned, produced, or used at the NRC.
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C.5.3.7 Support the NRC’s Informatiori“Technology Architecture

Successful contractors may support development, implementation, and maintenance of a
sound and integrated Information Technology Architecture, using effective and efficient
design and operation processes.

C.5.3.7.1 Technical Reference Mcdel (TRM) Support

The Technical Reference Model (TRM) is a key component of the NRC’s Information
Technology Architecture. It documents current agency technology standards and

migration plans; it also provides a framework for planning and implementing new
standards.

C.5.3.7.2 Data Administration Support

Successful contractors may be required to provide Data Administration (DA) support
skilled and experienced in DA start-up and maintenance activities, data modeling
experience, ERwin and ModelMart usage, as well as facility in achieving compromise
among disparate groups.

C.5.3.7.3 Enterprise Model Support

Successful contractors may be required to implement, and maintain NRC’s
Enterprise Model (EM). Updates are to be kept in synch with data in other NRC IT
architecture references, such as NRC’s Portfolio Database (PDB) and Corporate
Data Model (CDM). Current, validated versions of the EM are to be posted to NRC’s
Intranet at least quarterly. Since NRC'’s Enterprise Model Portfolio Database are
both fairly well-developed, but not necessarily in synch, this area may require that
successful contractors be familiar with Configuration Management (CM) principles
and practices, and be experienced in business process redesign (BPR), data and
process modeling, and facilitation.

C.5.3.7.4 Corporate Data Model Support

Successful contractors may be required to develop, implement, and maintain NRC'’s
Corporate Data Model. Updates are to be kept in synch with data in other NRC IT

architecture references, such as NRC’s Portfolio Database (PDB) and Enterprise
Model (EM).

C.5.3.7.5 Corporate Data Dictionary Support

Successful contractors may be required to develop, implement, and maintain NRC'’s
Corporate Data Dictionary. Updates are to be kept in synch with data in other NRC
IT architecture references, such as NRC’s Corporate Data Model (CDM), Portfolio
Database (PDB), and Enterprise Mode!l (EM).
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C.5.3.7.6 NRC Portfolio Database (PDB)

The contractor selected to receive “Order 1" will be responsible for ensuring that
NRC's Portfolio Database (PDB) is accurate and kept up-to-date.

C.5.3.7.7 Software Documentation Library

The contractor selected to receive “Order 1" will be required to maintain a software
documentation library for OCIO developed and supported systems.

C.5.4 Functional Area 3 - Document Processing

The NRC is seeking contractor support to perform document processing tasks associated
with entering documents into the NRC'’s Agency-wide Documents Access and Management

System (ADAMS.) This includes documents generated by the NRC staff and externally
generated documents submitted to the NRC.

Tasks associated with processing documents into ADAMS include but are not limited to:

Project Management including, but not limited to, coordination of all Tasks,
administration of staff and program directives, program status reporting, quality
assurance, and staff hour and cost management accounting and reporting,
Assigning ADAMS electronic Regulatory Information Distribution System (RIDS)
codes to documents received for processing and entry into ADAMS, whether
received in paper or electronic format,

Preparing documents received in paper format for scanning and reassembling them
after the scanning process has been completed,

Preparing documents submitted electronically and documents submitted with partial
electronic and partial paper files, ensuring that the documents are complete and in
the proper order for processing into ADAMS,

Scanning paper documents and creating OCR text for storage in ADAMS,

Adding and indexing (enter profile information and Security Data) documents as part
of ADAMS processing,

Performing Quality Assurance in all processing areas,
Performing electronic RIDS document distribution services, and
Populating the ADAMS Public Server using the ADAMS replication function, and

processing NRC Electronic Information Exchange (EIE) submittals.
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C.5.5 Functional Area 4 - Security

The NRC Computer Security Staff is charged with a variety of functions related to the task of
protecting NRC data, transmission links, and infrastructure. This functions are based
primarily on the requirements contained in Public Law 100-235, "Computer Security Act of
1987" to develop security plans, The Office of Management and Budget (OMB) published
guidance for the executive branch in OMB Circular A-130, "Management of Federal
Information Resources", Appendix I, “Security of Federal Automated Information -
Resources" updated in 1996, and NRC's Management Directive 12.5. In addition,
Presidential Decision Directive (PDD) 63 specifies department/agency responsibilities to
ensure they eliminate any significant vulnerability to cyber attacks on critical cyber systems.

The contractor shall provide technical support for the following task areas:
+ Task Area 1 - Critical Infrastructure Asset Identification

Provides technical support to assist the NRC to review, identify, itemize and

document components, processes and information considered critical to the
organizational mission.

+ Task Area 2 - Risk Management (Vulnerability Assessment and Threat Identification)

Provide technical support to assist the NRC in all aspects of risk management. The
contractor shall perform those services necessary to determine the level and types of

security controls necessary to adequately and cost effectively protect the NRC IT
infrastructure.

+ Task Area 3 - Critical Infrastructure Continuity and Contingency Planning

Provide technical support to the NRC with all aspects of the procurement of goods
and/or services to guard against disruption of critical functions and services specific
to agencies and departments of the federal government. Continuity and Contingency
Planning focuses on the critical functions and services provided by the NRC, and

delineates recovery activities should a critical capability be lost or unacceptably
degraded.

+ Task Area 4 - Physical Infrastructure Protection
Provide technical support to assist the NRC in ali aspects’of physical security and
control as the first line of defense for protecting components the NRC's critical

infrastructure and is essential to the successful operation of computer and

telecommunications systems and the protection/preservation of critical
infrastructures.

* TaskArea 5 - Information Systems Security and Information Assurance
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Provide technical support to assist the NRC with all aspects of planning; engineering,
fielding and operating secure information technology systems and resources
including network penetration testing.

Task Area 6 - Emergency Prepa}ednessr, Awareness Training, Exercises and
Simulation

Provide the NRC with technical support to assist the NRC with all aspects of Security
Awareness and Training. The contractor shall develop or recommend security
awareness training, security awareness documentation, and specialized security
training appropriate for the NRC.
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