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BackQround 

As a result of the increased use of electronic mail (e-mail) to facilitate 

communicating Federal agency business, on August 28, 1995, the National Archives 

and Records Administration (NARA) issued its Final Rule, "Electronic Mail 

Systems," and General Records Schedule 20, "Disposition of Electronic Records," 

which contain new standards and guidance for managing Federal records created or 

received on e-mail systems. The new standards and guidance affect all Federal 

agencies.  

New E-Mail Record Standards 

The new NARA regulations require that: 

* NRC staff review each incoming and outgoing e-mail message to determine if 

it is a Federal record by using the same criteria used for information 

created or received on any other media.  

* E-mail messages and attachments that are records be maintained in a 

recordkeeping system that groups related records together and ensures that 

the records are preserved for their full authorized retention period.  

0 Recordkeeping systems that include e-mail messages meet the following 

requirements or Federal records may not be stored in them: 

-Capability to group related records into classifications according to the 

nature of the business purposes the records serve; 
-Capability to permit easy and timely retrieval of both individual records 

and files: 
-Capability to retain the records in a usable format for their required 
retention period; and 

-Accessibility by individuals who have a business need for information 
contained in the system.  

0 Messages on e-mail systems that are not recordkeeping systems be destroyed 

only after the record and appropriate transmission data have been preserved 

by copying it to a recordkeeping system as required by General Records
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Schedule 20-14, "Electronic Mail Records," contained in NUREG-0910, "NRC 
Comprehensive Records Disposition Schedule," Revision 2, Supplement 2, 
(February 1996).  

* Offices describe the required documents, including e-mail records, for 
business operations and activities under their purview throughout their 
policy directive system, their office procedure manuals, and other internal 
office policies and procedures.  

The NRC's e-mail system currently does not meet the requirements of an electronic 
recordkeeping system. Accordingly, NRC will implement the following policy and 
procedures to ensure that e-mail records are appropriately maintained.  

Identifying E-Mail Records 

0 Staff shall evaluate each incoming and outgoing electonic mail message 
(and attachments) when it is created or received, and determine whether it 
is a Federal record by using the same criteria used to determine record 
material of any other media. If one conducts business using e-mail, he/she 
generally creates e-mail records.  

0 E-mail communications are Federal records when they meet-both of the 
following conditions: 

* They are created or received by an NRC employee to transact official 
agency business; and 

0 They are preserved, or are appropriate for preservation, as evidence 
of the agency's organization and activities, or because of the value 
of the information they contain.  

* The communication types listed below are Federal records and require 
preservation: 

* Communications related to programs, policies, organizations, 
decisions, decision making, minutes, or agendas.  

* Messages that contain unique information that explains why the 
agency made a decision or took an action.  

* Messages that direct one to take an action or that one uses to 
direct another to act.  

* Drafts of records (e.g., SECY papers) circulated via e-mail for 
approval, comment, or action that are significantly changed in the 
final version based on comments written on the draft and those 
comments provide insight as to the basis for an agency position or 
decision and are not documented in the official record.  

o Information generated or acquired by the NRC via e-mail pertaining 
to an inspection of a licensee's facility that contains unique 
information, the rationale for an NRC decision, or guidance that is 
not documented in the official record.
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0 The communication types listed below are not Federal records and do not 
require preservation: 

0 Communications that provide little or no evidence of agency 

activities, 

* Communications that have no documentary value, and 

0 Insignificant communications that are facilitative in nature; e.g., 
casual inquiries about the status of an activity, requests for 
routine information, transmittals that forward documented 
information but do not require action, replies to an e-mail inquiry 
about information that is documented in.the official files.  

* E-mail messages that are not official records may be subject to pending 
requests under the Freedom of Information Act and litigation and court 
orders. These messages must be preserved until no longer needed for such 
purposes.  

Preserving E-Mail Records 

* Staff must take the following actions to preserve e-mail messages that are 
Federal records: 

0 Print e-mail records (e-mail messages and attachments, including the 
transmission and receipt data) on paper and file in the appropriate 
official file station. The minimum transmission and receipt data 
that must be retained with each e-mail record are: 

* Name of message sender, 
* Message addressee(s), and 
* Date of the message.  

Staff must print the mail envelope information page to preserve the 
transmission and receipt data because the name(s) of the 
addressee(s) is shown only as a User ID on the e-mail message 
screen.  

Note: The NRC's mail envelope information page can show when a 
message reaches the mailbox of each addressee and when each 
addressee opens the message. It is not necessary to preserve this 
additional data for most e-mail records. However, if this 
additional transmission and receipt data is required by your 
management, by management directives, or other office guidance, 
e.g., for time sensitive communications and communications that 
require verification of message receipt, staff must print the 
information page after obtaining the additional data. This 
procedure must also be followed when the information is required for 
proper message context.  

* Staff must ensure that the following information-is included on each 
e-mail message or its information page. 'nformation that is not 
already provided by the e-mail system must be hand-written or typed 
on the message and/or its information page:
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1. The name of the sender and each addressee.  
2. The date that the message was sent.  
3. The complete organizational affiliation of the sender and 

addressee(s).  
4. If appropriate, any additional information required for NUDOCS 

processing and dissemination to the Public Document Room. For 
example, in offices that assign Regulatory Information 
Distribution System (RIDS) codes, staff must include the RIDS 
code on e-mail records as with any other record that they send 
for NUDOCS processing.  

0 After printing a hard copy of the e-mail message, its transmission 
and receipt data, and ensuring that all other information has been 
included, attach the outgoing e-mail communications to the related 
incoming e-mail communications (latest communication in front).  
Send the record package to the IRM Document Control Desk or to the 
NRC File Center for NUDOCS processing, or to the appropriate 
official file station for filing.  

0 Delete record e-mail communications from the e-mail system after 
printing and placing the records in the appropriate file.  

* Delete nonrecord e-mail communications from the e-mail system as 
soon as they are no longer needed.  

Additional Guidance and Information 

9 For additional guidance on electronic records and examples of record and 
nonrecord electronic material, including e-mail communications, consult NRC 
Management Directive 3.53, "NRC Records Management Program," Part IX, 
"Procedures for Creating, Maintaining, Using, and Disposing of Electronic 
Records." 

* Staff can also consult their office Records Liaison Officer or the 
Information and Records Management Branch, Office of Information Resources 
Management, for additional information.  

In cooperation with the Office of Personnel, IRM will provide a records 
management training program that includes identification and handling of record 
material in electronic form (e.g., electronic mail). The staff will be notified 
of specific dates and locations for the training. Employees are reminded that 
penalties for the unlawful removal or destruction of Federal records also apply 
to record information in electronic form and can include fines or imprisonment 
for up to three years, or both.

Gerald F. Cranford, Director 
'Office of Information Resources Management


