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As part of the Office of the Inspector General's (OIG) review of the agency's workforce planning 
efforts, the audit team identified a series of events that warrant your attention. These events 
pertain to the strategic workforce planning contract1 awarded to Arthur Andersen LLP. While 

the agency's actions appear to have met basic Federal contracting standards, they do not 
provide assurance that the Nuclear Regulatory Commission's (NRC) best interests are being 

protected. Individually, these events may not be cause for concern. However, taken together, 
they create the appearance that the contracting process has not met the spirit of Federal 

contracting standards and that contract costs are not being tightly controlled.  

Specifically, 

* NRC awarded the original contract after a solicitation period of only 3 business days and 

its evaluation of the sole bidder's response.  

+ The contractor's deliverable predicted a sizeable increase in contractor costs to 
complete the initial phase of the workforce planning effort.  

* Three months into the 18-month2 contract, the contractor had billed for approximately 
77 percent of the total contract value.  

• Four months into the contract, the contract amount increased from $350,000 to 

$651,000, and the period of performance decreased from 18 months to 9 months.  

1In this report, we refer to NRC's arrangement with Arthur Andersen as a contract. However, the 
arrangement is actually a delivery/task order under GSA contract GS-15F-0056K.  

2Unless noted otherwise, dollar amounts in this report have been rounded to the nearest thousand and 
timeframes are approximate to the nearest month.



BACKGROUND

In October 2000, the NRC Chairman requested that, by the end of January 2001, the staff 

provide a plan to the Commission to assess and maintain the agency's scientific, engineering, 

and technical core competencies. The Chairman noted that maintaining technical 

competencies may be the biggest challenge confronting NRC.  

To address this challenge, the Office of Human Resources (HR) was tasked to respond to the 

Chairman's memo. The HR project officer prepared a package, including a statement of work 

to procure consultant and implementation services and assistance with NRC's initiative to 

develop, pilot, and implement a strategic workforce planning program. On December 6, 2000, 

NRC's Division of Contracts and Property Management (DCPM) faxed the request for quote 

packets to three of the vendors listed under a human resources management schedule contract 

group of the General Services Administration's (GSA) Federal Supply Schedules. Only one 

vendor, Arthur Andersen, submitted a proposal. NRC awarded a contract to Arthur Andersen 

on December 18, 2000, with the period of performance lasting through June 30, 2002. The 

initial contract was for $350,000 and included four tasks. The last three tasks were designated 

as optional.  

RESULTS 

Federal contracting guidance requires the Government to employ adequate management 

controls throughout the contracting process. However, rapidly increasing contract costs and 

information in a contract deliverable predicting such an increase caused OIG to question 

whether the contract is in the best interest of NRC. Our concerns do not involve Arthur 

Andersen's technical capability to assist in NRC's workforce planning efforts, but rather the 

appearance of impropriety associated with this effort.  

Federal Contracting Guidance 

Federal contracting regulations and other guidance require the Government to employ 

adequate management controls over its contracts. Some key principles are to 

(1) conduct the necessary up-front planning to facilitate sound business decisions, 

(2) promote full and open competition among eligible bidders, (3) provide sufficient 

oversight throughout the contracting process, and (4) conduct business in a manner 

above reproach. NRC's three main sources of contracting guidance are the Federal 

Acquisition Regulation (FAR), the NRC Acquisition Regulation (NRCAR), and NRC 

Management Directive (MD) and Handbook 11.1, NRC Acquisition of Supplies and 

Services.  

The FAR directs agencies to follow specific practices intended to facilitate contract 

oversight and sound business decisions. Specifically, the FAR requires that agencies: 

* Perform acquisition planning, the process by which the efforts of all personnel 

responsible for an acquisition are coordinated and integrated through a 

comprehensive plan for fulfilling the agency's need in a timely manner and at a 

reasonable cost.
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* Prepare a comprehensive statement of work that accurately reflects the actual 

Government requirement and is adequate and appropriate to serve as a basis 
for solicitation and award.  

+ Provide a reasonable time for prospective bidders to prepare and submit bids.  

Furthermore, contracting guidance requires specific contract oversight practices. For 

example, the agency must prepare contract modifications in order to exercise contract 

options in the workforce planning contract.  

The FAR applies when the Government orders services from GSA's Federal Supply 

Schedules. Contractors on GSA's Federal Supply Schedules have already met the 

general requirement for competition in order to get placed on the schedules. However, 

in accordance with FAR, GSA requires the ordering office to solicit quotes from three 

schedule contractors to ensure that the order represents the best value to meet the 

Government's needs. Selections must be made after agencies send their requests for 

quote to at least three schedule vendors and evaluate the responses received.  

The FAR cautions against practices that could undermine the FAR's standard for 

conducting Government business in a manner above reproach. Specifically, the FAR 

states that agencies must minimize the opportunity for contractors to buy-in to a contract 

by submitting an offer below anticipated costs, expecting to increase the contract 

amount after award. The FAR also calls on agencies to employ "common sense, good 

judgment, and sound discretion" to recognize and prevent conflicts of interest.  

According to the FAR, 'Transactions relating to the expenditure of public funds require 

the highest degree of public trust and an impeccable standard of conduct. The general 

rule is to avoid strictly any conflict of interest or even the appearance of a conflict of 
interest in Government-contractor relationships." 

NRC'S Contracting Activities 

Rapidly increasing contract costs, in conjunction with information in a contract 

deliverable predicting such an increase, caused OIG to question the contracting 
practices employed by NRC in engaging Arthur Andersen to assist the agency in 
conducting strategic workforce planning.  

Approximately 1 month after HR was tasked to respond to the Chairman's memo, HR 

assigned a staff member to the job. With 2 months remaining to put together a 

response, HR decided that the best approach would be to hire a contractor to help 
develop and implement the plan.  

The office moved quickly to enlist the services of a contractor from GSA's Federal 

Supply Schedules. The HR project officer prepared a statement of work for an 

anticipated period of performance through June 2002 because the project officer was 

not sure how long the work would take or how much it would cost. The statement of 

work provided specific requirements for Task 1, including deliverables and due dates; 

however, requirements for optional Tasks 2, 3, and 4 were less specific. The statement 

of work said these tasks would be further defined if NRC decided to exercise the 

options.

3



DCPM sent the solicitation to three GSA supply schedule vendors, allowing 3 working 

days for these potential bidders to develop and submit a response. Eight business days 

after the solicitation was issued, NRC awarded the $350,000, 18-month contract to 

Arthur Andersen - the sole bidder. Task 1 of the contract required Arthur Andersen to 

provide three deliverables by March 28, 2001, for $130,000.  

One of Arthur Andersen's Task 1 deliverables was an action plan to respond to the 

Chairman's request. Arthur Andersen prepared the action plan and, according to HR 

officials, with edits, it became SECY-01-0012, "Action Plan for Maintaining Core 

Competence." This document, submitted to the Commission on January 31, 2001, 

included an estimate that it would cost NRC $2.4 million in contractor costs to help carry 

out the action plan during fiscal years 2001 through 2005. It also estimated that the 

initial phase of the action plan would cost $650,0003 through September 30, 2001.  

Early into the contract, costs began to escalate. By March - 3 months into the 

18-month contract - Arthur Andersen had billed NRC for a total of $269,000, or about 

77 percent, of the total approved budget for the contract. The agency approved the 

Arthur Andersen invoices for payment, although the agency had not yet officially 

exercised its right to have the contractor perform optional Tasks 2, 3, or 4. As such, 

Task 1 appeared to be about $139,000, or 107 percent, over budget. The HR project 

officer believed the tasks could be overlapping; however, Arthur Andersen did not 

specify the tasks for which it was billing on any of the three invoices submitted. Included 

with its third invoice, Arthur Andersen provided a billing summary covering four phases 

of the project, yet, the four phases do not clearly align with the four tasks in the contract.  

On April 23, NRC approved a $301,000 modification (Mod 1) to the contract, with a 

period of performance through September 30, 2001, thereby changing the original 18

month, $350,000 contract to a 9-month contract for $651,000 - an increase of 86 

percent. Mod 1 exercised the options to perform Tasks 2, 3, and 4 of the original 

contract, and added money to each of the four original tasks.  

The table on page 6 compares the original contract and the modified version. It shows 

that Arthur Andersen did not complete the original Task 1 within the allotted budget and 

the contract was modified to add money to complete the task. It also suggests that the 

agency did not adequately define Tasks 2, 3, and 4 as indicated by both (1) the intent 

expressed in the original statement of work to refine the tasks further if the options were 

to be exercised, and (2) the increased cost and refined definition for these tasks 

provided by Arthur Andersen in its technical proposal for Mod 1.  

3The contractors original action plan deliverable estimated it would cost $815,000 for a contractor to 
support implementation of the initial phase of the plan through August 31, 2001. According to DCPM and HR 

officials, HR did not accept the contractor's estimate or timeline, but determined that the effort should cost $650,000 

through September 30, 2001, and included this estimate in SECY-01 -0012.  
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According to DCPM and HR officials, the agency envisioned that the workforce planning 

contract would need to be changed and wrote the contract to allow this outcome.  

However, OIG contends that this approach put the agency in a position where its ability 

to maintain adequate control over the contract cost was questionable. The issues OIG 

has raised in connection with the workforce planning contract are not new. As noted in 
MD 11.1, 

Over the years, both real and perceived problems have been identified in 

the area of service contracting. Some of the major problem areas, 

associated primarily with the use of contracting for consulting services, 

include lack of competition, the potential for conflicts of interest on the 

part of service contractors, and the failure of the agency to exercise 

adequate control over the contractor's performance.
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C•mrnri~nn nf flrininnl nnd Modified Contract -- Tasks and Dollar Amounts 4

Original Contract Original Mod 1 Task Amount Added Modified 
Task Description Contract Description5  in Mod 1 Contract 

Amount Amount 

Task 1 - Develop and $129,798.00 Task 1 - $45,924.00 $175,722.00 

deliver a strategic Recommend 
workforce plan to workforce planning 
support the NRC in software 
acquiring, developing, 
deploying, and retaining 
the competencies 
needed to support the 
NRC mission 6 

Task 2 - Optional; $150,040.00 Task 2- $232,872.00 $382,912.00 
Implementation of NRC Implement pilot 
pilot workforce plan NRC workforce plan 

Task 3 - Optional; $36,328.00 Task 3 - Refine $10,920.00 $47,248.00 
Refinement and further and further develop 
development of workforce plan and 
workforce plan and additional 
additional implementation 
implementation services services 
as requested by the 
NRC

Task 4 - Optional;.  
Conduct additional 
workforce planning 
related assessments/ 
analysis/services (as 
requested by the NRC) 

Total

$33,768.00 Task 4 - Conduct 
additional workforce 
planning related 
assessments and 
analysis services

$10,688.00 $44,456.00

Other direct costs $814.25 $814.251 

$301,218.25 
$651,152.25b

4 Dollar amounts are actual and have not been rounded.  

5Source: Arthur Andersen's technical proposal for Mod 1.  

r'The final deliverable under the original Task 1 was a recommendation for workforce planning software. It 

was due March 28, 2001. Mod 1 changed the due date for the software recommendation to June 2001.
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Cause and Effect

Because the NRC did not adequately make use of existing management controls prior 

to and during the contracting process, the agency's actions have not met the spirit of 

Federal contracting guidance and do not provide assurance that the Government's best 

interests are being protected. From the start, this project has lacked the characteristics 

associated with good project management. Better planning and a solicitation process 

that allowed for comparison among vendors would have likely given HR a more accurate 

understanding of the cost, time, and scope of the workforce planning effort. Based on 

the chronology of events that have transpired with regard to this contract, NRC appears 

to be engaged in a contract that is vulnerable to continued cost escalation.  

CONCLUSION 

A successful workforce planning program is important for maintaining the agency's safety 

mission. But at what cost? The responsibility for workforce planning is a critical agency 

function. Agency officials have not adequately controlled and defined the effort under this 

contract. Without the effective use of management controls, there is no assurance that the 

agency will maintain control of this program or that contract costs will be held to a reasonable 

level.  

RECOMMENDATIONS 

OIG recommends that the Executive Director for Operations: 

1) Establish a reasonable level of expenditure for the workforce planning contract that 

specifies the point at which NRC will compete additional work.  

2) Develop and implement a plan to ensure more effective oversight for this and future 

contracts consistent with established management controls.  

AGENCY COMMENTS 

At the exit meeting on May 21, 2001, OIG discussed the report's content with the agency and 

incorporated those views, as appropriate, in the report. On June 15, 2001, the agency formally 

responded with no comments on the draft report (Attachment A).  

SCOPE/CONTRIBUTORS 

OIG evaluated the management controls related to the procurement and contracting activities 

regarding NRC's strategic workforce planning contract with Arthur Andersen. Auditors 

interviewed NRC staff members in the Office of Administration and HR. The audit team 

reviewed related documents, including the original workforce planning contract, the modification 

to the contract, and Arthur Andersen's invoices. Additionally, the audit team researched and 

reviewed Federal contracting guidance, including the FAR, NRCAR, and NRC MD and 

Handbook 11.1. This work was conducted from March through April 2001 in accordance with 

generally accepted Government auditing standards. The review was conducted by Ren Kelley, 

Team Leader; Sherri Miotla, Senior Management Analyst; and Judy Gordon, Senior 

Management Analyst.
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Please provide information on actions taken or planned on each of the recommendations 

directed to your office by July 20, 2001. Actions taken or planned are subject to OIG followup.  

See Attachment B for instructions for responding to OIG report recommendations.  

If you have any questions or concerns regarding this report, please contact Ren Kelley at 

415-5977 or me at 415-5915.

Attachments: 
Attachment A: 
Attachment B:

Agency Comments 
Instructions for Responding to OIG Report Recommendations
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Attachment A

MEMORANDUM TO: 

FROM: 

SUBJECT:

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20555-0001 

June 15, 2001 

Stephen D. Dingbaum 
Assistant Inspector General for Audits 
Office of the Inspector General 

Patricia G. Norry • 7 
Deputy Executive Director for a ent Services 

DRAFT OIG MEMORANDUM REPORT ON THE WORKFORCE 
PLANNING CONTRACT

We have no comments on your draft audit report dated May 31, 2001, regarding NRC's 

workforce planning contract We appreciate the opportunity to review the draft report.
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Attachment B

Instructions for Responding to OIG Report Recommendations 

Instructions for Action Offices 

Action offices should provide a written response on each recommendation within 30 days of the date of 

the transmittal memorandum or letter accompanying the report. The concurrence or clearance of 

appropriate offices should be shown on the response. After the initial response, responses to 

subsequent OIG correspondence should be sent on a schedule agreed to with OIG.  

Please ensure the response includes: 

1. The report number and title, followed by each recommendation. List the recommendations by 

number, repeating its text verbatim.  

2. A management decision for each recommendation indicating agreement or disagreement with 

the recommended action.  

a. For agreement, include corrective actions taken or planned, and actual or target dates 

for completion.  

b. For disagreement, include reasons for disagreement, and any alternative proposals for 
corrective action.  

c. If questioned or unsupported costs are identified, state the amount that is determined to 

be disallowed and the plan to collect the disallowed funds.  

d. If funds put to better use are identified, then state the amount that can be put to better 

use (if these amounts differ from OIG's, state the reasons).  

OIG Evaluation of Responses 

If OIG concurs with a response to a recommendation, it will (1) note that a management decision has 

been made, (2) identify the recommendation as resolved, and (3) track the action office's 

implementation measures until final action is accomplished and the recommendation is closed.  

If OIG does not concur with the action office's proposed corrective action, or if the action office fails to 

respond to a recommendation or rejects it, OIG will identify the recommendation as unresolved (no 

management decision). OIG will attempt to resolve the disagreement at the action office level.  

However, if OIG determines that an impasse has been reached, it will refer the matter for adjudication to 

the Chairman.  

Semiannual Report to Congress 

In accordance with the Inspector General Act of 1978, as amended, OIG is required to report to 

Congress semiannually on April 1 and October 1 of each year, a summary of each OIG report issued for 

which no management decision was made during the previous 6-month period. Heads of agencies are 

required to report to Congress on significant recommendations from previous OIG reports where final 

action has not been taken for more than one year from the date of management decision, together with 

an explanation of delays.
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20555-0001 

June 20, 2001

OFFICE OF THE 
iNSPECTOR GENERAL

MEMORANDUM TO: 

FROM: 

SUBJECT:

William D. Travers 
Executive Director for Operations 

Stephen D. Dingbaumn 
Assistant Inspector Gen ral for Audits 

REVIEW OF NRC'S DRY CASK STORAGE PROGRAM 
(OIG-01-A-11)

Attached is the Office of the Inspector General's audit report titled, Review of NRC's Dry Cask 
Storage Program.  

This audit was conducted due to the increased importance of dry cask storage. More than 
1000 dry casks are expected to be in use by the end of the decade, and additional designs may 
need to be certified. Use of the direct final rule process for those certifications could result in 
significant savings of time and dollars.  

At exit conferences on May 10 and June 6, 2001, agency staff agreed with our 
recommendations, and provided editorial suggestions that have been incorporated into the 
report where appropriate.  

If you have any questions, please contact Bill McDowell at 415-5974 or me at 415-5915.  

Attachment: As stated 

cc: J. Craig, OEDO 
M. Bridgers, OEDO
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Review of NRC's Dry Cask Storage Program 

EXECUTIVE SUMMARY 

BACKGROUND 

In the early 1980's, the Nuclear Regulatory Commission (NRC) predicted that 39 

nuclear plants could run out of needed space in their spent fuel pools by 1990.  
In 1982, Congress passed the Nuclear Waste Policy Act in an attempt to, among 

other things, address the need for nuclear power plants to store spent fuel 

without adversely affecting plant operations. The Act directed the Commission 
to (1) expedite effective use of available storage at reactor sites; (2) approve the 

use of one or more technologies without the need for approval specific to each 

site; and (3) establish procedures for licensing that technology.  

The technology adopted for interim storage of spent fuel was dry cask storage.  

According to nuclear power industry estimates, there are about 230 casks loaded 

on spent fuel storage installations at reactor sites. The industry projects more 

than 1000 casks will be loaded by the year 2010.  

PURPOSE 

This audit was conducted due to the increased importance of dry cask storage.  

The objectives of the audit were to determine whether (1) the intent of the 

Nuclear Waste Policy Act that the NRC encourage and expedite the process by 

which licensees provide additional storage for spent nuclear fuel was met, and 
(2) opportunities exist to improve the dry cask certification process.  

RESULTS IN BRIEF 

One objective of the Nuclear Waste Policy Act was to avoid nuclear power plant 

shutdowns due to the loss of spent fuel storage capacity. Because of reracking 

and limited use of dry cask storage, no licensee to date has shut down a plant 
due to loss of spent fuel storage space. However, only limited additional storage 

capacity is available through continued reracking. Thus, more than 1000 dry 

casks are expected to be in use by the end of the decade. Additional cask 

designs may need to be certified. Use of the direct final rule process for those 
certifications could result in significant savings of time and dollars.  

RECOMMENDATIONS 

To improve the dry cask storage certification process, OIG recommends that the 

Executive Director for Operations: (1) revise the NRC Regulations Handbook to 

recommend the use of the direct final rule for new cask certifications, (2) revise 

the NRC Regulations Handbook to clarify the definition of "noncontroversial" as 

it pertains to the use of the direct final rule, and (3) publish the criteria for 
significant adverse comments in each direct final rule package.
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Review of NRC's Dry Cask Storage Program

I. BACKGROUND 

NRC currently regulates 103 commercial nuclear power reactors that produce 

about 20 percent of this nation's electricity. These reactors are powered by 

enriched uranium-235 fuel in the form of small cylindrical pellets loaded into long 

rods. These rods are combined into fuel assemblies that typically contain about 

200 fuel rods, are nearly 14 feet in length, and weigh approximately 900 pounds.  

When this fuel can no longer sustain power production, it is removed from the 

reactor and placed in a spent fuel pool(1 ) to cool for at least 1 year. Utilities 

anticipated the availability of either a fuel reprocessing(2) facility or long-term 

spent fuel disposal in a 
repository. Therefore, most 
plants' spent fuel pools were not 
designed to store all of the fuel 
used by the plant during its 
operating life. Reprocessing 
was removed as an option 
during President Carter's 
administration (1977-1981 )(3) 

and a permanent repository to 
accept spent fuel is not 
available. Consequently, spent 
fuel continues to accumulate at 
reactor sites. If a licensee is 
unable to offload fuel from the 
reactor into the spent fuel pool, A fuel assembly is loaded into a cask 

the plant may have to shut in a spent fuel pool.  

down. Source: Holtec, 

In 1982, Congress passed the 
Nuclear Waste Policy Act in an attempt to, among other things, address the 

need for nuclear power plants to store spent fuel without adversely affecting 

plant operations. The Act directed the Commission to take actions to encourage 

and expedite the effective use of available storage at reactor sites. Section 

218(a) of the Act required that the Department of Energy establish a 

demonstration program with the private sector for the dry storage of spent 

A spent fuel pool is an underwater storage and cooling facility for fuel elements that have been 

removed from a reactor.  

2 Fuel reprocessing is the processing of reactor fuel to separate the unused fissionable material 

from waste material.  

President Reagan reversed the Carter policy but there was little interest by the industry in 

reprocessing. Later, President Clinton reinstituted the ban on reprocessing.

Intl.
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Review of NRC's Dry Cask Storage Program 

nuclear fuel at nuclear power plants. The intent was to establish one or more 
technologies that NRC may, by rule, approve without the need for additional site 
specific approvals. The Act also required that NRC, by rule, establish 
procedures for licensing that technology. Technologies considered as 
alternatives for expanding onsite storage capacity included casks, dry wells, and 
air-cooled vaults.  

The technology adopted for interim storage of spent fuel was dry cask storage.  
Storage casks are steel or concrete, and vary in size and capacity. For example, 
one type of steel cask is about 17 feet high and 8 feet in diameter, weighs 
around 115 tons when loaded, and holds 32 fuel assemblies. According to 
industry estimates, there are about 230 casks loaded at 16 reactor sites. The 
industry also projects that 1000 casks will be loaded by the year 2010.

Dual purpose dry cask
Source: Holtec, Intl.
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Review of NRC's Dry Cask Storage Program 

In 1982, NRC predicted that 39 plants could run out of space in their spent fuel 

pools by 1990. That did not happen because, among other things, licensees 
reracked(4) their spent fuel so more space would be available in their spent fuel 

pools. However, reracking will not solve all licensees' longer-term storage 
needs. Based on industry data, the chart below shows a current projection of 
the number of plants that could lose needed space in their pools over the next 23 

years without some method of interim storage.

Reracking is utilized by licensees to increase capacity in the spent fuel pools by setting fuel 
assemblies closer together and installing new storage racks. Many licensees choose reracking 

over dry cask storage because it is simpler and has little impact on plant operations.
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Review of NRC's Dry Cask Storage Program 

Licensees must obtain NRC approval to use dry cask storage in one of two ways: 

Site-specific license. To obtain a site-specific license, a licensee operating a nuclear 
power plant requests authorization to develop and use an independent spent fuel 
storage installation which includes a dry cask or other storage system. Public 
involvement is provided through hearings that may be granted to those affected by 
the activity. Dry cask storage systems under a site-specific license are generally 
unique to that site.  

General license. To address Nuclear Waste Policy Act requirements, NRC granted 
operating reactor licensees a general license to use dry cask storage systems 
certified by NRC, provided the requirements of the certificate of compliance(') were 
met. These certificates of compliance, and any changes (amendments(6 )), go through 
the rulemaking process(7) which does not provide an opportunity for a hearing. The 
final rule, published in the Federal Register, provides official notification that a new or 
amended certificate of compliance has been added to the list of approved cask 
designs. Appendix B depicts NRC's cask approval process for both site-specific and 
general licensees.  

NRC issues a certificate of compliance that indicates the acceptability of a dry cask storage 

system. The certification contains the conditions and limitations for using the storage system.  

6 Amendments are required for any alteration of the certificate of compliance, from an administrative 

change in ownership of the certificate to a technical modification of the dry cask storage system.  
Applications for amendments are changes submitted by the certificate holder to modify the 
certificate of compliance.  

Once a preliminary safety evaluation report is completed, a proposed rule is printed in the Federal 
Register. A period of time is provided to solicit comments from the public and interested parties.  
Resolution of comments and final rulemaking to add a cask to the list of approved casks are 
published in the Federal Register.
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Review of NRC's Dry Cask Storage Program 

I1. PURPOSE 

Because of the increased importance of dry cask storage, the Office of the inspector 
General (OIG) reviewed NRC's dry cask storage program. The objectives of this 
audit were to determine whether (1) the intent of the Nuclear Waste Policy Act, that 
the NRC encourage and expedite the process by which licensees provide additional 
storage for spent nuclear fuel, was met; and (2) opportunities exist to improve the dry 
cask certification process. Appendix A contains information on the scope and 
methodology of this audit.
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Review of NRC's Dry Cask Storage Program 

II1. FINDINGS 

One objective of the Nuclear Waste Policy Act was to avoid nuclear plant shutdowns 
due to the loss of spent fuel storage space. As a result of NRC and industry actions, 
no plants have shut down for that reason. However, in the future, NRC may be able 
to make the cask certification process more efficient. Based on OIG analysis of new 
cask certifications completed in 2000, use of the abbreviated direct final rule 
process(8) for future new cask certifications could result in significant savings in time 
and dollars.  

A. CONGRESSIONAL INTENT WAS MET 

Congress envisioned that the dry storage required at nuclear power plants would be 
brought to pass through: 

* An expedited process for approving the use of the technology, and 
* A generic dry cask technology with parameters broad enough to be used by 

multiple licensees.  

NRC's actions to implement and comply with the language in Sections 133 and 
218(a) of the Act established a general license provision in the regulations to allow 
licensees to store spent fuel in dry casks without application or request for approval 
from NRC. As part of this new provision, the agency established a rulemaking 
process for NRC approval of a dry cask storage design. Rulemaking allows for 
written public comments on proposed rules rather than a hearing as with a site
specific licensing action. The general license provision and the rulemaking process 
for using cask designs was intended to streamline the approval process. However, 
benefits of this action have not yet been realized. There have been no hearings 
under any completed site-specific licensing actions. As a result, the rulemaking 
process for dry cask certifications under a general license takes about 1 year longer 
than the process for a site-specific license.(g9 

The use of a generic technology and the rulemaking process could have made it 
unnecessary for each site to obtain specific approval of a storage device as with the 
existing site-specific regulations. According to NRC and Department of Energy 
officials, the trend toward unique cask designs is the natural result of private industry 
driving the manufacture of casks. Vendors wish to offer customers their own cask, 
with proprietary features, rather than a generic cask that any other vendor could 
manufacture. As a result, NRC has certified 14 different casks since 1990. In 

The direct final rule is a regulatory process that is used for noncontroversial regulatory 

amendments. See section titled Guidance Needs To Be Revised, page 7 of this report, for further 
clarification.  

Hearings would add an undetermined amount of time to the process.

6



Review of NRC's Dry Cask Storage Program 

addition, agency officials said amendments to approved casks are often needed to 
enable their use by utilities other than the original purchaser.  

Rulemaking takes longer than the site-specific process (without hearings) and a 

generic dry storage technology was not developed. However, reracking and limited 

use of dry cask storage kept plants from shutting down. Because no plants have 

shut down due to the loss of storage space, the intent of Congress has been met to 

this point in time. However, only limited increases in spent fuel storage can be 

obtained through continued reracking and dry cask storage will become more 
important.  

B. OPPORTUNITIES EXIST To GAIN EFFICIENCIES IN CASK CERTIFICATION 

NRC strives to impose only the level of burden on its stakeholders necessary to 
maintain safety. The agency has made improvements to its rulemaking process and 

uses an abbreviated format, the direct final rule process, to amend dry cask storage 

certificates of compliance. However, NRC has not defined the criteria for determining 

when to use this process('0 ° for new cask certifications. The agency may be able to 

realize greater efficiencies if it uses the direct final rule process for new cask 
certifications.  

Reduction of Regulatory Burden 

One of NRC's performance goals is to reduce unnecessary regulatory burden on 

stakeholders through continuous improvement to the regulatory framework, and 

through improvements in processes to reduce unnecessary costs to stakeholders.  

NRC has taken a number of actions to improve the rulemaking process for dry cask 
storage under a general license: 

Due to its routine nature, the staff no longer has to prepare a separate 
rulemaking plan for each cask.  

The Commission has delegated to the Executive Director for Operations 
authority to review and approve rulemaking for dry cask storage activities.  

The Spent Fuel Project Office's implementation of the direct final rule process 

for amendments reduced rulemaking time from 51 weeks to about 23 weeks.  

Guidance Needs To Be Revised 

The direct final rule is a regulatory process that is used for noncontroversial 
regulatory amendments. The NRC Regulations Handbook states that the rule 

10 During the course of this audit, NRC revised the NRC Regulations Handbook (NUREG-BR/0053, 

Rev 5) to provide additional guidance on the use of the direct final rule. The guidance suggests 
using the direct final rule process only for amendments to certificates of compliance rather than for 

original certifications.
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Review of NRC's Dry Cask Storage Program 

becomes effective usually 75 days after publication. If NRC receives significant 
adverse comment(11 ) within the allowed public comment period, the agency withdraws 
the rule and uses the full rulemaking process! 2 ) 

A senior manager in the Spent Fuel Project Office said he would consider using the 
direct final rule process for new cask certifications if NRC more clearly defines the 
terminology. However, the NRC Regulations Handbook suggests use of the direct 
final rule process only for amendments to certificates.  

Significant Adverse Comments Should Be Explained 

In 1998, the Commission approved the staff's recommendation to use the direct final 
rule process for certificates of compliance because NRC staff believed that additions 
and revisions to the list of approved spent fuel storage casks were noncontroversial 
and routine. The Commission agreed that if no significant adverse comments were 
received on two successive new cask certifications, the agency could begin using the 
direct final rule.(' 3) 

While one agency official stated that significant adverse comments have been 
received on recent new cask certifications, the agency does not specifically identify 
those comments to the public. And, because of these comments, the agency has not 
yet met the threshold agreed to by the Commission for beginning to use the direct 
final rule. The most recent cask certification received only two letters containing 14 
comments; both letters were from the cask vendor. NRC disagreed with four of the 
comments that asserted that the agency was being overly restrictive regarding certain 
technical specifications. In response to four other comments, NRC agreed to clarify 
language in the certificate of compliance and make an editorial change to the 
vendor's safety analysis report. The remaining six comments identified needed 
editorial corrections to NRC's safety evaluation report.  

The NRC Regulations Handbook provides criteria for determining whether a comment 
is significant and adverse. It would be beneficial for all stakeholders to know what the 
NRC criteria are for determining if a comment is significant and adverse. If the 
criteria were included in the rulemaking package, stakeholders would have a better 
understanding of how the NRC review process works and the basis for designating 
comments as significant and adverse.  

The Administrative Conference of the United States defines a significant adverse comment as "one 
where the commenter explains why the rule would be inappropriate, including challenges to the 
rule's underlying premise or approach, or would be ineffective or unacceptable without a change." 

12 A full rulemaking is started concurrent with a direct final rule. No time is lost if the direct final rule 
cannot be used because a significant adverse comment(s) is received.  

13 SECY-98-188, A Proposed Simplification of the Rulemaking Process for Certificate of Compliance 
Rulemakings, August 3, 1998. Staff Requirements memorandum - SECY-98-188, September 3, 
1998.

8



Review of NRC's Dry Cask Storage Program 

NRC Can Further Reduce Regulatory Burden 

Draft Schedules for Rulemakings, used by the Spent Fuel Project Office, indicates 
that it takes 51 weeks to add a new design to the approved list of certified casks 
using the full rulemaking process. It takes 23 weeks to amend a certificate of 
compliance using the direct final rule process. Therefore, the difference in time 
between using full rulemaking and the direct final rule process is 28 weeks.  

OIG reviewed four new cask certifications and four amendments issued in 2000. The 
direct cost of rulemaking for each of the four new cask designs was about $75,000 
more than the cost of using the direct final rule process for amendments. Additional 
casks may have to be certified and potential savings in time and dollars could be 
significant if NRC uses the direct final rule for new cask certifications.

9



Review of NRC's Dry Cask Storage Program 

IV. SUMMARY 

Because of reracking and limited use of dry cask storage, no licensee to date has 
shut down a plant due to loss of spent fuel storage space. However, only limited 
additional storage capacity is available through continued reracking. More than 1000 
dry casks are expected to be in use by the end of the decade. Additional cask 
designs may need to be certified. Use of the direct final rule process for those 
certifications could result in significant savings of time and dollars. In addition, 
identification and explanation of the criteria for significant adverse comments would 
aid industry in improving submittals related to certification actions and the public in 
providing more focused comments.  

V. RECOMMENDATIONS 

To improve the dry cask storage certification process, OIG recommends that the 
Executive Director for Operations: 

1. Revise the NRC Regulations Handbook to recommend the use of the direct 
final rule for new cask certifications.  

2 Revise the NRC Regulations Handbook to clarify the definition of 
"noncontroversial" as it pertains to the use of the direct final rule.  

3. Publish the criteria for significant adverse comments in each direct final rule 
package.  

VI. MANAGEMENT RESPONSE 

On May 10 and June 6, 2001, OIG met with program office officials and staff from the 
Office of the Executive Director for Operations. They agreed with our 
recommendations, and provided informal editorial suggestions that have been 
incorporated into this report where appropriate.
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Appendix A 

Review of NRC's Dry Cask Storage Program 

SCOPE AND METHODOLOGY 

The scope of this audit was limited to those areas of NRC operations related to the 

regulation of dry cask storage. To determine the adequacy of NRC's efforts with dry 

cask storage, OIG attended an NRC public meeting, and conducted (1) a review of 

regulatory and program criteria governing the regulation of dry cask storage; (2) 

discussions with NRC personnel from the Offices of Nuclear Material Safety and 

Safeguards, the General Counsel, Nuclear Reactor Regulation, and Nuclear 

Regulatory Research; (3) on-site visits to a dry cask manufacturer and a facility using 

dry cask storage systems; (4) interviews with industry representatives, a public 

information group, a former NRC Commissioner, and Department of Energy 

representatives; (5) a review of Spent Fuel Project Office files; and (6) analysis of 

data from NRC's Resource Information Tracking System.  

This audit was conducted from August 2000 to March 2001 in accordance with 

generally accepted Government auditing standards and included a review of 

management controls related to the objectives of the audit. The major contributors to 

this report were William McDowell, Robert Moody, David Horn, and Yvette Russell.
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Appendix B 

Review of NRC's Dry Cask Storage Program 

SIMPLIFIED VIEW OF NRC'S CASK APPROVAL PROCESS

Site-Specific

Yes
Prepare draft safety evaluation 
report (SER) and certificate of 

compliance (CoC), and Federal 
Register notice 

(17 to 68 weeks)

I Length of hearing process 

not known 

Final SER, environmental 
review, and license Issued 

(no CoC) 
7 to 68 weeks without hearfng)

No

Final SER and CoC Issued 1 
(addiional 23 weeks for 

rulemarkInge after StER(
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20555-0001 

June 1,2001
OFFICE OF THE 
INSPECTOR GENERAL

MEMORANDUM TO: 

FROM: 

SUBJECT:

William D. Travers 
Executive Director for Operations 

Stephen D. Dingbaum 
Assistant Inspector Gen; al for Audits 

REVIEW OF ACCOUNTABILITY AND CONTROL OVER NRC'S 
NONCAPITALIZED IT EQUIPMENT (OIG-01-10)

Attached is the Office of the Inspector General's audit report titled, Review of Accountability and 
Control Over NRC's Noncapitalized IT Equipment.  

This report reflects the results of our review of specific aspects of NRC's property management 
program. The review determined that NRC's property management policies adhere to 
applicable laws and regulations; however, management controls to implement these policies 
are inadequate or lacking. In addition, the computer system that functions as the official 
database for the agency's property transactions contains inaccurate information. As a result, 
improved management controls are needed to better safeguard agency equipment.  

At an exit conference on May 22, 2001, NRC officials stated general agreement with the 
report's findings and recommendations. They also suggested several report revisions, which 
were incorporated where appropriate.  

If you have any questions, please contact Tony Lipuma at 415-5910 or me at 415-5915.  

Attachments: As stated

cc: John Craig, OEDO
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Accountability and Control Over NRC's Noncapitalized IT Equipment

EXECUTIVE SUMMARY 

BACKGROUND 

Official U.S. Nuclear Regulatory Commission (NRC) property records are 
maintained in an online interactive computer system that functions as the official 
database for the agency's property transactions. The Division of Contracts and 
Property Management, Office of Administration, manages the property and 
supply system (PASS). PASS accounts for more than 27,000 pieces of 
noncapitalized equipment1 with an acquisition cost of approximately $75 million.  
Of these totals, noncapitalized information technology (IT) equipment is 
approximately 16,000 pieces with an acquisition cost of approximately $51 
million.  

PURPOSE 

The objectives of the audit were to determine whether the NRC's (1) policies 
governing the accountability and control over agency noncapitalized IT 
equipment adhere to applicable laws and regulations; (2) official database for 
property transactions reflects accurate information for noncapitalized IT 
equipment; and (3) property management program has adequate safeguards to 
deter and prevent loss through fraud, waste or misuse.  

RESULTS IN BRIEF 

NRC's property management policies for noncapitalized IT equipment adhere to 
applicable laws and regulations, such as the Federal Property Management 
Regulations. However, management controls to implement these policies are 
inadequate or lacking. Also, PASS contains inaccurate information and 
improved management controls are needed to better safeguard agency 
equipment.  

PASS Data Is Not Accurate 

Statistical projections show that PASS does not accurately reflect the location of 
as many as 3,571 items of noncapitalized IT equipment (at headquarters and 
Region I) costing approximately $8.38 million. Furthermore, 526 items of IT 
equipment are missing from the Office of the Chief Information Officer's (OCIO) 
mini-warehouse. PASS does not accurately reflect the location of noncapitalized 
IT equipment because accountability of property custodians is limited.  
Inaccurate location information in PASS (1) can result in the unnecessary 

1 Noncapitalized equipment represents NRC property (either in the agency's possession or 

contractor-held) with an initial acquisition cost of less than $50,000.

i



Accountability and Control Over NRC's Noncapitalized IT Equipment 

purchase of equipment, and (2) is a contributing cause for costly unofficial 
supplemental property management systems. PASS location inaccuracies result 
in a heightened potential for fraud and misuse of agency equipment.  

Additionally, a comparison of the two PASS sensitive item designation fields 
revealed a 15 percent error rate. A secondary sensitive item indicator is 
inaccurate and inconsistent, placing accountability for sensitive items2 (including 
81 laptop computers) in jeopardy and heightening the vulnerability of sensitive 
equipment to fraud or misuse. As a result, NRC may not physically recover all 
sensitive property assigned to employees that leave the agency.  

Property Management Program Needs Improved Safeguards 

NRC's management controls are not adequate or are lacking regarding (1) 
Security Incident Reports 3, (2) separated employees' PASS accounts, (3) 
separation of duties, (4) physical inventory procedures, and (5) the Handbook for 
Property Custodians. For example, only four Security Incident Reports were filed 
since January 1999 despite the fact that 117 items are missing from the fiscal 
year 2000 inventory. Additionally, 526 items, not subject to inventory, are 
missing from the OCIO mini-warehouse. Without Security Incident Reports, 
recovery of missing items is unlikely.  

RECOMMENDATIONS 

This report makes 14 recommendations to the Executive Director for Operations 
to improve the property management program. Eight recommendations are 
made to improve the accuracy of PASS information and six recommendations 
address inadequate or lacking management controls.  

AGENCY COMMENTS 

At an exit conference on May 22, 2001, NRC officials stated general agreement 
with the report's findings and recommendations. They also suggested several 
report revisions which were incorporated where appropriate.  

2 Equipment that is desirable for personal use and can be easily removed from the premises 
(e.g., laptop computers, cell phones).  

3 Security Incident Reports are used to report missing/stolen property and serve as the basis for 
notifying the 01G.
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ABBREVIATIONS AND ACRONYMS 

ADM Office of Administration 

DCPM Division of Contracts and Property Management 

FY Fiscal Year 

GAO U. S. General Accounting Office 

IT Information Technology 

JFMIP Joint Financial Management Improvement Program 

MD Management Directive 

NRC U. S. Nuclear Regulatory Commission 

OCIO Office of the Chief Information Officer 

OIG Office of the Inspector General 

PASS Property and Supply System 

SIH Sensitive Item Holders 

SIR Security Incident Report 

UCL Upper Confidence Limit

iii



Accountability and Control over NRC's Noncapitalized IT Equipment

[Page intentionally left blank.]

iv



Accountability and Control Over NRC's Noncapitalized IT Equipment 

TABLE OF CONTENTS 

EXECUTIVE SUMMARY ................................................ i 

ABBREVIATIONS AND ACRONYMS ..................................... iii 

I. BAC KG RO UND ..................................................... 1 

II. PU R PO S E ........................................................ 3 

II1. FIN D IN G S ........................................................ 4 

A. PASS DATA Is NOT ACCURATE ....................................... 4 

B. PROPERTY MANAGEMENT PROGRAM NEEDS IMPROVED SAFEGUARDS ....... 11 

IV. OTHER RELATED MATTERS ....................................... 16 

V. CONSOLIDATED LIST OF RECOMMENDATIONS ........................ 17 

VI. AGENCY COMMENTS ............................................. 19 

APPENDIX 

A. SCOPE AND METHODOLOGY .................................... 21

V



Accountability and Control Over NRC's Noncapitalized IT Equipment

[Page intentionally left blank.]

vi



Accountability and Control Over NRC's Noncapitalized IT Equipment

I. BACKGROUND 

The Federal Property Management Regulations and other applicable laws and 
regulations require the U.S. Nuclear Regulatory Commission (NRC) to establish 
and apply standards and procedures for using and controlling property. The 
proper stewardship of Federal resources is an essential responsibility of agency 
managers and staff. Office of Management and Budget Circular A-123, revised, 
Management Accountability and Control, establishes guidance to improve the 
accountability and effectiveness of Federal programs by establishing, assessing, 
correcting, and reporting on management controls. An agency's internal controls 
(a subset of management controls) are used to prevent or detect unauthorized 
acquisition, use, or disposition of an agency's assets.  

NRC Management Directive (MD) 13.1, Property Management, revised October 
15, 1999, was issued to establish and apply standards and procedures for using 
and controlling property in accordance with applicable laws, regulations, and 
authoritative guidance. The MD describes organizational responsibilities and 
delegates authority to numerous agency executives. The MD includes an 
associated Handbook 13.1, Property Management, which contains guidelines 
and procedures to ensure that Government property is protected against waste, 
theft, or misuse. Additionally, in November 2000, NRC distributed its Handbook 
for Property Custodians,1 which contains additional responsibilities and guidance.  
The Division of Contracts and Property Management (DCPM), Office of 
Administration (ADM), 
manages NRC's property NRC Noncapitalized Equipment 
management program, 
including the property and 
supply system (PASS). 11,000 

Other 
As of August 2000, PASS 16,000 

contained records for more 4 Information than 27,000 pieces of Technology 

noncapitalized equipment 
with an acquisition cost of 

approximately $75 million.  
Of that total, noncapitalized information technology (IT) equipment is 
approximately 16,000 pieces with an acquisition cost of approximately $51 
million. PASS contains records for sensitive equipment,2 regardless of cost, and 
nonsensitive equipment having an acquisition cost of at least $300. NRC 

'This is a separate Handbook from that contained in MD 13.1.  

2Equipment that is desirable for personal use and can be easily removed from the premises 
(e.g., laptop computers, cell phones).
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assigns a unique blue property tag number to all equipment recorded in PASS.  
Although not entered in PASS, nonsensitive equipment with an acquisition cost 
below $300 is assigned a red non-controlled NRC property tag. PASS calculates 
depreciation 3 for noncapitalized IT equipment by dividing acquisition cost by a 
standard 5-year useful life. Once nonsensitive equipment has depreciated below 
a $300 threshold, it is no longer counted in physical inventories at headquarters.  
However, these records remain in PASS as long as the equipment is in use.

NRC conducts physical inventories of property every two years (see chart above 
for location of 16,000 pieces of noncapitalized IT equipment) and periodically 
reviews each region's property management program. Once an inventory is 
completed, DCPM reconciles all discrepancies or missing items with PASS.  
After reconciliation, the results are reported to NRC senior management.  

Property custodians (ranging in grade from GG-7 to GG-1 5), located in individual 
NRC offices, assist DCPM. Among other responsibilities, property custodians 
manage and control the property assigned to their accounts by: (1) updating 
records, (2) recovering property assigned to separating employees, (3) assisting 
in locating missing property, and (4) participating in official inventories.  

3This internal PASS computation is performed to determine the $300 physical inventory 
threshold and is not related to depreciation for financial statement purposes.
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I1. PURPOSE 

The objectives of the audit were to determine whether the NRC's (1) policies 
governing the accountability and control over agency noncapitalized IT 
equipment4 adhere to applicable laws and regulations; (2) official database for 
property transactions reflects accurate information for noncapitalized IT 
equipment; and (3) property management program has adequate safeguards to 
deter and prevent loss through fraud, waste or misuse. Appendix A contains the 
scope and methodology of this review.  

4Noncapitalized IT equipment represents NRC IT property (either in the agency's possession or 
contractor-held) with an initial acquisition cost of less than $50,000.

3



Accountability and Control Over NRC's Noncapitalized IT Equipment 

III. FINDINGS 

NRC's property management policies for noncapitalized IT equipment adhere to 
applicable laws and regulations such as the Federal Property Management 
Regulations. The agency's broad policies recognize the need for control 
systems to safeguard property. However, PASS is not reliable because it 
contains a high percentage of inaccurate information for noncapitalized IT 
equipment location and sensitivity designation. Also, NRC's property 
management program needs improved safeguards because management 
controls either are inadequate or lacking. These conditions leave NRC 
equipment susceptible to loss from fraud or misuse.  

A. PASS DATA IS NOT ACCURATE 

Statistical projections show that PASS does not accurately reflect the location of 
as many as 3,571 items of noncapitalized IT equipment (at Headquarters and 
Region I) costing approximately $8.38 million. In addition, a secondary 
sensitivity indicator for noncapitalized IT equipment was inaccurate for 15 
percent of sensitive items (at headquarters with an acquisition cost of less than 
$10,000). The data is not accurate because PASS is not updated in a timely 
manner, accountability for property custodians is limited, and one account 
assigned to the Office of the Chief Information Officer (OCIO) is not adequately 
controlled. In addition, PASS does not have the appropriate edit checks to 
ensure the proper designation of sensitive items. As a result, (1) the system is 
unreliable and several users have developed costly unofficial supplemental 
property management systems (hereafter referred to as supplemental property 
systems); and (2) sensitive equipment is at increased risk from loss or theft.  

PASS Location Data 

The Joint Financial Management Improvement Program (JFMIP)5 and NRC 
internal guidance specifically address property accountability. In October 2000, 
the JFMIP issued Property Management Systems Requirements, which explains 
that capturing location is one function of a property management system.  

NRC Handbook 13.1, Property Management, explains that PASS serves as the 
official database for NRC property transactions and states: 

It is the policy of the U.S. Nuclear Regulatory Commission to manage 
and use property and supplies in its possession or its contractors' 
possession effectively and efficiently and to provide sufficient controls to 
deter or eliminate loss through fraud, waste, or misuse.  

5JFMIP is a joint undertaking of the U.S. Department of the Treasury, the General Accounting 
Office, the Office of Management and Budget, and the Office of Personnel Management, working with 
other agencies to improve financial management practices in Government.
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Furthermore, ADM's fiscal year (FY) 2000 and FY 2001 Operating Plans include 
an effectiveness metric which requires that "All property in the PASS database is 
accounted for." 

PASS, however, does not accurately reflect the location for many noncapitalized 
IT equipment items. To assess location accuracy, the Office of the Inspector 
General (OIG) selected statistical samples from headquarters, Regions I and II, 
and two NRC contractors. Because NRC recently completed a physical 
inventory of PASS equipment, OIG generally based sample sizes on an 
anticipated error rate of no greater than 5 percent. OIG then inventoried the 
sample items at these locations. Unlike NRC's inventory, OIG's sample included 
nonsensitive equipment with a current value of less than $300. The sample 
inventory results showed that the error rates for headquarters and Region I 
exceeded the anticipated 5 percent rate.' The results of the sample inventory 
are summarized in the table below.  

Statistical Samiple Inventory Results 
ERRORS 

UCL7 95% 

Lot Approximate 
Acquisition Acquisition 

Cost in Cost" in 
Lot Dollars sample Number Percent Percent Number Dollars 

Location Size (000's) Size of Errors of Errors of Lot of Errors (000's) 

(A) (B) (C) (D) (E)=(D)+,(C) (F) (G)=(A) x (F) (H)= (B) x (F) 

Headquarters < $10,000 10,186 $14,456 250 66 26.4 31.0 3,158 $4,481 

Headquarters 4510,000 294 6,507 14 4 28.6 54.0 159 3,514 

Region I < $10,000 800 1,180 50 11 22.0 31.6 253 373 

Region I t $10,000 16 475 16 1 6.3 N/A9 N/A9 1210

6PASS could not be used to determine an item's specific room location at Region II or at the two 
contractors. Those locations maintain separate inventory systems to identify room locations within their 

facilities.  

7UCL- Upper Confidence Limit 

8 Represents the estimated acquisition cost associated with the projected number of errors in the 

lot.  

9Since the entire population of 16 items was tested, a projection is not applicable.  

icActual Acquisition Cost of the one error
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In the table, "error" means that the item is not physically located in the building 
and room number shown in PASS. At a 95 percent confidence level, the error 
rate for the population (Headquarters < $10,000) can be as high as 31 percent, 
which amounts to 3,158 errors with an associated acquisition cost of 
approximately $4.5 million.  

The following bar chart shows the sample results for headquarters and Region I.  
The error rate for each of the four populations exceeded the 5 percent 
anticipated error rate.

The initial results of NRC~s FY 2000 inventory at headquarters showed a 20 

percent error rate, which is similar to our sample results for headquarters.  

Equipment Is Missing From Mini-Warehouse 

OIG's sample inventory at headquarters highlighted problems with an IT 

equipment storage area that serves as a mini-warehouse. Old and new IT 
equipment frequently moves through the mini-warehouse as a result of 

excessing and refresh activities. Because of the high activity in this room, OIG 
conducted additional inquiries and tests that revealed numerous missing items.  

Subsequently, the agency found some of the missing items. Photographs of the 
mini-warehouse during the testing are presented on the next page.

6
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System Units Stored in OCIO's mini
warehouse

Miscellaneous IT Equipment stored in 
OCIO's mini-warehouse

Results of additional testing showed that: 

0 Eleven (11) laptop computers, reported in PASS as located in the 
mini-warehouse, were not found. Two of these laptops were 
subsequently found, leaving nine laptops (with an acquisition cost 
of $26,938) as still missing.  

* 104 system units" (with an acquisition cost of $327,441), reported 

in PASS as located in the mini-warehouse, were not found.  

* Thirteen (13) system units (with an acquisition cost of $19,794) 
were found in the mini-warehouse, but were not shown in PASS 

as located in the mini-warehouse.  

As of February 27, 2001, PASS showed the mini-warehouse as the location for 

526 items in an account assigned to the OCIO. NRC officials explained that a 

CIO HOLD account12 was established in May 2000 as a holding account for 

missing nonsensitive IT items. These items generally have a current value 

below $300 and are not part of the agency inventory under MD 13.1. Upon 

completion of the FY 2000 inventory, agency staff were to determine the status 

of the missing items by locating the items or preparing Report of Property for 

Survey forms (NRC Form 395).13 To date, this process has not been completed.  

"11A system unit is occasionally referred to as a central processing unit.  

12The CIO HOLD account includes 50 of the 104 system units identified above as missing from 

the mini-warehouse.  

13NRC Form 395 is used to determine financial liability, if any, for Government property that is 

lost, stolen, or damaged. It is also used to authorize adjustments to property records to reflect such 

occurrences.
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Accountability Of Property Custodians Is Limited 

A property management official advised that property custodians do not update 
PASS in a timely manner. Untimely updates to PASS result in inaccurate data.  
Prompt execution of property transfers helps ensure the accuracy of location and 
end user information in PASS. For example, three of the 11 laptop computers, 
missing from the mini-warehouse, reportedly were identified in PASS awaiting 
acceptance by a property custodian for a range of 107 to 129 days. An OIG 
analysis of property custodians' job descriptions, and elements and standards 
revealed that most contain little or no language regarding property custodian 
duties. Thus, accountability as property custodians is limited.  

Unreliable PASS Data Results In Supplemental Property Systems 

Inaccurate location data diminishes the reliability of PASS, creates the perceived 
need for supplemental property systems, and places NRC property at risk.  
Several end users developed supplemental property systems because PASS is 
unreliable and does not fully meet their needs. As a result, the agency maintains 
at least five of these costly systems. Since these systems are not integrated 
with PASS, each property transaction is recorded twice, and additional effort 
would be required to reconcile PASS with the supplemental property systems.  
Agency offices use these systems to verify PASS data, gain flexibility in 
preparing reports, and maintain supplemental data.  

NRC has established a Market Research Team to review upgrades and 
alternatives to PASS. Accordingly, OIG gave the agency a list of offices with 
supplemental property systems and encouraged NRC to include representatives 
from these offices on the team.  

Sensitive Equipment Designation 

PASS does not accurately reflect the sensitive item designations of 
noncapitalized IT equipment, as required by the Handbook for Property 
Custodians. PASS sensitive item designations are inaccurate due to the 
absence of appropriate controls. This condition jeopardizes accountability for 
sensitive items, particularly at separation clearance time.  

PASS contains two sensitive item designation fields. One field is based on a 
sensitive indicator box, which is checked to indicate whether the item is sensitive.  
Additionally, the Handbook for Property Custodians requires a secondary 
designation, a SIH (Sensitive Item Holder) prefix, in the end user field. The 
sensitive item designations should be consistent for both fields (i.e., a box 
checked should be accompanied by the SIH prefix).  

An OIG comparison of the two fields revealed a 15 percent error rate for 
headquarters noncapitalized IT equipment having an acquisition cost of less than 
$10,000. Of 579 items designated as sensitive (sensitive indicator box), 87
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items did not contain the SIH prefix in the end user field. Eighty-one of the 87 
items not designated properly were laptop computers. OIG provided a listing of 
the 87 errors to an ADM official. The secondary sensitive item designation is 
inconsistent and incorrect because NRC has not implemented appropriate 
controls, such as edit checks, to detect errors.  

Property custodians use the SIH designation to determine if sensitive equipment 
is assigned to a separating employee. Without the correct designation, 
separating employees could leave the agency and not be held accountable for 
sensitive equipment in their possession.  

Summary 

Location and sensitive item designation inaccuracies in PASS affect the reliability 
of PASS data. Inaccuracies result because (1) accountability for property 
custodians is limited and (2) controls regarding sensitive item designations are 
inadequate or lacking.  

Statistical projections show that as many as 3,571 items of noncapitalized IT 
equipment at headquarters and Region I, costing approximately $8.38 million, 
are not physically located in the building and room number shown in PASS.  
Furthermore, 526 IT equipment items are missing from the OCIO mini
warehouse. Inaccurate location information in PASS (1) can result in the 
unnecessary purchase of equipment, and (2) is a contributing cause for the 
creation of costly supplemental property systems.  

Additionally, a comparison of the two PASS sensitive item designation fields 
revealed a 15 percent error rate. The sensitive item designation errors place 
accountability for sensitive items (including 81 laptop computers) in jeopardy, 
particularly at separation clearance time. PASS inaccuracies (location and 
sensitivity designations) result in a heightened potential for fraud or misuse of 
agency equipment.  

RECOMMENDATIONS 

OIG recommends that the Executive Director for Operations: 

1. Institute the use of annual property confirmations by end users to help 
ensure the accuracy of PASS information.  

2. Coordinate with NRC offices to establish and implement consistent 
performance standards (i.e., Elements and Standards) for property 
custodian/alternate property custodian duties.
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3. Include representatives from offices with supplemental property systems 
on the Market Research Team.  

4. Distribute this audit report to all property custodians and their alternates.  
The transmittal letter should emphasize the need to keep PASS 
information current and accurate.  

5. Develop an action plan with milestones to resolve equipment issues in 
the CIO HOLD account. Each item in the account should be located and 
PASS should be updated accordingly.  

6. Resolve all discrepancies identified in OIG's sample inventory and tests 
of the mini-warehouse and provide the OIG with the status of each item.  

7. Design and implement appropriate quality controls to ensure the 
accuracy of sensitive item designations in PASS.  

8. Correct the 87 incorrect sensitive item designations in PASS.

10
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B. PROPERTY MANAGEMENT PROGRAM NEEDS IMPROVED SAFEGUARDS 

NRC's property management program needs improved safeguards to deter and 
prevent loss through fraud or misuse. Specifically, NRC's management controls 
are not adequate or are lacking in the following areas: 

1. Security Incident Reports, 
2. Separated employees' PASS accounts, 
3. Separation of duties, 
4. Physical inventory procedures, and 
5. Handbook for Property Custodians.  

These conditions result in a heightened potential for fraud or misuse of NRC 
equipment and the unlikely recovery of missing agency property.  

Security Incident Reports 

MD 13.1 requires that NRC provide sufficient controls over its equipment to deter 
or eliminate loss through fraud, waste or misuse. MD 13.1's Handbook requires 
agency employees to initiate a Security Incident Report (SIR) when a theft (loss) 
is suspected at headquarters.  

Agency staff completed only four SIRs14 since January 1, 1999, even though 187 
items were identified as missing. In October 2000, NRC reported 187 missing 
items out of 18,402 items during its FY 2000 inventory.'5 As of March 6, 2001, 
70 of the 187 missing items were reportedly found, leaving a balance of 117 
missing items (including 27 laptop computers). Additionally, the agency's CIO 
HOLD account created in May 2000, includes 526 missing items (not subject to 
inventory) as of February 27, 2001.  

In October 2000, OIG served as facilitator in a meeting attended by 
representatives from DCPM, the Division of Facilities and Security, and the 
Property Survey Board.1 6 Meeting attendees agreed that agency guidance 
regarding lost or stolen NRC equipment is vague and requires revision. General 
agreement was reached that ADM representatives, in coordination with 
representatives of other interested offices, will rewrite the guidance in a simple, 
easy to follow, process-oriented style. OIG representatives emphasized a direct 

1
4Security Incident Reports are used to report missing/stolen property and serve as the basis for 

notifying the OIG of such matters.  

l5DCPM conducted the FY 2000 inventory from June through August 2000.  

16A three-member Board that determines financial liability, or release from liability, of 

accountable individuals for loss or damage to agency equipment.
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correlation between the timeliness of notification and the likelihood of recovery of 
lost or stolen equipment. Without an SIR, neither OIG nor the agency can 
investigate lost or stolen property and recovery becomes unlikely. Many 
opportunities to recover missing agency equipment have been lost because SIRs 
were not prepared.  

Separated Employees' PASS Accounts 

To determine whether open accounts exist for separated employees, OIG 
selected a judgmental sample of employees who separated during calendar 
years 1998 through 2000 (40 of 642). The test revealed that PASS contains 
open accounts for 29 of the 40 former employees (72.5 percent). Four of the 29 
accounts contain active PASS equipment. One of the four accounts is for an 
individual who separated in March 1999 and has 13 items in that account. The 
agency has since advised that it has initiated action to (1) remove the names of 
former NRC employees from PASS, and (2) locate and properly account for 
active PASS equipment in separated employees' accounts.  

The internal controls in this area need improvement to ensure that the PASS 
System Administrator closes PASS accounts for all separated employees within 
a reasonable time of their separation. Open PASS accounts for separated 
employees also heightens the potential for fraud and misuse of agency 
equipment. Those accounts can be used to hide lost or stolen equipment.  

Separation Of Duties 

NRC has not adequately separated responsibilities for property management 
functions. These functions include inventory duties and a property custodian's 
access to his/her own account. Separation of duties is a sound business 
practice and is required by U.S. General Accounting Office (GAO) standards for 
internal control. Inadequate separation of duties creates opportunities for fraud 
and misuse of agency equipment.  

GAO's Standards for Internal Control in the Federal Government, November 
1999, provides that control activities 17 include separation of duties. This control 
activity is described as follows: 

Key duties and responsibilities need to be divided or segregated among 
different people to reduce the risk of error or fraud. This should include 
separating the responsibilities for authorizing transactions, processing 
and recording them, reviewing the transactions, and handling any related 

17Control activities are the policies, procedures, techniques, and mechanisms that enforce 
management's directives. Control activities are an integral part of an agency's accountability for 
stewardship of government resources.
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assets. No one individual should control all key aspects of a transaction 
or event.  

Thus, property system administration and inventory control responsibilities must 
be adequately separated. The PASS System Administrator controls the key 
aspects of PASS transactions, participates in the conduct of NRC's physical 
inventory, prepares inventory discrepancy reports, and prepares reports on 
inventory results. As a result, the PASS System Administrator controls property 
system records and can conceal the location of missing equipment during an 
inventory.  

Furthermore, property custodians should not have access to their own PASS 
accounts, which contain equipment assigned to them. This access level, which 
is not addressed in agency guidance, allows individuals the opportunity to 
manipulate their own PASS records and conceal the location of missing 
equipment.  

Physical Inventory Procedures 

NRC procedures do not require accountability for all property in PASS.  
Although, ADM's FY 2001 Operating Plan requires accountability for all PASS 
property, approximately 6,900 equipment items are not controlled through the 
inventory process. NRC Handbook 13.1, states: 

Once nonsensitive equipment has depreciated below the $300 threshold, 
it will no longer be part of the property base for purposes of inventory.  
However, as long as equipment is in use, the record will remain active in 
PASS.  

According to DCPM, the FY 1998 inventory was the first inventory that used the 
MD 13.1 guidance. PASS contains approximately 6,900 nonsensitive equipment 
items that have been depreciated below the agency's $300 threshold. Since 
DCPM excludes these items from the physical inventory, this property is not 
adequately controlled. For example, one OCIO property account includes 526 
missing items, generally valued at less than $300 each.  

Once equipment is no longer included as part of the physical inventory, there is 
increased risk that the agency will lose control over such equipment. For 
example, a system unit could be depreciated below $300 and would no longer be 
inventoried.  

Handbook For Property Custodians 

The Handbook for Property Custodians and the NRC Handbook 13.1 contain 
significant responsibilities and guidance for property custodians. However, NRC
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Handbook 13.1 contains responsibilities and guidance not contained in the 
Handbook for Property Custodians.  

Handbook 13.1, provides the following responsibilities and guidance that are not 
found in the Handbook for Property Custodians: 

* Assess available property and determine if it is fully used before 
certifying new property requests.  

* Assist in locating missing equipment and providing purchase 
documentation for any non-tagged equipment.  

* Additional responsibilities of regional property custodians: 

[3 Provide to DCPM, copies of receiving documents (showing 
model number, purchase date, and price) for NRC 
equipment.  

"U Maintain custodial receipts (NRC Form 119) and records 
of sensitive NRC property.  

"U Review appropriate excess property lists and recommend 
acquisition of excess property in lieu of purchase.  

Because the duties of property custodians are not consolidated in a single 
document, the custodians may not be fully aware of or perform the full scope of 
their responsibilities.  

Summary 

NRC's property management program needs improved safeguards.  
Management controls are inadequate or lacking in five areas: Security Incident 
Reports, separated employees' PASS accounts, separation of duties, physical 
inventory procedures, and the Handbook for Property Custodians. As a result, 
NRC's noncapitalized IT equipment is susceptible to loss from fraud or misuse 
and the recovery of missing agency equipment is unlikely.  

RECOMMENDATIONS 

OIG recommends that the Executive Director for Operations: 

9. Revise NRC Handbook 13.1 to clarify guidance regarding lost or stolen 
equipment, and clearly explain when a Security Incident Report is 
needed.
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10. Design and implement internal controls to ensure that the PASS accounts 
for separated employees are closed within a reasonable time of their 
separation from the agency.  

11. Ensure that active equipment listed in separated employees' accounts is 
reassigned or properly disposed of and that PASS records are updated 
accordingly.  

12. Separate property management duties, in particular, inventory duties and 
a property custodian's access to his/her own account.  

13. Include all nonsensitive equipment controlled in PASS (regardless of 
current value) in the property base for inventory purposes.  

14. Consolidate property custodian responsibilities and guidance from NRC 
Handbook 13.1 into the Handbook for Property Custodians.
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IV. OTHER RELATED MATTERS 

A. PROPERTY AND FINANCIAL MANAGEMENT SYSTEMS INTEGRATION 

The JFMIP publication, Property Management Systems Requirements, notes 
that "Financial management systems must be designed with effective and 
efficient interrelationships between software, hardware, personnel, procedures, 
controls and data contained within the systems." Furthermore, it states that the 
design of such a system should eliminate unnecessary duplication of transaction 
entry.  

NRC is presently considering alternatives to PASS, which is not integrated with 
the agency's financial system. This lack of integration results in duplicate 
transaction entry: all transactions (property) are either considered expensed or 
capitalized in PASS, and corresponding entries must also be made for the 
financial system. As NRC works toward replacing the current property 
management system, the time is opportune for the Office of the Chief Financial 
Officer and ADM to work together to define user needs and procure a system 
that has an efficient and effective interrelationship between the property and 
financial systems.  

B. STATUS OF REGION III's PROPERTY MANAGEMENT CORRECTIVE ACTIONS 

In Region IIl's November 2000, Reasonable Assurance Statement, the Region 
self-identified deficiencies in its property management program after an inventory 
disclosed 16 missing computers, including 12 laptops. To mitigate property 
management deficiencies, the Region prepared a corrective action plan. Region 
III staff stated that they are making progress toward implementing the plan. The 
Region issued a new Divisional Instruction (DI-9936), Property Management, 
with an effective date of December 29, 2000. Additionally, a revised Regional 
Procedure concerning property management was drafted and distributed to 
regional staff for comment, and heightened attention is being given to complying 
with property management policies. The Region is also in the process of filling 
the property custodian vacancy. Furthermore, headquarters has scheduled a 
physical inventory at Region III during FY 2001. Thus, reasonable action has 
been taken or is in process to resolve property management deficiencies at 
Region Ill.
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V. CONSOLIDATED LIST OF RECOMMENDATIONS 

OIG recommends that the Executive Director for Operations: 

1. Institute the use of annual property confirmations by end users to help 
ensure the accuracy of PASS information.  

2. Coordinate with NRC offices to establish and implement consistent 
performance standards (i.e., Elements and Standards) for property 
custodian/alternate property custodian duties.  

3. Include representatives from offices with supplemental property systems 
on the Market Research Team.  

4. Distribute this audit report to all property custodians and their alternates.  
The transmittal letter should emphasize the need to keep PASS 
information current and accurate.  

5. Develop an action plan with milestones to resolve equipment issues in 
the CIO HOLD account. Each item in the account should be located and 
PASS should be updated accordingly.  

6. Resolve all discrepancies identified in OIG's sample inventory and tests 
of the mini-warehouse and provide the OIG with the status of each item.  

7. Design and implement appropriate quality controls to ensure the 
accuracy of sensitive item designations in PASS.  

8. Correct the 87 incorrect sensitive item designations in PASS.  

9. Revise NRC Handbook 13.1 to clarify guidance regarding lost or stolen 
equipment, and clearly explain when a Security Incident Report is 
needed.  

10. Design and implement internal controls to ensure that PASS accounts for 
separated employees are closed within a reasonable time of their 
separation from the agency.  

11. Ensure that active equipment listed in separated employees' accounts is 
reassigned or properly disposed of and that PASS records are updated 
accordingly.  

12. Separate property management duties, in particular, inventory duties and 
a property custodian's access to his/her own account.
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13. Include all nonsensitive equipment controlled in PASS (regardless of 
current value) in the property base for inventory purposes.  

14. Consolidate property custodian responsibilities and guidance from NRC 
Handbook 13.1 into the Handbook for Property Custodians.
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IV. AGENCY COMMENTS 

At an exit conference on May 22, 2001, NRC officials stated general agreement 
with the report's findings and recommendations. They also suggested several 
report revisions which were incorporated where appropriate.
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Appendix A 
Accountability and Control over NRC's Noncapitalized IT Equipment 

SCOPE AND METHODOLOGY 

To accomplish the audit objectives, the Office of the Inspector General (OIG) 
reviewed and analyzed pertinent laws, regulations, authoritative guidance, and 
prior U. S. Nuclear Regulatory Commission (NRC) OIG and U. S. General 
Accounting Office reports. In addition, OIG identified, analyzed and compared 
NRC guidance with the aforementioned criteria. OIG conducted interviews with 
selected NRC officials to gain an understanding of NRC's property management 
guidance and to determine current issues, problems, or known deficiencies. At 
NRC headquarters, OIG interviewed personnel in the Offices of Administration, 
Human Resources, Chief Financial Officer, Chief Information Officer, Nuclear 
Materials Safety and Safeguards, Nuclear Reactor Regulation, Nuclear 
Regulatory Research, and the General Counsel. OIG visited two Regional 
offices and two contractors. We also interviewed personnel from all four 
Regions.  

OIG conducted tests to determine whether location and sensitive item 
designation information maintained in the property and supply system (PASS) is 
accurate. OIG selected a stratified random sample of noncapitalized information 
technology equipment from PASS to physically verify location. OIG further 
tested PASS location data for items (laptop computers and system units) located 
in a mini-warehouse.1 Additionally, OIG compared selected data to determine 
whether there is consistent designation of sensitive property in PASS.  

Management controls related to the audit objectives were reviewed and 
analyzed. Throughout the review, auditors were aware of the possibility or 
existence of fraud, waste or misuse in the program. OIG conducted the audit in 
accordance with Generally Accepted Government Auditing Standards from 
August 2000 through March 2001.  

The major contributors to this report were Anthony Lipuma, Team Leader; 
Steven Zane, Audit Manager; Michael Steinberg, Senior Auditor; and Debra 
Lipkey, Management Analyst.  

1 The mini-warehouse is located in room 02A1 at headquarters.
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