UNITED STATES (i
NUCLEAR REGULATORY COMMISSION

WASKINGTON, D:C. 20555-0001

February 1, 2001

Mr. Oliver D, Kingstey

President, Muclear (Generation Group
and Chief Nuclear Officer

Commonwealih Edison Company

Exacutive Towers Wast ||

1400 Dpus Place, Sulte 500

Bowners Grove, IL B0D515

SUBJECT: MRC OPERATIONAL SAFEGUARDS RESPONSE EVALUATION
(INSPECTION REPORT NOs. 50-254/2000-201 end 50-285/2000-201)

Crear Mr. Kingsiey:

Curing May 1 through May 4, 2000, the NRC's Office of Mutlear Reactor Regulation (NRR)
conducisd an Operational Safeguards Response Evaluation (OSRE) at the Qusd Cities
Mudlear Power Station, Units 1 and 2. An exil maating was held at the NRC Region Il Office
with members of your staff on August 15, 2000, to summanze and discuss the findings of the
DSRE. The enclosed raport presents the scope and results of this inspaction.

The primary purpose of the OSRE was to assess your ability 1o respond 1o an extemal threat.
The OSRE team also assessad the interaction betweaen operations and securly In establishing
pricrilies for protection of equipment and the protective strategies used. The OSRE included &
safstyisafeguards intedace review (o ensure that safeguards measures did not adversely
impact safe operation of the station,

in evaluating the nsksignificance of the findings by using the Physical Protection Significance
Determination Procass {(PPSDF) and its interrelation with the Reactor Safety Signifizance
Detarminagtion Frocess (RES0F), the stalf orginally determined that the failure to protect the
target seis in two scenarnos representad findings of at least substantial (yellow) or even high
safety significance (red). However, the scenarios which were used in the exarcises on May 2
and May 3, 2000, prazented the staff'with a risk assessment challenge that was unique 1o the
PPSDP. The challsngs in applying he RS50P to securnty evalualions is prmariy driven by
two factors, including: (g) an elevated RESDP entry point as a result of initial equipment and
system damage that |s assumed during a force-on-force exarcise, and (B) the {ack of an
assigned initiating event probabiity for the oocurranca of an atizck by the design basis threat
{DET) defined In 10 CFR 73.1. These fzctors affect the two variables which are used to enter
the RSSDP and Invalidate its use for this application,

Therafore, the staff intends to use Intedm guidance for Implameanting the PPSDF with respect
o force-on-force exercizes, to divorce it from the RES0DP. The inferim gquidance in the revised
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EESTP waould refiect the following significance determinations for findings develeped in forca-
an-forcs exercises:

Grean (very low safety significance) - A finding in which the licensee has falled to
adequately perform a limited portion of the prolective strategy ora protective stralagy
daficiency that is of very low salely significance, The performance failure could result
in the loss of a single target set. The performance failure |s isclated in nature, such as
deficiencies associated with specific response actiens, not associated with procedures
of training deficiencies. This finding is not considersd pradictable and repealabla.

White {low to moderate safety significance) - A finding in which the licenses has failed
te adeguately padorm limited porfions of the protective stralegy or a proteclive strategy
deficiency that results in the loss of at least one target set and is of low to mederate
safety significance. The performance failure is not isolated in nature, such as limited:
procedure and training Issues. The finding js considersd potentially predictable or
occasionelly repeatabile, but not a broad programmatic probiem.

Yellow (substantial safety significance) - A finding in which the licensee has failsd lo
adeguately perform muliiple porticns of their protective strategy or 2 profeclive strategy
deficiancy that results in the loss of at least one target setand is of substantial safaly
significanca. The performance failure demonstrates significant single or multiple
strateqy implementation problems or design deficiencies. The finding is considered
generslly predictable, repsatable and a broad programmatic problem,

Read (nigh sefety significance} - A finding In which the licenses has repeatedly failed to
adequately parform multiple portions of their protective strategy or 2 prolective strategy
deficiency that results In the loss of multiple target sets and is of high safety
significance. The performance failure demaonstrates significant stratagy implementation
problems and design deficiencles, relating to multiple security program elements. The
finding I considerad consistently prediclable, actually repeated and is a significant
reduction in safety margin.

In accordance with this interim guidance, the findings of the Quad Cities OSRE appear lo have
lowe to moderate safety significanca as described in Section 4.3 of this repart, becauss theare
were lossas of target sets in twio scenarios due to specific deficiencias associated wilh
procedures, training and the protective strategy. Thesa findings, while potentially repeatable,
wera not considered a broad programmatic problem, The deficiencles identified in the Cuad
Cities OSRE relaisd to the failure of the licenses to adequately interpose members of the
response force between vital areas and the mack adversary and, therefore, the licensee faied
to intercept ihe mock adversanes and pravent them frarm simulating damage to systems and
equipment [dentified in target sets. Whils these deficiencies did not represent a broad
programmatic problem with the licensee's response strategy, the findings weare assessed as
notentially safety significant and preliminarily determined to be White, an Issue with some
increazad importance to safety, which may require additional NRC inspection
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The staff notes that there wera some issues (dentified in the Cuad Cities OSRE related to the
adequacy of contraller conduct and actions faken in the scenario play. In addition, issues were
raised ragarding the development and selection of target sets for the two exercises with
deficiancies. These issues were reviewed by the siaff to determine whether they would have
an impact on the conclusions. The staff determinad that the targe! sets, controller condust,
and actions taken in the scenaries did not negats the findings. In addition, afier reviewing the
licensee’s lime line and avaluation of the significance of the exercise results, the staff was
unable to validate conclusively the licenses's assertion that the chronology of the events
demonstrated that the scenanos would not have resulted in core damage.

Curing the exit mesting. you advised the NRC on the compensatory and carective actions that
yau have taken and plan to take. Those actions, which you assured were entered into your
comeciiva action pragram, are discussed in the body of the atiached inspection report,

Before the NRC makes 2 final decision on this matier, we are providing you an eppartunity to
request 2 Regulatory Conference where you would be able to provide your perspectives on the
significance of the findings and the bases for your position. If you choose to request a
Regulatory Conference, we encourage you to submit your evaluation and any differences with
the NRC evaluation at least one week prior 1o the conferancs n an effort o make the
conference morg efficient and effective. i a canference is held, it will be closed to public
abservation due to the Safequards Informaton that will be discussed, inaccordance with 10
CFR 7321, However, the NRC will Issue 3 press refease 1o announce the conference.

Please contact Ms. Vonna Ordez at (301) 415-2147, within seven days of the date of this letier
to notify the MRC of your intentions, If we have not heard from you within 10 days, we waill
continug with our significance determination, and you will be advlsed by separate
correspondence of the results of our delibsrations on this matter.

In accordance with 10 CFR 2.750 of the NRC's "Rules of Practice," a copy of this letter will be
gvailzbls electronically for public inspestion in the NRC Public Document Reom or from the
Publicly Avaliable Records (PARS) component of NRC's document systam (ADAMS), ADAMS
s aceassible from the NRC Web site at hitp:fiwww, nre.goviNRC/ADAMS/ index htm| (the Public
Electronic Reading Reom).
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The enclosure, which contains safeguards infarmation of & type spacdified in 10 GFR 73.21, will
not be placed in the Public Document Room and must be protected against unauthonzed
distlosure,

Sinceraly,

'f,.-"?'
Pl
lenn M. Tracy, Chief
Operator Licensing, Human Performance
and Plant Suppert Branch

Division of Inspection Program Management
Otfice of Nuclear Reactor Regulation

Docket Mos; BG-254; 50-285
License Nos: DPR-2% DPR-30

Enclosures;

1, Inspecton Report 50-254/00201 & 50-265/00201
{Operational Safeguards Responge Evaluation)

. Correspondence with Commonwaalth Edison

cCcwio snclosure: (See nexi page)
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