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1.1

1.2

1.0 INTRODUCTION

Background

The Agencywide Documents Access and Management System (ADAMS) has been
developed to be the NRC’s electronic document and records management system. An
integral part of ADAMS is the capability to process and disseminate electronic
documents that are either received into the Agency or are created within the Agency.
The process providing this capability is called Electronic Information Exchange (EIE).
EIE allows both users internal to NRC as well as those external to NRC to exchange
electronic documents in a secure and valid manner via the Internet.

The development and use of EIE in the NRC environment are intended to address the
mandate of the Government Paperwork Elimination Act, Title XVII of Public Law 105-
277, that provides for Federal agencies, by October 21, 2003, to give persons who are
required to maintain, submit, or disclose information the option of doing so electronically.
It is also intended to provide for the use of electronic authentication (electronic
signature) methods to verify the identity of the sender and the integrity of electronic
content where necessary. The Act specifically provides that electronic records and their
related electronic signatures are not to be denied legal effect, validity, or enforceability
merely because they are in electronic form.

The NRC is in the implementation stage of the NRC EIE program. The objective of the
program is to institute business processes that enable the NRC and the customers and
clients of the NRC to interact and communicate electronically in a secure manner via the
Internet. In addition, the objective is to document and preserve electronic submissions
and transmissions in a manner consistent with that for paper documents. Finally, this
undertaking is expected to provide the basis for further evaluation and analysis enabling
operational and procedural improvements to the EIE process prior to Agency-wide
implementation.

EIE Business Description

The NRC EIE system design is based on a public key infrastructure (PKI) that provides
the capability to exchange electronic documents in a secure manner via the Internet
using Secure Sockets Layer (SSL3) technology. In addition, it incorporates the use of
digital signature technology to provide submitter (sender) validation and document
authentication. The purpose of this document is to provide instructions for participation
in the EIE Program.
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1.3

1.4

1.5

Who Can Participate

The participant population includes the NRC and its customers and clients who choose
to electronically submit regulatory required submittals in compliance with 10 CFR Part
50.4. The participants internal to the NRC will include offices whose customers and
clients choose the EIE process to submit documents electronically in a secure and valid
manner via the Internet. The offices will designate individual users who have the
responsibility for originating, signing, or receiving official submittals into the Agency.
Participants external to the NRC will include those individuals designated having the
responsibility of originating, signing, or sending documents to the NRC in compliance
with 10 CFR Part 50.4.

How to Register

The NRC provides for overall administration of the EIE process through the designated
Local Registration Authority (LRA). The LRA creates and maintains an Authorized
Certificate List (ACL) consisting of authorized internal and external EIE participants.
Each participant must send an ACL containing the name and e-mail addresses of
individuals who will be submitting digitally signed documents to the NRC. The ACL must
be sent to the NRC in a signed paper form to the following address:

U.S. Nuclear Regulatory Commission
Electronic Information Exchange
License Registration Authority T6 C30
Washington, D.C. 20555

Upon receipt of the ACL, the NRC will e-mail to each individual named a unique
personal identification number (PIN) to be used in applying for a digital certificate. Once
received, the digital certificate will then enable the individual users to digitally sign
documents and submit them in a secure manner. The PIN number will be sent
approximately 3 to 5 days after receipt of the ACL. Addressees may add or delete
names from the ACL by written notification to the NRC using the above address.

The LRA will use the ACL to validate authorized individuals requesting digital signature
certificates. The LRA may be contacted via e-mail at pgn1@nrc.gov.

What is Needed to Participate

Participating individuals in the EIE initiative may use their existing workstations with
standard desktop configuration. The recommended workstation configuration requires a
Pentium 133 Mhz (or higher) with a minimum of 32 MB of RAM, 20 MB of available disk
space, and access to the World Wide Web (web) through an Internet Service Provider
(ISP). The operating system should be either Windows NT or Windows 95 (or higher).
In addition, each workstation must be equipped with browser software consisting of
either Netscape Navigator or Communicator (version 4.6 or higher) or Microsoft Internet
Explorer (version 5.0). Other browser types such as AOL or Mosaic are not currently
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supported for use in the EIE process. All other software needed in the EIE process will
be available via the NRC EIE external server home page or designated URLs. Listed
below are the specific software plug-ins required, their file names, and the URLs where

they can be obtained.

(signaturing piece)

Software/Plug-ins File Name Location (Download from)
InternetForm Viewer (Browser IFV431G.EXE www.nrc.gov/NRC/EIE/index.html
Application) EIE Start Up (Step 1)

Netscape 4.x plug-in IFXNDSS.EXE www.nrc.gov/NRC/EIE/index.html

EIE Start Up (Step 2)

Microsoft Internet Explorer 4.x
plug-in (viewer patch)

MASQ_URL.EXE

www.nrc.gov/NRC/EIE/index.html
EIE Start Up (Step 2)

Digital ID Certificate

www.nrc.gov/NRC/EIE/index.html
Request/Retrieve Certificate (Step 3)

Table 1-1: Required Software
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2.2

2.0 HOW TO START USING EIE SYSTEM

Introduction

In order to utilize EIE, each individual must obtain a digital signature certificate (Digital
ID). Additionally, each of the software plug-ins listed above in Table 1-1 must be
downloaded and installed. In the succeeding sections, each process and step required
to set-up a computer or workstation to use EIE is described. The processes and steps
described are specific to both Netscape Navigator/Communicator 4.6 or higher and
Microsoft Internet Explorer 5.0.

How to Obtain a Digital ID Certificate

All users must have a Digital ID in order to use EIE. (Refer to the Glossary of Terms for
a full description of a Digital ID certificate.) A Digital ID is used to submit and digitally
sign the form used to submit documents and is required in order to access the EIE
external server and retrieve documents. The EIE system requires the use of an NRC
issued Digital ID.

To obtain a Digital ID, authorized participants (applicants) must first complete and
submit an enrollment form. VeriSign, Inc. acts as the NRC’s Certificate Authority (CA)
and provides the NRC with a Digital ID enrollment page on their web site. The NRC
provides VeriSign Onsite Digital ID’s at no cost. The steps for obtaining a Digital ID are
as follows:

Step 1: Applicants can apply for a Digital ID by accessing the EIE home page at
www.nrc.gov/NRC/EIE/index.html . When the NRC EIE home page appears, click on
the Request/Retrieve Certificate hyperlink.

3 The Nuclear Regulatory Commission — Elect
File Edit ew Go Communicator Help

ic Information Exchange - Netscape

[ & & A4 e a8 & 3 =
7| wf Bookmarks & Loestion:[iile///1|/NEC/EIE /index html ~| @imtoseek|[ E7 What's Rel sted
Electronic m Welcome to Secure Document Transfer
Information

Exchange [Quick Start Guide | Electronic Submittal Procedures | NRC Home ]

""" g The U.S. Nuclear Regulatory Commission (NRC) has developed an electronic
information exchange (EIE) system to send and receive materials related to official

agency business with its customers and other Federal agencies in a secure and valid
manner across the Internet. The EIE system uses a public key infrastructure and digital

Legal Basis signaturing technology to validate the submitter and authenticate documents.
What's New The NRC welcomes the EIE user community. See the links at the left side of this page

for step-by-step instructions, a list of frequently asked questions, and detailed information on
EIE Start Up electronic signaturing. If you need more information, see the list of technical and administrative

contacts under "Contact Us."
ReguestRetrieve
Certificate

SubmivRetrieve
Documents

Getting Answers —
Duick Start Guide
Electronic Submittal

Procedures

(Adobe Acrobat 3.0)

| —— (|l
= == |Document Done

WFigure 2-1: EIE Home Page
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Step 2: From the Request/Retrieve Certificate page, go to Step 3. Click on Go to the
VeriSign/NRC Page.

3 The Nuclear Regulatory Commission - Electronic Information Exchange - Netscape
Eile Edit Miew Go Communicator Help

I & v A e @ 5 &3 § =
7| i Bookmarks B Location:[file:///I|/NRC/EIE/indexhtm! ] @i M = stedl
Electronic N Request/Retrieve Certificate T
Information
Exchange [ EIE Main Page | NRC Home | Help |
e

Step 3. Request a Digital Certificate from Verisign

® Go to the Verisign/NRC Page and select the first link, "Ernroll for & Digital ID"

Welcome

Legal Basis After submission, you will be notified via e-mail of the receipt of the enrollment application. You
will receive approval and instructions on how to retrieve your Digital ID via e-mail notification.

What's Wew
Step 4. Receive P.I.IN. Number in e MAIL

EIE Start Up

Request/Retrieve * Use the PD\T nurnber youreceived via e.mail aﬂf.:r NRC 'flpproval(Use .this number in Step 3)

ernn Tt * Keep this PIN in a safe place as you will need it to retrieve your certificate.

w Step 5. Retrieve Your Digital ID Certificate (Your Browser)

o cuments

ey N _| ¥ou must use tire same computer that was used fo submit the enrollment form.

Quick Start Guide * Go to the VeriSign/NRC Page and click on the "Retrieve vour Digital ID (per vou browser)
* When you receive this message "Digital ID Installation Complete”, you are finished. You do
Electronic Submittal not need to click on anything else in this page. | |
Procedures e Return to the EIE home via the EIE home page link in the left frame.
Adobe Acrobat 3.0
I ————— 5l v vttt v I}
= == |Document: Done

'Figure 2-2: Request/Retrieve Certificate Page

Step 3: Once connected, the VeriSign Onsite End-User User Services page appears at
(https://onsite.verisign.com/USNuclearRegulatoryCommissionADDOCIO/index.html).
Applicants begin the enrollment process by selecting the first option presented, “Enroll
for a Digital ID.”

File Edt “iew Go Communicator Help

4 & 3 3 a Wes 30 &

Back Forpard  Reload Hame Search  Metzcape  Print Security Shop l
wiv Bookmarks \)_& Metaite: Ittps:Nonsite.verisign.comJUSNuclearH eqgulatoryCommissiond D00 CI0 Andex. html j ﬁ' What's Related
Iniztant Message Irtermet ['_‘|' Lookup Ci HewtCool RealFlayer & Tranzlation

— 3 [
\/griSign' ,) End-User
( ONSITE User Services

Errcll for = Digital 1D

Enroll for 3 Digital 1D using = CER (if your company/agencyforgani zation uses CER-based enroll ment)

Retriewe your Digital 10 for Netscape Nawvigstor

Retriewe your Digital 10 for Microsoft Internet Explorer

Search for 3 Digital 1D

Werify 2 Digital 10

Eewoke your Digital D

|
@ =p=| |Document: Done S %5 AP E s |
Figure 2-3: NRC VeriSign Onsite Enroliment Page
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After selecting this option, the applicant is presented with an online enroliment form.
When enrolling, applicants must use the same computer on which they intend to install
the Digital ID and private key.

Hetscape

File Edit View Go Communicator Help

& = A D a = 4 B @
Back Fanvard Reload Haome Search  Netzcape Print Security Shap Step
% § 7 Bookmarks Hitsite: [verisign com/ 1S NuclesiRegulstor, CommissiondD DOCID /usstErralNS him =] @E0T What's Related

Instant Message Intemet =% Lookup (% NewsCool RealPlayer 24 Translatian

o Digital ID Enroliment for
%crlslgn‘ /) U.S. Nuclear Regulatory
(’”'TE Commission

ADDIOCIO

To enroll for a Digital |0, complete this enrollment fonm and click the Accepz button.

Step 1: Digital ID Information

The infarmation that you enter here is used ta create the public portion of your Digital 10, This information can be viewed by anyone who
wiews your Digital ID. Please complete all of the fields, and use only the English alphabet with no accented sharacters.

First Name l— Hiddle Initial l_
Last Mame

Emnail Address

Title

FIN

@rganization l—

Step 2: Choose a Challenge Phrase

The challenge phrase is 3 wond or phrase that you will use if you need to rewoke (cancel) o replace your Digital 10, Choose 3 wond or

phrase that you will remember, but that would be unfamiliar to anyone atempting to imparsonate jau. Make sure you remember your —
Challenge Phrase! If you write it down, be sure to store it in a safe place. Without your challenge phrase, your Digital 10 cannot be

revoked if it is compromised or last.

Please do not include any punctuation in your challenge phrase, and use only the English alphabet with no accented sharacters

Challenge Phrass

Step 3: Enter Comments

It wou wish, enter a comment to the Administrator. This comment will not be included in your Digial 10

In seme cases, your Administrator will instruct you to enter Stared Seered infermation in this field. The Administrater uses this sharsd
secret gnformation known only to you and the Administratorito verify that it really is yoer submitting the application, and not someone

pretending to be you

-
1 ¥

Step 4: Digital ID Subscriber Agreement

Ery applying for, aceepting, or using a Digital 10 you are agresing to the terms of the “riSign Subscrber Agresmert (Agresmen”). Your
arganization requires you to follow this Agreement. By olicking the accept button below, you indicate your acceptance of this Agreement

11 you do not agree 1o the temms of this Agreement, do not complate this application, click accept, or use the Digial 1D

ihen you submit this Digital 10 application by dlicking Accept, your browser will generste your public and private keys. The browser will

alz0 prampt you to set up 3 password to protact your private key and 1o store it on 3 diskets. Your private key s 3 secret file that you

will use to digitally sign or encrypt e-mail. Your public key will becorne part of your Digital ID—your business assoeiates can use it to

werify your digital signature o to send you encrypted e-mail

‘our private key and passward are stored on your computer and are not transmitted to the Centifieation Autherity that creates your Digital
10, Wfthen your Digital 10 is ready , you will receive e-mail that includes instructions for retriewing and installing it

It you have campleted this enrallment farm, click Accepe to submit this request ta the Administrator.
Optional: Choose Your Encryption Strength
The security of your Digital 10 depends in part upon the size of encryption éey used. Larger keys are more secure. If you use the

standard version of Netscaps Mawigator or Communicator, select 3 key size of 512, If you use the US-anly wersion, you can select 762
or 1024 for grester security .

[7024 (High Brade) =

Coer ]

Please contact vour Administrator with questions about Digital |0 and this form.

iy [=p=| |Document: Done

Figure 2-4: Digital ID Enrollment Form
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Step 4: The form is divided into five parts. Applicants must complete all required
information on the enroliment form as follows:

1. Digital ID Information - Applicants must complete the first name, middle
initial, last name, e-mail address, title, PIN, and organization fields. Applicants
will be prompted to enter the e-mail address twice to confirm it. The title should
reflect the applicant’s position in the organization. The PIN number to be
entered is supplied by the NRC subject to the submission of the Authorized
Certificate List. The organization should state the corporate entity or plant name
where the applicant is employed.

2. Choose a Challenge Phrase - Applicants must enter a word or phrase that
serves to validate their identity should a situation arise that requires the Digital ID
to be canceled or revoked. (Note: Your Digital ID can not be renewed without
your Challenge Phrase. Because renewal only occurs once a year, be sure to
write down the Challenge Phrase and keep it in a safe place.)

3. Enter Comments - This part is optional.

4. Digital ID Subscriber Agreement - Each applicant is encouraged to read
and understand the subscriber agreement.

5. Choose your Encryption Strength - Encryption strength refers to the
security of the Digital ID. The longer the encryption key the more secure the
Digital ID. It is recommended that applicants select the largest key size that can
be handled by your browser. (Older browser versions will default to 512 bit keys
whereas newer browser versions can handle up to 1024 bit keys.)

Step 5: Submit the enrollment form by clicking on the Accept button. You will receive a
prompt to make certain your e-mail address is correct. Follow the instructions on the
dialog box and click on the OK button.

digitalid.verizsign.com - [JavaScript Application]

) Corfirmn pour e-mail address:

iy our_Mamet@nourdomain, com
[f your e-mail addres= iz comect click O, if not click CAMCEL and
correct it i the enrollment farm,

[f the e-mail addresz iz not corect you will not be able to use your

Drigital 1D
Cancel I

Figure 2-5: E-mail Address Confirmation
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Step 6: Upon submission of the enroliment form, the applicant is prompted to initiate
the generation of the private key as illustrated below. Click on the OK button.

—?'3;'—; Generate A Private Key - Metzcape

&  Generate A Private Key

When you click OR, Communicator will generate a Private Key for your Certificate.
This may take a few minutes.

Important: If you interrupt this process. you will hawve to reapply for the
Certificate.

blare Info.. . I O I Cancel I

Figure 2-6: Generate a Private Key
After clicking on the OK button, users of Netscape browsers will be prompted to enter a
password for the Certificate Database.

Password Entry Dialog i

Fleaze enter the paszaword: or the pin for
Communicator Certificate DB,

J

Ok i Cancel i

Figure 2-7: Netscape Password Entry Dialog

Step 7: Enter a unique password and click on the OK button. You will be prompted to
re-enter it for confirmation. (Note: Be sure to choose a password that is easy to
remember, yet secure. This is a must since the access to and use of your Digital ID will
depend on this password. If you must, write the password down and keep it in a safe
place.)

Once the Certificate Database password is entered and confirmed, the Netscape user is
returned to the Generate a Private Key dialog.
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Generate A Private Key - Hetscape

&  Generate A Private Key

Wihen you click Ok, Communicator will generate a Private Key for your Certificate.
Thiz may take a few minutes,

Important: f you interrupt this process, you will have to reapply for the
Certificate.

blare Info.. . I O I Cancel I

Figure 2-8: Generate a Private Key

Step 8: Click on the OK button to generate a key. A private key is automatically
generated and stored in the browser.

This completes the enrollment process. A window appears stating the enroliment is
complete and that the LRA will review their enroliment application and notify them of the
results by e-mail.

3£ OnSite Subscriber Enroll - Netscape

File Edit View Go Communicator Help

« & 3 N - W S B 3 4
Back Fopwad Feload Home Search  Metscape Frint Security Shop Stop

Jv B ookmarks \)_k Netsite:’nsite.verisign.com.-"USNucIearHegulatoryCommissionADDDC\D.v‘userEnrollNS_htm j @' ‘wihat's Fielated

Instant Message Internet L‘i Lookup Cj’ MewdCool FiealFlaper AY Tranzlation
VeriSign
eriSign :
(, ONSITE Enroliment Complete

Congratulations, you have successfully enrolled for a Digital ID. Your admimstrator will
he reviewing your recquest

When your request 18 approved, you will recetve an e-mail from your admimistrator with
information about retrieving your Digital [D. Vou will need to use the information it
contains to download and mstall your [D.

Copyright @ 1998, VeriSign, Inc.

B
[y (== |Document: Dane E s Y o2 g . |

Figure 2-9: Enrolliment Complete
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Establishing Private Key Security

Both Netscape Navigator/Communicator and Microsoft Internet Explorer users can
establish password security to protect their private key. The steps applicable to each

are outlined below.

Netscape Navigator/Communicator (version 4.6 or higher)

In the case of Netscape, the private key is stored in the Certificate Database which is
password protected. The Certificate Database is established during the generation of
the private key. (See Section 2.2). You may, however, change your password. This is

accomplished as follows.

Step 1: Click on the Security icon on the Netscape toolbar.

5 VeriSign - Netscape
File Edit View Go

Communicator Help

« o A D 2 £ 9 £ N

Back Fonward Feload Home  Search  Guide Frint | Security]  Stop

Figure 2-10: Netscape Toolbar

The Security Info window appears.

o
- Netscape

Security Info

-

Security Info =
Passwords There is no Security Info for this window.
Navigator

Messenger

Java/JavaScript
Certificates

Security Info is available for Browser, Messenger Message, and MNews
Article windows.

If wou wish to change Secunty settings or preferences, use the tabs on

Yours the left to switch between different areas.

People
TWeb Sites

Signers P
Cryptographic =

%i Cancel! Helpl

Figure 2-11: Security Info Window

Step 2: Click on Passwords. This invokes the Netscape Passwords window.
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Passwords

Security Info Your Communicator password will be used to protect your
Passwords certificates.

Navigator If you are in an environment where other people have access to your
Messenger computer {either physically or over the network] you should have a

Communicator password.
JavalJavaScript

Certificates Change Password |
ol Communicator will ask for this Password:
People
Web Sites © The first time your certificate is needed
. & Every time your certificate is needed
Signers IBD— _ -
Crvotoaraphic C After minutes of inactivity
Modules

Figure 2-12: Netscape Passwords Window

Step 3: Click on the Change Password button. This produces the Certificate
Database (DB) password entry dialog.

4 Communicator Certificate DB

Change the password for the Communicator Certificate CB.

Enter your old passwaord:

Enter your new password. Leave the password fields blank if yvou don't
want a password.

MNew Password: I

Twpe it again to confirm: I |

Important: Your password cannot be recovered. If vou forget it, Ll
More Info. .. | (0174 I Cancel

Figure 2-13: Netscape Certificate Database Password Entry

Step 4: Enter your old password. Then enter a unique password and re-enter it to
confirm it. Then click on the OK button. This establishes a password protected
Certificate Database. (Note: Be sure to choose a password that is easy to remember,
yet secure. This is a must since the access to and use of your Digital ID will depend on
this password. If you must, write the password down and keep it in a safe place.)
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Microsoft Internet Explorer (version 5.0 or higher)

Microsoft Internet Explorer users will be allowed to assign additional security to their
private key when enrolling for a Digital ID.

Step 1: After clicking to generate a private key, the Additional Security dialog box
appears.

Additional Security for Your Private Key

Wie recommend that you protect the private key associated with your Digital ID. Checking the box
below will provide you with security options for your private key. Click Here for additional
information,

Check this box to protect your private
key i

Figure 2-14: Microsoft Additional Security Dialog

Step 2: If you do not check the box, a private key will be generated. However, if you
desire additional security for your private key, place the cursor in the box and click to
check the box. In so doing, you will be prompted to choose an appropriate security
level. The three security levels - high, medium, or low - are described below.

61211235-d948-11d1-956e-006097a 72735 |

Chooze a security level appropriate for this itemn contained
i pour Protected Storage.

= High
FReguest my permizszion with a pazsword when this
itern iz to be uzed.

T bedium
Request my permission when this item iz to be used.

O Lowe
Automatically grant permizsion to use this ikem
without notification.

< Hack

Cancel I

Figure 2-15: Microsoft Security Level Window
High - Requires you to enter a password before your private key is accessed.

Medium - Alerts you and asks for permission before your private key is
accessed.

Low - Does not add any additional security. Your private key is protected only
by your system’s logon procedure.
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If you select the “high” security option, you will be prompted to assign a password.

61211 235-d948-11d1-956e-006097a72735

Chooze or create a password to pratect this kem.

£ se this passwond| o) access this ben.
Fazzwoaord for: I - I

i+ Create a new pazsword for this ikem.

FPaszword for: I

[example: Tom]

Paszsword: I

Confirm: I

< Back

Cancel I

Figure 2-16: Microsoft Password Entry

Step 3: After entering and confirming the password, click the Finish button. A final
window appears asking for the password and allowing the generation of the private key
by clicking on the OK button.

61211236-d948-11d1-956e-006097/a /72730 |

Creating a nevs RS54 exchange keyl

Faszword for Johin Dos: I ””””” 1

[T Bemember password

Security level zet ta High | Set Security Lewvel. .. I

OF. I Cancel I Dretails. .. I

Figure 2-17: Microsoft High Security

24 Approving the Digital ID Certificate

The Digital ID enrollment form is transmitted to the LRA via a secure link using SSL3.
When the form is submitted to the LRA, an e-mail message is generated and sent to the
applicant acknowledging it’s receipt. (See Appendix A.) The LRA validates the
information contained in the form using the ACL. If the information matches that in the
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2.5

ACL, the LRA approves the issuance of a Digital ID certificate. If the information does
not match that in the ACL, the LRA shall deny the issuance of a Digital ID certificate. In
either case, an e-mail message is generated to the applicant notifying them of the
decision.

Each applicant is expected to be approved unless he or she did not receive
authorization or failed to properly register with the LRA. In the case of a disapproved
request, the LRA will provide e-mail notification of the disapproval and will endeavor to
provide a specific reason for it. (See Appendix B.) Once the applicant appropriately
addresses the reason for disapproval, a new enroliment form can be submitted. The
LRA shall serve as the point of contact for any questions related to the enroliment
process and shall make every effort to process requests for Digital IDs within two
business days of receipt.

Retrieving and Installing the Digital ID Certificate

Upon approval, applicants are notified of the decision via e-mail. The e-mail shall
contain instructions on how to access and retrieve the Digital ID certificate. (See
Appendix C.) The e-mail instructions shall include the following:

1. Statement of the URL where the digital certificate can be retrieved.

2. The personal identification number (PIN) needed to retrieve the digital
certificate, e.g., 892137890.

3. Statement to follow instructions on the web page to complete installation of
the digital certificate (Digital ID).

To retrieve and install the Digital ID, applicants must use the same computer used to
submit the enrollment form. To successfully install the Digital ID, follow the steps listed
below.

Step 1: With the e-mail open, copy the PIN by highlighting it and pressing the “Ctrl” and
“C” keys at the same time or by highlighting it, right clicking with your mouse, and
selecting copy from the shortcut menu.

Step 2: Click on the URL provided in the same e-mail message, i.e.,
(https://onsite.verisign.com/USNuclearRegulatoryCommissionADDOCIO/index.html.)

Step 3: Once connected, the participant is presented with the VeriSign OnSite Host
page for NRC.
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File Edit “iew Go Communicator Help

4 = A 4 » w o= 84 G B

Back Farward Reload Home Search  Metscape Frint 'Security Shop Stop
wtv Bookmarks A& Netsite:Ittps:.-".-"onsite.verisign.c:om.-"USNuclearHegulatoryEommissiorADDDEID.-"index.htmI j @'W’hat's Related
Instant Message Internet D‘ Lookup d’ MewhCool FiealPlayer A Translation

é‘iSig‘n‘ ,) End-User
(’ ONSITE User Services

Enroll for = Digital 10

Enroll for = Digital |0 using 3 CSR (if wour company’agencyiorganization uses CSR-based enroll ment)
Retriewve your Digital 10 for Netscape Nawvigator

Retriewve your Digital 10 for Microscft Internet Explorer

Search for = Digital 10

Werify 3 Digital 1D

Rewoke your Digital 10

B
|5 == |Document: Done Bl Fw 5= gl @4 |

Figure 2-18: NRC VeriSign OnSite Host Page

Of the options presented, options 3 and 4 are for retrieval of a Digital ID. Depending on

whether your browser is Netscape Navigator/Communicator or Microsoft Internet

Explorer, select the appropriate option.

The participant is presented with the VeriSign Digital ID Services window that allows the

participant to “Pick up your Digital ID.”

Step 4: Paste the PIN number provided in the e-mail (and copied in Step 1) in the

Digital ID PIN box by clicking your cursor within the box and pressing the “Ctrl” and “V”

keys at the same time or right clicking and selecting Paste from the shortcut menu.

A Microsoft Internet Explorer

Fil=

E dit Sl Go Faworites Hele

\/g;‘iSigri' Digital ID Services

Step 3: Pick Up Your Digital ID

message sent to vou immediately after vou submitted your enmolilment form.
This was sent by the Digital ID Center to the e-mail address vou entered in vour enrollment form.

“ou must complete this step using the same computer yvou used to submit the enrciiment form.

Copy the PIM number from the - mail, paste (or 2nterd it into the Box below, and hit S U BkIT.

Cigital 1D PIe |

For Class 1 0igitsl 1DS: ARer vou £a1act the SUBRINT R
interupt your Broveser wndil oo oot o oo

Figure 2-19: Pick Up Your Digital ID

Step 5: Click on Submit to install your Digital ID. (Note: Netscape users are prompted
to enter their certificates database password before installation proceeds.) When the
installation is complete, a Congratulations message will appear indicating a successful
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download and installation. In addition, it will contain instructions on how to check to
ensure proper installation.

rosoft Internet Explorer

FEile Edit Wiew Go Faworites Help

\é;‘iSign Digital ID Services

Congratulations!

Your Digital ID has been downloaded and installed inte Netscape Navigator.

You should now chack to make sure it is properly installed, To check, please follow the instructions below
for the weh browser you use:

1. Select Security Preferences fraom the Options manu.

2. Select the Personal Certificates tab.

3. YWour nev Digital |D should appear in the Personal Certificates list.
it should be listed by the certificate name that you specified when yvou received your Digital 1D
Mote: Ifyou did not enter a cerdificate name, try clicking on the white space at the top of the box it
will highlight, sflowing you to enter a name.

4. Yiew your Digital ID by selecting it and then selecting the More hifo button.

Figure 2-20: Successful Download and Installation

2.6 Verifying Successful Installation
Once the installation process is complete, the participant is encouraged to check or
verify the installation of their Digital ID certificate. The process of verifying installation is
similar for both Netscape Navigator/Communicator and Microsoft Internet Explorer
users. The steps applicable to each are outlined below.
Netscape Navigator/Communicator (version 4.6 or higher)

Step 1: Click on the Security icon on the Netscape toolbar.

File Edit Yiew Go Communicator Help

v ¢ A N 2 £ 9|\ &3 N

Back Forward Reload Home  Search Guide Frint | Secunty|  Stop

Figure 2-21: Netscape Toolbar Security Icon

Step 2: The Security Advisor/Info window opens. Select Yours from the left hand
margin under Certificates. Your Digital ID should appear in the “These are your
certificates” window. Highlight your Digital ID and click on the View button.
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Your Certificates

Security Info You can use any of these certificates to identify yourself to other people and
Passwords toweb sites. Communicator uses your certificates to decrypt infarmation
—_ sent to you. Your certificates are signed by the organization that issued them.
Navigator

Messenger These are your certificates:

JavalJavaScript John Doe's WeriSign, Inc. 1D J M

o “erif
Certificates ﬂ
Delete
Yours
- Export

People
Web Siteg
Signers J

Cryptographic You should make a copy of your certificates and keep them in a safe place. If
Modules you ever lose your cerificates, you will be unable to read encrypted mail you
have received, and you may have problems identifying yourself to web sites.

Get a Certificate. . | Impart & Certificate. .. |

Figure 2-22: Your Certificates Window

Step 3: Your Digital ID should appear in the “These are your certificates” window.
Highlight your Digital ID and click on the View button to display the contents of your

Digital ID.
YView A Personal Certificate - Netscape
This Certificate belongs to: This Certificate was -
John Doe issued by:
jdoe@werisign. com Yerisign Class 1 CA -
Digital ID Class 1 - Metscape Full Service Individual Subscriber
WA verisign . comfrepository/ CPS Incorp. by Yerisign, Inc.
Ref. LIAB LTD(c)96 Internet

WeriSign Class 1 CA - Individual Subscriber

WeriSign, Inc.

Internet
Serial Number: 5517 . 90:38:56:15:CB.DCEF 0684 F 7 8C: 858 C2F6
This Certificate is valid from Tue Apr 21, 1998 to Thu Apr 22, 1999
Certificate Fingerprint:

42 8EDF . CEQF CE 1C a0 F2EQ40 1 1ES8:84.92
Comment:

This certificate incorporates the VerisSign
Certification Practice Statement (CPS) by i

ol | >

oK]

Figure 2-23: Personal Certificate

Microsoft Internet Explorer (version 5.0 or higher)

Step 1: Select View from the menu bar and click on Internet Options on the drop
down menu.
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r; VeriSign - Microsoft Internet Explorer

| File Edit View Go Favorites Help |

& .  Toolbars A @ 3 W 2
Back F) Status Bar Farch  Favortes  History  Channels | Fullscreen  Ma

| Address [&7 Explorer Bar 5 =
F Y

Fonts »

j: ital ID Now!
1| Stop Esc
€Tl Refresh F5

Electrenic Crede

Source
Full Screen

16 May 1998

Internet thions___ 0 Secure Communications with
o : i's E-Commerce Solutions

“ariSinn dinital cartificatas ancura cafa wrivata

Enables pou to change settings. y

Figure 2-24: Microsoft Internet Explorer Menu Bar and Drop Down

Step 2: In the Internet Options window, click on the Content tab, select Personal, and
click on the OK button.

intornot Options AR

Generall Security  Content I Connectionl F'n:igramsl .-ﬁ-.clvancedl

— Content Adwvisor

R ating=s help vou contral the Internet content that can be
~iewed on this computer.

Enabl=. .. I Sethings. .. I

— Certificates
% U=ze certificates to positively identify pourself. certificate
Gl authoritiez and publisher=s.

: Perzonal... E Suthorities. .. I Fublisher=. .. I

— Perzonal information

= bdicrosoft Profile Assistant stores pour E dit Profile. .. I
E-f name, a_ddress, and other personal

information. Bezet ﬁharing...l

bdicrosoft " allet provides a secure place Addresses. .. I

to ztore private information for lnternet

shopping. Pavments. .. I

Ok I Cancel I o = L] I

Figure 2-25: Internet Options Window

Step 3: The Client Authentication window appears. Highlight your Digital ID and click
on View Certificate.
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2.7

Chent Auathentication

— ldentific:ation

Following i= a list of certificates vou can use Ffor Client
Authentication with servers.
John Dae
Impork. . I E =port. . I |E|ew Certificate...é-l

Close I

Figure 2-26: Client Authentication Window

Step 4: View the contents of your Digital ID in the Certificate Properties window that
appears.

FProperties |

— Certificate properties

e

Field: Details:

g ———
lz=zuer "“eriSign, lnc.'!

Effective date WerSign Class 1 CA - Individual Subscriber

E =piration date Y werizign. comdrepositan ACRS Tnoorp.

Fingerprint Drigital ID Clasz 1 - Micro=zoft Full Service
John Doe

jdoe@verizign.com

Cloze

Figure 2-27: Microsoft Certificate Properties Window

If your Digital ID fails to appear as described above, you will need to return to the
VeriSign Onsite host page and retrieve your certificate again. (See Section 2.5.) If this
subsequent attempt fails, you will need to re-enroll. (See Section 2.2.)

Obtaining the Netscape Signaturing File

In order to sign or verify signatures, Netscape users will need to obtain a special digital
signature file. The required file is named “DS_Netscape.ifx” and can be obtained via the
NRC EIE home page. In order to obtain and install the Netscape signaturing file, follow
the instructions below.
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Step 1: Access the NRC EIE home page at http://www.nrc.gov./NRC/EIE/index.html.
Click on the EIE Start Up hyperlink. Go to Step 2 and click on Download the Plug-in to
download the Netscape signaturing plug-in for your browser.

3% The Nuclear Regulatory Commission - Electronic Information Exchange - Netscape
File Edit Wew Go Communicator Help

HIE N - PN AN | E
_i| = Bookmarks g Location:[fle:///Il/NRC/EIE/indexhiml ~| @infoseek|[ @ What's Rel sted
Electronic || Welcome to Secure Document Transfer
Information
Exchange [Quick Start Guide | Electronic Submittal Procedures | NRC Home ]

The U.S. Nuclear Regulatory Commission (NRC) has developed an electronic
information exchange (EIE) system to send and receive materials related to official
agency business with its customers and other Federal agencies in a secure and valid

Wel B . ..
—eeeme manner across the Internet. The EIE system uses a public key infrastructure and digital
Legal Basis signaturing technology to validate the submitter and authenticate documents.
What's New The NRC welcomes the EIE user community. See the links at the left side of this page
for step-by-step instructions, a list of frequently asked questions, and detailed information on
EIE Start Up electronic signaturing. If you need more information, see the list of technical and administrative

contacts under "Contact Us."
Request/Retrieve
Certificate

Submit/Retrieve
Documents

Getting Answers —
Quick Start Guide

Electronic Submittal
Procedures

(Adobe Acrobat 3.0)
— =
El=a |Document Dons

'Figure 2-28: NRC EIE Home Page

Step 2: The EIE Quick Start page appears. Go to Step 2 and click on Download the
Plug-in to download the Netscape signaturing plug-in for your browser.

3 The Nuclear Regulatory Commission - Electronic Information Exchange - Netscape
Fil= Edit Yiew Go Communicator Help

3> Adm a0 @ =
_i| ¥ Bookmarks & Lacation:[iile:///I|{NRC/EIE/indexhimi ~| @imfoseek [ B stad
Electronic I EIE Quick Start i
Information
Exchange [ EIE Procedures | NRC Home |

Step 1. Download and Install the UWI Viewer for your browser

(If you already have dovwnloaded this and installed the viewer, go to step 2}

Welcome z e
Download the UWI Viewer Browser Application
Legal Basis
Step 2. Download required additional files per your browser
What's New
EIE Start Up If Using Netscape Communicator({4.x or higher)
Request/Retrieve (If you already have dowrloaded this and installed the Plug-in, go to Retrieve Cartificate)
Certificate
SubmitRetrieve * Check to see if you already have the plug-in installed
Documents + Download the Plug-in

If Using Microsoft Internet Explorer(4.x or higher)

Getting Answers

Quick Start Guide U you already have downloaded this and installed the Plug-in, go to RetrieveCertificate)

Electronic Submittal -4+ Download the UWI Viewer Patch

Procedures r e * Copy this File to your C:\Program Files\UWLcom' Viewer 4.3\Modules | |
{ (&idobe Acrobat 3.0) Directory

JE—

[ == |Document: Done

'Figure 2-29: EIE Quick Start Page
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Step 3: The Save As window appears. Navigate to Drive C:\ and to a temporary folder
in which you wish to save the file, IFXNDSS.EXE. The download will take approximately
one minute on average. Click on Save and return to the EIE home page.

Save As Ea I
Sawve i l e Mo [T v! I ﬁil e i
1 Adobeapp | Graphi
| lArchive Al lnfarm:
| COPlayer _Nlrn=tall
I Corel L _llomg |
IEi= ldawvas
i E=ec=oft | E.pcmis
[« | ]
File name: =ndsz. an | Sawve I
Save as bvpe; I.&-\.II Files [7.7] vI Cancel I

Figure 2-30: Save Netscape Signaturing File

Step 4: Close your Netscape browser and exit all other Windows applications before
running the following setup programs. Access Drive C:\ and go to the temporary folder
in which the plug-ins were saved. Install the InternetForms Extension for Netscape
Digital Signature Support, IFXNDSS.EXE, by double-clicking the file icon. Follow the
steps provided by the setup dialog.

& Te = O] =|
J File Edit “iew Go Faworitezs Help |
Pa 2= >
=» (4 % ey X
Bac:k Fonsarnd Up Cutk Copy FPaste Undo Delete
J Address I[:I C:ATemp LI
M ame | Size | Type I Fodified |
& IFvaG 3.337KE  Application 373000 5:36 Phd
296KE  Application 3430/00 5:33 P
_____ Fh3|at0n 1.339KE  Application 99/99 1017 b
. ] Bejaton 1KE Corfiguration Settings  3/27/00 11:45 Abd
|1 object(z] =elected |895KB |_~§‘ My Computer o

Figure 2-31: IFXNDSS.EXE File

Step 5: The install warning window appears.
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InternetF orms Extenzion for Metzcape Digital Signature Support  [E3

Thiz will inztall the IntermetFarms E stenzion for Metzcape Digital Signature

Support. Do pou wizh o continue?
Ha |

Figure 2-32: Install Warning Window

Click on the Yes button.

Step 6: The run setup window appears.

welcome

wwelcome to the InternetForms Wiewer 4.2 Setup
program. T his pragram will install lnternetForms
- Wiewer 4.2 on pour computer.

It iz strongly recommended that pou exit all “Windows programs
before running thiz Setup program.

Click Cancel ta quit Setup and then claze anp programs pou
hawve running. Click He=t to continue with the Setup program.

WwWAARMIMG: This program iz protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program. or any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted ta the maximum extent pozzible under laws.

Figure 2-33: Run setup window

Step 7: Run setup by clicking on the Next button. The Software License Agreement
window appears.

Software License Agreement

Pleaze read the following Licenze Agreement. Prezs the PAGE DOWM key to zee
the rest of the agreement.

[ Cam End-Lser License Sareement 3

Thiz and every LW Software Product is only licenzed to pou. [t is not sold to you. This
End-U=er License Agreement ["ELILA") iz a legal agreement between pou and L
Urnizoft “wares Inc. ['Lw1''] that =etz out pour right to usze any LW/ Software Product(=]
that you download. install. or otherwize obtain, including computer software and any
azsociated online or electronic filez and docurnentation ['Documentation’]. Uwl does not
provide hard copy Documentation; instead w1 provides all Docurmentation in an
electronic document format.

BEFORE %OU DOWHLOAD, INSTALL, OR OTHERWISE USE ANY Lwl SOFTWARE
FPRODUCT. CAREFULLY READ THE TERMS AMD COMDITIONS OF THIS EULA. BY

DO HLOADIMNG, INSTALLIMNG, OR OTHERWISE USING &MY LW SOFTWARE
FRODUCT vOUJ AGREE TO BE BOUMD BY ARD BECOME & PARTY TO THIS ELLA. LI

Do pou accept all the terms of the preceding Licenze Agreement? If you chooze Mo, Setup
will close. Tao install InternetForms E #tenzion far Metzcape Digital Signature Support, pou

must accept thiz agreerment.
< Back =" Mo I

Figure 2-34: Software License Agreement
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Click on the Yes button to continue setup.

Step 8: When the setup is complete, the Setup Complete dialog box appears.

Setup Complete

Setup has finizhed inztalling the InternetForm: E=tension for
Metzcape Digital Signature Support.

Click Finizh to complete Setup.

< Blach

Figure 2-35: Setup Complete

Click on the Finish button.

Participants using Netscape are now able to use their Digital ID for signaturing.

2.8 Obtaining the InternetForms Viewer

In order to properly utilize the form, participants will need the InternetForms Viewer.
The viewer is a program that enables the form to be opened and read. The latest
version of InternetForms, can be downloaded from the NRC EIE home page. The
process for downloading the viewer is detailed below.

Step 1: Access the NRC EIE home page at http://www.nrc.gov/NRC/EIE/index.html.
Upon connection, the NRC EIE home page appears. Click on the EIE Start Up
hyperlink.
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3% The Nuclear Regulatory Commission - Electronic Information Exchange - Netscape

e Edit View Go Communicator Help

o o Ak e bl S B 3 =
" Bookmarks & Location[file-/ //I|/NRG/EIE findex html ~| @ Il I What's Rel sted
Electronic || Welcome to Secure Document Transfer
Information
Exchange [Quick Start Guide | Electronic Submittal Procedures | NRC Home ]
P

The U.S. Nuclear Regulatory Commission (NRC) has developed an electronic
information exchange (EIE) system to send and receive materials related to official
agency business with its customers and other Federal agencies in a secure and valid

Wels < 3 - -
gleame manner across the Internet. The EIE system uses a public key infrastructure and digital
Legal Basis signaturing technology to validate the submitter and authenticate documents.
What's New The NRC welcomes the EIE user community. See the links at the left side of this page
for step-by-step instructions, a list of frequently asked questions, and detailed information on
EIE Start Up electronic signaturing. If you need more information, see the list of technical and administrative

contacts under "Contact Us."
Request/Retrieve
Certificate

Submit/Retrieve
Documents

Getting Answers —
Quick Start Guide

Electronic Submittal
Procedures
{Aidobe Acrobat 3.0)
S —
Eisal [Dacument Done

'Figure 2-36: NRC EIE Home Page

Step 2: The EIE Quick Start page appears. Go to Step 1, “Download and Install the
UWI Viewer for your browser.” Click on Download the Viewer Plug-in.

The Nuclear Regulatary Commissian - Electranic Information Exchange - Netscape
le Edit Miew Go Communicator Help

42 Adem s g0 P E
i =" Bookmarks & Location:[file.///I)/NRC/EIE/indexhtm] -] o I B sted
Electronic | EIE Quick Start 1
Information
Exchange [ EIE Procedures | NRC Home |

Step 1. Download and Install the UWI Viewer for your browser

Welcome (¥ you already have downloaded this and installed the viewer, go to step 2
Dowmnload the UWI Viewer Browser Application

Legal Basis
What's I Step 2. Download required additional files per your browser

at's New
EIE Start Up If Using Netscape Communicator(4.x or higher)
w (0F you aiready have downioaded this and installed the Plig-in, go to Reirieve Certificate)
Submit/Retrieve * Checkto see if you already have the plug-in installed
Documents * Download the Plug-in

If Using Microsoft Internet Explorer(4.x or higher)

Getting Answers

Quick Start Guide U you already have downloaded this and installed the Plug-in, go to RemrieveCertificatz)
Electronic Submittal = o Download the UWI Viewer Patch
Procedures ra |B e Copy this File to your C:\Program Files\UWILcom' Viewer 4.3Modules | |
(dobe Acrobat 3.0) Directory
]

o == |Document Done

Figure 2-37: EIE Quick Start Page

The download process varies depending on which browser you are using. The process
for both Netscape and Microsoft Internet Explorer are outlined below.
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Netscape Navigator/Communicator (version 4.6 or higher)

Step 3: Netscape users will receive the viewer license agreement as shown below.

InternetForms License Agreement

InternetForms Viewer [Windows 95/NT]
Use of this product is subject to the terms and conditions set out below.

UWI.Com End-User License Agreement i]

This and every UWI Software Product is only licensed to you. It is not sold to you.
This

End-User License Agreement ['EULA'] is a legal agreement between you and UWI
Unisoft Wares Inc. ["UWI'] that sets out your right to use any UY/| Software Product(s]
that wou download, install, or otherwise obtain, including computer software and any
associated online or electronic files and documentation ['Documentation']. UV does
not

provide hard copy Documentation; instead UV provides all Documentation in an
electronic document format.

BEFORE Y'OU DOYWNLOAD, INSTALL, OR OTHERWISE USE ANY UWI
SOFTWARE PRODUCT, CAREFULLY READ THE TERMS AND CONDITIONS OF
THIS EULA. BY DOWNLOADING., INSTALLING OR OTHERWISE USING ANY
B ]
If wou accept the terms and conditions of this license agreement press the Accept button
below. Otherwise press Do Not Accept.

Do Not Accept ]

‘ Accept I

Figure 2-38: Viewer License Agreement

Read the viewer license agreement. If you accept the terms, click on Accept to begin
the viewer download process.

Microsoft Internet Explorer (version 5.0 or higher)

Step 3a: Instead of the viewer license agreement, Internet Explorer users will receive
the Save the file dialog as shown below.

Upon accepting the viewer license agreement or clicking on Yes to save the file, both

Netscape and Internet Explorer users receive the save as dialog and the download and
installation processes will proceed the same for each.
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Save Az __

Sawve i ! o Mz (]

|_lAdobeapp .1 Graphi
| lArchive __1Infarm:
|1 COPlawer __lInstall
|_ICorel __llomg_|
__IEi= L ldawas
|1 Execsaft __IKEpcms
i<l | B
File name: WA TG exe Save I
Save as types [4ll Files [+ 7] = Cancel |

Figure 2-39: Save Form Viewer File

Step 4: From the Save As dialog, navigate to the appropriate drive and folder. (The
default drive is C:\.) Itis recommended that you save the file in a temporary (Temp)
folder on your C:\ drive.

Step 5: Click on the Save button to save the downloaded file. Close the browser and
install the viewer.

Installation:

InternetForms Yiewer E |

Thiz will install L. Com's InternetForms Wiewer 4.5.1. Do pou wish to
Cantinue?

Figure 2-40: InternetForms Viewer Warning

Step 1: Navigate to the folder containing the downloaded file (file name, IFV431G.exe).
Doubile click on the file icon.

Step 2: The InternetForms viewer warning appears.
Click on the Yes button to continue installation.

Step 3: The viewer setup begins and the Welcome window appears.
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Wwelcome
Walcomsa to thea InesmatFoms Wiewsr 4.3 .1, Setup

pmogram. This pmogAam willinstall ImametFoms
Wiewarad 31 on your computsr.

It iz strongly recommended that vou exit all Windows programs
before running this Setup program.

Click Cancel ta quit Setup and then close ary programs wou
have running. Click Mex=t to continue with the S etup prograr.

WARMIMG: This program is protected by copyright lave and
international reaties.

U nauthorized reproduction or distribution of this program. or any
portion of it. may result in severe civil and criminal penalties. and
will be prosecuted to the maximum ex<tent possible under lava.

Cancel I

Figure 2-41: InternetForms Viewer Welcome Window

Click on Next to continue setup.

Step 4: The Software License Agreement dialog appears.

InternetForms License Agreement

InternetForms Yiewer [Windows 96{NT]
Use of this product is subject to the terms and conditions set out below.

UWI.Com End-User License Agreement :‘J

This and every UV Software Product is only licensed to you. Itis not sold to you.
This

End-User License Agreement ['EULA"] is a legal agreement between you and UW|
Unisoft Wares Inc. ["UVI'] that sets out your right to use any UWI| Software Product(s]
that wou download, install, or otherwise obtain, including computer software and any
associated online or electronic files and documentation ['Documentation']. UWI does
not.

provide hard copy Documentation; instead UWI provides all Documentation in an

electronic document format.

BEFORE vYOU DOVYNLOAD, INSTALL. OR OTHERWISE USE ANY UWI
SOFTWARE PRODUCT, CAREFULLY READ THE TERMS AND CONDITIONS OF
THIS EULA. BY DOWNLOADING, INSTALLING OR OTHERWISE USING ANY ot

If you accept the terms and conditions of this license agreement press the Accept button
below. Otherwise press Do Not Accept.

Do Not Accept |

‘ Accept I

Figure 2-42: Viewer License Agreement

Read the agreement. If you accept all the terms, click on Yes to accept it and continue
setup.

Step 5: Next, the User Information window appears.
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User Information

Fleaze enter pour name and the name of the compary for whom
yau wark.

Hame: |J0hn Doe

Lompary: |My Cormpany Mame

< Back I Mest » I Cancel

Figure 2-43: User Information Window

Enter user information, participant name and company (agency) name. Click on Next
to continue.

Step 6: Choose a destination location for the installation. (Note: Setup automatically
creates a destination location (folder), however, you may click on Browse and select a
different one.)

Choose Destination Location I

Setwup willinstall InernetForms Yiewear4.23.1 intha following foldar.
Toinstall o thi= folder, cick Next.

Toinstall toa differant folder, cick Browssand salect anothar
fakdar.

ou can choosa not o installl ImernetFoms Viewsr4.3.1 by
clicking Cancel to exit Satup.

C:%Program Filestw. Comiewer 4.2 Browse. . |

" Destination Folder

Cancel |

< Back

Figure 2-44: Choose Destination Location

Click on Next when done.
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Step 7: Select a program folder. It is recommended that participants use the default
folder, InternetForms Viewer 4.3.1.

Select Program Folder E3

Setup will add program icons ta the Pragram Folder listed below.
‘r'ou may type a new folder name, or select one from the existing
Folders list. Click Mext to continue.

PBrogram Folders:

InternetForms Viewer 4.3.1

Ezisting Folders:

Adobe Acrobat
allCLEAR 4.0
allCLEAR 4.5
CBA

E nzemble
Filetron Vikual Warehouse

inDrata Director Suite

InternetFarms Wiewer 4 5 1 LI

< Back I Mest » I Cancel I
Figure 2-45: Select Program Folder

Click on Next to continue.

Step 8: Setup runs and the setup complete window appears when done.

Setup Complete

Inztallation complete.

Setup haz succezsfully inztalled the InternetForms Yiewer 4 5 4

W Launch the application

Click Finizh to complete Setup.

< Hack I Finizh I

Figure 2-46: Setup Complete
Click on the Finish button to complete installation.
29 Providing Backup for Digital ID Certificates
EIE participants are responsible for the security of their own individual Digital ID
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certificates. In this regard, participants are encouraged to make a backup copy of their
Digital ID. The steps applicable to each browser are outlined below.

Netscape Navigator/Communicator (version 4.6 or higher)
Netscape users can accomplish this in the following manner.

Step 1: Open the Security Advisor/Info window and select Yours from the left hand

margin under Certificates. Highlight the Digital ID for backup and click on the_Export
button.

Your Certificates

Security Info You can use any of these cerificates to identify yourself to other people and
Passwords to web sites. Communicator uses your certificates to decrypt information
—_ sent to you. Your certificates are signed by the organization that issued them.
Navigator
Messenger These are your certificates:
JavalJavaScript John Doe's WeriSign, Inc. ID :l \ﬁewl
o “erif
Certificates %I
elete |

Yours Expor |

People

Web Sites

Signers LI
Cryptographic You should make a copy of your certificates and keep them in a safe place. If
Modules

youl ever lose your certificates, ywou will be unable to read encrypted mail you
hawve received, and you may hawve problems identifying yourself to web sites.

Get a Cerificate. .. | Import a Cerificate. .. |

Figure 2-47: Security Advisor/Window

Step 2: The Netscape Password Entry Dialog window appears. Enter your Netscape
Certificate Database password. You will be prompted to specify another password to

protect your Digital ID export file. Confirm the export file password a second time.
Click on the OK button.

Fassword Entry Dialog |

He-enter the paszsword to confirm it:

Carncel I

Figure 2-48: Password Entry Dialog

Step 3: The File Name to Export window appears. Name the file. The Digital ID is
saved with a “.p12" file extension. It is recommended that you save your Digital ID on
diskette and store the diskette in a safe and secure place. Click on the Save button.
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File Name to Export

Save in: I e 3% Floppy (&)
File name: IID Backup.pl2 Save
Save as lwpe: IF'KES‘I 2 Files [.p12] il I Cancel |

Figure 2-49: File Name to Export Window
Step 4: A confirmation message appears when the Certificate has been successfully
exported.

Netscape

& Your certificates have been successfully exported.

Figure 2-50: Successful Export Message

Microsoft Internet Explorer (version 5.0 or higher)

Step 1: Select View from the menu bar and click on Internet Options on the drop
down menu.

; VeriSign - Microsoft Internet Explorer
]Eile Edit | View Go Favorites Help

& . Toolbars ‘A @ 9 ¥ s
Back o] Status Bar Earch  Favorites  History  Chankels | Fullsoreen Ma

| Address [e1n Explorer Bar 4 =
Fs

Fonts »

j 1 Stop Esc
€rL Refresh F5

Electronic Crede

ital ID Now!

oo =] /o |

] Covppen]

Source
Full Screen

15 May 1998

Internet Options. o Secure Communications with
o 1's E-Commerce Solutions

ek Qinm didital ~adifirates anenrs oafa mrivate

Enablas you ta change settings. y

Figure 2-51: Microsoft Menu Bar and Drop Down
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Internet Options ﬂ

Generall Secuity  Contant I Connection! F'n:gramsi .-'-"n.dvanc:edl

- Content Adwvizor

Ratings help you contral the: Internet content that can be
viewed on thiz computer.

Enable... | Sethings... I
— Certificates
% Use certificates to positively identify pourself, certificate
@l authorities and publizhers.
i Suwithorities, . | Publizhers. .. I

- Perzonal infarmation
[= Microzoft Profile Assistant stores pour Edit Profile... I
!§ name, a_ddless, and other personal

information. Reset §haling...i
bicrozoft \Wallet provides a secure place Addresses... I

to store private information far [Rkernet

shopping. Papments... !

Ok | Cancel I Sppli |

Figure 2-52: Internet Options Window

Step 2: In the Internet Options window, click on the tab labeled Content, click on the
Personal button, and then click on the OK button.

The Client Authentication window appears.

Client Authentication

—|dentification
Following iz & list of certificates you can use for Client
Authentication with servers,
John Doe
Import.... Export... | Miew Certificate.. £

Cloze I

Figure 2-53: Client Authentication window

Step 3: Select and highlight the Digital ID to be exported. Click on the Export button.
The Export Personal Certificates window appears.
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210

Export Personal Certificates

% Internet E =plarer will now export the selected personal
- certificate to a file.

Fazzword to encrvpt exported certificate with;

Confirm password:

Filenarme:

[H] I Cancel

Figure 2-54: Export Personal Certificates Window

Step 4: In the Export Personal Certificates window, enter and confirm the password to
be used to protect this file. Specify using a “.pfx” extension. Click on the OK button.

Replacing Digital ID Certificates

If the backup Digital ID certificate becomes misplaced, lost, or compromised,
participants must revoke and replace their certificate and replace it. In the case of a
lost, misplaced, or possibly compromised Digital ID certificate, participants should follow
these steps to replace it.

Step 1: Access the enroliment page at the following URL.:
https://onsite.verisign.com/USNuclearRegulatoryCommissionADDOCIO/index.html. Or,
go to the NRC EIE Home page and click on the Request/Retrieve Certificate hyperlink.
From the Request/Retrieve Certificate page, click on the Go to the VeriSign/NRC Page
hyperlink.

3 Metscape

File Edit ¥iew Go Communicator Help

oS B O ¥ a0 . =K @& 3 m
H E,aCk Fo -;-f--;" Reload Home S,E',a',dl, E‘E,ESEED,E Print Semﬂilg 'C'['j?
o " Bookmarks A Metsite: [onsite. verisign. com/USHuclearR egulatoryCommissiontDD 0 CI0 Andex. html = | @517 What's Aelated
: —
Verisign ) End-User
( ONSITE User Services
\__/

Enroll for a Digital 1T}

Enrell for a Digital IT} nsing a CSK {if your ¢
enrolliment)

¥/agency/or ization uses CSR-based

Retrieve your Digital ID for Netscape Navigator

Retrieve youwr Digital IT for DMicrosoft Internet Explorer

Search for a Digital ID
Verify a Digital ID

Revolke your Digital 1D

Copyright @ 1906, VeriSign, e

5 == |Brorument Doms Site e e cnr

Figure 2-55: NRC VeriSign Onsite Host Page
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Step 2: Select the last option listed, Revoke your Digital ID. The Digital ID Search
window appears.

e P -

\/griSign' Digital ID Services
=

Search For Digital IDsS

vou camnok use wildcard characters, By clicking the SEARCH buttor you accept the terrns of the Relving
P2 e

rty sqresrnent

Search by E-mail Address (recormrmended):

Enter the E-mail Add
Caxample: john_dos @

Search for IDs that

. facemercigncom

C walid T Expited & an

' Revoked " Panding

Figure 2-56: Digital ID Search Window

Step 3: You will be prompted to search for the Digital ID. Enter you e-mail address to
search for it. When the search is done, the result is displayed as follows.

J File - Edit iew - Go - Fawortes  Help

Verisign Digital ID Services

If this is the correct Digital 1D, you can now choose to download, revoke, replace, renew, or set preferences
far the Digital ID.

Hame John Doe

Email jdoe@verisign.com

[ Status valid

validity | Apr22.1098.Api22A998
Clazs Digital ID Class 1 - Client Authentication Full Service

Addiess A,

Locality = Intern et

Drganization = VeriSign, ina

Drganizational Unit = VeriSign Class 1 CA - Individual Subseriber

Subject Crganizational Unit = vuweveiisign. comirepositondCP S Incorp, by Ref, LIAB LT D106
Organizational Unit = Digital 1ir Class 1 - Netscape Full Sewice

Common Mame = John Dos

Ermail Address = jdoe@verisign.com

Senial Humbar E81TI0RE56 15 0bdoefOBS 7S 62 0216

By submitting this reguest, you accept the terms of our BEelving Pary Aoreement.

Figure 2-57: Digital ID Listed

Step 4: Click on the Replace button. The Revoke and Replace Your Digital ID window
appears.
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1 File  Edit  %iew Go - Favoites  Help

VgriSign' Digital ID Services

Revoke and Replace Your Digital ID

This Digital ID is still walid. ¥When you enter your challenge phrase and click Continue your Digital 1D will
be revoked and you will be taken to a replacement enrollment formn. Itis not possible to revive an
Digital ID once it has been revoked. If you are trying to replace a Server ID, please make sure that you
understand the gualifications for replacenent before proceeding. If you do notwish to revoke and
replace this Digital 1D, click Cancel.

By submitting this request, you accept the terms of the Relving Party Arreament

Enter vour challenge phrase and click Continue.

Challenge Phrase |

Click the CONTINUE button to revoke Condinie Carial
and replace your Digital TD. ._......‘....__I _..._..__I

Figure: 2-58: Replace Digital ID Window

Step 5: Identify yourself by entering your “Challenge Phrase.” Click on the Continue
button to revoke your certificate and generate a new one.

Once the request for revocation and the issuance of a new Digital ID is complete, the
new private key is generated and the request is forwarded to the LRA for action. From
this point, the same processes outlined in sections 2.3 and 2.4 apply.

2.11 Replacing Netscape Digital ID Certificate Passwords

In the case of not being able to recall your password, Netscape users may replace their
password as long as a copy of the Digital ID Certificate is on a diskette or the hard drive.
If you do not have a copy of your Digital ID Certificate, you will not be able to replace
your password, but rather follow the steps outlined above to replace the Digital ID. If

you have a copy of your Digital Certificate, follow the steps below.

Step 1: Open Windows and locate the cert7.db file using Windows Explorer.
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'l_" Find: Files named cert?

File Edit “iew Optionz Help

Mame & Location I Drate I Advanced I

Firnd Mow I
Mamed: Icert? - Siop I
LContaining text: I e |
Look in: = -] Q
I+ Include zubfolders Browsze. .. I
MHame I I Folder
@ cert?.db =2 C:%Program FilestMetzcapehUsershdefault

ol |

11 file(=] found

=
Z

|M0nit0ring Mews l[tems

Figure 2-59: Files named cert7.db in Windows explorer

For Windows 95/97/98 users, the file should be located in C:\Program Files\

NETSCAPE\Users\your_name.

Step 2: Once located, delete the cert7.db file.

EX Exploring - default _ O] %]

J Fle Edt Miew Go Favoites Toolz Help |

‘<:=,->,@‘é£ ‘

Back FTiEr lp

Cutt Copy Paste
Jf-"-ddrESS ] C:\Pragram FilestMetscapehl)sershdefaul j
[_‘_ I""\_ [_\_ [_: :
archive Cache Mail Mews bookmark,
cookies keyd.db launch liprefs
| |,'_§] My Computer A

Figure 2-60: Delete certificate window

Step 3: Open your browser and click on the Security icon to open the Security

Advisor/Info window.

Electronic Document Submittal Procedure  2-33

11/17/00



Security Info

Security Info =
Passwords There is no Security Info for this window.
Navigator
Messenzer Security Info 15 available for Browser, Messenger Iessage, and News
Java/JavaScript Article windows.

Certificat : : :
=erricates If you wish to change Secunty settings or preferences, use the tabs on

Yours the left to switch between different areas.

People
TWeb Sites

Signers =
Cryptographic =l

%I Cancell Helpl

Figure 2-61: Security Advisor/Info Window

Step 4: In the Security Advisor/Info window, select Yours under Certificates.

Step 5: From the certificates window, highlight your certificate and click on the Delete

Your Certificates

Security Info You can use any of these certificates to identify yourself'to other people
Passwords and to web sites. Cotmmunicator uses your certificates to decrypt

K information sent to you. Your certificates are sighed by the organization
Navigator that 1ssued them.
Messenger

These are your certificates:

Java/JavaScript &

i John & Skoczlas's WeriSign 1D ;I ey |
Certificates b12c4349-2085-11 d3-2424-00a0c9 3681 of

Voure Werify |
TWeb Sites Export |

Signers |
Cryptographic =l
Modules Tou should malke a copy of vour certificates and keep thetn in a safe
place. If you ever lose your certificates, you will be unable to read
encrypted mail vou have recerved, and you may have problems ;l

%I Cancell Helpl

Figure 2-62: Your Certificates in Security Advisor/Info window

button. This will delete your certificate from your browser.

Step 6: Close your browser and restart Windows. Once windows has restarted, open
your browser. Click on the Security icon to open the Security Advisor/Info window.
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Step 7: In the Security Advisor/Info window, select Passwords. Click on the Set
Password button to create a new password.

Hetscape

Passwords

Security Info | Your Communicater password will be used to protect your
Drcmmrmis certificates.

Navigator If you are in an environment where other people have access to your
Messenger computer (either physically or over the networly) you should have a

TavaiTavaSerint Comtmunicator password.

Certificates Set Password
FTours
People Communicator will ask for this Password:
Web Sites * The first time your certificate iz needed
Signetrs _| " Ewery time yvour cettificate is needed
Cryptographic O After|30 minutes of mactivity
(0124 Cancel Help
Start| 3 Pegasus Mail | Mail |[55% http:77home netscap... [EEO® 1:44 P1

Figure: 2-63: Set Password

Step 8: After creating a new password, select Yours under certificates. Use the right-
hand scroll bar to scroll to the bottom of the certificates window. Click on Import a
Certificate. Insert the diskette containing your certificate in drive A: or wait for the
prompt to navigate to drive C: (if your certificate is saved there).

Your Certificates

- —_— =

S BCI.II'i!l‘ Info “Wa I’ify
Passwords Delete
Navigator Export

Messenger
Java/JavaScript o
Certificates Tou should make a copy of wour certificates and keep them i a safe
Yeurs place. IFyou ever lose your certificates, you will be unable to read
Peovle encrypted mail you hawe recetved, and you may have problems identifiing
yourself to web sites.
TWeb Sites
Signers _ Get a Cerificate. .. | Import a Cerificate. |
Cryptographic | —

% Cancel Help

a Start | % Pegazus Mail | il ||@ http:/ /home. netscap... .‘) 1:58 P

Figure 2-64: Import a Certificate

Step 9: This invokes the Password Entry Dialog. Enter the new password and click on
OK. This opens the File Name to Import window.
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Look in: | =5 3% Floppy (4] =l gl

certificate

Truztid
verisignoert

File name: I Open I
Files of type:  [PKCS12 Files [%.p12) =l Cancel |
i

Figure 2-65: File Name to Import Window

Step 10: Insert the diskette containing your certificate in drive A: or wait for the prompt
to navigate to drive C: (if your certificate is saved there). Locate the certificate and
begin the import process by either double clicking on the certificate icon or by
highlighting it and clicking the Open button.

Loak in: Ié‘ 3% Floppy [&:) ﬂ gl

e ale:
Trustid
wergignoert

File: name: |certificate Open I
Files of type:  [PKCS12 Files (p12) =] Cancel |/
o

Figure 2-66: File Name to Import Window

Step 11: The Password Entry Dialog now opens. Enter the password for the file to be
imported. (This is the password assigned when the certificate was first backed-up. See
Section 2.8). Click on the OK button.

Password Entry Dialog |

Enter paszword pratecting data to be imparted:

(0] I Cancel

Figure 2-67: Password Entry Dialog
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Step 12: Netscape then displays a message stating that the certificate has been
successfully imported.

& “'our certificates have been succeszsfully imported.

Figure 2-68: Successfully Imported Certificate

Click on the OK button. Return to the Security Advisor/Info window and exit the
browser. Once the certificate has been successfully imported, you may use it again in
conjunction with your new password.
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3.1

3.2

3.0 HOW TO SUBMIT DOCUMENTS

Introduction

Documents eligible for submission to the NRC or for transmission from the NRC are
restricted to specific formats. The acceptable formats for electronic submittal are
Portable Document Format (PDF) Normal versions 3.0 or 4.0, PDF Image plus Hidden
Text versions 3.0 or 4.0, ASCII, Multi Page TIFF, Word Perfect 6/7/8, Corel
Presentations, Quattro Pro, MS Word 95/97, MS Excel 95/97, and MS Powerpoint
95/97. The preferred formats are PDF plus Hidden Text, PDF Normal and Multi
Page TIFF. If Multi Page TIFF formatted documents are submitted, the resolution must
be as follows:

. bitonal (black and white) TIFF resolution - 300 dpi
. color TIFF resolution - 150 dpi
. grayscale TIFF resolution - 150 dpi

Participants shall use the NRC EIE Form (form) to submit or transmit documents. The
form shall contain, as an enclosure, the document(s) to be submitted or transmitted. In
addition, each form submitted must be digitally signed. In order to open and read a
form, each participant shall require a form viewer. The steps necessary to perform each
of these processes are described in the following sections.

How to Obtain the NRC EIE Form

The submission or transmission of EIE documents will require the use of the NRC EIE
form. The EIE form is an intelligent document based on Extensible Machine Language
(XML). It allows participants to sign, enclose, submit, and verify documents via the
Internet. Participants may choose to simply access the form via the NRC EIE home
page each time they wish to submit a document. Similar to the viewer, the form can be
obtained by following the steps outlined below.

Step 1: Access the NRC EIE home page at http://www.nrc.gov/NRC/EIE/index.html.
Once connected, click on the Submit/Retrieve Documents hyperlink. From the
Submit/Retrieve Documents page, click on Go to the NRC Form under Step 6.

Electronic Document Submittal Procedure 3-1 11/17/00



3 The Nuclear Regulatory Commission - Electronic Information Exchange - Netscape

File Edit View Go C Help

Hed>rAdom 408 B
7| § Bookmarks £ Location: iile:///I/NRC/EIE/ index himl | @infoseek|[ B ated
Electronic || Submit/Retrieve Documents
Information

[ EIE Procedures | NRC Home |

Step 6. Enclose a Document, Sign it and Submit it to the NRC

. o Instructions
—  Go to the NRC Form to start
Legal Basis
Step 7. Search for and Retrieve Signed Documents
What's New
 Go to the Search Page
EIE Start Up

Regquest/Retrieve
Certificate

Submit/Retrieve
Docun

Getting Answers -
Quick Start Guide

Electronic Submittal
Pre

Figure 3-1: Submit/Retrieve Documents Page

Step 2: The “Select a Certificate” window appears. (Note: In order to access the EIE

server and retrieve documents, each participant must have an NRC issued Digital ID
certificate).

3 Select A Certificate - Netscape

3. Select A Certificate

The site 'sie.nrc.gov' has requested client authentication,

Here is the site's certificate:

Certificate for: United States Nuclear Regulatory
Signed by: Commission
Encryption: RSA Data Security, Inc.

Export Grade (RC4-40 with 40-bit secret

key) Mare Info. .. |

Select Your Certlﬂcate:lYnurName WeriSign 1D ;]

Figure 3-2: Select a certificate

Select your NRC issued certificate and click on the Continue button. The Password
Entry dialog appears.

Enter certificate password

Subject: John Doe, jzd@johndos. com

|
ID—KI Cancel i

Figure 3-3: Netscape Password
Dialog Box
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Step 3: Enter your password for the Certificate Database and click on OK. You will be
prompted to re-enter it for confirmation, click on the OK button. A Security Information
window appears, click on Continue.

Security Information X |

"r'ou have requested a secure document. The document and arp
infarmation you send back are encrypted for privacy while in
tranzit. For more information on gecurity choose Document
Infarmation frarm the Wiew e,

W Shows This &lert Mest Time

Continue I [E&rieE] |

Figure 3-4: Security Information Window

Step 4: The Security Warning window appears. Click on OK to continue.

Warming: There ig a possible secunty hazard here.

Opening:
odbegate. #fd uzing MASEFORKM EXE.

When pou download a file from the network, you should be
aware of gsecunty considerations.

A file that containg malicious programming instuctions
could damage or otherwise compromize the contents of
your compriker.

Tou zhould only use files obtained from sitez that pou st

What do you want bo do with thiz file?
* Dpenit
" Save it to disk

W &lways ask before opening this type of file
I~ Open OLE server in-place

0K I Cancel |

Figure 3-5: Security Warning Window

The PureEdge InternetForms viewer is loaded and the NRC EIE Form is displayed.
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zlmla| si=1| of VIS B @

Display || Extract || Remove |

Sign & Submit a Document(s)

Nuclear Regulatory Commission

Electronic Information Exchange

Docket Number

+ License Number

From Control Vocabulary List | ¥

Est. Page Count I

Doc. Sensitivity I Public - Non-sensitive/Unclassified v

Comments

Attach Document(s} Click to Attach a Document(s)

AUTHOR INF ORMATION ADDRESSEE INF ORMATION
Affiliation | » Affiliation |
Name !Last Mame, First Mame, Middle Initial * Name I
eMail | eMAIL |
FILE INF ORMATION SECOND SIGNATURE
File Type I | 2nd Signature Required ? ) Yes =i No
Document Date I E
Title |
Availability I MNaon-Publicly Available hd

SIGIN & SUBMIT
Digital Signature  *
Click to Digitally Sign Document(s)

Submit / Update K
Submit Signed Documents to NRC

EIE Bubmittal Form 3.3

Hucleat Begulatorny Conunission

Haow 28, 2000

+ = Required to be filled in

Diate Received by MR

Figure 3-6: NRC EIE Form

Step 5: If you wish to download the form, select File from the browser’'s menu bar and

click on Save As. This invokes the Save As dialog box.

Save As . EE

Save In: [==Ftdicrobaze [C:} j EI

] “mzzetup.t [dEiescins 3 My Documents [aPm:
I Access (L1 Ensemble 3 ky Download Files PRI
I Acrabat Ol 3 MyFilesz A Pro
7 Adams Mates 3 b agic L Mormands CAPro
71 Carel ] M azque 2 Mavel CaPut
1] Dba [ M5 Dffice [ Mz [d5ar
KN J3
File name:  [EIE_FORM ﬂl

Save as type: I.-’-'«II Files [*.7]

j Cancel |

Figure 3-7: Save as Dialog Box

Step 6: Select the drive and directory in which you wish to save the form and click on
the Save button. (The default drive is the C:\ drive.)
3-4
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3.3 How to Complete the Form

The NRC EIE form contains several fields for bibliographic information. The form’s
bibliographic fields are listed and described in Table 3-1 below.

Field Name Description Required Y/N

Docket Number The document’s NRC docket number(s), i.e., 50- Y
424 and/or 50-425.

License Number NRC assigned license number.

Author Affiliation The agency, department, or company name of Y
the document’s author.

Author Name The author(s) of the document(s). Y

Author/Submitter E-Mail E-mail address of author or submitter. Y

File Type The document’s file type, i.e., “Adobe PDF,” or Y
Corel WordPerfect 6/7/8.

Document Date The date of the Form Submittal. Y

Title Title of the enclosed document(s).

Availability Designation whether document(s) is publicly or
non-publicly available.

Estimated Page Count Approximate number of pages of the submitted Y
document(s).

Document Sensitivity Designation of document(s) level of sensitivity, Y
i.e. Public - Nonsensitive/Unclassified.

Comments General notes pertaining to the document(s). N

Addressee Name Name(s) of those to whom the document(s) is Y
addressed.

Addressee Affiliation Name of the organization to whom the Y
document(s) is addressed.

Addressee E-Mail E-mail address(es) of those to whom the Y
document(s) is addressed.

Document Date Received Date and time submittal is received by the NRC N
EIE server. This is entered programmatically by
the server.

Table 3-1: NRC EIE Form Bibliographic Fields

Information must be entered into all fields with the exception of the “Comments” field
which is optional. The required fields are denoted on the form by a red (*). Participants
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should take care to ensure that these fields are complete before attempting to submit
the form. If an attempt is made to submit where any of these fields are left blank, the
form’s submit function will not activate and the field(s) with missing information will be
highlighted. This process interruption will occur until the empty fields are filled.

Documents submitted to the NRC should be addressed as follows:

ADDRESSEE INFORMATION

Affiliation U.S. Nuclear Regulatory Commission
Name Document Processing Center
Email DocProcessingCenterX@nrc.gov

Upon completion of the bibliographic information, the form should look similar to the one
below.

2|m|| sl=1 @ G » @

Display || Exiract || Remave | Sign & Submit a Document(s)

Nuclear Regulatory Commission

Electronic Information Exchange

Docket Numhber 50.54(f) + License Number 1234-5675 ¥

AUTHOR INF ORMATION ADDRESSEE INF ORMATION
Affiliation IYnur Company Name - Affiliation |U_S_ Muclear Regulatory Comrnission
Name IJDhn Doe = Name IA E. Copper
eMail |Juhn.due@cumpany.cum eMAIL Iabc‘\ZS@nrc.guv

FILE INFORMATION SECOND SIGNATURE
File Type IWordF'erfect 7189 bl 2nd Signature Required 2 _} Yes 2} No
Document Date | 3rd December 2000 &
Title Complete Document Title

Availability I Maon-Publicly Available v

Est. Page Count [15 STGN & SUBMIT

Doc. Sensitivity I Public - Mar-sensitivedlnclassified ¥ Digital Signature +

Comments Submission response Click to Digitally Sign Document(s) |

Submit / Update &

Attach Document(s) Click to Attach a Document(s) i Submit Signed Documents to NRC I
EIE Submittal Form 3.3g Huclear Regulatory Corminission How. 28, 2000
* = Required to be filled in Date Received by HRC

Figure 3-8: Completed NRC EIE Form
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34 How to Enclose Documents

Once the viewer has been downloaded and installed, participants can utilize the form to
collect documents for submission or transmission. This process is called enclosing or
attaching documents. Each submittal shall be comprised of two parts, the EIE form and
the documentary material(s) for submission. The contents of a form package consists
of the collection of documentary material(s). Participants can enclose or attach
documents by following the steps below.

Step 1: With the form open, click on the Click to Attach a Document(s) button. The
Enclosures Dialog box appears.

Enclosures

J&. FORM ENCLOSURES

Present Folder:  Additional Information
Eoldets: Eniclosures:
Additional Information :_i

H -]

Figure 3-9: Enclosures Dialog Box

The Enclosures dialog box displays three folders on the left side. The “Documents”
folder is used for documents, the “Additional Information” folder is used for supporting
information, and the “Notes” folder is used for comments or notes. Select the
“Documents” folder to enclose your document(s) by highlighting it.

Step 2: Click on the Enclose button in the upper right corner of the dialog box. This
opens the Enclose File window that allows you to browse your drives and find the
document(s) you wish to enclose.

ENCLODSE FILE: Choose the File EE
Look in: I a Wiewer 4.3.1 j QI IE %
D E=tenzions D temp ﬁ Mrc_3 ﬁ
" lcons ﬁ cofarm ﬁ Mre_3_ 2 E&
| includs E Eig_test ﬁ finc_33c E
" Modules E license ﬁ nic_33c2 E
1 Plugin ?A I asgform E
1 Prefs E Mre_2 Readme E
4] | |
File name:; IH eadme Open I
Files of type:  [4l Files () =l Cancel |

Figure 3-10: Enclose File Window
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3.5

Step 3: Within the window, navigate to the document to be enclosed. Select the
document or file and enclose it by double clicking on it or by clicking to highlight it and
then clicking on the Open button.

Step 4: After selecting the document or file, the Enclosures dialog box re-appears. The

name of the chosen document or file appears in the enclosures directory on the right
side of the dialog box with it’s native application extension as shown below.

Enclozures

4% ForM ENCLOSURES

FPregzent Folder:  Additional Information
‘Folders: Enclosures:
A dditional Information ;j

Documents
Hotes

<] H

Figure 3-11: Form Enclosure Window

Step 5: To add additional documents or files for enclosure, repeat steps 2 and 3.
When all necessary documents or files have been enclosed, click on the Done button.

There is no limit to the number of documents that can be enclosed. However, the file
size for submittals is restricted to no more than 15 MB including the form which is
approximately 40-50 KB.

After enclosing the document(s) necessary for submission, the form and its contents are
ready for signing.

How to Sign (or Unsign) Forms

All documents submitted or transmitted shall be signed using digital signature software.
The digital signature provides for the authentication, certification and security of
documents submitted electronically. The submittal form provides for multiple signatures.
However, documents that are submitted electronically do not necessarily have to be
signed by the author. The document may be signed by the person who dispatches it as
part of the transmittal process. Generally, those individuals who will digitally sign
documents and submit them electronically to the NRC are the ones who currently
dispatch licensing related materials to the NRC. Nevertheless, the author is
accountable for the content of the document.
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NRC regulations require that some submissions be made under oath. If such
documents are transmitted electronically, the document must include, at an appropriate
place, a statement substantially in this form:

“I declare under penalty or perjury that the foregoing is true and correct
to the best of my knowledge. Executed on (date).”

The electronic document must be digitally signed by the individual affirming the above
statement. The individual affirming the above statement may then submit the document
directly to the NRC using the EIE process or after digitally signing the affirmation, the
individual may forward the signed document to another for dispatch to the NRC. If the
document is forwarded for dispatch a second digital signature is required from the
person actually sending the document to the NRC.

The form contains a signature field designed to allow participants to digitally sign a
submittal. If a second signature is required, a second signature field is contained on the
form to accommodate this. Once the bibliographic information has been completed and
the necessary documents enclosed, participants can sign the form by following the
steps outlined below.

Step 1: With the completed form open, click on the Click to Digitally Sign
Document(s) button. Upon doing so, the Digital Signature Viewer dialog box appears.

The Digital Signature Viewer displays the caption “No Signature.” This indicates that the
form has not been signed. If you have a Digital ID Certificate, the Sign button is
highlighted.

Digital Signature Yiewer

& NO SIGNATURE ©

Figure 3-12: Digital Signature Viewer Dialog Box

Step 2: Click on the Sign button. The form will attempt to look up your Digital ID
Certificate.
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Step 3: At this point, Netscape users are asked for the password to their Certificate
Database.

Enter certificate pazsword I

Subject: John Doe, zdi@johndos. com

[k, l Cancel

Figure 3-13: Netscape Password Window

Enter password and click on the OK button.

This initiates the signaturing process that retrieves the Digital ID Certificate stored in the
browser. If successful, the viewer displays information pertaining to the signer such as
the signer’'s name and e-mail address, the signature’s hash algorithm, the certificate
chain stating the name of the certificate authority that provided the signature certificate,
and the class of certificate as illustrated below.

Digital Signature Viewer

&  SIGNATURE Is VALID ©

Signer: Jolm Doe, john doe@vourdomain com

Hash Alzorithem:  shal

Cettificate Chairy:

john_doe@yourdomain.com, John Doe, Digital ID Class | -- Netscape, ok
FPersona Not Validated, "wnawr verisign comftepositor/BRA Incorp. by
Ref LIABLTD(c)28", VeriBign Trust Network, "VeriSizn, Inc"

Weridign Class 1 CA Individual Bubscriber-Fersona Mot Validated,
"waar verisign. comirepositorREA Incorp. By Ref LIABLTDC 58",
WVeridign Trust Metwork "VeriSign, Inc."

b

oK | gt . Advanced | Deelete |

Figure 3-14: Digital Signature Viewer Dialog
for Valid Signature

The viewer caption now changes to “Signature Is Valid.”

Step 5: Sign the form by clicking on the OK button. The NRC EIE Form appears.
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|m(a] al= « vial A ol

Display || Exiraci || Remove |

Sign & Submit a Documenty(s)

Nuclear Regulatory Commission

Electronic Information Exchange

Docket Numher 50.54() + License Number 1234-5678 ¥
AUTHOR INFORMATION ADDRESSEE INF ORMATION
Affiliation i‘f’nur Company Name o Affiliation |U 5. Muclear Regulatary Cormmission
Name |.Jnhn Doe e Name IA B. Copper
eMail IJUhﬂ doe@company.com eMAIL IabC123@WC gov
FILE INF ORMATION SECOND SIGINATURE
File Type |W0rdPerfect 7849 M 2nd Signature Required 2 _} Yes & No
Document Date | &
Title ’
Availability | Mon-Publicly Available b
Est. Page Count |15 SIGN & SUBMIT
Doc. Sensitivity | Fublic - Non-sensitive/Unclassified v Digital Signature ~ *
Comments Submission response John Doe, john.doe@company.com |
Submit/ Update *
Attach Document(s) Click to Attach a Document(s) I Submit Signed Documents to NRC |

EIE Bubmittal Form 3 3g Huclear Regulatory Comnission Naow. 28, 2000

* = Required to be filled in Date Received by NREC

Figure 3-15: Signed NRC EIE Form

The “Digital Signature” field on the form now displays the signer's name and e-mail
address. After signing the form, it is ready to be submitted. Once the form is signed, it
cannot be altered or modified. However, should a situation arise wherein a form is
signed prematurely and additional material needs to be enclosed or material needs to be
removed, the signature can be deleted to allow modification of the form’s contents. To
accomplish this, apply the following steps.

Step 1: Click on the Click to Digitally Sign Document(s) button on the form. This
produces the Digital Signature Viewer.
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Digital Signature Viewer

&  SIGNATURE Is VALID ©)

Bignet: Jolm Dioe, jolm_dee@owdomain com

Hash Algosthm: shal

Certificate Chain:

jobn_doe@yourdomain cott, Joht Doe, Digital I Class 1 -- Metscape, =
Persona Mot Validated, "wwar vetisign comfrepository/EPA [neorp. by

Ref LIABILTD{)92", WeriSign Trust Networls "VeriSign, Inc"

Weridign Class 1 C& Indivridual Subscriber-Persona Mot Validated,
"wrarwr verisign comdrepositoryBPA Incorp. By Ref LIABLTD(c)P8",
Weridign Trast Metwork, "VeriSign, Inc"

k|

oK i | Advanced | Delete |

Figure 3-16: Digital Signature Viewer

Step 2: The Delete button is highlighted. Click on the Delete button. This removes the
signature.

Once the signature is removed, the form and its contents can be altered or modified as
needed. When the necessary modifications are complete, the form should be re-signed.
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3.6 How to Submit/Transmit Documents

Documents submitted to the NRC or transmitted from the NRC shall be deposited on the
NRC EIE external server for retrieval. The external server exists outside the NRC
firewall. In order to submit a form and its contents to the external server from a
workstation, participants must follow these steps.

Step 1: With the form open, click on the Submit Signed Documents to NRC button.
The cursor now changes to a black and white color wheel as the files are prepared and
the Internet connection is attempted.

=loa| sl= = Y@ b 8
Display || Exiract || Remave | Sign & Submit a Document(s)
Nuclear Regulatory Commission
Electronic Information Exchange
Docket Numhber 50.54(f) + License Number 1234-5675 ¥
AUTHOR INF ORMATION ADDRESSEE INF ORMATION
Affiliation IYnur Company Name e Affiliation |U_S_ Muclear Regulatory Comrission
Name IJDhn Doe o Name IA B. Copper
eMail |Juhn.due@cumpany.cum eMAIL Iabc‘\ZS@nrc.guv
FILE INFORMATION SECOND SIGNATURE
File Type IWordF'erfect 7/89 bl 2nd Signature Required 2 ) Yes 2} No
Document Date | #
Title ’
Availability I Maon-Publicly Available v
Est. Page Count |15 SIGN & SUBMIT
Doc. Sensitivity I Public - Mon-sensitive/Unclassified v Digital Signature  *
Comments Submission response John Doe, john.doe@company.com I
Submit / Update &
Attach Document(s) Click to Attach a Document(s) i C_-—_Submil Signed Documents to NRC >
EIE Submittal Form 3.3g Huclear Regulatory Corminis sion How. 28, 2000
* = Required to be filled in Date Received by NRC I

Figure 3-17: Submit Signed Documents to NRC
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Step 2: Once the connection is established, the “Querying Browser” window appears
and displays the progress of the file transmission.

I InternetForms Yiewer URL = =] E3
InternetForms Viewer URL v4.3.1 32-bit is Copyright [c] 1999 by UW/I
Unisoft Wares Inc. All rights reserved.
Please see About Box for more information.

Querying Browser...

Figure 3-18: Querying Browser
Step 3: Once the form is successfully submitted, the browser flashes a window that
states “Your Form Has Been Submitted.”

7l TMPOOvi tmp =1 B3

= =d| @=1 @ U] A @l

Your form has been submitted

Figure 3-19: Successful Form Submittal Message

Step 4: Once the form has been submitted, close the form by clicking on the Close
Form icon on the form toolbar. This returns you to the Submit/Retrieve Documents

page.
=(E| sl=i = v@ N @
Display | Extract | Remove | Sign & Submit a Docui

Nuclear Reguls

Elecironic Info:

Docket Number |50.54(ﬁ| % License Numb

AUTHOR INFORMATION

Affiliation |‘T’|:|ur Company Mame

Name |J|:|hn Doe

john.d

Figure 3-20: Close form
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3.7

Step 5: Exit the Submit/Retrieve Documents page and the browser by selecting File
from the browser menu bar and click on Exit on the drop down menu.

3 The Nuclear Regulatory Commission - Electronic Information Exchange - Netscape
Eile Edit View Go Communicator Help

oA s 268 0 K
_E!'Ennkmavks H Location:file:/  [Il/NFC/EIE findex hml ~| @i [ B sted
Flectronic Submit/Retrieve Documents
Information
Exchange [ EIE Procedures | NRC Home |
P
H B
mj Step 6. Enclose a Document, Sign it and Submit it to the NRC
Welcome * Instructions
I + Go to the NRC Form to start
Legal Basis
Step 7. Search for and Retrieve Signed Documents
What's New
* Go to the Search Page
EIE Start Up

Regquest/Retrieve
Certificate

SubmitRetrieve
Documents

Getting Answers —
Gluick Start Guide

Electronic Submittal
Procedures

(Adobe Acrobat 3.0

||

o == |Document: Done

Figure 3-21: Exit Submit/Retrieve Documents Page

How to Remove Documents

During the process of enclosing documents, a situation may arise wherein a document
is enclosed in error. In such situations, the erroneously enclosed document may be
removed. The process for removing a document is outlined below.

Step 1: With the form open, click on the Remove button. This opens the Enclosures
dialog box for removing documents.

Enclosures E3

Duone

@ FORM ENCLOSURES

VE

Present Folder:  Documents
Folders: Enclosures:
Additional Information

E[
5
L

Figure 3-22: Remove Documents Dialog
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Step 2: Highlight the Documents folder on the left side of the dialog box containing the
document to be removed. The document(s) within the folder are displayed on the right
side of the dialog box.

Enclosures

Dotie

— |
G- FOrRM ENCLOSURES |
=
=

Removwve

Present Folder:  Documents
Folders: Enclosures:
Bowd0010.wpd

Additional Information

Figure 3-23: Document to be Removed

Step 3: Highlight the document to be removed and click on the Remove button. This
produces a Remove Enclosure prompt.

REMOVE ENCLOSURE Ed

A yoLl zure?

Figure 3-24: Remove
Enclosure Prompt

Step 4: Click on the Yes button to remove the document.
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4.1

4.2

4.0 HOW TO RETRIEVE DOCUMENTS

Introduction

When a form is submitted to the NRC external server, it is automatically date/time
stamped at the time of receipt by the external server. This date/time stamp is intended
to serve as the official date and time of receipt for both the NRC and it's customers.
Intended recipients should receive an e-mail message providing notification of the
submission and information necessary for it’s retrieval such as; the author’'s name,
author affiliation, document date, and docket number. Upon notification, recipients may
access the external server and retrieve their documents. The steps involved in this
process are as follows:

How to Search for Documents
Step 1: Open the Internet browser.

Step 2: Access the NRC EIE Startup page at http://www.nrc.gov/NRC/EIE/index.html.

Once connected, click on the Submit/Retrieve Documents hyperlink. The
Submit/Retrieve Documents page appears.

3% The Nuclear Regulatory Commission - Electronic Information Exchange - Netscape
File Edt View Go Communicator Help

[ d 7V A em s S8 3 E
| wf Bookmerks & Lecation:ffie:///I/NRC/EIE findexhiml | @indoseek | B ated
Electronic | Submit/Retrieve Documents
Information

Exchange [ EIE Procedures | NRC Home ]
o

Step 6. Enclose a Document, Sign it and Submit it to the NRC

¢ Instructions

Welcome
* Go to the NRC Form to start

Legal Basis
Step 7. Search for and Retrieve Signed Documents
What's New

* Go to the Search Page
EIE Start Up

RequestRetrieve
Certificate

Submit/Retrieve
Documents

Getting Answers —
Quick Start Guide
Electronic Submittal
Procedures
Adebe Acrobat 3.0
|
& =0 |Dacument Done

Figure 4-1: Submit/Retrieve Documents Page

Step 3: Click on the link, Go to the Search Page. The “Select a Certificate window
appears.
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4  Select A Certificate

The site 'sie.nrc.gov' has requested client authentication.

Here is the site's certificate:

Certificate for: United States Nuclear Regulatory
Signed by: Commission

Encryption: RSA Data Security, Inc,

Export Grade (RC4-40 with 40-bit secret

key) More Info...
Select Your CErtiﬂ:ate:lYDurName WeriSign ID ;‘

Figure 4-2: Select a Certificate

Select your NRC issued certificate and click on the Continue button. The Password
Entry dialog appears.

Enter certificate password

Subject: John Doe, zd@johndoe. conm

|
’D—KI Cancel !

Figure 4-3: Netscape Password Dialog Box

Step 3: Enter your password for the Certificate Database and click on OK. You will be

prompted to re-enter it for confirmation, click on the OK button. A Security Information
window appears, click on Continue.

Security Information

'ou have requested a secure document. The document and any
information you gend back are encrupted for privacy while in
tranzit. For more information on zecurity choose Document
Information from the Yiew menu.

¥ Show This Alert Next Time

Continue I [Eatize] |

Figure 4-4: Security Information Window

Step 4: The Security Warning window now appears. Click on OK to continue.
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Warning: There is a possible security hazard here.

oy Opening:
- odbzgate #fd using MASOFORM.EXE.

Wwhen you download a file from the network, you hould be
aware of securty considerations.

4 file that contains malicious programming instructions
could damage or otherwize compromize the contents of
your computer.

ou should only uze files obtained from sites that you trust.

‘What do you want to do with thiz file?
o {fiper it

" Save T

v Always ask before opening this type of file
[ Open OLE server in-place

(]S I Cancel |
Figure 4-5: Security Warning Window

This produces the Search Form window.

File Edit “iew Go Communicator Help

£ = 3 &% = a oy
Back Forward  Reload Home Search  Metscape Frint Security Shop
J' Bookmarks & Netsite:|:.-".-"eie.nrc:.gov.-"c:gi-bin.-"odbcgate.exe?odbc_folmna LI @'What's Related
Instant Message Internet ['j Lookup d’ MewiCool FiealFlayer A4 Translation

Slmia] 8l % (@ A @ [0

SEARCH FORM r

Enter the data to search for. Leave an entry blank to select all
matching records. Sign the form before submitting it

Docket Author Affiliation
Author Name Document Type
Submission Date Start Submission Date End

@'I=TJ=| |Document: Done
Figure 4-6: Search Form Dialog Window

Step 4: Enter search criteria.

The search criteria is used to search for the particular document sent to you. The
search form allows searches to be performed on up to seven fields. Because search
results provide matching records not only for the fields with information entered but also
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for the fields left blank, it is recommended that all available information be entered. The
applicable search fields include Docket, Author Name, Author Affiliation, Recipient,
Document Type, Submission Date Start, and Submission Date End.

Step 5: Once the search criteria has been entered, click on the Sign Form And
Search button. The Digital Signature Viewer appears.

Digital Signature Viewer

& NO SIGNATURE ©

& | T Em ]| e | T

Figure 4-7: Digital Signature Viewer

Step 6: Click on the Sign button. This initiates a check for your Digital ID.

Subject: John Doe, zd@johndoe.com

|
ok I Cancel !

Figure 4-8: Netscape Password Dialog Box

Step 7: Netscape users are asked for their password for the Certificate Database.

Once a valid Digital ID is found, the Digital Signature Viewer appears with the Digital ID
signaturing information.
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Digital Signature Yiewer

¥  SIGNATURE IS VALD ©

Signer: John Doe, john_doe@yomrdormain corn

Hash &lgorithum:  shal

Certificate Chain:

jolty doe@yourdomain cot, JTokn Doe, Digital ID Class 1 -- Metacape, e
Perzona Mot Validated, "wwnw vetisign comrepository/BFPA Incorp. by

Ref LIABLTDIORE", VeriBion Trast Metwotk, "VeriSion Inc"

VeriBion Class 1 CA Individual Bubsetiher-Persona Mot Validated,
"waar verisign. comdtepositoryyBPA Incorp, By Ref IIABLTDGI98",
Veridign Trust Network, "VeriSign, Ine"

QK | ’TI _, ........ é dv&ncea ........ QEIEtE |

Figure 4-9: Digital ID Signaturing Information

Click on the OK button. This action signs the Search Form.
The Search Form appears as signed and a message stating this is returned. At the

same time, the Sign Form And Search button is transformed to Form Signed,
Searching... .
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File Edit Yiew Go Communicator Help

o e - Wt P e

Eachk Fopward Feload Home Search  Metszcape Frint Security Shop
'“!v Bookmarks \& Netsite:I:.-".-"eie.nrc:.gov.-"c:gi-bin.-"odbcgate.exe?odbc_formna LI @v\w’hat's Felated
Instant Message Internet ij Lookup L‘j MNewtCool RealPlayer A4 Translation

Slela] 8= @ . [9 A @ [l
SEARCH FORM i

Enter the data to search far. Leave an entry blank to select all
matching recards. Sign the form before submitting it.

Docket Author Affiliation
Author Hame Document Type
Submission Date Start Submission Date End

| | |
FORM SIGNED, SEARCHING... -
‘ =

IE' == |Document: Done

Figure 4-10: Signed Search Form

When the search is completed, the search results are returned listing the matching form
or forms.

=[=]x]

| @ What's Related

s|=l@l si=) & 71| 5] @ [E
SEARCH RESULTS
List of all matches. Ordered by date subrmitted and docket
Docket Author Afliation Author Name Document Ty Date Submitted Signer Get Form
[Ee-rz [esc [Tim Sullvan [ASCIIDOS Tewt 19 Apr 2000 [Timathy P* Sullivan, Gol
[pe-1234 [esc [rim Sulivan [adobe POF 3.x [19 Apr 2000 [Timothy P Sullivan, Gol
[p-1234 [ese [Tim Sulivan [Adobe POF 35 [[19 Apr2000 [Timothy P Sullvan, Gal
[pe-1234 [ese [rim Sulivan [asciDOS Text | o8 Mar 2000 [Timothy P Sullivan, Gol
[1z3455 [ese [Tim Sullvan [Adobe POF 3.x [16 Mar 2000 [Timothy P Sullivan, Gal
[123455 [esc [rirn Sulivan [Binary [12 mar 2000 [Timothy P Sullivan, Gol
[123458 [esc [rim Sulivan [adobe POF 3.x [13 Mar 2000 [Timothy P Sullivan, Gol
[p-12385 [esce [Tim Sulivan [Adobe POF 4.x [13 Mar 2000 [Timothy P Sullivan, Gal
EE [Form Ready

Figure 4-11: Search Results Dialog Window

The search results are returned in order of the date submitted and docket number.
Once the list is provided, the form is ready to be retrieved. Locate the form to be
retrieved and click on the GO! button on the right side of the listing. The submitted form
is retrieved and displayed.
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4.3

Authenticating the Form and Validating the Signature

Once the search for the appropriate form is complete and the form sought is digitally

signed, the authentication and validation processes must be followed as outlined below.

Step 1: Once the form appears, click on the button displaying the sender’'s name and

e-mail address to validate the signature and authenticate the form.

=e|d| sl=1 @ YIE b )

Display || Extract || Remove |

Sign & Submit a Documenty(s)

Nuclear Regulatory Commission

Electronic Information Exchange

Docket Number 50.54(%) # License Numher I_QEMEE?'B__—'
AUTHOR INF ORMATION ADDRESSEE INF ORMATION
Affiliation i‘(uur Company Mame g Affiliation |U_S_ Muclear Regulatory Comrission
Name |.John Doe & Name IA B. Copper
eMail |john.doe@company.com eMAIL IachS@nrc.gov

FILE INF ORMATION

SECOND SIGNATURE

File Type | WordPerfect 7/8/9 bl 2nd Signature Required 2 _} Yes 2 No
Document Date | *

Title ’

Availability I Mon-Publicly Available v

Est. Page Count |15 SIGIV & SUBMIT

Doc. Sensitivity | Public - Nan-sensitive/dUnclassified v

Digital Signature  *

Comments Submission response

Attach Documents) Click to Attach a Document(s)

John Doe, john.doe@company.com

Submit / Update *
ts to NRC

I Submit Signed Doc

EIE Bubmittal Form 33g

Nuclear Regulatory Commission

How. 28, 2000

* = Required to be filled in

Date Received by NRC

Figure 4-12: Signed NRC EIE Form

The Digital Signature Viewer appears.
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Digital Signature Yiewer

&  SIGNATURE Is VALID ©)

Bigner: John Doe, joln_doe@ourdarmain com

Hash Algorithm: shal

Clertificate Chain:

johty doe@yourdomain comm, John Doe, Digital ID Class 1 -- Metscape, i
Persona Mot Validated, "wwar werisign comftepositonyBPA Incorp. by
Ref LIABLTD(c)98", Veridign Trust Network, "VeriSign, Inc"

WVeridign Class 1 CA Individual Bubscriber-Fersona Mot Walidated,
" versign comdrepository/RPA Incorp. By Ref LIAB LTD( 98",
WVeridign Trust Network, "VeriSign, Inc."

=

oK Sien | Advanced | Delete |

Figure 4-13: Digital Signature Viewer — Signature is Valid

If the form has not been altered, the viewer appears with a message stating that the
“Signature Is Valid” thus validating the signature and authenticating the form. The
window also displays information about the signer.

Digital Signature Viewer

&  SIGNATURE Is VALID ©)

Signer: Jolm Dae, jolm_doe@rourdommain com

Hash Algosthm: shal

Certificate Chain:

jobn_doe@yourdomain cott, Joht Doe, Digital I Class 1 -- Metscape, =
Persona Mot Validated, "wwar vetisign comfrepository/EPA [neorp. by
Ref LIABILTD{)92", WeriSign Trust Networls "VeriSign, Inc"

Weridign Class 1 C& Indivridual Subscriber-Persona Mot Validated,
"wrarwr verisign comdrepositoryBPA Incorp. By Ref LIABLTD(c)P8",
Weridign Trast Metwork, "VeriSign, Inc"

k|

oK i | Advanced | Delete |

Figure 4-14: Digital Signature Viewer — Signature is Valid

Step 3: After validating the signature, click on the OK button to return to the form.
You may then proceed to retrieve the enclosed documentary material.
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4.4

However, if the form_has been altered, an error message appears stating that the “form
has been tampered with (form does not match signature hash value).”

Error

Tue Feb 02 16:13:25 1333 O The InternetForms Yiewer for Windows: From has been
tampered with [Form doesn't match signature hazh walue] at IFS_formModeP. LIFL
WerifySignaturetindlock[digisigndigizign.c: 1112 Mon Jan 18 11:20:28 1539)

Figure 4-15: Altered Form Error Message

If the form has been altered, click on the OK button to return to the form and promptly
notify the LRA at pgn1@nrc.gov. The LRA will notify the sender of the alteration and
request re-submission.

Document Access and Retrieval

After locating the form and validating the signature, participants can proceed to access,
view, and retrieve any documents enclosed in the form. Enclosed documentary material
can be viewed using the form’s display function or retrieved using the form’s extract

function. The steps involved in performing each function are listed below.

Displaying Documents

Step 1: With the form open, click on the Display button on the form. The “Enclosures”
dialog window appears.

Enclozures E3

s FORM ENCLOSURES

Dizplay

Present Folder:  Additional Information
Folders: Eticlosures:
Additional Information _ﬂ

Documents
Hotes

Figure 4-16: Enclosures Dialog Window

Step 2: Select the folder containing the documents to be viewed by clicking the folder
name in the folder window. The enclosed document file names now appear on the right
side of the dialog box in the “Enclosures” window.
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Enclosures

(ﬁ?_ . Done I
e FORM ENCLOSURES |

Dizplay

FPresent Folder:  Documents
Folders:

Figure 4-17: Display Enclosures Window

Step 3: Highlight the document file name and click on the Display button. This invokes
the browser and produces a Security Warning Dialog.

Warning: There is a possible security hazard here. !

C Opening:
= TMPOZ2ovp. wpd uzing wpwind. exe.

when vou download a file from the nebwork, vou zhould be
aware of security conziderations.

& file that contains malicious programming instructions
could damage or otherwize compromize the contents of
Mour compuker.

“ou should only uze files obtained from sites that pou trust.

W Alwayps azk before opening this twpe of file
™ Open OLE server in-place

Ok, I Cancel
Figure 4-18: Warning Dialog Window

Step 4: Click on the OK button to open the document or check the Save to Disk radio
button and click OK to download the document to your workstation or local network
drive.

Retrieving Documents

In order to retrieve documents from the external server directly to your workstation or
local network, participants can use the form’s extract function. The process to extract a
document is the reverse of the process to enclose a document. The steps involved in
the extraction process are as follows.

Electronic Document Submittal Procedure  4-10 11/17/00



Step 1: With the form open, click on the Extract button. The “Enclosures” dialog box
appears.

Enclozures B

Done I
.. ForM ENCLOSURES | — |
2

Present Folder: Additional Information

Enclosures:

Figure 4-19: Enclosures Dialog Window to
Extract Documents

Step 2: Click on the folder name containing the document(s) to be extracted in the

folder window on the left side of the dialog window. The enclosed document file
name(s) appears in the “enclosures” window on the right side of the dialog box.

Enclosures

ff"‘é FORM ENCLOSURES

Prezent Folder:  Documents

Done

Eattract

Folders: Enclosures:
Additional Information BowdI910 wpd

= L] \n_[g

Figure 4-20: Enclosure Dialog with
Document File Displayed

Step 3: Highlight the document file name and click on the Extract button.

The Extract File window is now open.

EXTRALT FILE: Specify Filename

Save in I 3 IntemetFoms Yiewsr 4.1.7 LI I 5 I it 2=
| Extensions [dtemp H Mre 3 2 @ Unirst

| 1cons ﬁ ccform ﬁ Feadme Uriristn_d:
| include r% license r% Readme

|1 Modules r‘ td asgfarm H testd

|1 Plugin Bt 2 Ealtesta 2

|1 Prefs ﬁ Mrc_3 ﬁ testform

1 | I
File name: S o339 0 Save I
Save as tupe: lAII Files %% LI Cancel |

Figure 4-21: Extract File Window
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4.5

Step 4: Navigate to the local or network drive and folder or subdirectory where you
intend to store the document file. Once there, click the Save button to extract the
document from the form and to place it in the chosen folder or subdirectory. You are
then returned to the Enclosure dialog. If there are multiple documents to extract, repeat
this process until all have been extracted.

Step 5: When all documents have been extracted, click on the Done button on the
Enclosure dialog box. This returns you to the form.

Deleting and Saving Forms

Participants should not attempt to delete or remove forms from the external server since
forms may be intended for multiple recipients. The responsibility for file maintenance
resides with the NRC EIE system administrator. If a form or form package is uploaded
to the external server by mistake, participants should notify the LRA at pgn1@nrc.gov.
If a participant wishes to retain a copy of the form, follow the steps listed below.

Step 1: Click on the Save icon on the form’s menu bar.

==@) sl= & @ ™ @l
Display || Exiract | Remove | Sign & Submit a Docu

Docket Number |50.54[f) +  License Numb
AUTHOR INF ORMATION

Affiliation |Your Company Name

Name I.John Doe

eMail [iohn des@camnani comen

Figure 4-22: Save form

This opens the Save Form window.

Electronic Document Submittal Procedure  4-12 11/17/00



SAYE FOBM: Specify Filename BHE

Save in: |{:j"v"iewm 42 j gl e

(L temp ﬁ Readme
E ccform E Search
ﬁ Eig_test ﬁ best2
ﬁ Mrc_2 ﬁ testd
ﬁ Mrc_3 E testd 2
E Mmc_3 2 ﬁ bestharmn

File name: Inru:_33c'l Save I
Save az type: !InternetFDrms Docurment j Cancel |

Figure 4-23: Save Form Window

Step 2: With the Save Form window open, specify a file name.

Step 3: Then, navigate to the appropriate drive, folder, or directory in which to save the

file.
SAYE FORM: Specify Filename HE
Save i |‘r..:3 MyFiles __'J I IfFl r?

Backup ﬁ Mrzaddad
a2 AC01 ﬁ Micsearc
sie_test? Biors
frc_3 1 ﬁ Qld_form
Mrc_3-2 Bisrm
Mre_3b ﬁ FIQEAMMN

File name: |nru:_33u:'| Save

[ e |
Cancel |

Save az type [(EE e =

Figure 4-24: Save Form Window

Step 4: Click on the Save button. All forms are saved with the file extension “.xfd.”
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5.1

5.2

5.0 DIGITAL ID MANAGEMENT

Introduction

Once your Digital ID and key files have been deleted, damaged or overwritten, there is
no way to reactivate your Digital ID. A hard drive crash usually deletes all key pair and
Digital ID files in your computer. If this happens and you have no backup copy, you
must revoke your digital certificate and enroll for a new one.

If your computer is stolen, it is unlikely that the thief will be able to use your digital
certificate to impersonate you because your key files are protected with a password. In
Microsoft Internet Explorer, your key files are protected by your Windows password, and
in Netscape they are protected by your Navigator or Communicator password.

However, if this happens, immediately revoke your Digital ID and enroll for a new one.

The following sections provide instructions and frequently asked questions (FAQs) for
managing your Digital ID.
How to Search for a Digital ID

Go to the NRC EIE Home page at http://www.nrc.gov/NRC/EIE/index.html and click on
the hyperlink Request/Retrieve Certificate.

%7 The Nuclear Regulatory Commission - Elecironic Information Exchange - Netscape
Fle Edit ¥iew Go Communicator Help

flad 0 A e m o & 3 B
| ¢ Bookmarks & Location [file:///I|/NRC/EIE findex himl ~] @indoseek][ & what's Rel sted
Electronic B Welcome to Secure Document Transfer
Information
Exchange [Quick Start Guide | Electronic Submittal Procedures | NRC Home ]
Pt
s 4 The U.S. Nuclear Regulatory Commission (NRC) has developed an electronic

information exchange (EIE) system to send and receive materials related to official
agency business with its customers and other Federal agencies in a secure and valid

Wel B N P
Letcome manner across the Internet. The EIE system uses a public key infrastructure and digital

Legal Basis signaturing technology to validate the submitter and authenticate documents.
What's New The NRC welcomes the EIE user community. See the links at the left side of this page

for step-by-step instructions, a list of frequently asked questions, and detailed information on
ETE Start Up electronic signaturing. If you need more information, see the list of technical and administrative

contacts under "Contact Us."
Regquest/Retrieve
Certificate

Submit/Retrieve
Documents

Getting Answers —
Quick Start Guide

Electronic Submittal
Procedures

Adobe Acrobat 3.0

jE——
&= | [Document Done

'Figure 5-1: NRC EIE Home Page
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The Request/Retrieve Certificate page appears. Under Step 3, click on the Go to the
VeriSign/NRC Page hyperlink.

¥ The Nuclear Regulatory Commission - Electronic Information Exchange - Netscape
File Edit view Go Communicator Help

e v A e msad @ E
3w Bookmarks A Location:[ile://Il/NRC/EIE /indexhirml ~ | Ginfoseek [ B sted
Electronic || Request/Retrieve Certificate ]
Information
Exchange [ EIE Main Page | NRC Home | Help ]

Step 3. Request a Digital Certificate from Verisign
* Go to the Verisign/NRC Page and select the first link, "Enroll for ¢ Digital ID"

Welcome

Legal Basis After submission, you will be notified via e-mail of the receipt of the enrollment application. You
will receive approval and instructions on how to retrieve your Digital ID via e-mail notification.

What's New
Step 4. Receive P.I.N. Number in eMAIL

EIE Start Up

RequestRetrieve * Use the P]N nu{nber you received via e.majl aﬂx.er NRC ?pprovaJ(Use .this number in Step 5)

Certificate * Keep this PIN in a safe place as you will need it to retrieve your certificate.

w Step 5. Retrieve Your Digital ID Certificate (Your Browser)

ocuments

Getting Answers | You must use the same computer that was used to subpiil the envollment form.

Quick Start Guide *  Go to the VeriSign/NRC Page and click on the "Retrieve your Digital ID (per you browser)
* When you receive this message "Digital ID Installation Complete”, you are finished. You do
Electronic Subemittal not need to click on anything else in this page. | |
Procedures * Return to the EIE home via the EIE home page link in the left frame.
Adobe Acrobat 3.0
Bl ot e Thn et ']
== |Docurnent Dane

'Figure 5-2: Request/Retrieve Certificate Page

The VeriSign Onsite End-User Services page now appears.

The Nuclear Regulatory Commission - Electronic Information Exchange Pilot - Netscape

File Edt Wiew Go Communicator Help

a W d Gy 3 & B W
Back. Forward  Reload Home Search  Netscape  Print Security Shop Stop
E w!‘ Bookmarks \‘; Netsite: |htlp 4 demeenrc. go/NRCVEIE findes. html ﬂ @'What's Related
ﬁlnstantMsssage Wiebbd ail Fiadio People ‘rellow Pages Download Calendar ['_|" Channels
Flectronic EIE Quick Start
Information
Exchange [ EIE Procedures | NRC Home |
— —
VriSien End-User
CrisIgI
P .
(ON3ITE  User Services
Legal Basis
What's Naw Enroll for a Digital TD
EIE Start lp Enroll for a Digital ID using a CSR {if your company/agency/organization uses CSR-hased
enrollment)
Reguest/Hetrieve
Certificate -

Retrieve your Digjtal TD for Netscape Mavigator

Documents Retrieve your Digital 1D for Microsoft Intermet Explorer
Getting Answers —  Search for a Digital ID
uick Start Guide . N
Varify a Dioital 1T) H
e (== |Document: Done

Figure 5-3: VeriSign Onsite End-User User Services

Step 1: Click on the Search for a Digital ID or Verify a Digital ID hyperlink.
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he Nuclear Regulatory Commission - Electionic Information Exchange Pilot - Netscape
File Edit View Go Communicator Help
< & 4 1 a & & @ B
Back  Fowad FReload  Home  Seach  Melscape  Fint  Secuty  Shop  Stop
I " Bookmarks A Netste: [itpr7wwer i gov/NRCAEIE Andex himl ] @ what's Related
A Instant Message wiebhail Radio Feople Yellow Pages Dowrload Calendai (- Channels

Electronic [ EIE Quick Start

Information

[ EIE Procedures | NRC Home ]

You can use this form to search for, revale, or venfy the status of a Digital ID. Please
enter either an emal address or a name and click the Search button. Please note that
you cannot use wildeard characters

Welcome
Legal Basis
What's Hew Search by Email Address (Recommended)
EIE Start Up
ot example;
Request/Retrieve eanail [everick howensflabat.com
Certificate address john_doe@verisian.com
: Search for
Submit/Retrieve
TR PRI IDsthat € Valid  Revoked © Expired ¢ Pending ¢ Appraved & All
T ate

Getting Answers o Search !

Duick Start Guide

Electronic Submittal

=
D= [Dacumert: Dione

Figure 5-4: Digital ID Search

This will allow you to search the online directory of Digital IDs by entering an E-mail
address or name. A successful search will return all matching certificates that show
Digital ID status (valid, revoked, expired, pending, or approved) and the validity period.

3 The Nuclear Regulatory Commission - Electronic Information Exchange Pilot - Netscape

Fle Edit Yiew Go Communicator Help

19 5 2N a 5 3 & aa

Back  Foward  Pebad  Home  Seach  MNetscape  Pint  Seculy  Shop  Stop e
Z i Bookmarks K Wetsite: [ritp://uwvn e, gov MR CETE findes himl =] 1" What's Related
£ Instant Message Webhlai Fiadia People Yellow Pages Download Calendar (4 Channsks
Electronic EIE Quick Start
Information
s

hange [ EIE Procedures | NRC Home |

fsfp
CiSign ) Search Results

Welcome (/ ONSITE
___—
Legal Basis
What's New The query returned the following matching certifieates. Clicking on the name
e link will allow you to view more detailed information about the certificate or
i perform additional operations on the certificate.
ReguestRetieve
Certificate
e 1. IOHM & DOE (veid)
Snboit Roriree johih dos@yourdomain.com
fanen Digital ID Class 2 - OnSite Subscriber

: Y alidity period from Sep-21-2000 to Sep-21-2001
Getting Answers

Quick Start Guide

Electronic Submittal

[l New Search
(= =B=] [Document Dons

Figure 5-5: Digital ID Search Results

Use the search capability to monitor the validity or exact date that your Digital ID
expires.
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5.3

How to Save a Backup Copy of Your Digital ID

A backup copy of your Digital ID should be saved in case your hard drive crashes or
your Digital ID files are accidentally deleted. By storing a backup copy of your Digital ID
on a floppy disk in a secure place, you will always be able to re-install your Digital ID. If
you lose your Digital ID and it is not backed-up, then you will lose any messages that
have been encrypted for you. To create a backup copy of your Digital ID, follow the
steps outlined below.

Netscape Users Only

Step 1: Click on the Security icon (the one that looks like a padlock) from the main
toolbar.

7 The Nuclear Regulatory Commission - Electronic Information Exchange Pilot - Netscape

File Edit “iew Go Communicator Help T

T 4 & 3 & a & a N
Back Forwerd.  Reload Haome Search  Metscape Fri Security Skop Stop

- wtv Bookmarks 4 Nalsile.lhllp..-’.fwww.nrc.guvaHC.r‘EIEfindEx [ e _v_l 'What's Related

— ﬁlnstantMessage Wl et ail Radio People “relow Pages Download LCalendar L‘]’ Channelz

Nuclear Regulatory Commission
Electronic Information Exchunge

/o i
Figure 5-6: Netscape Toolbar

Step 2: Click on Yours under Certificates from the menu on the left.

Security Info

Security Info —
Passwords There is no Security Info for this window.
Navigator
Messenger S'ecm'ity Info is available -foq’iBrowser,.-'Messeng_er.Message, and Mews
Java/JavaScript Asticle windows. ; ;

Certificat o . m
=erates I you wish to change Securtty settings or preferences, use the tabs on
the left to switch between different areas.
People
Web Sites

Signers —
Cryptographic |

% .Cancell HerI

Figure 5-7: Security Info Window
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Step 3: Highlight the Digital ID you want to save, then click on the Export button.

Y Netscape

Your Certificates

Security Info ¥ou can use any of these cerificates to identify yourself to other people and to web
Passwords sites. Communicator uses your certificates to decrypt information sent to you. Your
certificates are signed by the arganization that issued them
Navigator
Messenger These are your certificates:
Java/JavaScript Elhy ’ Miew
Certificates Werify
Yaurs Delete
o e D
Web Sites
Signers =
Cryptographic
Modules You should make a copy of your certificates and keep them in a safe place. If you

ever [ose your certificates, you will be unable to read encrypted mail you have
received, and you may have problems identifying yourself ta web sites

Get a Certificate | Import a Cerdificate |
%I Cancel Help I

Figure 5-8: Select Certificate to Export

Step 4: Choose a transport password, which you will be required to present when
importing (re-opening) your Digital ID, then click on OK.

Pazsword Entiy Dialog Eq

Enter pazsword protecting data to be imported:

Ixxxx:1

] I Cancel

Figure 5-9: Password Entry Dialog

Step 5: Select a location (such as your floppy disk) and file name in which to save your
Digital ID, then click on Save.

File Name to Export ﬂ
Save in: I_-,3!v§ Floppy [#:] ;I gl e

File name: IID Backup.pl2 R Save I
Save as bpe: !PKES1 2 Files [*.p12) b Cancel |

Figure 5-10: File Export

Step 6: Save your floppy disk and your transport password in a safe location.
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Microsoft Internet Explorer Users Only

Step 1: From the View menu of Explorer, choose "Internet Options ..."

; VeriSign - Microsoft Internet Explorer

]Eile Edit_yiew Go Favorites Help

‘ £ Toolbars r A g B
Jggk i'u ¥ Status Bar Barch  Favortes  History  Channels | Fullscreen Ma
| Address [€] Explorer Bar > El
s
. > =

j y Fonts ital ID Now!

1! Stop Esc
€rL Refresh F6 ; 0
Electronic Crede
Source

Full Screen

Internet Options

Enables pou ta change settings.

Figure 5-11: Internet Explorer Drop Down Menu

Step 2: Select the Content tab.
Internet Options ﬂ

Generall Secunty  Content IConnectioni Ploglamsi Advancedl

— Content Advizar

Ratingz help you contral the Intemet content that can be
vigwed on thiz computer,

Enable... |

- Certific:ate
% Uze certificates to positively identify pourself, certificate
@l authorties and publishers.

Authorities.... I Publizhers...

- Personal infarmation
|; Microsoft Profile &ssistant stores wour Edit Profile. . |
| hame, address. and ather persanal

infarmation. Feset Sharing.. !
Micrazaft W allet providgs a secure place Addresses.. |

to ztare private information for Internet

shopping. Payments... i

QK | Cancel | Bl I

Figure 5-12: Internet Options Tabs

Step 3: Select Personal from the Certificates list.
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5.4

Step 4: Highlight the Digital ID you wish to save, then click on the Export button.

Client Authentication EHE3

- |dentification

Fallowing iz & list of certificates you can use for Client
Authentication with servers.

John Doe

Irnpart.... Export... I

Cloze |

Figure 5-13: Select Certificate

Step 5: Choose a password and a file name for your Digital ID. This new password
protects this specific copy of your Digital ID -- you will be required to present it when you
want to import or open this copy of your digital certificate. Be sure to include a disk and
folder location in the file name, such as a: if you want to save to a floppy disk. Click on
OK.

Export Personal Certificates

% Internet Explorer will now export the selected perzonal
@l certificate to a file,
Paszzword to encrypt exported certificate with:

Confirm password:

Filenanne:
(] I Caticel |
Figure 5-14: Choose Password to Export
Certificate

Step 6: If prompted, enter the security password you have always used to protect your
Digital ID. You may be prompted to enter this password multiple times before it takes.

Step 7: Save your floppy disk and your transport password in a safe location.

How to Transfer Your Digital ID to Another Computer

The first step for transporting your Digital ID is to save ("export") it from the hard drive of
the computer where it is currently held onto a floppy disk or other transport medium (see
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Section above). When your Digital ID has been successfully exported, you can then
import it into the new location.

Netscape Users Only
To import your Digital ID into Netscape:

Step 1: Click on the security icon (the one that looks like a padlock) from the main
toolbar.

# ¥ The Nuclear Regulatory Commission - Electronic Information Exchange Pilat - Netzcape

Edit ¥iew Go Communicator Help

e £ ven G _ o
I 23 eea a8 1 =

Back Fopward  Feload Home Seaich  Metscape Stop
wt " Bookmarks £ Netswte:!http:z’z’www.nrc.gnv#“FlCz’EIEf’index.htmI M o _'J @'What's Related
— o%\nstantMessage whebM ail Radio Pecple Wellow Pages Dowrload Calendar L‘i Chanels

Nuclear Regulatory Commission
Electronic Informuation Exchange

/o — 3
Figure 5-15: Netscape Toolbar

Step 2: Click on Yours under Certificates from the menu on the left.

3 Netscape

Your Certificates

Security Info You can use any of these certificates to identify yourself to other people and to web
Passwords sites. Communicator Uses your certificates to decrypt information sent to you. Your
T certificates are signed by the organization that issued them.

Navigator

Messenger These are your certificates:

JavailavaScript John Doe's VeriSign, Inc. 10 _‘-J Wiey |

Certificates erify |
i Delete |
People

Export |
WWeb Sites

Signers H
Cryptographic =
Modules You should make a copy of your certificates and keep them in a safe place. If you

EVEr [DSE your certificates, you will be unable to read encrypted mail you have
received, and you may have problems identifying yourself to web sites.

Geta Gertificate... Impan a Certificate...

e ————

%I Cancel Help

Figure 5-16: Select Certificate to Export

Step 3: Click on the Import Certificate button located at the bottom of the page.
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Step 4: If prompted, enter the password used to protect your Digital ID (this is NOT the
transport password, but the security password you use each time you present your
Digital ID). You may be prompted to enter this password multiple times before it takes.

Password Entry Dialog

Pleaze enter the pazsword or the pin for
Communicator Certificate DE.

(] 4 I Cancel
Figure 5-17: Password Entry Dialog

Step 5: Locate your Digital ID from the disk and folder in which it is saved (it should
have a .pfx or .p12 extension). Once you have found it, highlight it and click on Open.

Look i | = 3% Floppy (&:] = ®&| @ ci

File: ramme: Iiadcert Open I
Files of twpe: IF'ersonaI Information Exchange [.pf=) _:I Cancel |
A

Figure 5-18: Locating Certificate

Step 6: Enter your transport password and click on OK. (If your Digital ID shows up as
a long series of numbers or letters, it should still work correctly.)

Paszword Entry Dialog E3

Enter pazzward protecting data to be imported:

k. I Cancel

Figure 5-19: Password Entry Dialog
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To remove your Digital ID and key files from the old computer:

Step 1: Click on the security icon from the main toolbar.

. The Nuclear Regulatory Commission - Electronic Information Exchange Pilat - Netscape

File Edit Wiew Go Communicator Help

— o~ .
1 4 2 3 & - L{ & B
Fi Security Shop

Back Fopward  Feload Home Seaich  Metscape Stop

wt’Bookmarks V.9 Netswte:!http:z’x’www.nrc.gnv#“FlCz’EIEf’index.htmI\ sl

_'J @' Wwhat's Related

— o%\nstantMessage whebM ail Radio Pecple Wellow Pages Dowrload Calendar L‘i Chanels

Nuclear Regulatory Commission
Electronic Informuation Exchange

ooy

Figure 5-20: Netscape Toolbar

Step 2: Click on Yours under Certificates from the menu on the left.

3 Netscape

Your Certificates

John Do

Sign, Inc. 1D Wiew |

Java/‘lavaScript

Certificates Werify
People ]
Export |
Web Sites
Signers =
Cryptographic
g‘lod::l’e;a hie You should make a copy of your certificates and keep them in a safe place. If you

ever lose your certificates, you will be unable to read encrypted mail you have
received, and you may have problems identifying yourself to web sites

Get a Cerificate... | Import a Cerdificate... |

%l cancel | Help

Figure 5-21: Select Certificate to Delete

Security Info You can use any of these certificates to identify yourself to other people and to web
Passwords sites. Communicator uses your certificates to decrypt infarmation sent to yaou. our
o cerfificates are signed by the organization that issued them

Navigator

Messenger These are your certificates:

Step 3: Select the Digital ID to be removed, then click on the Delete button.
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Microsoft Internet Explorer Users Only
To import your Digital ID into Internet Explorer:

Step 1: From the Internet Explorer toolbar, select View and choose "Internet Options
..." from the drop down menu.

’5 VeriSign - Microsoft Internet Explorer !ﬂ
| File Edit | vView Go Favorites Help
| e Toolbars ] 3 B =
| Back ' v Status Bar Each  Favoites  Histoy  Channels | Fulkoiesn  Ma
| Address [&] Explorer Bar 2
; Fonts r
vf 1! Stop Esc
€rL Refresh F&
Electronic Crede
Source
Eull Screen F11

Internet Options...

Enables you to change seftings.

Figure 5-22: Internet Explorer Drop Down Menu

Step 2: Select the Content tab.

Internet Options ﬂ

Generall Secunty  Content IConnectioni Ploglamsi Advancedl

— Content Advizar

Ratingz help you contral the Intemet content that can be
vigwed on thiz computer,

Enable... | Settngs

- Certific:ate
% Uze certificates to positively identify pourself, certificate
@l authorties and publishers.

Authorities.... I Publizhers...

- Personal infarmation
|; Microsoft Profile &ssistant stores wour Edit Profile. . |
| hame, address. and ather persanal
infarmation. Feset Sharing.. !
Microzoft Wallet provides a secure place Addresses.. |
to ztare private information for Internet

shopping. Payments... i

QK | Cancel | Bl I

Figure 5-23: Internet Options Tabs

Step 3: Select Personal from the Certificates list. This opens the Certificate Manager.
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Certificate Manager E

erddpugose | ~ |

Perzonal | Other People i Intermediate Certification Authorities l Truzsted Roat Certification Al_‘_l_'_l

lzsued To | |zzued By I Expiratiar ... | Friendly Mame I
ElJohnd, Doe WenSign Clazz 1 CA In.. 10421000 John Doe's...

Impoit... Evpt Hermnie I Advanced... |

Certificate Intended Purpose:

e

Figure 5-24: Certificate Manager

Step 4: Click on the Import button. This will invoke the Certificate Manager Wizard.

Certificate Manager Import Wizard

Welcome to the Certificate Manager

Import Wizard

Thiz wizard helpz to copy certificates, certificate ust lists,
and certificate revocation listz from your disk to the
certificate store,

What iz a certificate?

A, certificate iz a confirmation of pour identity izzued by a
certification authonty, Certificates contain information used
to protect data, or to establizh s ecure network
connectiong,

What is a certificate store?
A certificate stare is a spstem area where certificates,

certificate trust listz, and cerificate revocation lists are
stored.

Click Mext to continue ar Cancel to exit.

Cancel I

Figure 5-25: Certificate Manager Wizard
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Step 5: Click on Next and then browse to locate your Digital ID from the disk or folder in
which it is saved (it should have a .pfx or .p12 extension).

Certificate Manager Import Wizard Eq

Select File to Import
You can zpecify the file ta be imparted.

I

lle namne:

Mote: kore than one certificate can be stored in a single file in the following formats:
Persanal Information E schange- PKCS #12 [ [PRx<)
Cptographic Meszage Syntax Standard- PRCS #7 Cerificates [ prb]

Microzaft Senalized Certificate Store [ sst)

< Back | Mext = | Cancel

Figure 5-26: Certificate Manager Import Wizard

Once you have found it, highlight it and click on Open.

Loak jn: | 4 3% Floppy (&) =l Al c¥

et

mikes

t

cerk

File name: liadcert Open I
Files of type: IF'ermnaIInfnrmatinn Exchange [.pfa] _:i Cancel |
i
Figure 5-27: Locating Certificate

The certificate is inserted in the browse window of the Certificate Manager Wizard.
Click on Next to proceed.

Electronic Document Submittal Procedure  5-13 11/17/00



Step 6: When prompted, enter the import password used to protect your Digital ID (this

is the same password used to export your Digital ID). You may be prompted to enter
this password multiple times.

Certificate Manager Import Wizard

Password Protection for Private Keps

To maintain zecurty, the private key is secret and must be protected with a password.

Flease enter a password to access this file.

Pazzword:

™ Enable strong privats key protection

™ Mark the private key as exportable

< Back I Mext » I Cancel
Figure 5-28: Password Dialog

Step 7: Enter your password and click Next. You will then be prompted to select the

certificate store. This is set to a default of automatic. Simply click Next and then
Finish.

To remove your Digital ID and key files from the old computer:

Step 1: From the Internet Explorer toolbar, select View and choose "Internet Options
..." from the drop down menu.

’3 VeriSign - Microsoft Internet Explorer !E
] File Edit | View Go Favorites Help

I o Toolbars r A =il
BaEk il Status Bar Barch  Favortes  History  Channels | Fullscreen tda
| Address [E1n Explorer Bar » =2
a
» ’ =

] P ital ID Now!

1! Sto Esc
€rL e

Refresh F6 : i

Electronic Crede

Source
Full Screen

Internet Options.__.

Enables pou ta change settings.

Figure 5-29: Internet Explorer Drop Down Menu
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Step 2: Select the Content tab.

Internet Options ﬂ

Generall Security  Content I Ennnectioni Programsi Advanc:edl

—Content &dvisor

Ratings help you control the Internet content that can be
viewed on this computer.

Enable... | Seflings: |
- Certificate:
% Uze certificates to positively identify yoursell, certificate
@l authorities and publishers
’ Authorities.. | Publizhers... I

—Perzonal infarmation
[= Iicrosoft Profile Assistant stores your E dit Profile. . |

: nare, address, and other persanal
information. Rieset Sharing. I
Microzoft Wallet providgs a secure place Addreszes... |

to store private infarmation for Intermet

shopping. FPayments. .. I

0K | Cancel | Lol |

Figure 5-30: Internet Options Tabs

Step 3: In the Certificates section, click on the Personal button.

Certificate Manager K E3

Intended purpose; |<AII> j

Perzonal | Other People I Intermediate Certification Authorities | Trusted Root Certification hl_‘_l;

| lzsued To | |zzued By I Expiration ... I Friendly Mame |

5 lohn b, Doe Caln..  10/21/00 John Doe's...

Irnport... Export... Bemave I Advanced... |

Certifizate Intended Purpoges

<l

Wi |

Figure 5-31: Personal Certificate in Certificate Manager

Step 4: Highlight the Digital ID to be removed, then click on the Remove button.
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5.5 How to Renew Your Digital ID

A Digital ID is valid for one year from the time that it is installed. Approximately two to
three weeks prior to the date of expiration, you will receive an e-mail notification of the
pending expiration. Included in the e-mail is a hyperlink to the VeriSign Onsite Digital 1D
Center and a personal identification number (PIN) required for identification purposes.
To renew you Digital ID, follow the steps outlined below.

Step 1: Access the VeriSign Onsite Digital ID Center using the following URL.
https://onsite.verisign.com/services/ USNuclearRegulatoryCommissionADDOCIO/
digitalidCenter.htm. The Digital ID Center page is displayed.

$ Digital ID Center - Netscape

File Edit Yiew Go Communicator Help

2 = ¥ N a wWos B 3 F
Bach Foyard  Reload Home Search  Netscape Frint Security Shop Btap |

" Bookmaks  Ji  Metsite:[ips //onsite vesisign com/services LIS HucleaRegulatoryCommissione DO DI /digilaidCenter him =] @17 What's elated
e J%ImstantMessage Webbdal Radio People ellow Pages Download Calendar ﬂ Channels

Verisgn )

(ONSITE Digital ID Center
E3 3

U.S. Nuclear Regulatory Commission
ADD/OCIO Digital ID Center

@ ENROLL

Choose this option to enrall for a client Digital 10,

@ PICK-UP ID |

Choose this aption if you have enralled for a Digital 1D but have not picked it up

SEARCH

Choose this aption to find the record far a Digital ID. This function is useful for determining
whether a Digital ID is Valid, Expired, or Revoked. You may alsa Download 1Ds from this

optian.

(@) RENEW 5

[ & == |Document: Done e Tl e a2

Figure 5-32: Digital ID Center

[T

Step 2: Click on the Renew option. This will produce the Digital ID Renewal page.
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3 Renew Digital D - Netscape MEE
File Edi View Go Communicator Help

A 2 @ 4 o W o= 8 A @3

Back  Foise  Relosd  Home  Geach Mefscape  Pint  Secuiy  Shop  Sioo

% Backmarks g Mletcite: re verisign comeservices/USNucleaiR egulatonyCommissiorADDOCID fclient/userRerewals b ] @517 What's Related

£ Instart Message \ebhai Fladio Paaple ‘Yellow Pages Download Calerdar [ Channels

P
=
(}é{)’ . Enrollment

Digital ID Renewal

challenge Phrase

This is & unigue phrase you chose at the time of the original enroliment for the Digital ID. It protects
you against unauthorized action on your Digital ID and should not be shared with anyone. Do nat
lose itl It is required 1o revake, replace, or renew your Digital 1D

Enter Challenge Phrase:
Do not use any punctuation,

Renewal PIN
The Personal ldentification Murmber (PIN) is needed to complete this step. It was contained in an
e-mail message that notified you of the need to renew your Digital ID. This was sent by the Digital =l

[aEp=| [Bocument: Done

Figure 5-33: Digital ID Renewal

Step 3: In order to renew your Digital ID, you will need your Challenge Phrase, which
you entered during enrollment. Enter your Challenge Phrase. If you do not remember
the challenge phrase you will have to enroll for a new Digital ID.

Renew Digital ID - Netscape

File Edit “iew Go Communicator Help

T4 F 3 3 2 a3 B O

Back Forward:  Heload Home Seach  Metscape Frint Security Shop |
.w!v Bookmarks \!‘ Netsite:Iite.Verisign.com.-’servicesfuSNucIearHegulaloryCommissionADDDCIDKDIient/usarHanewalNS htrn Li @‘v What's Related

J%Instanth‘lessage edebibd ail R adio People Yelow Pages Download Calendar [j Channels

|
Renevial PIN
The Personal Identification Mumber (PIN) is needed to complete this step. It was contained in an
e-mail message that notified you of the need to renew your Digital ID. This was sent by the Digital
ID Center. Copy (Ctrl + C) the PIN number fram the e-mail, then paste (Ctrl +%) it into the box
below.

Enter PIN: |

Figure 5-34: Renewal PIN Entry

Step 4: Enter the PIN number included in the Digital ID renewal e-mail.
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5.6

3 Renew Digital ID - Netscape
Fle Edt View Go Communicator Help

1 4 & 3 4 » m = & 3 8

Back  Froeed  Reload  Home  Seach Mefscaps  Prnt  Secuity  Shop i)

b Bookmaks i Metsite: e verisign comservices/USNucle arRegulatory CarmmissioneDDOCI D client/userRenewallds him ] @E7 What's Fislated
& Instant Message webhdail Radio Peapls Vellow Pages Dowrload Calendsr (4 Channels

0 B BV

|
Optional: Choose Your Encryption Strength
The encryption strength indicated below is the maximum allowed by your browser software, We
recommend that you leave this as it is
1024 (High Grade) hd
Publish your Certificate
‘fou can choose whether you want your certificate to be published in a public directary. Note that
all the infarmation contained in the cedificate will be made publicly available.
Check this Box to Publish Your
Certificate ~
If information above is correct,
click Submit to continue.
[ == {Document: Done S e o

Figure 5-35: Completing Renewal

Step 5: Select the desired encryption strength and be sure that the “Publish your
Certificate” box is checked. Then click on the Submit button to complete the process.
Within 24 to 48 hours, you will receive e-mail notification with instructions on picking up
and installing your renewed Digital ID. Follow the instructions as outlined in the e-mail
and Section 2.5, Retrieving and Installing the Digital ID Certificate.

How to Revoke Your Digital ID

You need to revoke your Digital ID if its security has been compromised, or if you lost
the ability to use it and want a replacement. For example, if somebody stole your
computer with your private key file and you had not protected this file with a password,
that person could read your encrypted messages and impersonate you on the Internet.
You should revoke (cancel) your Digital ID so that VeriSign will no longer vouch for the
holder of that Digital ID. Alternatively, if your hard drive crashed and you lost your
private key file, you will be unable to use your digital certificate. In this case you should
revoke the Digital ID so that you can get a new key pair and a replacement Digital ID.

To revoke your Digital ID, go to the NRC EIE Home page at:
http://www.nrc.gov/NRC/EIE/index.html. Click on the hyperlink Request/Retrieve
Certificate.
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Welcome to Secure Document Transfer

[Quick Start Guide | Electronic Submittal Procedures | NRC Home ]

The U.S. Nuclear Regulatory Commission (NRC) has developed an electronic
information exchange (EIE) system to send and receive materials related to official
agency business with its customers and other Federal agencies in a secure and valid
manner across the Internet. The EIE system uses a public key infrastructure and digital
signaturing technology to validate the submitter and authenticate documents.

The NRC welcomes the EIE user community. See the links at the left side of this page

for step-by-step instructions, a list of frequently asked questions, and detailed information on
electronic signaturing. If you need more information, see the list of technical and administrative
contacts under "Contact Us."

|

= == |

|Document: Done

-Figure 5-36: NRC EIE Home Page

This produces the Request/Retrieve Certificate page.
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Electronic
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Legal Basis
What's New
EIE Start Up

Regquest/Retrieve
Certificate

Submit/Retrieve
Documents
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Electronic Submittal
Procedures

Adobe Acrobat 3.0

Request/Retrieve Certificate

[ EIE Main Page | NRC Home | Help ]

Step 3. Request a Digital Certificate from Verisign
* Go to the Verisien/NRC Page and select the first link, " Enroll for a Digital ID"

After submission, you will be notified via e-mail of the receipt of the enrollment application. You
will receive approval and instructions on how to retrieve your Digital ID via e-mail notification.

Step 4. Receive P.I.LN. Number in eMAIL

* Use the PIN number you received via email after NRC approval(Use this number in Step 5)
+ Keep this PIN in a safe place as you will need it to reirieve your certificate.

Step 3. Retrieve Your Digital ID Certificate (Your Browser)

You must wse the same computer that was used fo subwiit the enroliment form.

*  Go to the VeriSign/NRC Page and click on the "Retrieve your Digital ID (per you browser)

* When you receive this message "Digital ID Installation Complete”, you are finished. You do
not need to click on anything else in this page.

* Return to the EIE home via the EIE home page link in the left frame.

= ettt Ty

= [=0=|

|Document Done

'Figure 5-37: Request/Retrieve Certificate Page

From the Request/Retrieve Certificate page, click on the Go to VeriSign/NRC Page link
under Step 3. This produces the VeriSign Onsite End-User Services page.
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Figure 5-38: VeriSign Onsite End-User Services Page

Click on the Revoke your Digital ID button. You will need your challenge phrase, which
you entered during enroliment.

Follow the steps below to revoke the Digital ID:

Step 1: Find your Digital ID (see How to Search section above).

The Nuclear Regulatory Commission - Electronic Information Exchange Pilot - Netscape
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Electronic | EIE Quick Start il

Information
[ EIE Procedures | NRC Home |

veisign ) Certificate Detail
Weltiats (ONSITE
-/

Legal Basis

What's New This is a valid certificate. Please verify the information is correct. You
L can download it into your local machine. If you are the owner you can

LIE Start Up feneag

also revoke it if you want to.

Reguest Retrieve
Certificate

Submit Hetieve
Dacuments

Name John & Doe
Getting Answers - e
Email john doe@yourdomain. com
Quick Start Guide
Status Valid
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] T T |
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Figure 5-39: Certificate Detail
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5.7

Step 2: Verify that it is the correct Digital ID.

Step 3: Enter your challenge phrase and specify a reason for revocation. The pull-down
box shows the most common revocation reasons. Select a reason.

33} The Nuclear Begulatory Commission - Electionic Information Exchange Pilot - Netscape

Eile Edit Wiew Go Communicator Help

1 & & 3 % o b = & @ 0
Back Forward  Reload Home: Search  Metscape  Print Security Shop Stop
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v ,ﬁlnstanlMessage Webtdail Fadia Peoplz ‘rellow Pages Diownload @ Calendar d’ Chanrnels
Electronic | EIE Quick Start H
Information
Exchange [ EIE Procedures | NRC Home |

Select the desired format and download the certificate

Click Here To Choose ;i
Welcome
Dawnload This Ceificate |
Legal Basis
What's Few 2 cu . e
e You can revoke this certificate by choosing a reasen and providing
EIE Start Up correct challenge phrase.
Challenge
Request/Retrieve Phrase
Certificate ||
Reason IFUI’BUﬂBH or lost password j
SubmitRemieve
Pocuments Revoke This Cerificate
Getting Answors | {Warning: You will not be able to recover this certificate once you revoke it)
Quick Start Guide P
[ =p=| [Dacument: Done = N

Figure 5-40: Revoke Certificate Page

Step 4: Click on the Revoke This Certificate button. When you click Revoke, VeriSign
processes the revocation request, revokes the certificate, and updates the VeriSign
Certificate Report.

Please note that your revoked Digital ID still shows up in the Digital ID Center’s online
directory. As the Certification Authority, VeriSign must maintain records on the current
status of all Digital IDs issued in the past five years, and must make this information
available to the public. This protects you, and any party trusting your digital certificate,
against misuse of a compromised or expired Digital ID. Your Digital ID should now
appear in the directory as "status: revoked," allowing anyone who might have used your
Digital ID to see that your identity can no longer be verified.

How to Delete Your Digital ID

If your Digital ID is replaced due to expiration or revocation, you may wish to delete the
old one. To remove your Digital ID and key files from your machine, follow the steps
outlined in Section 5.4, “How to Transfer Your Digital ID to Another Computer.”
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5.8

Frequently Asked Questions

Netscape Navigator hung when | submitted my request and when | tried to install
my Digital ID it didn’t work:

When you click the Submit button in the final enroliment page, Navigator sends your
Digital ID request and prompts you to specify whether or not you want to enter a
password. If you click the Cancel button in this dialog box, Navigator assumes that you
want to cancel the entire process and deletes your private key. However, your request
has already been sent and a Digital ID generated in response. Because the private key
associated with this Digital ID no longer exists, it cannot be installed into Navigator. As a
result, canceling out of the password screen causes a long delay and sometimes causes
Navigator to hang. Netscape is aware of this problem and it will be addressed in
upcoming versions of Navigator. Because the private key is deleted when you cancel out
of the password dialog box, attempting to install your Digital ID using will also fail.

To get a Digital ID you will need to complete a new Digital ID enroliment request.
Because duplicate Digital IDs are not issued, when you complete the enroliment form for
your new Digital ID, you will need to alter the way you enter your name in some way,
such as by adding a middle initial or writing your name in all capital letters.

| have enrolled for a Digital ID but, when | look in my security options, it does not
show up:

If you did not enter a nickname when saving your Digital ID, then the Digital ID may not
appear in your security menu despite being saved in Navigator. Simply click the View
button to display the entire Digital ID.

I got the E-mail with my PIN, but | accidentally deleted it before copying my PIN:

The E-mail response to a Digital ID enroliment is automatic. Unfortunately, VeriSign
cannot regenerate the PIN information. You will have to enroll for a new Digital ID. Since
a Digital ID has already been generated in your name, and since VeriSign cannot
generate two identical Digital IDs, you will have to alter your name in some way (e.g. add
a middle initial or give your name in all capital letters) in order to get a new PIN sent to
your e-mail address.

My PIN does not appear to work:

If possible, use the Copy and Paste commands from the Edit menu to copy your PIN
from the e-mail you received and paste it into the field on the page you use to get your
Digital ID. If copying and pasting does not work with your software, and you must type
the PIN, make sure:

. the PIN includes 16 or 32 characters,

. the characters include only the numerals 0 (zero) through 9 and the letters
A through F, and

. there are no spaces before, after, or within the PIN.
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When | try to download my Digital ID, | get the message “private key not found:”

When you retrieve your Digital ID, VeriSign automatically checks to make sure that the
private key created in your hard drive during enroliment matches the public key in your
Digital ID. In order for these to match, you must be using the same web browser, in the
same directory, on the same computer as you were when you requested the Digital ID.

Can somebody else revoke my Digital ID without my knowledge or permission?
No. When you enrolled for your Digital ID you chose a "challenge phrase," which only
you should know. To change the status of your Digital ID in any way you have to present
this phrase.

| have a new E-mail address. Can | update my Digital ID?

Once a Digital ID has been issued it cannot be changed. Your Digital ID specifically
verifies that your public key is bound to your stated e-mail address, so when you change
addresses you need to revoke the old Digital ID and request a new Digital ID.

I moved or changed my name. Can | update the information on my Digital ID?

Once a Digital ID has been issued it cannot be changed. If you would like your Digital ID
to reflect your new information, you will need to obtain a new one.

Will unplugging my computer disrupt my Digital ID?

No. Your key pair and your Digital ID are stored on your hard drive and are not disrupted
by removing the power source to your computer.

Can | use my Digital ID with more than one browser or E-mail application (e.g.,
with Netscape Navigator and Microsoft Internet Explorer)?

Yes. You may use your Digital ID with more than one browser. To export your Digital ID
and import it to another browser, follow the steps outlined in Section 5.4, “How to
Transfer Your Digital ID to Another Computer.”

Note: There is a bug in some versions of Internet Explorer 4.0 you may be prompted to
enter this password multiple times (possibly as many as 20) before it takes. Microsoft is
aware of this and is working towards a solution

Import Into Netscape Navigator: Note: Only the later versions of Navigator 4.0 and up
support importing Digital IDs

Electronic Document Submittal Procedure  5-23 11/17/00



| am upgrading Netscape Communicator or to Microsoft Internet Explorer. How do
| save my Digital ID?

If you follow the instructions for upgrading your browser provided by Netscape or
Microsoft, your Digital ID will be automatically preserved. Do NOT delete your old
version of the software before installing the upgrade.

| deleted my old Microsoft Internet Explorer or Netscape Navigator and installed
the latest version. How do I reinstall my Digital ID?

If you removed your copy of Microsoft Internet Explorer or Netscape Navigator by
deleting the application and its directory, you also deleted the file that contained the
private key associated with your Digital ID. Without that private key, you cannot reinstall
your Digital ID.

Upgrading with installers preserves your personal information, including your Digital 1D
and private key. In the future, you should use the installer when upgrading.
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Statement of Liability

The provision of an electronic information exchange system by the NRC for the purposes
of submitting and transmitting documentary material is based on the terms and
conditions outlined below. Those who use the NRC’s EIE system do so of their own
accord. The exchange of information shall be conducted in good faith among the parties
participating. The NRC shall have no responsibility to warrant the authenticity of the
information exchanged nor to validate the identity of those involved in the exchange. The
NRC shall not be liable in any actions arising from transactions among parties
participating in the EIE process in accordance with the authorities and statements of
guidance listed below.

a Relevant Federal Regulations

The use of the NRC EIE Public Certification Services are subject to various U.S.
Federal and State criminal laws, which may include but are not limited to: 18
U.S.C. § 1030 (Computer Fraud and Abuse Act of 1986), 18 U.S.C. § 1343
(Federal Wire Fraud Act), 18 U.S.C. § 2701 (Unlawful Access to Stored
Communications - The Electronic Communications Privacy Act of 1986), and 18
U.S.C. § 1029 (Fraud and Related Activity in Connection with Computers).

a Exclusion of Certain Elements of Damages

In no event shall any issuing authority or NRC be liable for any indirect, special,
incidental, or consequential damages, or for any loss of profits, loss of data, or
other indirect, consequential, or punitive damages arising from or in connection
with the use, delivery, license, performance, or nonperformance of certificates,
digital signatures, or any other transactions or services offered or contemplated
by the NRC, even if such issuing authorities or NRC, or both, have been advised
of the possibility of such damages.

a Subscriber Liability to Relying Parties
Without limiting other subscriber obligations, subscribers are liable for any
misrepresentations they make in certificates to third parties who, having verified

one or more digital signatures with the certificate, reasonably rely on the
representations contained therein.
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Access Control List (ACL)

Certificate Authority (CA)

Certificate Database

Challenge Phrase

Digital ID Certificates

Digital Signatures

Encryption Strength

Key Generation

Key Pair

Glossary of Terms

A specific list of individuals or groups that are allowed
access to specific areas of the NRC EIE external server.

The trusted authority that creates, assigns, tracks,
maintains, and publishes certificates.

The file which contains your Digital ID certificate within the
Netscape Navigator or Communicator browser.

A set of numbers and/or letters that are chosen by a
certificate applicant, communicated to the issuing authority
with a certificate application, and used by the issuing
authority to authenticate the subscriber for various
purposes.

A special data structure that contains a user’s unique
identification, the user’s public key, and some parameters
related to the validity of the certificate such as the date of
expiration. Digital certificates, with public keys, are
maintained openly in a directory in the possession of a
certificate or certifying authority (currently VeriSign, Inc.).

A digital signature is a checksum which is the result of the
application of a secret key and algorithm to a message. As
a result, the digital signature is not constant; that is, it
always depends on the bit values of the document that it
signs. Upon receipt of the document, the digital signature
is re-created and compared to the transmitted digital
signature. If the signatures match, the sender is
authenticated and the document integrity is assured. A
non-match indicates that either the document was altered
or that the signature is not that of the expected sender.

The strength of the encryption depends on the length of the
key used. The length of the key is measured in “bits.”
Generally, longer keys are stronger than shorter keys. Key
size ranges from 512 bits to 1024 bits.

The process of creating a private key during certificate
application whose corresponding public key is submitted to
the Certificate Authority for validation.

A set of encrypted keys composed of a private key and a
corresponding public key. The private key is known only to
you and is not communicated to the Certificate Authority.
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Local Registration Authority
(LRA)

Local Registration Authority
Administrator (LRAA)

Portable Document Format (PDF)

Private Key

Public Key

Public Key Infrastructure (PKI)

Secure Hypertext Transfer Protocol
(HTTP-S)

Secure Sockets Layer (SSL3)

NRC staff who identify candidates to be certificate holders
and vouches for the binding between public keys and
certificate holder identities.

NRC staff who receives and reviews certificate requests,
approves or disapproves certificate requests, notifies the
Certification Authority of approve/disapprove decisions, and
performs review of requirements related to the digital
signatures.

A standard to make the interchange of formatted
documents between differing computing environments as
reliable as possible. It is designed to ensure the integrity of
the document being interchanged regardless of the
computer, operating system, or application software used to
create the original document.

A mathematical key (kept secret by the holder) used to
create digital signatures and, depending upon the
algorithm, to decrypt messages or files encrypted (for
confidentiality) with the corresponding public key.

A mathematical key that can be made publicly available and
which is used to verify signatures created with its
corresponding private key. Depending on the algorithm,
public keys are used to encrypt messages or files which
can then be decrypted with the corresponding private key.

A system for publishing the public-key values used in
public-key cryptography. There are two operations
common to all PKls. Certification is the process of binding a
public-key value to an individual, organization or other
entity, or even to some other piece of information, such as
a permission or credential. Validation is the process of
verifying that a certification is still valid.

HTTP-S provides secure communication mechanisms
between an HTTP client/server pair in order to enable
spontaneous commercial transactions for a wide range of
applications. It provides a flexible protocol that supports
multiple orthogonal operation modes, key management
mechanisms, trust models, cryptographic algorithms, and
encapsulation formats through option negotiation between
parties for each transaction.

A protocol designed to enable encrypted, authenticated

communications across the Internet. URLs that begin with
“https” indicate that an SSL connection will be used. In an
SSL connection, each side of the connection must have a
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Security Certificate. SSL3 includes three things; privacy,
authentication, and message integrity.

Time Stamp A notation that indicates (at least) the correct date and time
of an action, and identity of the person or device that sent
or received the time stamp.

Uniform Resource Locator (URL) A standardized device for identifying and locating certain

records and other resources located on the World Wide
Web.
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Appendix A. Digital Certificate Request Confirmation

From: <jed@nrc.gov>

To: john_smith@abc.com

Date: Fri, Nov 17, 2000 8:00 AM

Subject: Digital ID request confirmation

Dear John Smith,

Thank you for requesting a Digital ID. Your administrator
is processing your request, and will notify you when your
Digital ID is ready.

If you have questions about your application, please contact
your Administrator by replying to this e-mail message.

Electronic Document Submittal Procedure  A—v

11/17/00



Appendix B. Digital Certificate Request Disapproval

From: <jed1@nrc.gov>

To: john_doe@abc.com

Date: Fri, Nov 17, 2000 8:27 AM
Subject: Cannot Process Digital ID Request

Dear JOHN Q PUBLIC

Your Administrator was not able to approve your
Digital ID/certificate request based on the
information you provided.

You may receive another e-mail detailing the specific
reasons why your Administrator could not issue

your Digital ID. If you have questions, please contact your
Administrator by replying to this e-mail message.
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Appendix C. Digital Certificate Approval Notification

From: <jed@nrc.gov>
To: john_smith@abc.com
Date: Fri, Nov 17, 2000 9:22 AM

Subject: Your Digital ID is ready
Dear John Smith,

Your Administrator has approved your Digital ID request.
To assure that someone else cannot obtain a Digital ID that
contains your personal information, you must retrieve your
Digital ID from a secure web site using a unique

Personal Identification Number (PIN). You can retrieve your
Digital ID by following these simple steps:

Step 1: Visit the Digital ID retrieval web page. If your

Administrator has set up a customized location for retrieving

your Digital ID, you should visit the URL specified by your

Administrator. Otherwise, you can retrieve your ID at
https://onsite.verisign.com/USNuclearRegulatoryCommissionADDOCIO/index.html

Step 2: In the form, enter your Personal Identification

Number (PIN):
Your PIN is: XXXXXXXXX

Step 3: Follow the instructions on the page to complete the

installation of your Digital ID.

If you have any questions or problems, please contact your
Administrator by replying to this e-mail message.
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