
Document Transmittal Form

To: NRC- WASHINGTON 
DOCUMENT CONTROL DESK 
WASHINGTON, DC 20555

ID: SECGO101

-- 2. 71--.

Date:20001 010 

Please update your controlled set of documents with the following list of documents:

Document ID 
PRCISECG-ATT.081000 
PRClSECG-SECG-TOCl000 
PRCISECG-SECG-TOC-BASISI000 
PRCISECG-SECT.09.1 (BASIS)I000

Revision Status Quantity 
6 A 1

25 
7 

1

A 
A 

A

1 
1 

1

Format RecNo 
H 83776 

H 83735 

H 83816 

H 83856

This acknowledgement receipt must be returned within 5 working days to: 

Document Management: 
PSEG Nuclear 
BOX 236 
Hancocks's Bridge, NJ 08038 

MC N04 

Your signature below verifies that: 
(1) the above documents have been filed and superseded documents have been removed and destroyed or 
clearly marked as obsolete.  

(2) the mailing address and copy holder information are correct or corrections have been identified on this 
transmittal.

E- Place checkmark here to remove from controlled distribution 

Signature: Date:



SALEM GENERATING STATION 

EVENT CLASSIFICATION GUIDE 

October 10, 2000 

CHANGE PAGES FOR 

REVISION #25

PSE&G 
CONTROL 
COPY 7

The Table of Contents forms a general guide to the current 

revision of each section and attachment of the Salem ECG. The 
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ATTACHMENT 8

SECONDARY COMMUNICATOR LOG 

Table of Contents PS 

Notifications & Data Collection/Transmission CC 

Incoming Calls (BNE, DEMA, OEM, AAAG, etc.) 

Major Equipment & Electrical Status (MEES) form cc 
Operational Status Board (OSB) form 
Station Status Checklist (SSCL) form 

Common Site UNUSUAL EVENT - Station Status Checklist form

E&G 
NTROL 
)PY

Emergency Classification: (circle) UE ALERT SAE GE 

Name: Position: CM2 ITSC2/ EOF2 
(Print) (circle) 

NOTIFICATIONSA.

1. OBTAIN a copy of Attachment 6 and ASSIST Primary Communicator with 

15-minute notifications, as necessary.  
C 

2. DIRECT the Shift Rad Pro Tech (SRPT) (x2644) to implement SC.EP-EP.ZZ

0301(Q), Shift Radiation Protection Technician Response. (N/A for Common Site).

Name: Time:

Initials 

M2/TSC2/EOF2 

CM2

3. For an ALERT or higher emergency;

a. CALLOUT an additional SRO and have him/her report to the OSC.

Name: Time:

b. ACTIVATE ERDS within 60 minutes from the Affected Unit's SPDS 
terminal;

1) 
2) 

3)

PRESS <UNIT MASTER MENU> key.  
PRESS <ERDS> key.  
FOLLOW screen prompts.

CM2

Rev.06

Pages 
1-2 
3-4 
5 
6 
7-8 
9

NOTE 

A new Attachment 8 is required to be implemented if the classification or protective 

action recommendation (PAR) changes.

( )

CM2

SGS
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Initials 

A. NOTIFICATIONS (cont'd) 

4. OBTAIN a copy of the ICMF and FAX the ICMF to Group A. ____________ 

CM2/TSC2/EOF2 

5. COMPLETE a Station Status Checklist (SSCL) Form, Pg. 7 or Common Site 

UNUSUAL EVENT Station Status Checklist (SSCL) Form, Pg. 9; 

( ) a. OBTAIN OS (TSS/SSM) assistance, as needed for SSCL Pg.I.  

( ) b. OBTAIN SRPT (RAC/RSM) assistance, as needed for SSCL Pg.2. (N/A 

for Common Site) 

( ) c. FAX to Group B.  

( ) d. IF fax transmission of the SSCL is incomplete, 

THEN CONTACT the State Agencies listed below, READ the data. AND 

DOCUMENT on SSCL, Pg. 2.

Delaware Emergency Management Agency 302-659-2290 
NJ Bureau of Nuclear Engineering 609-984-7700

6. OBTAIN completed NRC Data Sheet from the CM-1, and FAX form to 

Group B.

CM2/TSC2/EOF2 

CM2/TSC2/EOF2

7. REPEAT Step 5 approximately every half hour OR IMMEDIATELY for significant 

changes in Station status, until either Turnover or relief.  
CM2/TSC2/EOF2 

8. TURNOVER responsibility for offsite notifications and offsite data updates (SSCLs) to 

the oncoming facility (TSC or EOF); 

( ) a. GIVE names and phone numbers of contacts already made with any 

Offsite Agencies.  
( ) b. GIVE time for next SSCL.  

CM2/TSC2 

9. IF available for other duties AND TSC turnover is complete, 

THEN obtain headset, MAN the Ops Data line and CONTACT the TSC ops 

advisor and establish an open line of communication from the control 

room to the TSC.  
CM-2 

B. DATA COLLECTION/TRANSMISSION 

1. WHEN in an ALERT or higher emergency 

OR AFTER significant changes in plant status, 

THEN COMPLETE the Major Equipment and Electrical Status (MEES) Form.

( ) ( ) 
( )

a.  
b.  
C.

OBTAIN Licensed Operator review.  

GIVE a copy to the OSC Coordinator.  
FAX to Group C.

CM2

Rev.06

DEMA 
BNE

SGS
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Initials

B. DATA COLLECTION/TRANSMISSION (cont'd)

2. IF requested by the TSC, 

THEN COMPLETE the Operational Status Board (OSB) Form every 15 minutes, 

(TSS may modify the frequency or data list as appropriate)

( ( ) )
a.  
b.

OBTAIN Licensed Operator review.  
FAX to Group C.

CM2

3. ENSURE the Facility OSB and MEES Status Boards are updated as follows: 

( ) a. OBTAIN OSB Data from SPDS "Unit Master Menu." 

( ) b. IF SPDS is Out of Service, 
THEN REQUEST CM2 to perform step B.2, above. (data set and frequency 

of updates may be revised by the TSS based on event circumstances) 

c. WHEN significant changes in plant status occur, 

THEN REQUEST CM2 to perform step B. 1, above.  
TSC2/EOF2 

4. WHEN the emergency is terminated, 

THEN FORWARD this document and all completed Forms to the OS (TSS/SSM).  

CM2/TSC2/EOF2 

C. INCOMING CALLS 

STATE OFFICIALS

1. IF Notifications authority has transferred, 

THEN DIRECT the caller to contact the TSC (or EOF if activated).  

2. WHEN contacted by any State Agency Officials (listed here),

DEMA 
AAAG 
BNE
DEP 
OEM-

CM2/TSC2

Delaware Emergency Management Agency 
Delaware Accident Assessment Advisory Group 

NJ Bureau of Nuclear Engineering 

NJ Department of Environmental Protection 

NJ Office of Emergency Management

PERFORM the following: 
a. OBTAIN and RECORD;

Agency Caller's Name Phone #

( ) b. READ the latest EC approved SSCL.

Rev.06
SGS
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Initials

C. INCOMING CALLS (cont'd) 

STATE OFFICIALS

( ) c. IF caller is NJ-BNE, DEMA, or AAAG.  

THEN also READ the approved NRC Data Sheet Event Description. CM2/TSC2/EOF2

NEWS MEDIA

3. WHEN contacted by any News Media representative, 

READ the appropriate message below: 

) a. IF the ENC is not activated (Unusual Event), say; 

"You are requested to contact the Nuclear Communications Office 

at the following number: 856-339-1186."

( ) b. IF the ENC is activated (ALERT or higher), say;

"You are requested to contact the Media Information Operator at 

any of the following numbers: 856-273-0188, -0282, -0479, or 
0586." CM2/TSC2/EOF2

NRC OPERATIONS CENTER 

4. WHEN directed by the NRC to TERMINATE ERDS transmission, 

THEN GO TO any SPDS terminal of the affected Unit AND PROCEED as follows, 

a. PRESS <UNIT MASTER MENU> key.  

b. PRESS <ERDS> key.  

c. FOLLOW screen prompts.  

d. WHEN completed, NOTIFY the OS.  
CM2 

Rev.06
SGS
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Pg. 5 of 9MEES

SALEM UNIT 
MAJOR EQUIPMENT AND ELECTRICAL STATUS

LIA I r. ____________________

UPDATE TIME:______

________________________________________________ . __________________ i -
iI~..., -, rr~rI ICO~NTAINME'NT ELFCT I

NOTE: Y = IN SERVICE 
N = OUT OF SERVICE 

(CIRCLE ANY UNAVAILABLE 
EQUIPMENT)

COOLING 
SYSTEMS 

AUX FD I 
PUMPS 2 

3

SERVICE 

WATER 
PUMPS

COMP.  

COOLING 
01 TkADC

I 
2 
3 

4 

5 
6

ELECT .  
FEED

A 117)

RIIl

STM.

3D 
8D 

R3F0

B8D

3D 
8D

- ..- �-.- T
2 
2

AIWD 

B1OD

SYSTEMS 
CHARGING 
PUMPS

SAFETY INJ

PUMPS

RHR

PUMPS
Y/N

AID___

I 
2 
3

FEED
B9D 
C9D

A7X

Y/N CONTROL
CONT. SPRAY 
PUMPS

FEED

I A2DI A2D 
2 FC 2D

Y/N

- - p � -HI LUW
CFCU

I T.....~tt A3X' { t '-'1 
3 A7X U lC

2 C5D

-
A7D 

B7D2
-

ELECTRICAL STATUS

OFFSITE AC POWER AVAILABLEI

EMERGENCY DIESELS

ED)
STMA

B 
C

BIDN LIJIIUIU ACLI POE AVAILABLE

Y/N

I 

2 

3 

4 

5

REMOVAL

A4X

B3X B2X 
B4X 

C3X C2X 
C4X 

B7X B6X 
B8X

C7X 
C8X

2 
2

C6X

_______ " ___

ELECT.  
FEED

E7X

Y/N

I. _________________________ i - i *1 -

I AI5X

RECOM
1 A15X 

21 B15X

I-I_ __ _ _ __ _ _ __ _

#3 GAS TURBINE
t ___________________________ a - !

ELEC DISTRIBUTION
AVAILABLE? 

VITAL BUS A 
B 
C

Y/N

MISC. EQUIPMENT

FIRE PUMPS 
(DIESEL)

STATION AIR COMP.

�1*

2

Y/N

.mE ELLL 1.
ELECD.  

FEED Y/N

REACTOR 1 H4D GROUP BUS E I 11H6D 

COOLANT 2 E4D F 2 2GID 

PUMPS 3 F4D G 3 IGID 

4 G4D H EMERGENCY AIR ELECT.  
__________ -COMP. FEED Y/N 

CONDENSATE I HID 
C PDY 

PUMPS 2 EID I ICI4X 

3 FID 2 2CI4X 

U I / U2 COMMENTS: 
CIRC IA 2AD/2AD 

WATER IB 7BD/7BD 

PUMPS 2A 3AD/3AD 

2B 6BD/6BD 

3A 4AD/4AD 

3B 5BD/5BD

LICENSED OPERATOR REVIEW:
INITIALS

Rev.06SGS

'

LOWHI

/.AI A51)

I

RUiN 'LOADEDI



Operational Stat - Board - Salem

UPDATE: I 
TIME DATE 

I. EMERGENCY CORE COOLING SYSTEM 
Cent. Charg. Pump Flow (BIT flow) GPM 

SI P flow # 1 GPM 

SIP flow # 2 
RHR P flow # 1 GPM 

RHR P flow # 2 GPM 

RWST LEVEL FT 

II. CONTAINMENT 
Cont. Pressure PSIG 

Cont. Temperature (AVG) F 

Cont. H2 Concen. % 
Cont. Sump level % 
Cont. Rad (hi range) R44A R/hr 

Cont. Rad (hi range) R44B R/hr 

Ill REACTOR COOLANT SYSTEM 
# of RCPs Running 
RVLIS (full range) % 
Core Exit Thermocouple (hottest) F 

# of Thermocouples > 1200 OF 

Tc Loop 1 F 

Tc Loop 2 F 

Tc Loop 3 F 

Tc Loop 4 F 

*Tave (Autioneered) *if no RCPs running, Tave on F 

PZR/RCS Pressure the Control Console is invalid. PSIG 
PZR Level (hot) % 
Th Loop 1 F 

Th Loop 2 F 

Th Loop 3 F 

Th Loop 4 F 

Reactor Power/Neutron flux %/an 

Subcooling Margin F

UNIT # 11111

IV. C.V.C.S 
Letdown flow 
Charging flow

V. SECONDARY COOLANT 
NO. 1 SG level 
NO. 2 SG level 
NO. 3 SG level 
NO. 4 SG level 
NO. 1 SG pressure 
NO. 2 SG pressure 
NO. 3 SG pressure 
NO. _4 SG pressure 
NO. 1 SG feedflow 
NO. 2 SG feedflow 
NO. 3 SG feedflow 
NO. 4 SG feedflow 
AFST level 

VI. MISC. TANKS LEVEL 
Waste Hold-Up Tank #_1 
Waste Hold-Up Tank #_2 
Waste Monitor HUT 

VII. SSCL INFORMATION 
Offsite power available? 
Two or more diesels available? 
Did ECCS actuate? 
Is the containment barrier failed? 

SIGNIFICANT PLANT

,ps/GR

V 

S

SYSTEM

Ill.

ECG 
Attachment 8 SGS Rev. 06

GPM 
GPM 

% (NR or WR) 
% (NR or WR) 
% (NR or WR) 

% (NR or WR) 
PSIG 
PSIG 
PSIG 
PSIG 
% or LBS/HR 
% or LBS/HR 
% or LBS/HR 
% or LBS/HR 

NO

Page 6 of 9



STATION STATUS CHECKLIST 
(Pg. 1 of 2)

ECG 
ATT 8 
Pg. 7 of 9

Operational Information 

SALEM GENERATING STATION Unit No. Message Date Time 

Transmitted By: Name Position 
(CR/TSC/EOF) 

1. Date and Time Event Declared: Date Time (24 hr clock) 

2. Event Classification: El Unusual Event 0l Site Area Emergency 
El Alert 0l General Emergency 

3. Cause of Event: Primary Initiating Condition used for declaration 

EAL #(s) 

Description of the event 

4. Status of Reactor: El Tripped/Time __ At Power 0l Startup 

El Hot Standby 0l Hot Shutdown El Cold Shutdown El Refuel 

5. RZR/RCS Pressure psig Core Exit TC OF 

6. Is offsite power available? El YES O NO 

7. Are two or more diesel generators available? El YES El NO 

8. Did any Emergency Core Cooling Systems actuate? El YES El NO 

9. Is the Containment barrier failed? (Loss per EAL section 3.3) El YES El NO

10O. umer pertinent lniormatlon 

Approved: 
EC or TSS or SSM

Rev. 06SGS

SSCL



STATION STATUS CHECKLIST ECG 

(PAGE 2 OF 2) 
ATT8 

RADIOLOGICAL INFORMATION 
Pg. 8 of 9 

SALEM GENERATING STATION UNIT NUMBER: CALCULATION TIME: __ DATE: 

1. GASEOUS RELEASE>TECH SPEC (T/S) LIMITS: 

(T/S LIMITS: 2.42 E+05 1iCi/sec NG or 2.1E+01 gaCi/sec IODINE) 

YES: [ ] RELEASE START TIME: DATE: 

NO:[ ] 

A. RELEASE TERMINATED: YES [ ]NO [ ] N/A[ 

B. ANTICIPATED OR UNKNOWN DURATION OF RELEASE: HOURS 

C. TYPE OF RELEASE: GROUND [ ] ELEVATED: [ ]N/A [ I 

D. ADJUSTED WIND SPEED: (mph) _ (m/sec) WIND DIR (deg from) __ 

E. STABILITY CLASS: (A-G) DELTA T: __(deg C) 

F. VENT PATH OF RELEASE: R41 [ R45B/C [ ] R44[ ] R46[ ] 

G. NG RELEASE RATE: R41 R45B/C R44 

R46 (VOCi/sec) 

H. 1-131 RELEASE RATE: R41 R45B/C R44 

R46 DEFAULT ([tCi/sec) (circle if default) 

1. TOTAL RELEASE RATE NOBLE GAS: _(pCi/sec) 

J. TOTAL RELEASE RATE IODINE- 1 31: .(piCi/sec) 

2. PROJECTED OFFSITE DOSE RATE CALCULATIONS: 
TEDE 

DISTANCE XU/Q TEDE DOSE THYROID- THYROID

FROM VENT RATE (4 DAY) CDE RATE CDE DOSE 

(IN MILES) (I/M2) (MREM/HR) (MREM) (MREM/HR) (MREM) 

MEA 0.79 

2.00 
LPZ 5.00 

EPZ 10.00 

3. OTHER PERTINENT INFORMATION: 

4. UPDATE TO STATES (IF VERBALLY TRASMITTED): 

NAME TIME INITALS 

STATE OF NEW JERSEY: 

STATE OF DELAWARE: 

AGENCY: 

APPROVED: 
EC or RAC or RSM 

SGS Rev. 06



ECG 
ATT 8 
Pg. 9 of 9

Common Site Unusual Event 
STATION STATUS CHECKLIST

Operational Information Message Date Time

Transmitted by: Name 

1. Date and Time Event Declared: Date

2. Cause of event:

Position 

Time:

Primary Initiating Condition used for declaration

EAL#

Description of the event:

33FT. LEVEL WIND DIRECTION (From): WIND SPEED 

(From MET Computer) (DEGREES) (MPH)

3. Status of Mode: (Power, Startup, Rx Pressure Hottest Core Exit Rx Water 

the Reactors Hot Standby, Hot S/D, TC / Rx Temp Level 

Cold S/D, Refuel) 

Salem I psig OF covered 

Salem 2 psig OF covered 

Hope Creek psig OF in.  

Salem I Salem 2 Hope Creek 

YES NO YES NO YES NO 

4. Is offsite power available? 

5. Are two or more diesel generators operable? 

6. Did any Emergency Core Cooling Systems actuate? 

7. Is any Containment Barrier failed? (Loss per EAL 
section 3.3) 

8. Radiological release (> Tech Spec Limit) in progress X X X

9. Other pertinent information

EC Initials 
(Approval to Transmit ICMF)

Rev. 06SGS
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SALEM GENERATING STATION 

EVENT CLASSIFICATION GUIDE TECHNICAL BASIS 
October 10, 2000 

CHANGE PAGES FOR 

REVISION #07

I ML

The Table of Contents forms a general guide to the current 
revision of each section and attachment of the Salem ECG Technical 
Basis. The changes that are made in this TOC Revision #07 are 
shown below.  

1. Check that your revision packet is complete.  
2. Add the revised documents.  
3. Remove and recycle the outdated material listed below.

ADD REMOVE

Description

TOC

EAL Section 9.1

Rev. Pages

7

1

ALL

All

Description 

TOC

EAL Section 9.1

Summary of significant changes: 

1. Added clarification to the Site Area Emergency unarmed 
intruder security event.  

2. Changed SNSS to OS.  
3. Deleted reference to PSE&G.

1 of 1

Pages

ALL 

All

Rev.

6 

0

ýýE-Cc9aLL LI

S-ECG



e••. fTechni cal Bas is 

KLr t.J T.O.C.  

(OT N S SI N T R O IT P g . 1 of 3 

SALEM ECG TECHNICAL BASIS 
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9.0 Hazards - Internal/External 

9.1 Security Threats

S EAIFVr"ical Basis 

IT-OL 

R 0 Lv

UNUSUAL EVENT - 9.1.1 

IC Confirmed Security Event Which Indicates a Potential Degradation in the Level of 

Safety of the Plant 

EAL

MODE - All 

BASIS

A security threat that is identified as being directed towards the station represents a potential 

degradation in the level of safety of the plant. The intent of this EAL is to classify security 

events, which threaten the Protected Area, but have not been determined to threaten plant vital 
areas.  

A security threat is confirmed if physical evidence supporting the threat exists, if information 

independent from the actual threat exists, or if a specific group claims responsibility for the 

threat. The OS/EC will declare an Unusual Event upon consulting with Security to determine 

the validity of the entry conditions. Security Contingency Procedure (SCP) numbers are 

referenced following each EAL threshold. Since some SCP numbers appear in more than one 

EAL - 9.1.1 
Rev. 01 

Page 1 of 2

Confirmed security threat directed towards the station as evidenced by 
ANY one of the following: 

"* Credible threat of malicious acts or destructive device within the Protected Area 
resulting in SCP-5 implementation 

"* Credible intrusion or assault threat to the Protected Area resulting in SCP-5 
implementation 

"* Attempted intrusion or assault to the Protected Area resulting in SCP-7 OR SCP-11 
implementation 

"* Malicious acts attempted or discovered within the Protected Area resulting in SCP-10 
implementation 

"* Hostage/Extortion situation that threatens normal plant operations resulting in SCP-8 
implementation 

"* Destructive Device discovered within the Protected Area resulting in SCP-10 
implementation
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EAL, the on-duty Security Supervisor will provide information concerning the specific event 

to aid in classification.  

Barrier Analysis 

N/A 

ESCALATION CRITERIA 

This event will be escalated to an Alert based upon an actual Protected Area intrusion, 

malicious acts, or destructive devices discovered within a Vital Area.  

DISCUSSION 

Security events, which do not represent a potential degradation in the level of safety of the 

plant, are reported under RAL 11.7.1. a, an One Hour Non-Emergency Safeguards event.  

The following is an index of Security Contingency Procedures referenced by this event:

SCP-5, 
SCP-7, 
SCP-8, 
SCP-10, 
SCP-1 1,

"Security Threat" 
"Internal Disturbance" 
"Hostage Situation" 
"Discovery of Destructive Devices or Evidence of Malicious Acts" 
"Civil Disturbance"

DEVIATION 

None 

REFERENCES

NUMARC NESP-007, HU4.1, HU4.2 
Safeguards Contingency Plan

EAL - 9.1.1 
Rev. 01
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9.0 Hazards - Internal/External 

9.1 Security Threats 

ALERT - 9.1.2 

IC Security Event in a Plant Protected Area 

EAL

MODE - All 

BASIS

This class of security event represents an escalated threat to the level of safety of the plant.  
This event is confirmed if physical evidence supporting the hostile intrusion or assault exists.  

The intent of this EAL is to classify security events that represent an actual intrusion into the 

plant Protected Area. The OS/EC will declare an Alert upon consulting with the Security to 
determine the validity of the entry conditions.  

Security Contingency Procedure (SCP) numbers are referenced following each EAL threshold.  

Since some SCP numbers appear in more than one EAL, the on-duty Security Supervisor will 

provide information concerning the specific event to aid in classification.  

Barrier Analysis 

N/A 

ESCALATION CRITERIA 

This event will be escalated to a Site Area Emergency based upon a hostile intrusion in plant 
Vital Areas.  

EAL - 9.1.2 
Rev. 01 

Page i of 2

Confirmed hostile intrusion or malicious acts as evidenced by ANY one of the following: 

"* Discovery of an intruder(s), armed and violent, within the Protected Area resulting in 
SCP-6 implementation 

"* Hostage held on-site in a non-vital area resulting in 
SCP-8 implementation
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DISCUSSION 

The following is an index of Security Contingency Procedures referenced by this event: 

"* SCP-6, "Discovery of Intruders or Attack" 
"* SCP-8, "Hostage Situation" 

DEVIATION 

None 

REFERENCES 

NUMARC NESP-007, HA4.1, HA4.2 
Safeguards Contingency Plan 

EAL - 9.1.2 
Rev. 01 
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9.0 Hazards - Internal/External 

9.1 Security Threats 

SITE AREA EMERGENCY - 9.1.3 

IC Security Event in a Plant Vital Area 

EAL

MODE - All 

BASIS

The first condition covered in this EAL covers a class of security events that represents an 

escalated threat to plant safety above that contained in an Alert. This EAL concerns a hostile 

intrusion or assault that has progressed from the Protected Area to a Vital Area. The Vital 

Areas are within the Protected Area and are generally controlled by key card readers. These 

areas contain vital equipment, which includes any equipment, system, device or material 

required for safe shutdown and for protection of the health and safety of the public and plant 

personnel.  

The second condition covered in this EAL is intended to cover the discovery of malicious acts 

or destructive devices that could cause significant damage to a plant vital structure or more 

than one safety system. For malicious acts or destructive devices discovered in a plant vital 

structure that cannot cause significant damage to a plant vital structure or more than one safety 

system, evaluate EAL 9.1.1.  

The Security Contingency Procedure (SCP) number is referenced following the EAL 

threshold. Since some SCP numbers appear in more than one EAL, the on-duty Security 

Supervisor will provide information concerning the specific event to aid in classification.  

EAL - 9.1.3 
Rev. 01 

Page 1 of 2

Confirmed hostile intrusion or malicious acts in Plant Vital Areas as evidenced by: 

"* Discovery of an intruder(s), armed and violent, within the Vital Area, resulting in 

SCP-6 implementation 
"* Malicious acts or destructive device discovered in a Vital Area, resulting in SCP-1o0 

implementation
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Barrier Analysis 

N/A 

ESCALATION CRITERIA

This event will be escalated to a General Emergency based upon the loss of physical control of 

the Control Room or Remote Shutdown Capability.  

DISCUSSION 

The following is an index of the Security Contingency Procedure referenced by this event:

0 

S

SCP-6, "Discovery of Intruders or Attack" 
SCP-10, "Discovery of Destructive Devices or Evidence of Malicious Acts"

DEVIATION 

None 

REFERENCES

NUMARC NESP-007, HS1.1, HS1.2 
Safeguards Contingency Plan

EAL - 9.1.3 
Rev. 01
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9.0 Hazards - Internal/External 

9.1 Security Threats 

GENERAL EMERGENCY - 9.1.4 

IC Security Event Resulting in Loss of Ability to Reach and Maintain Cold Shutdown 

EAL 

Security event resulting in the actual loss of physical control of 
EITHER one of the following: 

"* Control Room 
"* Remote Shutdown Panel 213

MODE - All 

BASIS

Security events classified under this EAL represent conditions under which a hostile force has 

ken physical control of areas required to reach and maintain Cold Shutdown. Both the Control 

Room and Remote Shutdown Panel are included, since control of either could hamper the 

operating crew's ability to perform a safe plant shutdown. Actual loss of physical control is 

defined as the condition where licensed Control Room Operators can no longer take required 

action to operate the plant, including unauthorized transfer of plant equipment controlled from 
the Control Room.  

Barrier Analysis 

None 

ESCALATION CRITERIA 

N/A 

DISCUSSION 

The Remote Shutdown Panel 213 was the only panel included in this EAL due to its central 

location and ability to allow for physical control of multiple Safety Related components 

without detailed knowledge of plant operations. Security threats, which meet the threshold for 

declaration of a General Emergency, are an actual loss of physical control of the Control 
EAL - 9.1.4 

Rev. 01 
Page 1 of 2
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Room or remote shutdown locations. This situation places the plant in a potentially unstable 

condition with high potential of multiple fission product barrier failures.  

DEVIATION 

None 

REFERENCES

NUMARC NESP-007, HG1 
Safeguards Contingency Plan

EAL - 9.1.4 
Rev. 01
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