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Subject: Re: NAVSEA Request

Good morning Christopher,

Thank you for your interest in the NRC's Agencywide Document Management System
(ADAMS).

I am unable to justify the security risks involved in opening any TCP/IP ports on the NAVSEA
firewall. The justification must come from people like you and/or your co-workers who require
access to this information. Once you have your justification, NAVSEA must weigh the risk
verses the benefit. You may choose to open the necessary TCP/IP ports required by the Citrix
application or you may opt to setup a stand-alone workstation with a modem connected to a
local Internet Service Provider (ISP). Your NAVSEA security team certainly understands your
firewall and security requirements much better than the NRC. I am including with this e-mail all
of our firewall configuration documentation for guidance. If you and/or your NAVSEA security
team would like to have a detailed discussion on the firewall requirements, please contact me
directly for assistance at (301) 415-7827.

Let me correct and clarify the comment "...that 20 other government agencies expressed
interest in using ADAMS, but decided that the security risk outweighed the benefits...". We
have worked with approximately 25 public users (corporations, public interest groups, ...) who
required firewall configuration advice and/or documentation. We have successfully assisted 21
public users whom ultimately successfully accessed the ADAMS system via various means
(firewall modification, stand-alone workstation,...).

Our future plans do not include the use of Citrix, which would eliminate the requirement to open
any new TCP/IP ports on your firewall. We do not plan to convert any of our documents to
HTML format. The majority of our publicly available documents are currently in either TIF
format (65%) or PDF format (30%). The NRC web site ( contains a copy of important "official
records" of interest to a wide audience.

We are currently analyzing our public access method and plan to take all public comments into
account.

Thanks again for your interest,
Mike Williams (Senior Computer Specialist - USNRC/OCIO/ITID/IDIB)

Attachments: ML003757688
ML003757696

Incoming Request under ML003755124

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

Hello,



I have two requests. First, in order to run the ADAMS software, I need to
have the system administrators for the Naval Reactors unclassified firewall
open up access to the upper UDP ports. The administrators want to see the
NRC certification and accreditation documentation for the ADAMS software
that describes and justifies the risks involved in allowing the upper UDP
ports to be open. Can you send me an electronic version of this
documentation?

Second, what are the future development plans for ADAMS. I spoke with an
ADAMS technician who said that 20 other government agencies expressed
interest in using ADAMS, but decided that the security risks outweighed the
benefits of ADAMS access. Will your future development plans address the
security concerns associated with UDP? For example, the client and server
could communicate using TCP, especially since the Citrix server only has a
license that allows 30 concurrent sessions. Also, can you provide an
estimated schedule for the conversion to HTML based public document viewing?

Naval Reactors has a desire and a need to keep abreast of NRC publications.

We would greatly appreciate your assistance in addressing this matter.

Sincerely,

Christopher de Veer
Naval Reactors (NAVSEA 08Z)
703-602-8995

CC: Elizabeth Shelburne; James Schaeffer; Lynn Scatt...
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