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REGULATORY GUIDE
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REGULATORY GUIDE 6.20

TRAINING, EQUIPPING, AND QUALIFYING
OF GUARDS AND WATCHMEN

A. INTRODUCTION

Section 7350 of 10CFR Part 73, “Physical
Protection of Plants and Materials,” requires fuel
reprocessing lcensces and persons licensed to possess
certain specified quantities of special nuclear material
(SNM), respectively, to provide trained and equipped
Pt 20 1o prote zion,

8. DISCUSSION

Guards and watchmen responsible for the

on of SNM onsite and in transit and for the

tion of the facility against industrial sabotage

should, like other components of the physical security

system, meet minimum lkvels of performance and

reliability. The licensee should sssure that those

responsible for security are capable, and qualified to

execute the duties peescribed for them. Performance and

reliability of the guard force can be assured by strict
adherence to s program of: :

. Preemployment screening,
Training and qualification, and
3. Testing and requalification.

Preemployment screening provides a means to
determine whether s prospective security employee is
trustworthy and capeble of performing the security tasks
that will be assigned to him.

!JH

Training and qualification of guards and watchmen
are necessary to sssure knowledge of the faclity
licensee’s or transport licensee’s (transporter) * security
plan and to sssure a thorough undemstanding as to
exactly what & and what is-not expected of each guard
and watchman. Purthef, the legal respohsibilities and
limitations involved in the execution of his duties should
be made clear to every guard and watchman. Special
emphasis should be given €0 the besaiing ahd use of

physical and training
watchman will depend 'upon the duties charged to that
guard or watchman, ‘

The Commission’s regulations make the following
distinction between guards and watchmen: guards are
amed and uniformed and have protection of SNM
against theft and/er the protection of a plant against
industrial sabotage as their primary duty; watchmen,
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‘who may or may not be armed and uniformed, protect

daﬂmlmddeNMtheminin&ocoumofothet
duties. For the of this gulds, the term
watchman will refer to an individual who is never armed,
and a third category, patrol watchman, will be
considered a3 an arms qualified individusl who msy be
issued arms during an emergency or threat situation and
whoss primary duty, at least during an emergency of
threat situation, is the protection of the plant and the
SNM therein.

For material shipments, armed escorts and armed ‘

monitors are goards, and unammed escorts are
considered patrol watchmen.

C. REGULATORY POSITION

A program acceptable to the Regulatory staff for
the preemployment screening, triining, testing,
and of licenses security persoand

equipping,

should inchude the following:

1. Preemployment Screening
a. Miaimwn Quiification

P:mﬁoymmminuhoﬁl:dbednwdto‘

assess the suitability of an applicant for consideration a3

a member of the licermee’s security organization. The

following are minimutn '
(1) Minimun age of 21,

.(nuhlmmmamwwhodw

or equivalent,
(3) No record of felony convictions,
(4)chnlpodhuhhadmrm'mdbyn
physician prior to employment.

b. Employment Application

An employment upplication should be used to

provide a basis for the screening process. The application
should contain the following information:

{1) Full name,

(2) Date and place of birth,

(3) Citizenship,

(5) Prior residences (past < to 10 yean),

(6) Educational background (institutions,

(7) Previous employment history (full adult
Ine) including supervisors, employment function, reason
fur termination,

(8) Military service,

(9) Record of criminal cuavictions.

c. Physical Capabilities

(1) Al security personnel should be capable of
arduous physical exertion and be able to withstand
exposure to unusual or inclement weather, >

dates),

(2) All security personnel should have vision
correctible to 20/20 (Saellen) in each eye,

(3) All security persoanel should have hearing
loss not exceeding 30 dB in both ears, or 35 dB in the
poorez ear, relative to normal hearing,

(4) All security personnel should bs mentally
alert and capable of understanding and performing the
duties assigned.

d. Contract Service

_If the licenseo chooses to use a contract guard
servics, he should accept only security personnet who
have undergone preemployment screening and who meet
the qualifications prescribed above.

- 2, Training

Prior to sssignment of security duties, each gnard,
watchman, and patrol watchman, whether hired by the
licenscs of provided by a contract service, should
successfully complete 3 training program coasisting of

m:. GowdﬁmaoudhdinAppanonf
B Training specific t the facility or transport

licenseo’s security plin for nomndl, cn?ncy. and
dnwdmﬁquuwmmmdkn this guide.

3. Testing and Requalification

Each guard, watchman, and patrol watchman should
bo tested and requalified according to the following

a. Pacility or transport security plan: genenal
duties and responsibilities of security personnel-

" annually,

b. Facmtyutrmpon-cuitypluuspeciﬂc
duties and responsibilities as ally,
~¢. Communication eoquipment and security
equlpnentnnpptopﬁate—m‘muﬂy.
d. Ams qualification for guards and petrdl
watchmen (Appendix C)—semisnnually, :
e. Medical examination—annually. ?

4. Equipment

The facility licensee. transporter, or contract service
should issue uniforms, firearms, commuaication devices.

- and other security equipment as approprate. Inspections

% United States Army Regulation AR 40-531, “Standards of
Nodicsl Fitness™ offers a guids to the determination of an in-
dlvidl’s physical abfity to perform the dutiss of a guard or
patrol watchman,

% Prior to reassignment to duty, s physician should certify
the genetal good health of any guard, watchman, or patrol
watchman returning for service after a prolonged fliness.

5 .2%2
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should be canducted and documented by the security
supervisor of the facility or transporter or by snother
individual designated by the licensee at least quarterly to
assure proper care and condition of said equipment.

8. A1 g genenal practice, uniforms issued to guards
and uniformed watchmen and patral watchmen should
be makedly distinct from those of local law
enforcement guthorities. :

b. Onduty
of not less than caliber .38. Wespons should be kept
Joaded at all times while being carried by guards. )
e W such s shotguns, rifles, riot guns, tear
g, and mace should be available and issued to guards
and patrol watchmen as necessary. Such weapons thould
be loaded only upon issue. and should remain loaded for
as long a3 they are camied by the guards or patral
watchmen.

tghould be armed with sidearms:

d. Guards and watchmen on patrol should carry
radio communication devices. An Intercom or other
means should be used to provide communicatios in aress
of the facility where direct radio communication is not

e. Fixed«ite security deganizations should be
provided with at least one dedicated wehicle, such asa
joep, equipped with twowsy nadio communication for
the purpose of quick response to intrusion or to an
alarm. If the patrd area is 5o lasge that only patrol by
vehicle is at least one other dedicated vehicle
should be provided. In eddition to radio comnyunication,
vehicles usod for to intrusion or for armed
escort of SNM shipments should be equipped with a

.loaded shotgun or riot gun, extra rounds of ammunition,

flares, spare batteries for communication devices,
mmcm or dry powder fire extinguisher, anda

520-3



APPENDIX A
GENERAL TRAINING PROGRAM

This appendix lists topics and suggested time
allotments for 3 10-day general training program for
guards and watchmen. The is divided into two

_sections: points of law and security wkills. The section on
puints of law is not intended to be a course in all aspects.
of the law, but rather is intended to introduce the guards
and watchmen to, and familiarize them with, some
essential principles of law of which the guarda and
watchmen should have a basi¢ understanding in order to
asdist and protect them in the proper performancs of
thels duties. Hence, the topics listed in that section
should be covered mmfﬂciemdcptbtomthtuch
guard, watchman, and patrol watchman possesses an
understanding of (3} the general limits of legal authority
of a private security guard a3 provided by State statutes
and the common law, (2) the differences between 2
felony and a misdemeanor insofar zs that difference
affects his authority, (3) the permissible legal extent of 3
search and seizure a8 affected by his suspicion of a crime
and by his actusl witness of a crime, (4) the evidencs
genenlly necessary to prove the comminsion of a crime
mdpmkululytbimpotmaoﬁhcpmen:ﬂonof
“real evidence,” and (S) the use of forcs legally
peaminible in self defense or in prevention of a crime
involving property. The sction oa security skills should
be directed st ensbling security personnel to (1) perform
their security duties in an effective mannesr, (2)
effectively cooperate -with other security personnel
(including Federal, State, or local law enforcement
authorities) responding to a request for assistance, and
(3) effectively defend themselves and others, if
necessary.

The program need not be limited to tho topics listed
herein, and other subjects may be included.*
Reasonable latitude is expected to enable the licensee to
develop his training program to best suit his needs. When
formulating and implementing his training program, the
licensee should consult wih and obtain the advice of
State and local law enforcement authorites.

SCOPE

The general training progiam should be adequats to
help assure that the licensee’s guards and waichmen are
vapable of providing protection of the facility against

* The licensee is referred to the recommendations contained
in the “Private Police Training Manus{” prepared and pubdlished
by the Ohio Peace Officer Training Council in conjunction with
the Attorney General of the State of Ohio. The ficensce should
evaluate the peculiasities of his own operation snd determine
whether additional topics should be included in his training
program.

sabotage or SNM from theft, either in transit or at a
fixed site, untd the arival of assistance from law
epforcement suthorities. The following potential sources
dmmummahmumm

a. Lone individuals familizr with the construction and
openation of the facility or the routing of vehicles

b. A group of several individuals, soms of whom may
boumedwnhwupommchunﬂa.ddemmd
explosives,

¢ A group of unarmed ‘individuals engaged in
disordedy conduct or mob activities.

TONCS

The following is a list of topics which should be
presented, with suggested corresponding  time
allotments, in the 10-day training program. This list is
not intended to be all inclusive nor is any
recommendation made 23 to the order of presentation.

Points of Law

For this part of the tnining program to be
successful, the legal concepts in this section of the
program should be directly related to. and discussed in
the narrow context of, the duties that gusrds,
watchmen, and patrol watchmea are expected to
pesform, It is suggested that approximately three days
(24 hours) of the 10-day program be devotsd w0
discussion of the topics listed delow:

Role of Law Enforcement ...... tecesnannne | hour

A brief history of the development of law
enforcement, division of legal suthority
(0.g.. Federal, State, and local), and law
enforcement ethics.

Legal Phrases and Definitions .............. 2houn

An explanation of ths meanings and legal
significance of the most commonly used
legal phrases that a guard or watchman is
likely to encounter.

3 hours

Common lzw andfor statutory clements
necessary for establishing certain specific
crimes (e.g. assault, assault and battery,
burglary, breaking and entering, larceny,
receiving stolen property, carrying a
concealed weapon, robbery).

5.204
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APPENDIX B
FACILITY OR CARRIER TRAINING PROGRAM

This appendix lists topics and suggested time
allotments for a 5-dsy (3-day for transporter guards)
of training specific to ths duties and
responsibilities of gpards, watchmen, and patrd
watchmen under the facility or carrier security plan.

SCOPE

- Training with respect to-the licensee’s socurity plan
should be adequate to ensure that the licensoe’s guards
andwatchmenmﬁxﬂyawmd‘thcmmd
responsibilities charged to them under normal operating
conditions, emergency conditions, and threat situations.
It should be emphastzed and cleasly understood by every
member of the security organization that undes threat
atuations the peimary responsibility of the licensee’s
sacurity organization is to prwwide protection until the
arival  of assistance from lowal law enforement
suthorities.

mmlnin"mmdmuldcmghduthu;uu&
and armed patrol watchmen aro not to displsy or
dischargs theis weapons, but uto to keep their wespons
i their holsters and are not to withdraw and discharg
their weapons except in situations when such conduct
would be permitted under the law of the State in which
the facility is located or under the law of the Stato
through which the vehicle transporting special nuclesr
material is traveling. -

At no time should a guiard or mmed patral
watchman fire a “warning shot” into the air or ground.
Warnings should be given verbally, Above all, it should
be stressed to the gusrds the vital importance to the

- public health and safety and to the common defense and

security of the United States that the unauthorized
removal of special nuclear matetial from the facility or

vehicle transporting the spevial nuclear material or the

industrial sabotage to the facility be prevented.
TORCS .

........ vessssesseas Jhours
(2 houns for transporter escurts)

Security Overview

A discussion of ths objectives of security
plan, details of secunty organization
structure, snd command responsibility.

Recordsand Reports ... . .. .. ..e.cnee 3 hours
(2 hours tor transporter escorts)
Detailed description of licensee procedures

for completing status, inspex tion, tour, and

other appropriate routine and special

reports.

(Fixed sits guards and watchmen)

Discussion of intrusion alarms used at the
facility, their operation, location, and
testing procedures. Explanation of the
alarm testing schedules. Field demon-
strations of alarm equipment.

$ houn

SNM Tramsport Vehicles .................. 1 hour

(Transporter escorts)

A description of the wehicles used
transport SNM and of the methods of
packaging SNM for shipment.

Communication Equipment .....c0000e.e.n. 1 hour

Operation and routine testing of
communications devices umd by the
licensee. '

hhm l..l.......’...l‘....l 8“
(Fixed site guards and watchrms)

A variety of topics should be covered;
smong them are: ldentification checks:
badges and badging procedures; detection
equipment used by licensee; vital aress,
what they contsin, why they are vital:
escort procedures within protected arsa;
personnel and packags searchirg
piocedures; patrol and impection
procedures. ‘

(Fixed site guards and watchanen)

Fire and criticality evacuation pressdures,
location of fire equipment, snd sowrity
procedures under emergency conditions.

. 3houns

Routine Procedures e raeeeeeteeanaeees 3 houns
(Transporter escorts)

Discussion of check-in procedures, detour
policy, and shiftchange procedurs (long
hauls).

5.20-6
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e Types of credible attack and expected
response. Procedures for calling for
assistance: who to call, when, what
information i to be given, '

Use of Firearms ...... sesens esssscssssss 2houn
Proper use of firearms during threat

e situations emphatizing permissible use of
e ~ force in various gituations.

FRRT Radiological Safety ........ verereseesees Shouns

Areas where SNM is found at the facllity,
type ‘and form of the SNM stored,

5.20-7

o= - - o

processed, or transported, and identifying
characteristics of SNM containers. .
Provisions of the Commission’s regulations
for the protection of personnel agsinst
exposure, health problems associated with
exposure, precsutions snd procedures to
minimtre exposure, and proper handling

procedures for SNM.
(2 bours for transporter escorts)
Supervision

In addition to the sbove topics, training
thould include up to six weeks of
on-thejob supervidon.



APPENDIX €
ARMS QUALIFICATION PROGRAM

Guards, and other individuals who msy be tssued
arms during a threst situation (e.g., patrol watchmen),
should qualify semisnnually on one of the following
courses:

SHORT COURSE

Type No. No. Maxsmum
Rengs Fim Time Shou Stngs  Terget Ponts
2 25yd(SF) 100
2 28yd(TP) 100

2 Sihoustts 100

3Syd Slow Smin S
25y4 Timed 203ec S
25yd Rapid 10sec §
Target Specifications: ® ‘ ,
28 yd (SF)-21 in. x 24 In. with No. 7,8,9, and 10
rinps).bhck and biack ares $5.50 in. diameter

(B1

25 yd (TF)- 21 in. x 24 in. with No. 9 and 10 rings
black and black area 5.54 in, dismetes (B3).

Sithouetts -- B-27
Guards must achieve a minimum point total of 175.

————

¢ A3 set forth by the Nuwtions) Rifle Association in its
Official Rules and Regulatione.

) NATIONAL POLICE COURSE
Firing Stages: '
a. Seven-Yard' Coume: Twelve shots double action
from the crouch position. Time starts with gun m

holster and includes reloading for secund six shots.
Time allowed: 235 seconds.

b. TwentyFive-Yard Course: Six shots kneeling,
double action; six shots standing, doubls actioa, left
hand from behind bamicade: six shots standing,
double action, right hand from behind barmicade.
Time allowed: 90 seconds.

e mvmsuuuammmm
six shots left hand police standing from behind
berricade, and six shots right hand frum behind
barricade single action. Time allowed: 2 mmutes
and 45 seconds,

d Twety-FiveYard Coarse: Six shots standing
without suppott, single action. No barricade er
other support is used. Time allowed: 12 seconds.

Target Specifications:® B-27 Target

Guards must achieve 3 minimum percentags score of

70%.

In addition, guards and patrol watchmen should be
instructed in the use of mace or tear gas if provided by
tho licensos o¢ contract service.

5.2038
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