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1.1

1.2

1.0 INTRODUCTION

Background

The Agencywide Documents Access and Management System (ADAMS) has been
developed to be the NRC’s electronic document and records management system. An
integral part of ADAMS is the capability to process and disseminate electronic
documents that are either received into the Agency or are created within the Agency.
The process providing this capability is called Electronic Information Exchange (EIE).
EIE allows both users internal to NRC as well as those external to NRC to exchange
electronic documents in a secure and valid manner via the Internet.

The development and use of EIE in the NRC environment are intended to address the
mandate of the Government Paperwork Elimination Act, Title XVII of Public Law 105-
277, that provides for Federal agencies, by October 21, 2003, to give persons who are
required to maintain, submit, or disclose information the option of doing so electronically.
It is also intended to provide for the use of electronic authentication {electronic
signature) methods to verify the identity of the sender and the integrity of electronic
content where necessary. The Act specifically provides that electronic records and their
related electronic signatures are not to be denied legal effect, validity, or enforceability
merely because they are in electronic form.

The NRC is in the implementation stage of the NRC EIE program. The objective of the
program is to institute business processes that enable the NRC and the customers and
clients of the NRC to interact and communicate electronically in a secure manner via the
Internet. In addition, the objective is to document and preserve electronic submissions
and transmissions in a manner consistent with that for paper documents. Finally, this
undertaking is expected to provide the basis for further evaluation and analysis enabling
operational and procedural improvements to the EIE process prior to Agency-wide
implementation.

EIE Business Description

The NRC EIE system design is based on a public key infrastructure (PKI!) that provides
the capability to exchange electronic documents in a secure manner via the Internet
using Secure Sockets Layer (SSL3) technology. In addition, it incorporates the use of
digital signature technology to provide submitter (sender) validation and document
authentication. The purpose of this document is to provide instructions for participation
in the EIE Program.
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1.3

1.4

1.5

Who Can Participate

The participant population includes the NRC and its customers and clients who choose
to electronically submit regulatory required submittals in compliance with 10 CFR Part
50.4. The participants internal to the NRC will include offices whose customers and
clients choose the EIE process to submit documents electronically in a secure and valid
manner via the Internet. The offices will designate individual users who have the
responsibility for originating, signing, or receiving official submittals into the Agency.
Participants external to the NRC will include those individuals designated having the
responsibility of originating, signing, or sending documents to the NRC in compliance
with 10 CFR Part 50.4.

How to Register

The NRC provides for overall administration of the EIE process through the designated
Local Registration Authority Administrator (LRAA). The LRAA creates and maintains an
Access Control List (ACL) consisting of authorized internal and external EIE participants.
Each participant will provide the LRAA with vital information such as name, organization
name, phone number, and e-mail address. The LRAA will verify participant information
(via e-mail) before adding them to the ACL. The information provided to the LRAA is
entered into a secure database and is used to create and distribute secure account
information for access to the NRC EIE external server for the dissemination of electronic
documents. It is important that participants review this information and make all
necessary corrections or additions. The LRAA will use the ACL to validate authorized
individuals requesting digital signature certificates. The LRAA may be contacted via e-
mail at LRAA@nrc.gov.

What is Needed to Participate

Participating individuals in the EIE initiative may use their existing workstations with
standard desktop configuration. The recommended workstation configuration requires a
Pentium 133 Mhz (or higher) with a minimum of 32 MB of RAM, 20 MB of available disk
space, and access to the World Wide Web (web) through an Internet Service Provider
(ISP). The operating system should be either Windows NT or Windows 95 (or higher).
In addition, each workstation must be equipped with browser software consisting of
either Netscape Navigator or Communicator (version 4.6 or higher) or Microsoft Internet
Explorer (version 5.0). Other browser types such as AOL or Mosaic are not currently
supported for use in the EIE process. All other software needed in the EIE process will
be available via the NRC EIE external server home page or designated URLs. Listed
below are the specific software plug-ins required, their file names, and the URLs where
they can be obtained.
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Software/Plug-ins

File Name

Location (Download from)

Application)

InternetForm Viewer (Browser IFV431G.EXE

www.nrc.gov/NRC/EIE/index.html (Step 1)

(signaturing piece)

Netscape 4.x plug-in IFXNDSS.EXE

www.nrc.gov/NRC/EIE/index.html (Step 2)

plug-in (viewer patch)

Microsoft Internet Explorer 4.x MASQ_URL.EXE

www.nre.gov/NRC/EIE/index.html (Step 2)

Digital ID Certificate

www.nrc.gov/NRC/EIE/index.html (Step 3)

Table 1-1: Required Software
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2.2

2.0 HOW TO START USING EIE SYSTEM

Introduction

In order to utilize EIE, each individual must obtain a digital signature certificate (Digital
ID). Additionally, each of the software plug-ins listed above in Table 1-1 must be
downloaded and installed. In the succeeding sections, each process and step required
to set-up a computer or workstation to use EIE is described. The processes and steps
described are specific to both Netscape Navigator/Communicator 4.6 or higher and
Microsoft Internet Explorer 5.0.

How to Obtain a Digital ID Certificate

All users must have a digital signature certificate (Digital [D) in order to use EIE. (Refer
to the Glossary of Terms for a full description of a Digital |D certificate.) A Digital ID is
used to digitally sign the form used to submit documents and is required in order to
access the EIE external server and retrieve documents. The EIE system requires the
use of an NRC issued Digital ID.

To obtain a Digital ID, authorized participants (applicants) must first complete and
submit an enroliment form. VeriSign, Inc. acts as the NRC’s Certificate Authority (CA)
and provides the NRC with a Digital ID enroliment page on their web site. The NRC
provides VeriSign Onsite Digital ID’s at no cost. The steps for obtaining a Digital ID are
as follows:

Step 1: Applicants can apply for a Digital ID by accessing the EIE home page at
www.nrc.qov/NRC/EIE/index.html . When the NRC EIE home page appears, go to Step
3 (on EIE home page). Click on Go to the VeriSign/NRC Page.

{té The Muclear Begulatory Commission - Electionic lnfolmalmn Exchange Pilot - Netscape B

Ekicﬁyiewﬁoﬁmm&dﬂeh :

=63
P & a

F” Bookmarks & Neisii.jhllp /2o go/NRC/EIE fndes. il & Whatsﬁelate&’
3 inskankaage [_J Intetret ('__g Lookup L_] NewkCoo! ‘_J RasPlaver DAVTtansm:m

Nuclear Regulatory Commission
. Flectronic information Exchange

|
Step 3. Request a Digital Certificate from Verisign
+ G0 to the VerisignddRC Page and select the first link, -~
"Enroli for a Digital D"
T =
R T DesmentDore S 9 20 G WL

Figure 2-1: EIE Home Page
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Step 2: Once connected, the VeriSign Onsite End-User User Services page appears at
(https://onsite.verisign.com/USNuclearRegulatoryCommissionADDOCIO/index.html).
Applicants begin the enrollment process by selecting the first option presented, “Enroll
for a Digital ID.”

3 Netscape o EREIRR
Fle ,Edit View Go Qom’umcator ﬁelp i ‘ : e : ’
] ,,;, P A B e w3 A B ~ @
i Ey " Reload . Home Search Netscape Print . Secuity . Shop 2 : ;

z u.& Bookmaks - & Ner,sRefitlps /f'onsnte vensngncomf‘USNuclearHegulaloryCommlssmrADDUCID,’mdex html_j What‘sﬁefated j
Tfi {_Eﬂ Instant Message - [ Intemet 4 Lookin® 0% NewtCool© 1) RealPlayer ) AV Transldtion

\ﬁériSign’ r) End-User
(/ OMSITE User Services

Enrofl for 2 Digital 10

Ercolt {or 2 Digital 1D usirg = CSR (if your companyfagencyforganization uses CSR-based enroliment}

Retriasse your Digital 1D {or Netscape Navigsteor

Retrieve your Bigital 1D {for Microsoft internet Explorar

Search for a Digital 10
Yarify a Digital 10

Revwoke your Digitst 1D

T

[gbﬁb - DocumentDone -

Figure 2-2: NRC Ver|S|gn Onsite Enrollment PAége

After selecting this option, the applicant is presented with an online enroliment form.
When enrolling, applicants must use the same computer on which they intend to install
the Digital ID and private key.
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Yo envol for a Digtai 10, compiets this enrclment forn prd ciek the ACoeps button

Step 1: Digital ID Infonmation

The information tha you enter here is used 1o create the publc portion of your Digaal 1D. This ifomaticn c30 be viewed by anyonie wha
Views your Digeal (D, Please comphrte l of tha fiekds, 03 use only the Engiish 2phadet with 1o 2xented Chamctess.
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Step 2: Choese a Challenge Phrase

The chatenge phase is 2 word or phrase that you mil use if you need o rewoks {cancel) or reptace your Digtal 1D, Choose 3 word o

ghente bt you ul e, but that wou be unfamiliar 10 30y0ne Atempting 10 Impersonate you. Make Sure you remember Your
Phvasa! It you orta & down, ba Sure to STore K 6 3 Safe place. WRhcut yocr chalenge phase, your Digeal 10 carvct be

mou.am #is compromised or lost.

Please 00 Ot Inchude ANy PLNCTUILON in your chatlenge phiase, and use only the English alphaber with no ;ce«led characrers.

Caliange Phrasa

Step 3: Entes Comments

if you mish, enter 3 commect to the Alministrater. This comment néll ot e inchadec in your Digieal 10.

In some cases. your AUTINSTIAG Bl InStrct you 10 enter Shav Srcia nformation in this field. The Administrater uses this shared
Seeret (Alommation knoen orty 10 Yors 3nd the AUTINSITROC)I0 verity that & resly i you SUBMALNG the appkcation, nd 1t someone.
prasending 1o be you

ion requires oo 10 fodom this
u ywﬁmmtomrms of this Agreemest, 4o nat completa s appEcation, ofick aotept, or use The Dt 15,

Wehen you submi this Digeat 1D appbeation by cheiing ACotDR. Your browser wil generzte Your publc and Dvate keys. The bromses wit
3052 pOMEE YoU 10 Set Up 3 Passeord to pratect your private key and 10 Store € on 3 diskette. Your private key is 3 secret fie that you
it uize 20 Ggtaly sign of encrypt +-mak. Your publc key vl decorne part of your Dighat [D—your business associstes can use £ 10
Verify yoor Sgtal sigrature of 10 send you encrypted emai.

Your private kay 2nd prssmond 20w Stored 0N YOUr COMPKE 3nd 2re not transmisted 1o tha Certification Auhorty that crestes your Digtal
1D. When your Digital 1D is ready. you o receive +:mi that inchudes nsTructons for retneving and instaling .

1 you have competed this enrolment form, cick Accet (o UMK Tis request 1o thw Adrministrater.
Optional: Choose Your Encryption Strength
The security of ycur Dageal ID depends in pat upon the size of encryption iy used. Larger keys are more secure. If you use the

Standand version f Hetscage Hangaor o Communicaor, Seect 3 key 529 of 312. 1f you use the US-onty version, you can select 783
or 1024 for greses securty

024 (hh Grade) ]

Prease pomart youe Aoniaaen weh Questions about Oighal 105 and this foam.

Step 3: The form is divided into five parts. Applicants must complete all required

information on the enroliment form as follows:

1. Digital ID Information - Applicants must complete the first name, middle
initial, last name, e-mail address, and title fields. Applicants will be prompted to
enter the e-mail address twice to confirm it. The PIN field is not required for

enroliment.
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2. Choose a Challenge Phrase - Applicants must enter a word or phrase that
serves to validate their identity should a situation arise that requires the Digital ID
to be canceled or revoked.

3. Enter Comments - This part is optional.

4. Digital ID Subscriber Agreement - Each applicant is encouraged to read
and understand the subscriber agreement.

5. Choose your Encryption Strength - Encryption strength refers to the
security of the Digital ID. The longer the encryption key the more secure the
Digital ID. It is recommended that applicants select the largest key size that can
be handled by your browser. (Older browser versions will default to 512 bit keys
whereas newer browser versions can handle up to 1024 bit keys.)

Step 4: Submit the enroliment form by clicking on the Accept button. You will receive a
prompt to make certain your e-mail address is correct. Follow the instructions on
the dialog box and click on the OK button.

digitalid. verisign.com - [JavaScript Application] l

' §E;‘ : J"CQhﬁrm‘ﬁohi\fgméil a’ddfesé:
¢ Your_Name@yourdomain.com

 1f your e-mal address is correct click OK, if not click CANCEL and

 conectitin lhe enigliment form.

I the &-mail address s net corect you will nat be able to use your

_ Cal |

_ DigtallD
Figurew2-4: E-mail AddressMC‘)onfirmation

Step 5: Upon submission of the enrollment form, the applicant is prompted to initiate
the generation of the private key as illustrated below. Click on the OK button.
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W Generate A Private Key - Nertape

Generate A Prlvate Key

Important: If you interrupt thos ss. you will f!yairé ‘1o reapply for the
,Cerﬂﬂca . . T -

Figure 2-5: Generate a Private Key

After clicking on the OK button, users of Netscape browsers will be prompted to enter a
password for the Certificate Database.

Password Entry Dialog

l ‘Dk: 'Céncel- g

Figure 2-6: Netscape Password Entry Dialog

Step 6: Enter a unique password and click on the OK button. You will be prompted to
re-enter it for confirmation. (Note: Be sure to choose a password that is easy to
remember, yet secure. This is a must since the access to and use of your Digital ID will
depend on this password. If you must, write the password down and keep it in a safe
place.)

Once the Certificate Database password is entered and confirmed, the Netscape user is
returned to the Generate a Private Key dialog.
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Generate wate Key - Netscape

B - Ge nerate A Pr vate Key

Moré Info... '

Figure 2-7: Generate a Private Key

Step 7: Click on the OK button to generate a key. A private key is automatically
generated and stored in the browser.

This completes the enroliment process. A window appears stating the enroliment is
complete and that the LRAA will review their enroliment application and notify them of
the results by e-mail.

A4 0nS|!e Subscnber Enroll - Nelscape

@,mmum @ Intemmet s__jLoom &% NewtCoot| Gl ReaPlajer. ) AV Transiation

\/n%wn )

S ONSITE Enroliment Complete

( i
Congratulations, you have successfully enrolled for a Digital ID. Your administrator will
be reviewing your request.
When your request is approved, you will receive an e-mail from your administrator with
information about retrieving your Digital ID. You will need to use the information it

contains to download and mstall your 1D,

Copyright ® 1998, VeriSign, Inc.

BE ‘ A:metDme '
Flgure 2-8: Enroliment CompIete
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Establishing Private Key Security

Both Netscape Navigator/Communicator and Microsoft Internet Explorer users can
establish password security to protect their private key. The steps applicable to each
are outlined below.

Netscape Navigator/Communicator (version 4.6 or higher)

In the case of Netscape, the private key is stored in the Certificate Database which is
password protected. The Certificate Database is established during the generation of
the private key. (See Section 2.2). You may, however, change your password. This is
accomplished as follows.

Step 1: Click on the Security icon on the Netscape toolbar.

8¢5 VeriSign - Netscape
__Eile Edit  View Go Commumcator ator  Help

. & | & 4
Back ' Fooy vard Heload Home ‘ Search Gude Print | | Secunp|  Stoo
Figure 2-9: Netscape Toolbar

The Security Info window appears.

#7 Netscape

Security Info

s

Seewrity Infe = — : . .
Passwords There isno, Security'lnfo _fOr, this window.
Navigator ‘ '

Messenger Secxmty Tnfo is available for Browscr Messenger Message and News
JavafJavaScript : Artzcle wmdows .

Certifi
Lertlicates X youwish to change Secumy settmgs or preferences use the tabs on -
Yours 1 theleftto switch between dxﬁ'erent areas.

Signers J

Cryptographic _:j

People
Web Sites

k| _Cancel | Help|

Figure 2-10: Security Info Window

Step 2: Click on Passwords. This invokes the Netscape Passwords window.
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Passwords «
Security Info ~ Your Communicator password will be used to protectyour

Passwords. - .certificates.
Navigator [t you are in an environment where other people have access o your
Messenger computer (sither physically or over the network) you should have a

- Communicator password:

JavalJavaScript

Certificates Change Password ' !

Yours Communicator will ask for this’Password:
People . , : L
Web Sites ¢ The first time your certificate is needed
) . Every time your certificate is needed
Signers — e
Cryptographic C After mmutes ot macuvxty
Modules .

Figure 2-11: Netscape Passwords Window

Step 3: Click on the Change Password button. This produces the Certificate
Database (DB) password entry dialog.

, Commumcator Certlftcate DB

Change the password for the Commumcator Certlfcate DB,

Enter your old password i

Enter your new password Leava tha passwcrd fi elds blank :f you don't
want a password ' ,

' New Password:, ]

’Type«'itiagain to confirm: i

Imuortant Your nasswnrd cannot be recnvered If vou forqet e ;j
More Info | : ; . - OK i Cancel I

Figure 2-12: Netscape Certificate Database Password Entry

Step 4: Enter your old password. Then enter a unique password and re-enter it to
confirm it. Then click on the OK button. This establishes a password protected
Certificate Database. (Note: Be sure to choose a password that is easy to remember,
yet secure. This is a must since the access to and use of your Digital ID will depend on
this password. If you must, write the password down and keep it in a safe place.)
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Microsoft Internet Explorer (version 5.0 or higher)

Microsoft Internet Explorer users will be allowed to assign additional security to their
private key when enrolling for a Digital ID.

Step 1: After clicking to generate a private key, the Additional Security dialog box
appears.

Additional Security for Your Private Key

We recommend that you protect the private key associated with your Digital ID. Checking the box
below will provide you with security options for your private key. Tlick Hare for additional
information.

Check this box to protect your pﬂv&te
key : L

Figure 2-13: Microsoft Additional Security Dialog

Step 2: If you do not check the box, a private key will be generated. However, if you
desire additional security for your private key, place the cursor in the box and click to
check the box. In so doing, you will be prompted to choose an appropriate security
level. The three security levels - high, medium, or low - are described below.

6121f1235-d948-11d1 —956e—006097a72?35

Choose a security level appropriate for this item contamed
in your Protected Storage.

= J:llgh
Request my permission with a passward when thls
item is to be used

Medmm
‘Flequest my perm:ssnon when this item is to be used

0 Low - :
v Automat:eally gzant perrission to use this item
wnthout notuflcat:on o

.~ Cancel i

Figure 2-14: Microsoft Security Level Window
High - Requires you to enter a password before your private key is accessed.

Medium - Alerts you and asks for permission before your private key is
accessed.

Low - Does not add any additional security. Your private key is protected only
by your system’s logon procedure.
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If you select the “high” security option, you will be prompted to assign a password.

612f1235-d948-11d1-956e-006097a72735 i

Choose of create a password to protect this item.

€8 Use s

Password for:

{*. Create a new password for this item.
Password for: |

(example. Tom]}

Password: | 3
Confirm; ; :

' 'Cancai 7 !

Figure 2-15: “I\7Iicrosoft Password E;rw

Step 3: After entering and confirming the password, click the Finish button. A final
window appears asking for the password and allowing the generation of the private key
by clicking on the OK button.

61211236-d948-11d1-956e-006097a72735

Creating a new RSA exchange keyl

Password for John Doe: | F;‘**”' 7 ’
§ I Bemember password

Security level setto High ’ . Set Security Level... !
2 ‘AWV'DK; ] _ Cancel ]ﬁ . Details... i

Figure 2-16: Microsoft High Security

i

Approving the Digital ID Certificate

The Digital ID enrollment form is transmitted to the LRAA via a secure link using SSL3.
When the form is submitted to the LRAA, an e-mail message is generated and sent to
the applicant acknowledging it's receipt. (See Appendix A.) The LRAA validates the

information contained in the form using the ACL. If the information matches that in the

Draft NRC EIE Instructional Guide 2-10 5/22/00



2.5

ACL, the LRAA approves the issuance of a Digital ID certificate. If the information does
not match that in the ACL, the LRAA shall deny the issuance of a Digital ID certificate.
In either case, an e-mail message is generated to the applicant notifying them of the
decision.

Each applicant is expected to be approved unless he or she did not receive
authorization or failed to properly register with the LRAA. In the case of a disapproved
request, the LRAA will provide e-mail notification of the disapproval and will endeavor to
provide a specific reason for it. (See Appendix B.) Once the applicant appropriately
addresses the reason for disapproval, a new enroliment form can be submitted. The
LRAA shall serve as the point of contact for any questions related to the enroliment
process and shall make every effort to process requests for Digital IDs within two
business days of receipt.

Retrieving and Installing the Digital ID Certificate

Upon approval, applicants are notified of the decision via e-mail. The e-mail shall
contain instructions on how to access and retrieve the Digital ID certificate. (See
Appendix C.) The e-mail instructions shall include the following:

1. Statement of the URL where the digital certificate can be retrieved.

2. The personal identification number (PIN) needed to retrieve the digital
certificate, e.g., 892137890.

3. Statement to follow instructions on the web page to complete installation of
the digital certificate (Digital ID).

To retrieve and install the Digital ID, participants must use the same computer used to
submit the enrollment form. To successfully install the Digital ID, follow the steps listed
below.

Step 1: With the e-mail open, copy the PIN by highlighting it and pressing the “Ctrl” and
“C” keys at the same time or by highlighting it, right clicking with your mouse, and
selecting copy from the shortcut menu.

Step 2: Click on the URL provided in the same e-mail message, i.e.,
(https://onsite.verisign.com/USNuclearRegulatoryCommissionADDOCIO/index.htmi.)

Step 3: Once connected, the participant is presented with the VeriSign OnSite Host
page for NRC.
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Figure 2.17: NRC VefiVSi'g'nAOnS‘ite Host Page N

Of the options presented, options 3 and 4 are for retrieval of a Digital ID. Depending on
whether your browser is Netscape Navigator/Communicator or Microsoft Internet
Explorer, select the appropriate option.

The participant is presented with the VeriSign Digital ID Services window that allows the
participant to “Pick up your Digital ID.”

Step 4: Paste the PIN number provided in the e-mail (and copied in Step 1) in the
Digital ID PIN box by clicking your cursor within the box and pressing the “Ctrl” and “V”
keys at the same time or right clicking and selecting Paste from the shortcut menu.

T Microsoft Intemnet Explarer [T <]
L} Ele | Eatt Mew Gel Favemes Hew o oo o o o 0 IR
4
%;—iSigrf Digital 1D Services !

Step 3: Pick Up Your Digital XD

To camplete this step you will need 1ho FPersenal Idantification Numbeer (PiN) contained in the e-rmail
message sent to you Immaediataly aftter you submiited your enrolimant form.

This was sent by the Digital ID Center to the e-mall addres s you entered in your enrotlment form,
Yotr mnust complete this step using the same compiter yotu used to submit the enroliment forny.

CTopy the PN numbear rom tha o-mail, paste ©r ante) it into the box batow, and bhit SUBKRIT.

Cigital 15 P |

For Cln=z 1 O/QItDI 10T Atar you zaleol the SUBDMIT bt
INTanupt Yous Biovucar LAY Yen mab = -

Figure 2-18: Pick Up Your Digital ID

Step 5: Click on Submit to install your Digital ID. (Note: Netscape users are prompted
to enter their certificates database password before installation proceeds.) When the
installation is complete, a Congratulations message will appear indicating a successful
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2.6

download and installation. In addition, it will contain instructions on how to check to
ensure proper installation.

¥ Microsoft Internet Explorer X}
{| Ble Edt View Go Favemes Hep . oo oo 0 0

VEriSigin |

Digital ID Services

Co ngratu lations!

Your Digital 1D has been dovnloaded and installed into Netscape Nawvigator.

You shouig now chack o make sure it is property instalied. To chack, pleass follow the instructions helow
forthe web browser you use!

1. Select Secusity Proferences from the Options meanu.

2. Selecttne Personat Certificotes tab.

3. Your new Digital ID should appesar in the Personal Certificates tist.
it shoutd be listed by the certifizate name that you specified when vou receivad your Digitat 1D,
Note: ifyou did not enter a certificate name, bty clicking on the white space atthe lop of the box. it
will highlight, allowing you o enter a name.

4. Yiew youy Digital I by selecting it and then selecting the Moz e Info button.

Figure 2-19: Successful Download and Installation

Verifying Successful installation

Once the installation process is complete, the participant is encouraged to check or
verify the installation of their Digital ID certificate. The process of verifying installation is
similar for both Netscape Navigator/Communicator and Microsoft Internet Explorer
users. The steps applicable to each are outlined below.

Netscape Navigator/Communicator (version 4.6 or higher)

Step 1: Click on the Security icon on the Netscape toolbar.

File Edit View Go Communicator Help

4 ¥ A 3 b £ 3
Secuity

- Back Fomard Reload - Home Search Guide. Print

Figure 2-20:“ Netscape Toolbar Security lcon

Step 2: The Security Advisor/Info window opens. Select Yours from the left hand
margin under Certificates. Your Digital ID should appear in the “These are your
certificates” window. Highlight your Digital ID and click on the View button.
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Your Certificates ;
Security Info Youi can use any of these certificates to identify yourself to other people and
{0 web sites. Communicator uses your cerificates to deciypt information

Passwords sent to you. Your certificates are signed by the organization that issued them:
Navigator ‘
Messenger These are your certificates:
JavalJavaScriot John Doe's VeriSign, Inc. ID __] i
Certificates ——,
Y— Delete
Tours Export
People
Signers _‘:J ,
Cryptographic You should make a copy of your cetificates and keep them in a sefe place. If
Modules you ever lose your certificates, you will be unable o read encrypted mail you
have received, and you may have problems identifying yourself {o web sites.
Get.a Céniﬁcate.;. f lrﬁpon a Cerfiﬁcéie... ‘ |

Figure 2-21: Your Certificates Window

Step 3: Your Digital ID should appear in the “These are your certificates” window.
Highlight your Digital ID and click on the View button to display the contents of your
Digital ID.

iew A Personal Certificat

This Certificate belongs to. : . ‘This Certificate was
- John Doe , : ’ Jissued by:
. jdoe@verisign. com ) o VeriSign Class 1 €A -
 Digital ID Class. 1 - Netse pe Full Service  individus! Subseriber
WA Varisign. comfreposatory/CPS incorp. L VYeaniSign, Inc.
L Ref LIAB.LTD(C)B .| - _ interniet
VeriSign Class 1 CA -} .
VeriSign, Inc: :

Serial Number:’ ‘15 :

‘This Certificate Is valld om Tue Apr 21 1998 to Thu Apr 22 1999

Certificats Fingerprint: .
43 8EDF: EQFC81CQOFSEO401C1E588492 [ __j

Commsnt:
This certificate 1ncorporates the VerlSlgn
Certification Practice Statement (CP3S) by

Figure 2-22: Personal Certificate
Microsoft Internet Explorer (version 5.0 or higher)

Step 1: Select View from the menu bar and click on Internet Options on the drop
down menu.
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i |gn Microsoft Internet Explorer

Toolbars
_Bek "9 Status Bar
Address [£] Explorer Bar

Vi

Eloctronk Crede

v

15 May 1998

o Secure Communications with

1's E-Commerce Selutions
\/anmn dictital. r‘nﬂlﬁr‘nfoe ancura eafa nrivato

‘Enablaesywtoci;sangesew’ngs.
Figure 2-23: Microsoft Internet Explorer Menu Bar and Drop Down

Step 2: In the Internet Options window, click on the Content tab, select Personal, and
click on the OK button.

Internet Options I

[ Gehérd] gecutity Convtenﬂt’vi Conne i:tion] Programs | Advanced}

- Content Adwvisor - e

Ratings help you control the Intemet content that can be
viewed on this computer

Lise certificates to bositively identify poLirself, certificate
authorities and publishers. :

- Personal uniormatlon;—-— - ~—————-‘ —-—“;"-4—-;—~7-~~-~—:-— TP
' : B Mlcrosoﬂ F’rof;!e Asmstant stéres pour . Edit P_rofile,y_, 1

E—f i name, address. and cther personal : : :
. _ information.. , Reset Sharing. .|
Microsoft \a/allet provides a secure place Agdresseé... I

- o store private information for lnternet

shopping. . Payments.' o l

Figure 2-24: Internet Options Window

Step 3: The Client Authentication window appears. Highlight your Digital ID and click
on View Certificate.
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2.7

Client Authentication ] 1

Identification MR . N

Following is a list of certificates you can use for Client
I ! Authentication with servers.

idohn Doe i

Figure 2-25: Client Authentication Window

Step 4: View the contents of your Digital ID in the Certificate Properties window that
appears.

Prpertie | | ]

r Certificate propetttes - —— ——  —

@

Qetéiis:

{5 . {Internet

Issuer LatWeriSign, Inc."! |
Effective date i {VeriSign Class 1 CA - Individual Subscriber

E xpiration date v, verisign. com/Zrepositonp /CPS Incorp.
Fingerprint Digital ID Class 1 - Microsoft Full Service
John Doe
jdoe@verisign.com

Figure ;-26: Microsoft Certifice-\.te Properties Window

If your Digital ID fails to appear as described above, you will need to return to the
VeriSign Onsite host page and retrieve your certificate again. (See Section 2.5.) If this
subsequent attempt fails, you will need to re-enroll. (See Section 2.2.)

Obtaining the Netscape Signaturing File

In order to sign or verify signatures, Netscape users will need to obtain a special digital
signature file. The required file is named “DS_Netscape.ifx” and can be obtained via the
NRC EIE home page. In order to obtain and install the Netscape signaturing file, follow
the instructions below.
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Step 1: Access the NRC EIE home page at http://www.nrc.gov./NRC/EIE/index.htmi.
Go to Step 2 and click on Download the Plug-in to download the Netscape signaturing
plug-in for your browser.

}?,; The Nuclear Regulatory Commission - Electronic information Exchange Pilot - Netscape
 Fle Edt View Go Commoncsin Help ‘

71

= 10]x]

wid o Reload - Home Seawch Netscape Pt - Secuiy. Stp - NS
‘ﬁvawkmarks K Location: [nttp: //www.rie. gov/NRC/EIE Jindew. himi .E] @j’ What's Related
FH RnstentMessage [ Intemet: 0 Lookup 0% NewsCool Il RealPlager

Nuclear Regulatory Commission
Blectronic Tnformeation Exchaige

Step 2. Download and Install the Netscape Plug-in
3 L (ff you afready have downloaded this and installed the Plug-in, go to

& ~ step3)
W Hiewer | :
» Checkto seeifyou already have the plug-in installed
(Mo D] - » Download the Plug-in
i wnload the Netscape Plug-in

e.gov/NRC/EIE fkmdss.exe
Figure 2-27: Download the Plug-in

Step 2: The Save As window appears. Navigate to Drive C:\ and to a temporary folder
in which you wish to save the file, [IFXNDSS.EXE. The download will take approximately
one minute on average. Click on Save and return to the EIE home page.

f Save As.___

Save i ot Nre [C2]

" jAdobeapp i Graphi
JAschive 3 Imform:

CDFlayer Jnstall
ACorel _llomg_lI
_1Eie L 3davas

Execsoft —1Kpcms
 |irs = ‘ - ‘ , | Bave '
Save a;l;-.:pe;(]ml Files.(*.] B =] Cancel ‘ 1

Figure 2-28: §:ave Netscape Signaturing File

File name:

Step 3: Close your Netscape browser and exit all other Windows applications before
running the following setup programs. Access Drive C:\ and go to the temporary folder
in which the plug-ins were saved. Install the InternetForms Extension for Netscape
Digital Signature Support, IFXNDSS.EXE, by double-clicking the file icon. Follow the
steps provided by the setup dialog.
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é EEe E£dit 'giéw go ngontes Help
i & e Y . ‘ft_x;' 1 }i; 3_(3 3 [ : }<
L Back Fanezid Up Cut. ~ Copy Pastse |~ Undo | Delete
l} Agdfess I_I C:\Temp '_»_
Name { Size | Tyvpe i Muodified
& IFV4316G 3,337KB  Application 3/30/00 5:36 PM
0 896KE  Application 3/30/00 5:39 PM
. _, He|alon 1.338KB  Application 9/1/99 10:17 AM
[:;] Rejaton 1KB Configuration Settings 3/27/0011:45 &AM
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1 obiectls}] selected -[88985K8" | [EJ My Computer ' i

Figure 2-29:

IFXNDSS.EXE File

Step 4: The install warning window appears.

IntermetForms Extension for Netscape Digital Signature Support

This will lnstail the IntemetForms Extension for Netscape Digital Stgnature
Support Do you wish to continue? : .

Figure 2-30: lr;;(all Warning Window
Click on the Yes button.

Step 5: The run setup window appears.

welcome

[ 1% strongly recommended:that you exit all Windows programs
before running this Setup program. i

Welcome (o the IntermetForms Viewer 4.2 Setup
program. This progiam will install InternetForms
Viewer 4.2 on yotr computer,

Chck Cancel to quit Setup ‘and then close any progiams you':
. have unning. Click‘Nest to contine with the Setup program.

- WARNING: This program = protected by cop_vnght taww and
xntematwonal treaties.

L Unauthorized leproductlon or distribution of this program; of. any
L porton of it may result in severe civil and cnminal penah.les, ard
will be ptosecuted to the makimum extent possible under.

Figure 2-31: Run setup window
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Step 6: Run setup by clicking on the Next button. The Software License Agreement
window appears.

Software License Agreement B3

Please 1ead the following License Agreement. Press the PAGE DOWRN Kkey to see
the re'st of the agreement.

|Jw/l.Com End-User License Agreement i ﬂ

This and every Wi Sofkware Product is only licensed toyou. It is not sold to vou. This
End-User License Agreement (“EULA"] is a legal adreement between you and Uw/i
Unisoft W ates Inc. "W that sets out pour right to use any UWI Software Product{s]
that you download. install. or othenwise ghtain, including computer software and any
associated oniine o electronic files and documentation ("Diocumentation’]. L'wi does not
provide hard copy Documentation: instead UWI provides all Documentation'in an
electronic document format.

BEFORE YOU DOWNLOAD, INSTALL. OR OTHERWISE USE ANY UWI SOFTWARE
PRODUCT, CAREFULLY READ THE TERMS AND CONDITIONS OF THIS EULA. BY
DOWRMLOADING, INSTALLING, UR OTHERWISE USING ANY Liwi SOETWARE:
PRODUCT YDU AGREE TO BE BOUND BY AND BECDME A PARTY-T0 THIS EULA, _:J

Do you accept all the terms of the p:ecedvng L;eanse Agteement‘? {f you choose No Setup
will close. To install IntemetFarms Extension for Netscape D;glta! Sgnature Support, you ;

must accept this agxeemenl :
< Back ‘ Yes ; : No

Figure 2-32: Software License Agreement

Click on the Yes button to continue setup.

Step 7: When the setup is complete, the Setup Complete dialog box appears.

Setup Complete

Setup has finished anskallmg the lntemeﬁ-‘orms Extension for
Netscape Dtglta! Sigjnature Support.

_ Click Finish to complete Setup.

Figure 2-33: Setup Complete

Click on the Finish button.

Participants using Netscape are now able to use their Digital ID for signaturing.
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2.8

Obtaining the internetForms Viewer

In order to properly utilize the form, participants will need the InternetForms Viewer.
The viewer is a program that enables the form to be opened and read. The latest
version of InternetForms, can be downloaded from the NRC EIE home page. The
process for downloading the viewer is detailed below.

Step 1: Access the NRC EIE home page at http://www.nrc.gov/INRC/EIE/index. html.
Upon connection, the NRC EIE home page appears.

37 The Nuclear Regulatory Commission - Electronic Information Enchange Pnlol Netscape

Fle E View Go Communicalsi Help

J%“ﬁ*’&@'ﬁl*ﬁ@ﬁ ENZ

“ i Back Eovizg - Reload  Home Seafch Netscape: - Pt
4# " Bookmarks . Location: |ntp:/Zwwmrc. gov/NHC/ElEfndex Yy _[ @} Wha's Related
" RindtanMessage B Intemet (% Loskip (5 NewiCool [5) ReaPlaye | -

Nuclear Regulatory Commission
Electronic Informution Exchange

Step 1. Download and Install the UWI Viewer For j
your browser i
(/f you afready have downloaded this and instalfed the viewer, go to

i ostep )
[Nesco Bugan ) _:J * Download the Viewer Plug-in _,_4
Rl [Document Done’ ™ =L Ry

Figure 2-34: EIE Home Page

Step 2: Go to Step 1, “Download and Install the UWI Viewer for your browser.” Click
on Download the Viewer Plug-in. The download process varies depending on which
browser you are using. The process for both Netscape and Microsoft Internet Explorer
are outlined below.

Netscape Navigator/Communicator {version 4.6 or higher)

Step 3: Netscape users will receive the viewer license agreement as shown below.
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internétForms Viewer (Windows 95/NT}.
Use of this product Is subject to the terms and conditions set out below.
[LsWi1.Com End-User License Agreement ' ; _;j

" [This'and evely UW! Sofiware Pmduct is.only licensed to you. Itis not'sold to you.
This’

End-User License Agreement P'EULA) is a legal agreement between you and UWI

. [Unisoft Wares inc. PUWPY. that sets out your right to use any UWI Software Product[s]
: thatyau download, install, or othe obtain, including computer software and any
assomated oniine orelectronic files and dowmentatmn ["Dacumentatinn"} UWl does
not

prwnde hard copy Documentatlon, mstead UwWi provvdes all Documentation in an
electronic’ document format,

BEFORE YOU DOWNLOAD, INSTALL, OR OTHERWISE USE ANY UW}
SOFTWARE PRODUCT, CAREFULLY-READ THE TERMS AND CONDITIONS OF
THIS EULA. BY DOWNLOADING RN STALLING OR OTHER‘NISE USING ANY,

hd
. fyau accept thc terms and conddmns of thls license agreement press the Accept button
- below. Otherwise press Do Not Accept.

Figure 2-35: Viewer License Agreement

Read the viewer license agreement. If you accept the terms, click on Accept to begin
the viewer download process.

Microsoft Internet Explorer (version 5.0 or higher)

Step 3a: Instead of the viewer license agreement, Internet Explorer users will receive
the Save the file dialog as shown below.

Upon accepting the viewer license agreement or clicking on Yes to save the file, both
Netscape and Internet Explorer users receive the save as dialog and the download and
installation processes will proceed the same for each.

Save As._.. EEE3|
. Jome©) = = efl B

- |_1Adobeapp i_YGraphi
" JAschive _}Inform:

.1__1CDPlayer __}install

“}—ICorel [ Ytomg_|
|__iEie 1JavaS
| JExecsoft __iKpems
File name: 73176 ex : { Save I j

Saveastype: |Al Files (%) > Cancel 1

Figure 2-36: Save Form Viewer File
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Step 4: From the Save As dialog, navigate to the appropriate drive and folder. (The
default drive is C:\.) It is recommended that you save the file in a temporary (Temp)
folder on your C:\ drive.

Step 5: Click on the Save button to save the downloaded file. Close the browser and
install the viewer.
Installation:

Step 1: Navigate to the folder containing the downloaded file (file name, IFV431G.exe).
Double click on the file icon.

Step 2: The InternetForms viewer warning appears.

InternetForms Viewer l

This will install Uw. Coms lntemetForms Viewer 4.2.2 Do you wish to

" continue?
o ﬂ,j l

Figure 2-37: InternetForms Viewer Warning

Click on the Yes button to continue installation.

Step 3: The viewer setup begins and the Welcome window appears.

. ¢ Welcomo o the !ntevneki-‘orrns Viewer 4.2 Setup
program, T his program will install internetForms
Vlewer 4, 2 on your compters.

it is strongly recommended thak you anit all Winhdows programs
before runnmg this Setiip program,

Cbck Cancelto qwl Setup ard then close any programs pou
i have rurmg Noxk to continue Wwith the Setup program:

WAHNING This program is protected by copyright law and -
mtermational treaties;

Unauthorized reproduc'hon or distribitition of this program, or ary
potion of it. may result in severe civit and criminal penalties. and.
will be pvosecuted 1o the maxmum sitent possible under lavwy.

Figure 2-38: InternetForms Viewer Welcome Window

Click on Next to continue setup.
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Step 4: The Software License Agreement dialog appears.

InternetForms License Agreement

lntemetForms Viewer Pdeowg 85INT)
Use of this productis subject 1o the terms and conditions set out below.

UWILCom End—User License Agreement i_]

[This dnd every UWI Software: Pmduct is only licensed to you, Itis not'sold to you,

This

End-User License Agreement f'EULA"} isia legal.agreement between you and UWI.
Unisoft Wares inc. ['UWF'] that set your right to use any UWI Sgftware: Product{s)
that yon- download, install, or other obtain, including computer software and z :
associated anline or electranic tsles and documentatmn [“Documentanon . UWI1 d
not

provide hard copy Documentation; instead UWI provides all Documentation in.an
eléctronic document format.

OFTWARE PRODUCT, CAREFULLY READ THE TERMS AND CONDITIONS OF
HIS EULA. BY DOWNLOADING INSTALLING OR OTHERWISE USING ANY

FEFORE YOU DOWNLOAD, INSTALL. OR OTHERWISE USE ANY UWI
S

i |
Ifyou accept the terms and condmons of this license agreement press the Accept button
below. Othemlse press Do Not Accept. :

I Accept l ‘ Do Not Accept

Figure 2-39: Viewer License Agreement

Read the agreement. If you accept all the terms, click on Yes to accept it and continue
setup.

Step 5: Next, the User Information window appears.

User Information E3

. Plaaseeﬁesmnameandmenamaﬂheccmawluwhm

F{ame: ‘ lJohn Doe
j Compaw ]My Eompany Name

Figure 2-40: User Inf;rmation Window

Enter user information, participant name and company (agency) name. Click on Next
to continue.
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Step 6: Choose a destination location for the installation. (Note: Setup automatically
creates a destination location (folder), however, you may click on Browse and select a
different one.)

Choose Destination Location E3

Setup will install InternetEomms Viewer 4.2 in the following folder.
To install to this folder, click Mext. '

Toinstalltoa diffetesﬁt tolder, click Biowse and select another

folder.

‘You can choose not to install intemetForms Viewer 4.2 by
clicking Cancel to exit Setup.

Figure 2-41: Choose Destinatign Location

Click on Next when done.

Step 7: Select a program folder. lt is recommended that participants use the default
folder, InternetForms Viewer 4.3.1.

Select Program Folder | X} i

- Setup wil add progiam icons 1o the Program Folder listed below,
You may twpe a new folder name. or select one from the existing
' Folders kst Click Next to continue. '
_Erogtam Foldéfs:

Interretk orrs Wiewer 4.2

Existing Folders:

Adobe Acrobat
allCLEAR 4.0
allCLEAR 4.5
DBaA
Ensemble
Filetron Virtual Warehouse
inData Director Suite
InternetFarms Viewer 4.1.7 _:_i

Figure 2-42: Select Program Folder
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Click on Next to continue.

Step 8: Setup runs and the setup complete window appears when done.

Setup Complete

Instalt&iion complete.

Setup has succéssfw!y installed the InternetForms Viewer 4.2,

¥ Launch the application

 Click Finish to complete Setup.

Figure 2-43: Setup Complete

Click on the Finish button to complete installation.

Providing Backup for Digital ID Certificates

EIE participants are responsible for the security of their own individual Digital ID
certificates. In this regard, participants are encouraged to make a backup copy of their
Digital ID. The steps applicable to each browser are outlined below.

Netscape Navigator/Communicator (version 4.6 or higher)

Netscape users can accomplish this in the following manner.

Step 1: Open the Security Advisor/Info window and select Yours from the left hand

margin under Certificates. Highlight the Digital ID for backup and click on the_Export
button.

Draft NRC EIE Instructional Guide 2-25 5/22/00



Your Certificates \ ,
Security Info . You canuse any of these certificates to identify yourself to other peopie and
Passwords to web sites. Communicator uses your certificates to decrypt information
—_— sent to you, Your cettificates are signed by the organization that issued them.
Navigator - g
Messenger These are your certiﬁcates:
JavalJavaSeript John Doe's VeriSign, Inc. 1D 50 \fgewi
Certificates v —YB—Q? )

ciete I

Yours A

—_ Export I

People

Web Sites : '

Signers _*'_i ,
Cryptographic Your should malke a copy of your certificates and keep them in a Safe place. If
Modules you ever loge your certificates; you will be unable to read encrypted mail you

have received, and vou may have problems,id’entifying yourself to web sites.
GetaCetfficate.. | ImpotaCedificate.. |

Figure 2-44: Security Advisor/Window

Step 2: The Netscape Password Entry Dialog window appears. Enter your Netscape
Certificate Database password. You will be prompted to specify another password to
protect your Digital ID export file. Confirm the export file password a second time.
Click on the OK button.

Password Entry Dialog

Re snter the password o coﬁfirm it

Figure 2-45: Password Entry Dialog

Step 3: The File Name to Export window appears. Name the file. The Digital ID is
saved with a “.p12" file extension. lt is recommended that you save your Digital ID on
diskette and store the diskette in a safe and secure place. Click on the Save button.

File Name to Export EAER

Save i o) 3% Floppy (&)

Flename: (D Backup.p12 \

Save as ype: [PKCS12 Files (~p12) =] Canee

Figure 2-46: File Name to Export Window

Draft NRC EIE Instructional Guide 2-26 5/22/00



Step 4: A confirmation message appears when the Certificate has been successfully
exported.

Netscape

c./"' 5 Your certificates have been successhully exported.

Figure 2-47: Successful Export Message

Microsoft Internet Explorer (version 5.0 or higher)

Step 1: Select View from the menu bar and click on Internet Options on the drop
down menu.

rﬁ\/enSlgn Microsoft Internet Explorer [_ o] X]

. Ioolbars - a8 N
'© ¢ Status Bar | ’ ch Favmtia Histoy Channels | Fulsereen Ma

Address rér Explorer Bar

- Fonis

Stog
Refresh

Source.
i Fuli Screen

Ensties puto chrgs st

Figure 2-48: Microsoft Menu Bar and Drop Down
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Internet Options (2]

‘Gehéta%i Securty memiﬁ‘onnectsonl Prqgrams] Advanced |

~Content Ad‘mm

Ratmgs help you control the Intemet content that canbe
viewed on !hts computer

' Enable... l

Use cerhﬁcatas to posatwely |dent1fy yourself; cemfcate
shers;

‘ Authoutres ]

 MiciosoR Profile Assistant stores your it Profile. |
| name, address, and othsr petsona!
information. ‘ Fieset_s_haling...'

Miciosoft ‘Wallet provides a secure place. A_cjd;éssesl;,
to store privale information for Infemet - ———r
shopping. ‘ _ Paments.

Figure 2-19: Internetaptions Window

Step 2: In the Internet Options window, click on the tab labeled Content, click on the
Personal button, and then click on the OK button.

The Client Authentication window appears.

Client Authentication

'~!derx‘a‘rcauon -
/ j Foﬂmr;gmai&dcaﬁicatesywcanwefo:ﬁﬁem

Figure 2-50: Client Authentication wiﬁaow
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Step 3: Select and highlight the Digital ID to be exported. Click on the Export button.
The Export Personal Certificates window appears.

Export Personal Certificates

tnternet Explorer will now export the salected personal

certificate to a file.

Password tﬁv encriupt exported certificate with:

I

Coﬁﬁrm password:

I

Filename:

»  Comeet |

Figure 2-51: Export Personal Certificates Window

Step 4: In the Export Personal Certificates window, enter and confirm the password to
be used to protect this file. Specify using a “.pfx” extension. Click on the OK button.

Replacing Digital ID Certificates

If the backup Digital 1D certificate becomes misplaced, lost, or compromised,
participants must revoke and replace their certificate and replace it. In the case of a
lost, misplaced, or possibly compromised Digital ID certificate, participants should follow
these steps to replace it.

Step 1: Access the enroliment page at the following URL:
https://onsite.verisign.com/USNuclearRegulatoryCommissionADDOCIO/index.html

F: Netscapeo =] B
_Eie £ Yew Go Commuicalor” Heb , L
d o Fe A Ak o m o &

Back. ionves . Helood Horpe S‘a::w Netscape s Pl Secuty || Sl L L -]
"y T Bockmads | & Ntsitex Jonsite. verisign com/USNuclearlegulatciyCommissionADDOCI0 feder himl = ] Q.0 What's Related |
VeriSigar D End-User
{ ONSITE User Services
\__/

Ewvell for a Digital TD

Earoll for a Digital ID using a CSR Gf your ‘ngen cyior ization uses CS¥R-based
enrollment)

Refrieve vour Digital ID for Netscape Navigator

Retrieve your Digirnl ID for Microsoft Inteimet Explorer

Search for a Digital 11
Vendfy » Digital 1D

Revalee your Digitml ID

Crpyzight © 1998, Ved Sign, Ine.

2y T i adkmerk DS : TUEN R AB fEise

Figure 2-52: NRC VeriSign Ohsite Host Page
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Step 2: Select the last option listed, Revoke your Digital iD. The Digital ID Search
window appears.

-I§ Microsoft Internct Explorcr [=Io]x]

Pl EdellEdR View | o' Favortes Hel

\ériSign’ Digital ID Services
| Homo )

Search For Digital 1Ds%™M

Search ouronline database for anyona‘s Digital ID by entering the name, a-mail addrass, or serial
numbar and issuer name cantaioed in the Digital 1D, and clicking on the SEARCH button. If you cannot
locate a Digital ID by e-mail address or name, the owner of the Digital ED may have chosen to “unlist
it when setting Digital ID prefercncas. In order to find It, you will necd to obtaln the seral number and
Issueroama of the Digltal 10 from its ovinar.

You cannot use wildcard charactars. By clicking tha SEARCH button you sd<ept tha twrms of tha Rulong
Agresonart.

1 Smmrch by Einmnit Addrese (racommanded)i

£ntar the E-mail Address:
Cexample: 1oh0_d00 Gva delgn. onmy

Smarch for I0s that are:

fansavarsan coo

5 vanig  Expicad = an

T Ravokes €7 Panding

Figure 2-53: Digital ID Search Window

Step 3: You will be prompted to search for the Digital ID. Enter you e-mail address to
search for it. When the search is done, the result is displayed as follows.

-Z§ Microsoft Internet Explores Bi=1 E3

[ fh Yen Go rweem

\/gnS}gn |

Help with this Page

I tris 15 the correct Cugital 1D, vou can now choose 1o download, revoke, 1eplace, 1enew, or set preferences
tor the Digital 1D,

Hame John Doe

[Emsit L doe@vennign com i -
[stas —vaie T )

Vatigity Apr22.1099 - Apr 22,1096

Class Digitat 1D Class 1 - Client Authentication Full Senvice

Addrass Nra,

Locality = intermat
Grganization = VariSiga. inc.

Drganizational Unit = VerSign Class 1 TA - Individual Subseriber
Subjact Grganizational Unit » wiwwvedsion comirepositon/CPS Incorp, by Ref. LIAB.LTIE08
Organizational Unit = Digial 10 Class 1 - Netscape Full Senice

Common Name = Sohn Doe

Emait Address = jdoe@verisigh com

Sanal Numbar 5517903850 15cbdce0B8a78 D 30210

Reoplace | Renew Saf Proferences

By submiting this reguest, you acceptine terms of our Relin

Figure 2-54: Digital ID Listed

Step 4: Click on the Replace button. The Revoke and Replace Your Digital ID window
appears.
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Microsoft Internet Explorer
i FWe CEdk View o Favoites Help

&

VeriSign % Digital ID Services

Revoke and Replace Your Digital ID

This Digital ID is stilt valid. When you enter your challenge phrase and click Continue your Digital ID wilt
bo ravoked and you wifl e takoen to a replacement anrsiieaant form, ktis not possible to revive an
Digitsl 1D onca it has bean revoked. If you are trying to repl. EY v ID, p} malee sure thal you
understand the qualifications for repi bef P ding. ¥f you do not wish to revoke an
replace this Digital 1D, click Cancel.

By submitting this request, you acceptihe terms of the REeliing Paty Sureeroant.

Enter your chalienge phrase and click Gontinusa.

Chaltenga Phrase |

Click the CONTINUE button to maveke Gontimas ] Fovneat
and replace your Digital ID. _onuny 1 l

Figure: 2-55: Replace Digital ID Window

Step 5: Identify yourself by entering your “Challenge Phrase.” Click on the Continue
button to revoke your certificate and generate a new one.

Once the request for revocation and the issuance of a new Digital ID is complete, the
new private key is generated and the request is forwarded tot he LRAA for action. From
this point, the same processes outlined in sections 2.3 and 2.4 apply.

211 Replacing Netscape Digital ID Certificate Passwords

In the case of not being able to recall you password, Netscape users may replace their
password as long as a copy of the Digital ID Certificate is on a diskette or the hard drive.
If you do not have a copy of your Digital ID Certificate, you will not be able to replace
your password, but rather follow the steps outlined above to replace the Digital ID. If
you have a copy of your Digital Certificate, follow the steps below.

Step 1: Open Windows and locate the cert7.db file using Windows Explorer.
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#X Find: Files named cen?

“ File - Edit - View Options - Healp

Name & L ocation ’ Date | Advaneed § «
S mh ‘ Find Now ]
MNamed: !cerl? ‘ :j ' Sten ]
Containing text: ] - Neﬂ Seaich l
Look in: ie_i.) (C:) L‘ 3 .
™ Include subfolders | Browse.. I ‘
Name I in Folder
{é] certZ.db 7] C:\Program Files\Netscape\Users\default
1 flefs] found ! T gﬂfonitoﬁng New ltems W,;:

Figure 2-56: Files named cert7.db in Windows explorer

For Windows 95/97/98 users, the file should be located in C:\Program Files\
NETSCAPE\Users\your_name.

Step 2: Once located, delete the cert7.db file.

| Fle Edt Viw Go Fevores Toos H

i

F e

Back Frowed Up Copy
{ Address lf:} C:\Program Files\NetscapetUsers\default

. Tw

i
|
B
i
f
i
¢
3

i S

S AN R D A

(
)
f

archive Cache Mai News bookmark
Lo &
, A & B
certd.db cookies key3.db launch iprefs

s

T WG
Figure 2-57: Delete certificate window

Draft NRC EIE Instructional Guide 2-32 5/22/00



Step 3: Open your browser and click on the Security icon to open the Security
Advisor/Info window.

}‘{‘ Netscape =1 E]
e R el

Security Info

-

S‘e:m‘ Info
Passwords
Navigator
Messenger

Java/JavaScript
Certificates

There is no Security Info for this window.

Secunty Tnfo is available for Erowser, Messenger Message, and News
Article windows. ‘
. Ifyou wish to change Secixity settings of preferences, use the tabs.on
Yours the left to switch between different areas.
People '

Web Sites

Signers -
Cryptographic =}

K| Cancel | Hep|

Figure 2-58: Security Advisor/Info Window

Step 4: In the Security Advisor/Info window, select Yours under Certificates.

_‘;‘}‘.f. Netscape Lol
Your Certificates
Security Info You can use any of these certificates to identify yourself'to other people =
Passwords and to web sites. Cornmunicator uses your certificates to decrypt
mformation sent to you, Your certificates are signed by the orgarzation
Navigater that issued them. :
Messenper

. These are your c‘erﬁﬁcates: V

Java/JavaScript i
. John A Skoezlas's VeriSign ID ,.| View. l
Certificates 512¢4349-3d65-1143-2424-0020c9a58 1 ef ~ —
Yours - : Verify.
Web Sites ) Export l
Signers ; i ,
Cryptographic T =l
Modules You should take a copy of your certificates and keep them in a safe
place: If you ever lose your certific ates, you will be unable to read
encrypted mail you have received, and you may have problems >
OKi' < Cance! ! Help ;

Figure 2-59: Your Certificates in Security Advisor/Info window

Step 5: From the certificates window, highlight your certificate and click on the Delete
button. This will delete your certificate from your browser.

Step 6: Close your browser and restart Windows. Once windows has restarted, open
your browser. Click on the Security icon to open the Security Advisor/Info window.
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Step 7: In the Security Advisor/Info window, select Passwords. Click on the Set
Password button to create a new password.

3 Netscape f_ |t

Passwords
Security Info Your Communicater password will be used to protect your
Passwords ’ certificates. «
Navigator I you are in an environment where other people have actess to your
Messenger computer {either physica!ly or over the network) you should have a
Java/JavaScript o cator passyord
Certificates Set Passward ; .

Yours ’

People Communicator will ask for this Password:

Web Sites & The first time your cerificate is needed

Signers T Every time your certificate is needed
Cryptographic i (‘A&erlw minutes ofklactivitj

OK' Cancel l Help }
Start] FPPegasus Mai ! Mad Hg—ghlkp:”homc.ncucap... WD M

Figure: 2-60: Set Password

Step 8: After creating a new password, select Yours under certificates. Use the right-
hand scroll bar to scroll to the bottom of the certificates window. Click on import a
Certificate. Insert the diskette containing your certificate in drive A: or wait for the
prompt to navigate to drive C: (if your certificate is saved there).

3% Netscape (Tl
Your Certificates
- ° S g : ' . =
Security Info Verify ‘
Passwords Delete l ‘
Navigat } -
avigator Expon i
Messenger e g .
Java/JavaScript ’ : . .
- = . . :
-C—e?ﬂ—ﬁ“—‘?i You should make a copy of your certificates and keep them i a safe
Xours = place. I you ever lose your certificates; you will be unable to read
People _ encrypted mail you have received, and you may have problems identifying
yourself to web sites. : :
Web Sites o . =
Cryptographic v i g -
. OKI "Cancel ] ‘ Help[ ‘
M Start| B Pegasus biai | et L |[EZ nttp://home netscan... B9 1:56PM

Figure 2-61: Import a Certificate

Step 9: This invokes the Password Entry Dialog. Enter the new password and click on
OK. This opens the File Name to Import window.
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File Name to Import . . - EE3]
Look jn: [ 257 3% Floppy (&) - & @ o mEE
chertificate
5 Trustid
3 verisigncert
File name: | :
Files of lype:  [PKCS12 Files (~p12) =] Cancel i/

o =

Figure 2-62: File Name to Import Window

Step 10: Insert the diskette containing your certificate in drive A: or wait for the prompt
to navigate to drive C: (if your certificate is saved there). Locate the certificate begin the
import process by either double clicking on the certificate icon or by highlighting it and
clicking the Open button.

: | & 35 Floppy (&) =l _?E_]_i ;@l .@ﬂ

r‘zé verisigneert

File name: Jcertificate 4 l Ooen I
Files of lype: |PKCS12Files (+p12) =l . Cancel 1,,4
Figure 2-63: File Name to Import Window

Step 11: The Password Entry Dialog now opens. Enter the password for the file to be
imported. (This is the password assigned when the certificate was first backed-up. See
Section 2.8). Click on the OK button.

Password Entsy Dialog y 1

Enter password protecting data to be im;:iértect

]xxxx)i

o |

Figure 2-64: Password Entry Dialog
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Step 12: Netscape then displays a message stating that the certificate has been
successfully imported.

Your certificates have been successfully imported,

Fi-gure 2-65: Successfully Imported Certificate

Click on the OK button. Return to the Security Advisor/Info window and exit the
browser. Once the certificate has been successfully imported, you may use it again in
conjunction with your new password.
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3.1

3.2

3.0 HOW TO SUBMIT DOCUMENTS

introduction

Documents eligible for submission to the NRC or for transmission from the NRC are
restricted to specific formats. It is expected that documents will be submitted in one of
the following formats: MS Word, WordPerfect, PDF Image with Embedded Text, PDF
Normal, Multi-page TIFF, ASCII Text, MS PowerPoint, Quattro Pro, or MS Excel.
Participants shall use the NRC EIE Form (form) to submit or transmit documents. The
form shall contain, as an enclosure, the document(s) to be submitted or transmitted. In
addition, each form submitted must be digitally signed. In order to open and read a
form, each participant shall require a form viewer. The steps necessary to perform each
of these processes are described in the following sections.

How to Obtain the NRC EIE Form

The submission or transmission of EIE documents will require the use of the NRC EIE
form. The EIE form is an intelligent document based on Extensible Machine Language
(XML). It allows participants to sign, enclose, submit, and verify documents via the
Internet. Participants may choose to simply access the form via the NRC EIE home
page each time they wish to submit a document. Similar to the viewer, the form can be
obtained by following the steps outlined below.

Step 1: Access the NRC EIE home page at http://www.nrc.gov/ElE/index.html. Once
connected, go to Step 6 and click on Go to the NRC Form.

% The Nuclear Regulatory Commission - Electronic Information Ejichange Pilot - Netscape il[=] i s |
LEile’ EditiView ' Go Comminicator | Help

< ¥ A B = B b @& B

Back ' Frnyivi - Reload Search ~ Netscape . i Security  Shop

il

{ Nuclear Regulatory Commission
Electronic information Exchange

to the NRC

@ Step 6. Enclose a Document, Sign it and Submit it ;
{ Sign A Bocument ] .
= nstructions —..J

L + Gotothe NRC Farrm to start
R EPEE "[Document Done. CELsEE G, oSSy o |

Figure 3-1: NRC EIE Home Page

o
W

Step 2: The “Select a Certificate” window appears. (Note: In order to access the EIE
server and retrieve documents, each participant must have an NRC issued Digital ID
certificate).
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¥ Select A Certificate - Netscape

Select A Certificate

The site 'sie.nrc.gov! has reqdeﬁted elient authentication.

Here(l is the site's certificate:

Cemf cate for: United States Nuciaar Regulatory

Signed by: Commission . oy : ;
i Encryption: RSA Data Securlty, I, .
~ - Esport Grade (RC4-40 with 40-bit secret ] |
eaadE o S B G /. More Info..,
.Setr—;cﬁf Yaur ‘Certiﬁbate:l‘(our Name VeriSign(D Li

Select your NRC issued certificate and click on the Continue button. The Password
Entry dialog appears.

Figure 3-2: Select a certificate

Enter certificate password I

Subject: John Doe. jizd@johndoe.com

|

T _ Cancel |

Figure 3-3: Netscape Password Dialog Box

Step 3: Enter your password for the Certificate Database and click on OK. You will be
prompted to re-enter it for confirmation, click on the OK button. A Security Information
window appears, click on Continue.

S ecurity Information . | <] i

You have requested a secure docurnent. The document and any
jinformation you send back are emcrypted for privacy while in
Jtransit. For more information on secunty choose Document

Information fmm the: Vlew ment.

v Show This Alert Next Time

Figure 3-4: Security Information Window
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Step 4: The Security Warning window appears. Click on OK to continue.

warning: There is a possible security hazard here. !

- Opening:
odbcgate. xfd using MASOFDRBM . EXE.

‘when you download a file fror the network Yo should be
aware of security considerations.

A file that contains malicious programming instructions
could damage or otherwise compromise the contents of
wvour computer)

: Yol;.a should only usé,files obtained from'sites that you trust.

What do you want to do with this file?

(" Save it to disk

]—' BAlways ask before opening this type of file
T Open DLE server in-place

] ceea |

Figure 3-5: Security Warning Window

The PureEdge InternetForms viewer is loaded and the NRC EIE Form is displayed.

"7, MRC Digital Signaturc Form(EIE 3.3c) ] P =] B3
Zeia] al= o @3 N el

Display || ‘Extract |’ Remove | Sign & Submit a Document(s)

Nuclear Regulatory Commission 4

Elcctronic Infirmativn Exchaungs

Dndmt l %, v
- Au(hor Amhaﬁnn :
Authov Nam.

[

g

FllaType & ]
{

|

|

i

Comments

Dewmem Date

R.l:lplam
Roclplam sMAIL
ch Documentis) " Click 1o Attach = Dncumenqs)

an Signamre Requimd ?

Submn 7 Update U SuBmit Slgnod B

M¢y$ m

== Requiredio be‘ﬁlleyin )

Saves the active form

Figure 3-6: NRC EIE Form
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Step 5: If you wish to download the form, select File from the browser’s menu bar and
click on Save As. This invokes the Save As dialog box.

Save As...

=] B =%
1 “mssetup.t L3 Eiescins {3 My Documents :
] Access {C1 Ensemble (I My Download Files PRI
{21 Acrobat3 L3lo L MyFiles
{1 Adams Notes T Magic {3 Normangs
1 Corel A Masque C 3 Novell

Save in: Microbase [C:]

{1 MSOffice CANw32
~ File pame: [EIE_FORM }
Save as ype: ;.é.ll Files [*.%} __:j ‘

Figure 3-7: Save as Dialog Box

Step 6: Select the drive and directory in which you wish to save the form and click on
the Save button. (The default drive is the C:\ drive.)
33 How to Complete the Form

The NRC EIE form contains several fields for bibliographic information. The form’s
bibliographic fields are listed and described in Table 3-1 below.

[_Field Name = Description ' - | Required YIN:

Docket Number The document's NRC docket number(s), i.e., 50- Y
424 and/or 50-425.

Author Affiliation The agency, department, or company name of Y
the document’s author.

Author Name The author(s) of the document(s). Y

File Type The document’s file type, i.e., “Adobe PDF,” or
Corel WordPerfect 6/7/8.

Document Date The date of the Form Submittal. Y

Comments General notes pertaining to the document(s). N

Recipient Name(s) of those to whom the document(s) is Y
addressed.

Recipient E-Mail E-mail address(es) of those to whom the Y

document(s) is addressed.

Table 3-1: NRC EIE Form Bibliographic Fields
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Information must be entered into all fields with the exception of the “Comments” field
which is optional. The required fields are denoted on the form by a red (*). Participants
should take care to ensure that these fields are complete before attempting to submit
the form. If an attempt is made to submit where any of these fields are left blank, the
form’s submit function will not activate and the field(s) with missing information will be
highlighted. This process interruption will occur until the empty fields are filled. Upon
completion of the bibliographic information, the form should look similar to the one
below.

Z.NRC Digital Signature Foim{EIE 3.3e) i - D[]
seE a1l « viE N o

Disphay | Extract | Remorve | Sign & Submit a Document(s)

Nuclear Regulatory Commission

Electroniic Informution Exchange

Docket 50541
L' , F‘&uﬂwr Affiliation ;Your Company Name

Authoi Name {JohnDoe

1 Fite Type {WordPerfect 7/8/3

Camments i Submission response

Dacument Date ’ E;Seplember 2000

| Recipient |4 B. Cooper

Raciplent eMAIL ’abﬂ 23@nic.gov

_Attach Document(s} ___ Click to Attach a Dbcumé"ﬁﬁs). :

i
£

Digrital'Signa‘tura t Click 1o Dlglta iy fgn Documam(s] - i* L

i
| Submit/ Update ‘Submit Sighed Documents to NBC J i

| H'ETtsiFmipi?p I Mays2000 - Nucquegtgaioxycmsion i

| = =Re]quirgd‘iof'l?e filledin.

Saves the active form

Figure 3-8: Completed NRC EIE Form
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3.4

How to Enclose Documents

Once the viewer has been downloaded and installed, participants can utilize the form to
collect documents for submission or transmission. This process is called enclosing or
attaching documents. Each submittal shall be comprised of two parts, the EIE form and
the documentary material(s) for submission. The contents of a form package consists
of the collection of documentary material(s). Participants can enclose or attach
documents by following the steps below.

Step 1: With the form open, click on the Click to Attach a Document(s) button. The
Enclosures Dialog box appears.

Enclosuies

< I

e~ FORM ENCLOSURES

Present Folder: Additional Information
E ¢ - Enclosures:
] tional Information 1 .:_i

{Documents
Notes

i 'Enciose

Figure 3-9: Enclosures Dialog Box

The Enclosures dialog box displays three folders on the left side. The “Documents”
folder is used for documents, the “Additional Information” folder is used for supporting
information, and the “Notes” folder is used for comments or notes. Select the
“Documents” folder to enclose your document(s) by highlighting it.

Step 2: Click on the Enclose button in the upper right corner of the dialog box. This
opens the Enclose File window that allows you to browse your drives and find the
document(s) you wish to enclose.

ENCLOSE FILE: Choose the File EEI
CLookin [ Viewer 4.2 i 5B

] Extensions S temp ﬁNrc_3 Eal

Y lcons ﬁ ccform ﬁ Nrc_3_2 gd

2 include Ex{Eie_test £ nrc_33c1 &
Modules f_‘Ej license ﬁnrc_33c2 ﬁ
Plugin ?A Masqgform [ H

1 Prefs ﬁNrc_Z Readme =
““Fite name: [Readme : 1 Dpen l
" Files of type: Al Fites (=] =] Cancel ;

Figure 3-10: Enclose File Window
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3.5

Step 3: Within the window, navigate to the document to be enclosed. Select the
document or file and enclose it by double clicking on it or by clicking to highlight it and
then clicking on the Open button.

Step 4: After selecting the document or file, the Enclosures dialog box re-appears. The
name of the chosen document or file appears in the enclosures directory on the right
side of the dialog box with it's native application extension as shown below.

Enclosures 1

. FORM ENCLOSURES

7

e

‘PresentFolder:  Additional Information

. Eolders! = , Enclosures:
& dditional Information - Readme 1xt _—;:J
Documents B [
Notes

Figure 3-11: Form Enclosure Window

Step 5: To add additional documents or files for enclosure, repeat steps 2 and 3.
When all necessary documents or files have been enclosed, click on the Done button.

There is no limit to the number of documents that can be enclosed. However, the file
size for submittals is restricted to no more than 15 MB including the form which is
approximately 40-50 KB.

After enclosing the document(s) necessary for submission, the form and its contents are
ready for signing.

How to Sign (or Unsign) Forms

All documents submitted or transmitted shall be signed using digital signature software.
It is recognized that the submitter of a document may not be its author. As such, the
objective is to validate the identity of the submitter and to authenticate the document(s)
submitted. The form contains a signature field designed to allow participants to digitally
sign it. Once the bibliographic information has been completed and the necessary
documents enclosed, participants can sign the form by following the steps outlined
below.

Step 1: With the completed form open, click on the Click to Digitally Sign
Document(s) button. Upon doing so, the Digital Signature Viewer dialog box appears.
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The Digital Signature Viewer displays the caption “No Signature.” This indicates that the
form has not been signed. If you have a Digital ID Certificate, the Sign button is
highlighted.

Digital Signature Viewer

& NoSwenarike  ©

i L andedd BEICH ‘

Figure 3-12: Digital Signature Viewer Dialog Box

R
{2
&
=
|
s

Step 2: Click on the Sign button. The form will attempt to look up your Digital ID
Certificate.

Step 3: At this point, Netscape users are asked for the password to their Certificate
Database.

Enter certificate password ‘

‘ 'Svt,:zbiec‘t:! John Doe, iéd@idhn&b’é.«cdm{'

E%.—l Camﬂ______j@“

i

Figure 3-13: Netscape Password Window

Enter password and click on the OK button.

This initiates the signaturing process that retrieves the Digital ID Certificate stored in the
browser. If successful, the viewer displays information pertaining to the signer such as
the signer's name and e-mail address, the signature’s hash algorithm, the certificate
chain stating the name of the certificate authority that provided the signature certificate,
and the class of certificate as illustrated below.
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Digital Signature Viewer

&  SIGNATURE IS VALID

- - Signer: John Doe, john. doe@yourdomain com

Hash Algorithm: * shal

. Centificate Chain:

i {jchn_ doe@yowdommcmn, John Doe, Digital ID Class 1 -- Netscape,
Persons Not Validated, *www verisign.com/reposilory/RPA Incorp. by

; Raf,I.IAB LTD{c)98", VeriSign Trust Network, "VeriSizn Inc. .
iV eniSiga Class 1 CA Individual Subscriber-Persona Not Vatidated,

G verisign comlrepository/RPA Incorp. By Ref LIABI TT( 08"
VenSign Trust Network, "VenSign, Inc.®

_ ~Q]{," l i { Advmced_l | Qelato__!

Flgure 3-14: Digital Signature Viewer Dialog
for Valid Signature

The viewer caption now changes to “Signhature Is Valid.”

Step 5: Sign the form by clicking on the OK button. The NRC EIE Form appears.

ature Form{EIE 3.3e} ESi=] £
— s e|e sl= o YEN N el
Display i Extxact I Rerove l Sign & Submit a Document(s)

Nuclear Regulatory Commission
Electronic Informiation Fxchange

! 50.54(f)

- ‘Authar Affiliation IYou: Company Name

Author Name fyohnDoe

Eile Type [ WaordPerfect 7/8/3

Commenis ‘ Submlssn:m response

Document' Date | 3rd september 2000

Rscaplent {A. B. Cooper
Recipient e MAIL iabc‘l 23@nrc.gov

Attach Document(s) .

E Tést me3;3Ae

= =Required to be filled in

Saves the dctive fovm

Figure 3-15: Signed NRC EIE Form
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The “Digital Signature” field on the form now displays the signer's name and e-mail
address. After signing the form, it is ready to be submitted. Once the form is signed, it
cannot be altered or modified. However, should a situation arise wherein a form is
signed prematurely and additional material needs to be enclosed or material needs to be
removed, the signature can be deleted to allow modification of the form's contents. To
accomplish this, apply the following steps.

Step 1: Click on the Click to Digitally Sign Document(s) button on the form. This
produces the Digital Signature Viewer.

Digital Signature Viewer E3

& SIGNATUREIS VALID ©

Signer. John Doe; john_doe@yourdomam com.

~HashA1goxith:xt “shal

Certificate Chain:

john doe@youidomain com, I ohn Doe, Dsgltat 1D Class 1 -- Netscape,
Persona Not Validated, M Yerisign. com/reposﬁorlePA Incorp. by

Ref,HAB.LTD(c)QS" VenS:gnTmslNetwoxk, *¥eriSign, Inc?

YeriSign Class | CA Individual SubscriberPersona Not Valideted,
" vensign. com!:eposxtotyfRPA Incox;a By Ref LIABLTD(c)98",
VeriSign Trust Network, "VenSzgn, Inc . ,

. Delete ]

Figure 5—16: Digital Signature Viewer

Step 2: The Delete button is highlighted. Click on the Delete button. This removes the
sighature.

Once the signature is removed, the form and its contents can be altered or modified as
needed. When the necessary modifications are complete, the form should be re-signed.
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3.6 How to Submit/Transmit Documents

Documents submitted to the NRC or transmitted from the NRC shall be deposited on the
NRC EIE external server for retrieval. The external server exists outside the NRC
firewall. In order to submit a form and its contents to the external server from a
workstation, participants must follow these steps.

Step 1: With the form open, click on the Submit Signed Documents to NRC button.
The cursor now changes to a black and white color wheel as the files are prepared and
the Internet connection is attempted.

ZNC igital Signature ForElE 3.3e} ’
2=l sl= o YE A o

Display | Extract | Remove | Sign & Submit a Document(s)

Nuclear Regulatory Commission

Electronic Information Exchange

Auih'or Affiliation IY—our Campany Name
Author Name [JohnDee
| FileType [WoudPerect 77878

Comments : ; l Submission response

Document Date l 3id September 2000

Recipient [ B. Cooper

Recipient eMAIL i abe123@nic.gov

;Ai.tach Documenif  Clickto Attach a Documentis) |

: ! 2nd Signature Reguired

#-=Required to be filled in

Saves the active foim o

Figure 3-17: Submit Signed Documents to NRC
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Step 2: Once the connection is established, the “Querying Browser” window appears
and displays the progress of the file transmission.

Ik internetForms Viewer URL ' '
InternetForms Viewer URL v4.3.1 32-bit is Copyright (c] 1 999 by UwWI
Unisoft Wares Inc. All rights reserved.

Please see About Box for more information.

Querying Browser...

Figure 3-18: Querying Browser
Step 3: Once the form is successfully submitted, the browser flashes a window that
states “Your Form Has Been Submitted.”

%]EIB| @|EJ_J mlmﬁlﬁj__j

‘ Your form has been submitted ‘

Figure 3-19: Successful Form Submittal Message

Step 4: Once the form has been submitted, close the form by clicking on the Close
Form icon on the form toolbar. This returns you to the NRC EIE home page.

1 NRC Digital Signature FormElE 3.3e}

=] ol @ @ A @

Display | Extract | Remove | Sign & Submit a Documeniy(s)

1»

Nuclear Regulatory Commission [

Electronic Information Exchange

*****

| Docket . |55

Author Affiliation  [vou ComparyNeme

Figure 3-20: Close Form
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Step 5: Exit the home page and the browser by selecting File from the browser menu
bar and click on Exit on the drop down menu.

% The Nuclear Regulatory Commission - Electionic Information Exchange Pifot - Netscape
{Ele EdX Yiew fo Commumicator Help
New ‘
Open Page...

& o @ N
Securty. - Shop Stop | : )

;ﬂ @'WV havs Réloted :

@ 2 @
) - Home.  Seach: Nelscepe™ |
sile:‘http://www.nlc.gov/NRC/EIE/index.html

" kMal ) Rado ) People () YelowPages | Dowrlosd [l Calendar (5 Channels

Nudear Regulatory Commission
Blectronic Informuation Exchange

ES|
p 5. Retrieve your Digital ID for {Your Browser)
Go to the Versisn/™RC Page and chick on the "Retreive vour Digital ID" per wvour browser
When you receive this message "Digital ID Installation Complete”, you are finished. You do not
need to click on anything else in this page
Retum to the EIE home via the EIE home page link in the left frame.
= . .
e Step 6. Enclose a Document, Sign it and Submit it to the NRC
* Instructions
o Gotothe NEC Form to start
{Sigy s Doosau § .
y Step 7. Search for and Retrieve Signed Documents
| Somhond Remeve § » Gotothe Search Page
TRIE Home ¥
. =
Close alt iwndows in the appkcation and exit ¢ :
#stat] | oA & 51 5 ") [FE e Nuclear Roguiat.. 332PM

Figure 3-21: Exit EIE Home Page

3.7 How to Remove Documents

During the process of enclosing documents, a situation may arise wherein a document
is enclosed in error. In such situations, the erroneously enclosed document may be
removed. The process for removing a document is outlined below.

Step 1: With the form open, click on the Remove button. This opens the Enclosures
dialog box for removing documents.

T — ; l . Done i
FORM ENCLOSURES —_ 1

Present Folder: Documents
. Folders: ‘ . : . Enclosures:
Additional Information -]

=]

Figure 3-22: Remove Documents Dialog
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Step 2: Highlight the folder on the left side of the dialog box containing the document to
be removed. The document(s) within the folder are displayed on the right side of the
dialog box.

Encloswes &
e ‘ ‘ i Done
<4~ FORM ENCLOSURES

Present Folder: . Documents

Remove

Folders: Enclosures:
{Additional Information AI Sow99910.wpd
Notes

=

Figure 3-23: Document to be Removed

Step 3: Highlight the document to be removed and click on the Remove button. This
produces a Remove Enclosure prompt.

REMOVYE ENCLOSURE

£Are gou sure?

s Mo |

Figure‘3-24:_l?{emove Emosuré Pror—ﬁpt

Step 4: Click on the Yes button to remove the document.
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4.2

4.0 HOW TO RETRIEVE DOCUMENTS

Introduction

When a form is submitted to the NRC external server, it is automatically date/time
stamped at the time of receipt by the external server. This date/time stamp is intended
to serve as the official date and time of receipt for both the NRC and it's customers.
Intended recipients should receive an e-mail message providing notification of the
submission and information necessary for it's retrieval such as; the author’s name,
author affiliation, document date, and docket number. Upon notification, recipients may
access the external server and retrieve their documents. The steps involved in this
process are as follows:

How to Search for Documents
Step 1: Open the Internet browser.

Step 2: Access the NRC EIE home page at http://www.nrc.gov/EIE/index.htm!. Once
connected, go to Step 7, Search for and Retrieve Sighed Documents.

=3

¥ The Huclear Regulatoly Commission - Electionic tnformation Exchange Pilot - Nctscope

o E& Miew Qo Lommucalar Hep . .

y R e W 5 W ) N
i Relosd i Home ' Seach: Nelicaps'' . Pant i i Seclty Stop = |
Dookmadu \.& Lodabon: {m;. yTrT—— gov/NHC/EIE/McxNﬂ & What's Relotodd

ﬁmme B tvomet- 74 Loskin: 4 NsweCoot | 1] Hoabtaer

THetscmpe Phagin | _J
Nuclear Regulatory Commission :
A Electronie Informution Exchange
@ Step 7. Search for and Retrieve Signed =
(5ig Dlx}?n{]

Documents
b, S » Gotothe Search Page
{ Ssarhomd Reziews.

ey 2] o e
[ daniat Dotument Dooe : R ok WAL

Figure 4-1: NRC EIE Home Page

el

Step 3: Click on the link, Go to the Search Page. The “Select a Certificate window
appears.

Heara is. the slte s cart-ﬁ:ats

Cert-ﬁcate for: ;United States Nuclcar Rngulatory .

Signed by Commission:
Encryption: iiRSA Dat3 Sacurity; lnc i . i
Export Grade (P.C4~40 thh <40-| bit secrst e PR B
ke o Moreiinfo... i
Ssiactfvour Certiﬁcate:[;nur Nama \/enSign [[53 "L .

i e AT

Figure 4-2: Select a Certificate
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Select your NRC issued certificate and click on the Continue button. The Password
Entry dialog appears.

Enter certificate password

Subject:John Doe, izd@iohndoacom

i

Figure 4-3: Netscape Password Dialog Box

Step 3: Enter your password for the Certificate Database and click on OK. You will be
prompted to re-enter it for confirmation, click on the OK button. A Security Information
window appears, click on Continue.

Security Information

ou have requested a secure document. The docuinent and any
infamation vou send back ate enc:typted for privacy while in
ransit. For more.information on security choose Document
Infoimation from the View menu. )

[ Show ThisAlet Newt Time.

Comiue | lance

Figure 4-4: Security Information Window

Step 4: The Security Warning window now appears. Click on OK to continue.
[N Opeing,
\;‘) odbegate wid using MASQFORM.E&.

Whmyoudowioadafk fromthenetwo:hpoushmﬂdhe
- awars of security considerations.

#ﬁakhatcodammaﬁmasmogefmngmﬁudm -
cmlddmageuo&mmwmmeﬁmecorﬂentsoii .
. youf computer. .

‘ Ywmwmmmmmsaesmyouw

o Whatdoyouwam!odowlthﬁwfie’

Fgmn#
. (‘_S_aveRtadisk ,

7 Aways ask before pering this ype of fle
- ™ OpenDLE servet n-place

e |
Figure 4-5: Security Warning Window
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This produces the Search Form window.

A 4 - @ 3 a 6 KN

Eeé. Eoupc Peked | Home Semch Newcaps Pint Seruly  Shop N
,‘& Bookmarks: .& fiétsi{e:F/j'_eie.mc.gov/cgi‘bin/odbogake exe?odbe_fomna ﬂ;'\ﬂwfsﬂw
35 nstant Message ] tntemet {5 Looki (% MewsCool 3 RealPlaver T AV Translation

sleu e= o B A el Fi |
SEARCH FORM |

Enter the data to search for. Leave an entry blank to select alt
matching records: Sign the form before submitting it.

Docket Author Affiliation

Author Name Document Type

Submission Date Start Submission Date End

’,
4 i i * S
e DegiiedDore s s o0 g8 B D

Figure 4-6: Search Form Dialog Window

Step 4: Enter search criteria.

The search criteria is used to search for the particular document sent to you. The
search form allows searches to be performed on up to seven fields. Because search
results provide matching records not only for the fields with information entered but also
for the fields left blank, it is recommended that all available information be entered. The
applicable search fields include Docket, Author Name, Author Affiliation, Recipient,
Document Type, Submission Date Start, and Submission Date End.

Step 5: Once the search criteria has been entered, click on the Sign Form And
Search button. The Digital Signature Viewer appears.

; T savenevd | paws
Figure 4-7: Digital Signature Viewer
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Step 6: Click on the Sign button. This initiates a check for your Digital ID.

Subject: Johi Doe; zd@johndoe.com

l

[ox | cCanca |

Figure 4-8: Netscape Password Dialog Box

Step 7: Netscape users are asked for their password for the Certificate Database.

Once a valid Digital ID is found, the Digital Signature Viewer appears with the Digital ID
signaturing information.

Digital Signature Viewer

SIGNATURE Is VALID  '©)

S:gner John Doe, phn doe@yourdnmamcom

HashAlgoriﬁun: shal
Cemﬁcate Chain:

john_dos@vyourdomain m,.IohnDoe Digital D' Class ‘| - Netscape,
Persona Not Validated, "winw. vensign com/repository/RPA Incorp. by

Ref; L[AB LTD(c)98 ?enngn Trast Network, “VenSlgn, Im: !

Vexﬂxgn Class1CAIn ual Subscnbef Pexsona Not?ahdated,
"wwwvens:gn.comf:ey : /RPA Inmrp ByRef LIABLETD()98",
: VenS;gn Toust Ng;work, Herdign, Inc.?

OK

Figure 4-9: Digital ID Signaturing Information

Click on the OK button. This action signs the Search Form.
The Search Form appears as signed and a message stating this is returned. At the

same time, the Sign Form And Search button is transformed to Form Signed,
Searching...
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i Edt V:ew Ep \Comnu‘-catcr Help : ) .
g R i :
3 3 B8 2@ 3 5 0 I
s Pl Home: Seach  Netscaps - Prrg Secudy:  Shop ]
At'BDd(ma\'ks A Ne(s:taI,/r‘exanlc,guv/cgrbm/odbcgate exe?odbe_formna v __J @'Whal's Reiated_m
Instork Meseage: ‘T3] frieinet % Lookup 4 NewdCool 5 ReaPloper [T AV Translation

[ Slmle] 8= o 7@~ @ Lk

SEARCH FORM EE |

Enter the data to search for. Leave an entry blank to select all
matching records. Sign the form before submitting it.

Docket Author Affiliation
Author Name Bocument Type
Submission Date Start Submission Date End

| | ~
ECRNSIG! 2 -

it BLRE I

af i ) i i ___j‘b

B{EED Document. Done B o oP @ 4

Figure 4-10: Signed Search Form

When the search is completed, the search results are returned listing the matching form
or forms.

s SR o m
/o briodegis cxhd_Fameane NAPIIMACiesch b I W Helted

L wenstoot L Raabtax TRV Tikadikon

o
SEARCH RESULTS FowaE)

List of 2 matches. Ordersd by date submited and docke:

Cocket Author A¥izion Author Neme Qocuneet Type Date Submittz¢
BEiza fese [ Sctwan [ASTHDOS Text {19 Apr 2000 rnw,psu ., oo |
5z s [on Setiwan {Rdobs POF 3x | [15 Apr 20000 Tumatny £ Sukvan, S|
Emt fesc [ren Sctiwan frdore POF 3 19 207 2000 [Fimothy P Sullwan, G ]
| PN fesc frvn Setvan [PSCR OGS Ten | [28 Mar 2000 [Finctng F Sulvan. e i)
123455 Fsc [fim Subzan fraote POF 3 0 [15 Mar 2000 [Fimotty P Sullvaa. e
[i23as6 fes¢ [rem Sutaan fBinary [1414a 2000 [Tirastny P Sulivan caif
123455 fse [n Sutwan frdove POF 3.4 [3Mac 2000 {Timstny P Sullvan, Gol
|ZXFe fsc ffom Sctivan Pudooa POF 2% fiamar2e fTimcthy P Suttvan, 8o

BUREETTT  Fambedy - R e RS

Figure 4-11: Search Results Dlalog Wlndow

The search results are returned in order of the date submitted and docket number.
Once the list is provided, the form is ready to be retrieved. Locate the form to be
retrieved and click on the GO! button on the right side of the listing. The submitted form
is retrieved and displayed.
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43 Authenticating the Form and Validating the Signature

Once the search for the appropriate form is complete and the form sought is digitally
signed, the authentication and validation processes must be followed as outlined below.

Step 1: Once the form appears, click on the button displaying the sender’'s name and
e-mail address to validate the signature and authenticate the form.

zl=E| al= « V@ N el |

Display ! Extract l Remove ] Sign & Submit a Documeni(s)

Nuclear Regulatory Commission

Efectronic Information Exchange

Docket . {s0540)

-Author Affiliation {Yout Company Name

Author Name }John Doe

Fite Type {WordPerfect 7/8/3

Comments f i Submission response

'I‘)ocument‘bat'e' i 3rd September 2000

‘i Recipient iA B. Cooper

Recipient eMAIL iabc1 23@rrc.gov
Attach Documentfs) Click to Attach a Document(s)

2nd Signathe‘,R_equiiéd 2. )¥es = 2 Ne

Digital'Signaiuré ___ John ﬁ‘oe.liﬁhn_;dbé@yourdoméini:om ;

Bk 3
« E ubmit/Update Submit. cumentstoNRC |
o ' ) '

e

{ BIE TestForm 338 iy : . Nuclear Reguletory Commission

_ #'=Required to be filled in

Saves the actve fom

Figure 4-12: Submitted NRC EIE Form
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The Digital Signature Viewer appears.

Digital Signature Viewer

|&  SigNaTuRE IS VALID Q)

Signet: John Doe, john_doe@jomdgmeinmm_

Hasﬁ Algorithm:  shal
Certificate Chain: « _
john. doe@yourdomain.com, John Doe Digital ID Class 1 - Netscape

Persona Not Validated, *www.verision comfxeposxtoryfRPA Incoip: y
Ref, LIAB LTD(5)58", ?enSagnTrustNetwork, "VenS:gn, Inc!

» ?en&g;n Class {1 CA Indmdual Subserber. Petsona Not Validated,
My veiision con/vepository/RPA Incorp. By Ref LIABLTD(c)98"
- [VeriSign Trust Network, "VenSion Inc”

Figure 4-13: Digital Signature Vlewer — Signature is Valid

If the form has not been altered, the viewer appears with a message stating that the
“Signature Is Valid” thus validating the signature and authenticating the form. The
window also displays information about the signer.

Digital Signature Viewer - x|

]@” SIGNATURE IS ° VALID “@

S:gner Johm Doe, ]ohn -ﬁne@yomﬁommcom

Hash'Algomm' shaih
—
Cemﬁca&e Chem. - .

: i;:hn doe@yowdommcom,]ohn}joe Digital ID Class 1 -- Netscape.
 [Persona Not Validated, "wwwe.vensign co reposrhcryfRPA Incorp. by

Ref LIAB LTD(c)QS“ Venngn Trust Network, ‘*Vens:gn, Inc*

Verf:hgn Class 1 CA Indmwdual Subscnber—Persona bfot Vahdated,
"wrww verisien. conu’repomtoqrfRPA Incorp. By Ref LIAB.ITD(c)98",
VenSzgn Txust Netwoxk, “'v‘m".‘Sign, et

Figure 4-14: Digital Signature Viewer — Signature is Valid

Step 3: After validating the signature, click on the OK button to return to the form.
You may then proceed to retrieve the enclosed documentary material.
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4.4

However, if the form_has been altered, an error message appears stating that the “form
has been tampered with (form does not match signature hash value).”

Error

TueFeb 02 16:13:25 1959 0 The InternetForms Viewer fos Windows:. From has heen
. tampered with {Form dossnt match signature hash valug) at IFS. formNodeP_UFL

V,erifysignatura&ndLock{digisign\digisi 1112 Mon Jan 18 11:20:28 1999]

Figure 4-15: Altered Form Error Message

If the form has been altered, click on the OK button to return to the form and promptly
notify the LRAA and delete the file. The LRAA will notify the sender of the alteration and
request re-submission.

Document Access and Retrieval

After locating the form and validating the signature, participants can proceed to access,
view, and retrieve any documents enclosed in the form. Enclosed documentary material
can be viewed using the form’s display function or retrieved using the form’s extract

function. The steps involved in performing each function are listed below.

Displaying Documents

Step 1: With the form open, click on the Display button on the form. The “Enclosures”
dialog window appears.

-~ FORM ENCLQSURES Sorl

Present Folder: ‘Additional Information

Folders: - Enclosures:
Avddditional Information
Documents
Notes

Figure 4-16: Enclosures Dialog Window

Step 2: Select the folder containing the documents to be viewed by clicking the folder
name in the folder window. The enclosed document file names now appear on the right
side of the dialog box in the “Enclosures” window.
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Enclosures E

. Done
Ge. ForM E‘\ZCLOSURES L“‘JDIS =

PxesemFalder Documents

= Enclosure

Figure 4-17: Display Enclosures Window

Step 3: Highlight the document file name and click on the Display button. This invokes
the browser and produces a Security Warning Dialog.

Walmng There is a possible secunly hazard here.

{ 'Cpening:
\_\2 TMPUZovp wpd Using wpme exe.

When you download a Me ftom thie network woushould be
aware’of secunty considerations. |

A Hle that contains malicious programming instructions
could damage o otherwise cczmprormse the contents af
. yows cnmpu!er

4id only use files obtairied from sites tbat pou tiust,

o want to do with this fls?

,\‘."‘,,ﬁave tto disk

I¥| Always ask before opening this type of file
I :Open OLE-server in-place -

. Céﬁcél ' J

Figure 4-18: Warning Dialog Window

Step 4: Click on the OK button to open the document.

Retrieving Documents

In order to retrieve documents from the external server to your workstation or local
network, participants can use the form’s extract function. The process to extract a
document is the reverse of the process to enclose a document. The steps involved in
the extraction process are as follows.
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Step 1: With the form open, click on the Extract button. The “Enclosures” dialog box
appears.

Enclosures

3
F()RM ENCLOSURES =
_ Eana |

Extract

‘Present Folder:: Addmoml [nfom\ahon
Foldets i Enclosures:

Figure 4-19: Enclosures Dialog Window to
Extract Documents

Step 2: Click on the folder name containing the document(s) to be extracted in the
folder window on the left side of the dialog window. The enclosed document file
name(s) appears in the “enclosures” window on the right side of the dialog box.

A% ForM ENCLOSURES L"‘Jm;,;

Pmseni Fuldex anmems ,
F olders: . Eunclosures: »
Additional Information Sow99910.wpd & l .

Figure 4-20: Enclosure Dialog with
Document Highlighted

Step 3: Highlight the document file name and click on the Extract button.
The Extract File window is now open.

EXTRACT FILE: Specify Filename [ 2] =]
Sm!\_ i/:j IntetnetForms Viewer 4.1.7 3 I ﬁf‘“i:*:: ?ﬁ’

- YExtensions Jtemp FafNie_3 2 =
Alcons ﬁcciorm ﬁﬁeadme &5] Uninstn_d:

A include (&) license (=] Readme
5 Modules Fhasqiorm Faftest2
3 Plugin Enie_2 Faltest3 2

Prefs HNIC_:‘] !estlorm

L : e
Eie pame: fm ) Save ;
Save ostype: [All Files <) __l f

Figure 4-21: Extract File Wmdow
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4.5

Step 4: Navigate to the local or network drive and folder or subdirectory where you
intend to store the document file. Once there, click the Save button to extract the
document from the form and to place it in the chosen folder or subdirectory. You are
then returned to the Enclosure dialog. If there are multiple documents to extract, repeat
this process until all have been extracted.

Step 5: When all documents have been extracted, click on the Done button on the
Enclosure dialog box. This returns you to the form.

Deleting and Saving Forms

Participants should not attempt to delete or remove forms from the external server since
forms may be intended for multiple recipients. The responsibility for file maintenance
resides with the NRC EIE system administrator. If a form or form package is uploaded
to the external server by mistake, participants should notify the LRAA at
LRAA@nrc.gov. If a participant wishes to retain a copy of the form, follow the steps
listed below.

Step 1: Click on the Save icon on the form’s menu bar.

e Form{EIE 3.3e]

Display i Extract 1 Remove | Sign & Submit a Documeni(s)

Nuclear Regulatory Commission

Electronic Information Excharnge

Docket  [sosap
Author Affiliation !Youl Company Name
: PR -  — - s

Figure 4-22: NRC EIE Form with Save Function Highlighted
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This opens the Save Form window.

SAVE FOBM: Specify Filename

Save in l ] Viewer 4.2 _v_J ! i l
_IExensions  Ltemp B Readme
:.} lcons ﬁ cclom £ Search
|- include Eq(Eie_test Exftest2
23 Modules BiNic_2 2y test3
.1 Plugin EiNie 3 Eaftest3_2
1 Prefs ﬁ Nic_ 3.2 ﬁ testform
File pame:  |nrc_33c1
Save as tupe: ]IntemetForms Document B :1 , ‘Cancel i

Figure 4-23: Save Form Window

Step 2: With the Save Form window open, specify a file name.

Step 3: Then, navigate to the appropriate drive, folder, or directory in which to save the

file.

SAYE FOBM: Specify Filename BR

Savein [":j MyFiles

%j- Nrcaddad
ﬁ Nrcsearc
Siors
ﬁ Otd_form
BafsF7

ﬁ sigsammn

File name: Inrc_33c1

: l Save l
Save as ype: Inlenetmes Docurnenl — "l ’ Cancei l

Figure: 4-24: Save Form Window

Step 4: Click on the Save button. All forms are saved with the file extension “.xfd.”
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Statement of Liability

The provision of an electronic information exchange system by the NRC for the
purposes of submitting and transmitting documentary material is based on the terms
and conditions outlined below. Those who use the NRC’s EIE system do so of their own
accord. The exchange of information shall be conducted in good faith among the
parties participating. The NRC shall have no responsibility to warrant the authenticity of
the information exchanged nor to validate the identity of those involved in the exchange.
The NRC shall not be liable in any actions arising from transactions among parties
participating in the EIE process in accordance with the authorities and statements of
guidance listed below.

a Relevant Federal Reguiations

The use of the NRC EIE Public Certification Services are subject to various U.S.
Federal and State criminal laws, which may include but are not limited to: 18
U.S.C. § 1030 (Computer Fraud and Abuse Act of 1986), 18 U.S.C. § 1343
(Federal Wire Fraud Act), 18 U.S.C. § 2701 (Unlawful Access to Stored
Communications - The Electronic Communications Privacy Act of 1986), and 18
U.S.C. § 1029 (Fraud and Related Activity in Connection with Computers).

a Exclusion of Certain Elements of Damages

in no event shall any issuing authority or NRC be liable for any indirect, special,
incidental, or consequential damages, or for any loss of profits, loss of data, or
other indirect, consequential, or punitive damages arising from or in connection
with the use, delivery, license, performance, or nonperformance of certificates,
digital signatures, or any other transactions or services offered or contemplated
by the NRC, even if such issuing authorities or NRC, or both, have been advised
of the possibility of such damages. :

Q Subscriber Liability to Relying Parties
Without limiting other subscriber obligations, subscribers are liable for any
misrepresentations they make in certificates to third parties who, having verified

one or more digital signatures with the certificate, reasonably rely on the
representations contained therein.
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Access Control List (ACL)

Certificate Authority {CA)

Certificate Database

Challenge Phrase

Digital ID Certificates

Digital Signatures

Encryption Strength

Key Generation

Key Pair

Draft NRC EIE |nstructional Guide

Glossary of Terms

A specific list of individuals or groups that are allowed
access to specific areas of the NRC EIE external server.

The trusted authority that creates, assigns, tracks,
maintains, and publishes certificates.

The file which contains your Digital ID certificate within the
Netscape Navigator or Communicator browser.

A set of numbers and/or letters that are chosen by a
certificate applicant, communicated to the issuing authority
with a certificate application, and used by the issuing
authority to authenticate the subscriber for various
purposes.

A special data structure that contains a user’s unique
identification, the user’s public key, and some parameters
related to the validity of the certificate such as the date of
expiration. Digital certificates, with public keys, are
maintained openly in a directory in the possession of a
certificate or certifying authority (currently VeriSign, Inc.).

A digital signature is a checksum which is the result of the
application of a secret key and algorithm to a message.
As a result, the digital signature is not constant; that is, it
always depends on the bit values of the document that it
signs. Upon receipt of the document, the digital signature
is re-created and compared to the transmitted digital
signature. If the signatures match, the sender is
authenticated and the document integrity is assured. A
non-match indicates that either the document was altered
or that the signature is not that of the expected sender.

The strength of the encryption depends on the length of
the key used. The length of the key is measured in “bits.”
Generally, longer keys are stronger than shorter keys.
Key size ranges from 512 bits to 1024 bits.

The process of creating a private key during certificate
application whose corresponding public key is submitted to
the Certificate Authority for validation.

A set of encrypted keys composed of a private key and a

corresponding public key. The private key is known only to
you and is not communicated to the Certificate Authority.
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Local Registration Authority
(LRA)

Local Registration Authority
Administrator (LRAA)

Portable Document Format (PDF)

Private Key

Public Key

Public Key Infrastructure (PKI)

Secure Hypertext Transfer Protocol
(HTTP-S)

Secure Sockets Layer (SSL3)
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NRC staff who identify candidates to be certificate holders
and vouches for the binding between public keys and
certificate holder identities.

NRC staff who receives and reviews certificate requests,
approves or disapproves certificate requests, notifies the
Certification Authority of approve/disapprove decisions,
and performs review of requirements related to the digital
signatures.

A standard to make the interchange of formatted
documents between differing computing environments as
reliable as possible. It is designed to ensure the integrity
of the document being interchanged regardless of the
computer, operating system, or application software used
to create the original document.

A mathematical key (kept secret by the holder) used to
create digital signatures and, depending upon the
algorithm, to decrypt messages or files encrypted (for
confidentiality) with the corresponding public key.

A mathematical key that can be made publicly available
and which is used to verify signatures created with its
corresponding private key. Depending on the algorithm,
public keys are used to encrypt messages or files which
can then be decrypted with the corresponding private key.

A system for publishing the public-key values used in
public-key cryptography. There are two operations
common to all PKls. Certification is the process of binding
a public-key value to an individual, organization or other
entity, or even to some other piece of information, such as
a permission or credential. Validation is the process of
verifying that a certification is still valid.

HTTP-S provides secure communication mechanisms
between an HTTP client/server pair in order to enable
spontanecus commercial transactions for a wide range of
applications. It provides a flexible protocol that supports
multiple orthogonal operation modes, key management
mechanisms, trust models, cryptographic algorithms, and
encapsulation formats through option negotiation between
parties for each transaction.

A protocol designed to enable encrypted, authenticated
communications across the Internet. URLs that begin with
“https” indicate that an SSL connection will be used. In an
SSL connection, each side of the connection must have a
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Time Stamp

Uniform Resource Locator (URL)
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Security Certificate. SSL3 includes three things; privacy,
authentication, and message integrity.

A notation that indicates (at least) the correct date and
time of an action, and identity of the person or device that
sent or received the time stamp.

A standardized device for identifying and locating certain

records and other resources located on the World Wide
Web.
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Appendix A. Digital Certificate Request Confirmation

From: <jas1@nrc.gov>

To: john_smith@labat.com

Date: Thu, Aug 26, 1999 8:00 AM
Subject: Digital ID request confirmation

Dear John Smith,

Thank you for requesting a Digital ID. Your administrator
is processing your request, and will notify you when your
Digital ID is ready.

If you have questions about your application, please contact
your Administrator by replying to this e-mail message.
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Appendix B. Digital Certificate Request Disapproval

From: <jas1@nrc.gov>

To: TWFN_DO.twf2_po(TPS)

Date: Fri, Aug 27, 1999 8:27 AM
Subject: Cannot Process Digital ID Request

Dear JOHN Q PUBLIC

Your Administrator was not able to approve your
Digital [D/certificate request based on the
information you provided.

You may receive another e-mail detailing the specific
reasons why your Administrator could not issue

your Digital ID. If you have questions, please contact your
Administrator by replying to this e-mail message.
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Appendix C. Digital Certificate Approval Notification

From: <jas1@nrc.gov>
To: john_smith@labat.com
Date: Fri, Aug 27, 1999 9:22 AM

Subject: Your Digital ID is ready
Dear John Smith,

Your Administrator has approved your Digital ID request.
To assure that someone else cannot obtain a Digital ID that
contains your personal information, you must retrieve your
Digital ID from a secure web site using a unique

Personal Identification Number (PIN). You can retrieve your
Digital ID by following these simple steps:

Step 1: Visit the Digital 1D retrieval web page. If your
Administrator has set up a customized location for retrieving
your Digital ID, you should visit the URL specified by your
Administrator. Otherwise, you can retrieve your ID at

https://onsite.verisign.com/USNuclearRegulatoryCommissionADDOCIO/index.html

Step 2: In the form, enter your Personal ldentification
Number (PIN):

Your PIN is: XXXXXXXXX

Step 3: Follow the instructions on the page to complete the
installation of your Digital 1D.

If you have any questions or problems, please contact your
Administrator by replying to this e-mail message.
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