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1.0 INTRODUCTION

1.1 Background 

The Agencywide Documents Access and Management System (ADAMS) has been 
developed to be the NRC's electronic document and records management system. An 
integral part of ADAMS is the capability to process and disseminate electronic 
documents that are either received into the Agency or are created within the Agency.  
The process providing this capability is called Electronic Information Exchange (EIE).  
EIE allows both users internal to NRC as well as those external to NRC to exchange 
electronic documents in a secure and valid manner via the Internet.  

The development and use of EIE in the NRC environment are intended to address the 
mandate of the Government Paperwork Elimination Act, Title XVII of Public Law 105
277, that provides for Federal agencies, by October 21, 2003, to give persons who are 
required to maintain, submit, or disclose information the option of doing so electronically.  
It is also intended to provide for the use of electronic authentication (electronic 
signature) methods to verify the identity of the sender and the integrity of electronic 
content where necessary. The Act specifically provides that electronic records and their 
related electronic signatures are not to be denied legal effect, validity, or enforceability 
merely because they are in electronic form.  

The NRC is in the implementation stage of the NRC EIE program. The objective of the 
program is to institute business processes that enable the NRC and the customers and 
clients of the NRC to interact and communicate electronically in a secure manner via the 
Internet. In addition, the objective is to document and preserve electronic submissions 
and transmissions in a manner consistent with that for paper documents. Finally, this 
undertaking is expected to provide the basis for further evaluation and analysis enabling 
operational and procedural improvements to the EIE process prior to Agency-wide 
implementation.  

1.2 EIE Business Description 

The NRC EIE system design is based on a public key infrastructure (PKI) that provides 
the capability to exchange electronic documents in a secure manner via the Internet 
using Secure Sockets Layer (SSL3) technology. In addition, it incorporates the use of 
digital signature technology to provide submitter (sender) validation and document 
authentication. The purpose of this document is to provide instructions for participation 
in the EIE Program.
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1.3 Who Can Participate

The participant population includes the NRC and its customers and clients who choose 
to electronically submit regulatory required submittals in compliance with 10 CFR Part 
50.4. The participants internal to the NRC will include offices whose customers and 
clients choose the EIE process to submit documents electronically in a secure and valid 
manner via the Internet. The offices will designate individual users who have the 
responsibility for originating, signing, or receiving official submittals into the Agency.  
Participants external to the NRC will include those individuals designated having the 
responsibility of originating, signing, or sending documents to the NRC in compliance 
with 10 CFR Part 50.4.  

1.4 How to Register 

The NRC provides for overall administration of the EIE process through the designated 
Local Registration Authority Administrator (LRAA). The LRAA creates and maintains an 
Access Control List (ACL) consisting of authorized internal and external EIE participants.  
Each participant will provide the LRAA with vital information such as name, organization 
name, phone number, and e-mail address. The LRAA will verify participant information 
(via e-mail) before adding them to the ACL. The information provided to the LRAA is 
entered into a secure database and is used to create and distribute secure account 
information for access to the NRC EIE external server for the dissemination of electronic 
documents. It is important that participants review this information and make all 
necessary corrections or additions. The LRAA will use the ACL to validate authorized 
individuals requesting digital signature certificates. The LRAA may be contacted via e
mail at LRAA@nrc.gov.  

1.5 What is Needed to Participate 

Participating individuals in the EIE initiative may use their existing workstations with 
standard desktop configuration. The recommended workstation configuration requires a 
Pentium 133 Mhz (or higher) with a minimum of 32 MB of RAM, 20 MB of available disk 
space, and access to the World Wide Web (web) through an Internet Service Provider 
(ISP). The operating system should be either Windows NT or Windows 95 (or higher).  
In addition, each workstation must be equipped with browser software consisting of 
either Netscape Navigator or Communicator (version 4.6 or higher) or Microsoft Internet 
Explorer (version 5.0). Other browser types such as AOL or Mosaic are not currently 
supported for use in the EIE process. All other software needed in the EIE process will 
be available via the NRC EIE external server home page or designated URLs. Listed 
below are the specific software plug-ins required, their file names, and the URLs where 
they can be obtained.
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Software/Plug-ins File Name Location (Download from) 

InternetForm Viewer (Browser IFV431G.EXE www.nrc.gov/NRC/EIE/index.html (Step 1) 
Application) 

Netscape 4.x plug-in IFXNDSS.EXE www.nrc.gov/NRC/EIE/index.html (Step 2) 
(signaturing piece) 

Microsoft Internet Explorer 4.x MASQURL.EXE www.nrc.qov/NRC/EIE/index.htmi (Step 2) 
plug-in (viewer patch) 

Digital ID Certificate www nrc.gov/NRC/EIE/index.html (Step 3) 

Table 1-1: Required Software
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2.0 HOW TO START USING EIE SYSTEM

2.1 Introduction 

In order to utilize EIE, each individual must obtain a digital signature certificate (Digital 
ID). Additionally, each of the software plug-ins listed above in Table 1-1 must be 
downloaded and installed. In the succeeding sections, each process and step required 
to set-up a computer or workstation to use EIE is described. The processes and steps 
described are specific to both Netscape Navigator/Communicator 4.6 or higher and 
Microsoft Internet Explorer 5.0.  

2.2 How to Obtain a Digital ID Certificate 

All users must have a digital signature certificate (Digital ID) in order to use EIE. (Refer 
to the Glossary of Terms for a full description of a Digital ID certificate.) A Digital ID is 
used to digitally sign the form used to submit documents and is required in order to 
access the EIE external server and retrieve documents. The EIE system requires the 
use of an NRC issued Digital ID.  

To obtain a Digital ID, authorized participants (applicants) must first complete and 
submit an enrollment form. VeriSign, Inc. acts as the NRC's Certificate Authority (CA) 
and provides the NRC with a Digital ID enrollment page on their web site. The NRC 
provides VeriSign Onsite Digital ID's at no cost. The steps for obtaining a Digital ID are 
as follows: 

Step 1: Applicants can apply for a Digital ID by accessing the EIE home page at 
www.nrc.-gov/NRC/EIE/index.html. When the NRC EIE home page appears, go to Step 
3 (on EIE home page). Click on Go to the VeriSign/NRC Page.

E4e ORi Yjew Qo Cuwricao -Help 

Back . Rek"l Home S eo Net Fape S•eýy Shop 

jBookmaiks t Nobei~ite q/ý~f o/RC)EIE/rndeJm j fhts et 

7T. InsmtaMesage lý Irtmeý -Lookup 1,4Ne&CocA U) ReaPlase ] IisAV~t o 

HNuclear Regulatory Commission 
Electronic Information Exchange 

Step 3. Request a Digital Certificate from Verisign S*Go to tr,.e VerislgniNRC Page and select the first link, --j 

"Enroll for a Digital 0D' 

Figure 2-1:_ _ EI omertfPage 

Figure 2-1: EIE Home Page
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Step 2: Once connected, the VeriSign Onsite End-User User Services page appears at 
(https://onsite.verisiqn.com/USNuclearRegqulatoryCommissionADDOCIO/index.html).  
Applicants begin the enrollment process by selecting the first option presented, "Enroll 
for a Digital ID." 

' -Netscap ..... . - l x
Eie EdIL '1im G o Ccotrttunator H~elp ____ ___ 

8ac Reload Hoeme Seafch Netscape Pfnt Seci4ty Shop 

.•3'--okmrark& s A Netsre:.jtfps//on ite vemirgn.com/USNuClealReNutaioR CommjsuoLrADDOCIO/ndex htmE" 1 1 t 7WhatsRelated 

InstantoMeage 'A Iterner Lookup ( New&Cool l ReaFlave i AV Transilatio

,i 

-- ON SITE
End-User 
User Services

Enroll for a Digital ID 

Enroll for a Oigital I using a CSR fit your comrpanyr'agencytorganization uses CSR-based enroll mertA) 

Retrieve %,our Digital 1D for Netscape Navigator

Kemreve your ulqtga iu - or miclrOosm tn~erne -xpIore 

earoh for a Dilital IO 

Verifya Digital 10

Pevonke yor Digital ID 

6 Dowrrent Done 

Figure 2-2: NRC VeriSign Onsite Enrollment Page

zi

After selecting this option, the applicant is presented with an online enrollment form.  
When enrolling, applicants must use the same computer on which they intend to install 
the Digital ID and private key.
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R, H-s Soo Nlooý PW~So.~So 

S.. Digital ID Enrollment for 
#ieriSign.) U.S. Nuclear Regulatory 
FONSITE Commission 

ADDIOCIO 

Step 1: Digital ID Infortttllion 

i ........... . - - - - - ý _ - _ -'-1. 1 

ý ID W -.. . .. .............  

Slap 2: Ch.-su . Ch.l11-je Phr-s 

StIep 3: Ente, C.--nt 

Slap 4: Digital ID Suh-flber Ag-ement 

510.10 

OptionAl Ch.-s Y..r E-•cypli-'l Strenth 

Step 3: The form is divided into five parts. Applicants must complete all required 

information on the enrollment form as follows: 

1. Digital ID Information - Applicants must complete the first name, middle 
initial, last name, e-mail address, and title fields. Applicants will be prompted to 
enter the e-mail address twice to confirm it. The PIN field is not required for 
enrollment.
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2. Choose a Challenge Phrase - Applicants must enter a word or phrase that 
serves to validate their identity should a situation arise that requires the Digital ID 
to be canceled or revoked.  

3. Enter Comments - This part is optional.  

4. Digital ID Subscriber Agreement - Each applicant is encouraged to read 
and understand the subscriber agreement.  

5. Choose your Encryption Strength - Encryption strength refers to the 
security of the Digital ID. The longer the encryption key the more secure the 
Digital ID. It is recommended that applicants select the largest key size that can 
be handled by your browser. (Older browser versions will default to 512 bit keys 
whereas newer browser versions can handle up to 1024 bit keys.) 

Step 4: Submit the enrollment form by clicking on the Accept button. You will receive a 
prompt to make certain your e-mail address is correct. Follow the instructions on 
the dialog box and click on the OK button.

I3 diiai.v isg co --Jv~rp Applica3tion] 3

Confirm your e-mail address: 
YourName@yourdomain.com 

If your e-mail address is correct click OK, if not click CANCEL and 
correct it in the enrollment form.  

If the e-mail address is not correct you will not be able to use your 
Digital ID 

Figure 2-4: E-mail Address Confirmation 

Step 5: Upon submission of the enrollment form, the applicant is prompted to initiate 
the generation of the private key as illustrated below. Click on the OK button.
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M0-1~~~~~~~~~~ Geea.APriaeKy-NesaeWIE

ýý • Generate A Private Key 

When you click OK, Communicator will generate a Private Key for your Certificate, 
This may take a few minutes.  

lnIportant: If you0 interrupt this ploCe9S, yo01 will have 0to Teapply for the SCetific'ate. :: . . .

More Info. I OK I Cancel

Figure 2-5: Generate a Private Key 

After clicking on the OK button, users of Netscape browsers will be prompted to enter a 
password for the Certificate Database.

I Paswr Xnr ilgE

Please enter the pa'ss-,vord ot the pin for 
Communicator Certificate OB.

SCancel

Figure 2-6: Netscape Password Entry Dialog

Step 6: Enter a unique password and click on the OK button. You will be prompted to 
re-enter it for confirmation. (Note: Be sure to choose a password that is easy to 
remember, yet secure. This is a must since the access to and use of your Digital ID will 
depend on this password. If you must, write the password down and keep it in a safe 
place.) 

Once the Certificate Database password is entered and confirmed, the Netscape user is 
returned to the Generate a Private Key dialog.
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,,,~~~~~ ~ ~ ~ ~ ,eewt A 'Ct e Nt-P M M

if - Gene

a Private Key for your CertificDite.  

rill haVe to reapply for he

"When you click OK, 
This rn'ay take a few 

Iillpota lt If yost I 
Certificate.  

More info... OK Cancel

Figure 2-7: Generate a Private Key

Step 7: Click on the OK button to generate a key. A private key is automatically 
generated and stored in the browser.  

This completes the enrollment process. A window appears stating the enrollment is 
complete and that the LRAA will review their enrollment application and notify them of 
the results by e-mail.  

.,.. .....'. . .... ... 1 x l 
LE i V ,iew io Hameiaiatoi ile.  

B-1,h. A Reload Hýoee Se .ch Netie o i Pi" S-oiDy Sho e 

[L Inter& Meeag, Interne , J w Looi , ,,nCod q ReaFtie Lij AV Tata4*es

F i N.• d- Enrollment Complete 

Congratulations, you have successfully enrolled for a Digital ID. Your administrator win 
be reviewing your request.  

When your request is approved, you will receive an e-mail from your administrator with 
information about retrieving your Digital ID. You vill need to use the information it 
contains to download and install your ID.

Copyright C) 1998, VeriSign, Inc.  

Figure 2-8: Enrollment Complete

I

f�J '.&
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2.3 Establishing Private Key Security

Both Netscape Navigator/Communicator and Microsoft Internet Explorer users can 
establish password security to protect their private key. The steps applicable to each 
are outlined below.  

Netscape Navigator/Communicator (version 4.6 or higher) 

In the case of Netscape, the private key is stored in the Certificate Database which is 
password protected. The Certificate Database is established during the generation of 
the private key. (See Section 2.2). You may, however, change your password. This is 
accomplished as follows.  

Step 1: Click on the Security icon on the Netscape toolbar.  
S. .. . .. .. . . .  

File Edit View Go Communicator Help 

Back F Reload Home Search Guide Print 

Figure 2-9: Netscape Toolbar 

The Security Info window appears.  
SNetscap

Security Info 

Security Info 

Passwords There is no Security Info for this window.  
Navilzator 

Messenger Security Info is available for Browser-, Messenger Message, and News 

Java/JavaScript Article windows.  

Certificates Ifyou wish to change Security settings or preferences, use the tabs on 

Yours the left to switch between diafrent areas.  

People 

Web Sites 

Sigpers 

Cryptographic *,1 

OKI Cancel I Hep 

Figure 2-10: Security Info Window 

Step 2: Click on Passwords. This invokes the Netscape Passwords window.
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Passwords 
Security Info Your Communicator password 

Passwords certificates.  

Navigato If you are in an environment where 

Messenger computer (either physically or over 
Communicator password.  

Java/JavaScript 

Certificates Change Password 

Yours Communicator will ask for this 

People 
Web Sites r The first time your certific• 
Signers Every time your certificate 

Cryptographic After!3 minutes of ii 

Modules 

Figure 2-11: Netscape Passwords Window

will be used to protect your 

other people have access to your 
the network) you should have a

Password: 

ate is needed 
is needed 

nactivity

Step 3: Click on the Change Password button. This produces the Certificate 
Database (DB) password entry dialog.

Figure 2-12: Netscape Certificate Database Password Entry

Step 4: Enter your old password. Then enter a unique password and re-enter it to 
confirm it. Then click on the OK button. This establishes a password protected 
Certificate Database. (Note: Be sure to choose a password that is easy to remember, 
yet secure. This is a must since the access to and use of your Digital ID will depend on 
this password. If you must, write the password down and keep it in a safe place.)
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Microsoft Internet Explorer (version 5.0 or higher) 

Microsoft Internet Explorer users will be allowed to assign additional security to their 
private key when enrolling for a Digital ID.  

Step 1: After clicking to generate a private key, the Additional Security dialog box 
appears.  

Additional Security for Your Private Key 
We recommend 1hat you protect the private key associated ýwth your Digital tO. Checking the box 
belowwill provide you with security options for your private key, flik Here for additional 
information.  

Check this boa to protect your private 
key 

Figure 2-13: Microsoft Additional Security Dialog 

Step 2: If you do not check the box, a private key will be generated. However, if you 
desire additional security for your private key, place the cursor in the box and click to 
check the box. In so doing, you will be prompted to choose an appropriate security 
level. The three security levels - high, medium, or low - are described below.

162 IS~ 23-94- I d1 -96-0093 EM

Choose a security level appropriate for this item contained 
in your Protected Storage.  

H igh 
Request my permission with a password when this 
item is to be used.  

(- Medium 
Request my permission when this item is to be used.  

- Low 
Automatically grant permission to use this item 
without notification.  

------ Cancel 

Figure 2-14: Microsoft Security Level Window 

High - Requires you to enter a password before your private key is accessed.  

Medium - Alerts you and asks for permission before your private key is 
accessed.  

Low - Does not add any additional security. Your private key is protected only 
by your system's logon procedure.
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If you select the "high" security option, you will be prompted to assign a password.

161•,l ]"l ) 2f 1i 2-35 4 9,6]-)06097a7275X

"Choose or create a password to protect this item.  

Password for: 

C. Create a new password for this item.  

Password for: 

(example: Tom) 

Password: 

Confirm: 

< Back I| Cace 

Figure 2-15: Microsoft Password Entry 

Step 3: After entering and confirming the password, click the Finish button. A final 
window appears asking for the password and allowing the generation of the private key 
by clicking on the OK button.

S * gsa; S *Ildl956e**607a72- 5 x
Creating a new RSA exchange key! 

Password for John Doe: I""" 
f' Remember password 

Security level set to High Set 

O ....... D e a ls .  

Figure 2-16: Microsoft High Security 

2.4 Approving the Digital ID Certificate 

The Digital ID enrollment form is transmitted to the LRAA via a secure link using SSL3.  
When the form is submitted to the LRAA, an e-mail message is generated and sent to 
the applicant acknowledging it's receipt. (See Appendix A.) The LRAA validates the 
information contained in the form using the ACL. If the information matches that in the
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ACL, the LRAA approves the issuance of a Digital ID certificate. If the information does 
not match that in the ACL, the LRAA shall deny the issuance of a Digital ID certificate.  
In either case, an e-mail message is generated to the applicant notifying them of the 
decision.  

Each applicant is expected to be approved unless he or she did not receive 
authorization or failed to properly register with the LRAA. In the case of a disapproved 
request, the LRAA will provide e-mail notification of the disapproval and will endeavor to 
provide a specific reason for it. (See Appendix B.) Once the applicant appropriately 
addresses the reason for disapproval, a new enrollment form can be submitted. The 
LRAA shall serve as the point of contact for any questions related to the enrollment 
process and shall make every effort to process requests for Digital IDs within two 
business days of receipt.  

2.5 Retrieving and Installing the Digital ID Certificate 

Upon approval, applicants are notified of the decision via e-mail. The e-mail shall 
contain instructions on how to access and retrieve the Digital ID certificate. (See 
Appendix C.) The e-mail instructions shall include the following: 

1. Statement of the URL where the digital certificate can be retrieved.  

2. The personal identification number (PIN) needed to retrieve the digital 
certificate, e.g., 892137890.  

3. Statement to follow instructions on the web page to complete installation of 
the digital certificate (Digital ID).  

To retrieve and install the Digital ID, participants must use the same computer used to 
submit the enrollment form. To successfully install the Digital ID, follow the steps listed 
below.  

Step 1: With the e-mail open, copy the PIN by highlighting it and pressing the "Ctrl" and 
"C" keys at the same time or by highlighting it, right clicking with your mouse, and 
selecting copy from the shortcut menu.  

Step 2: Click on the URL provided in the same e-mail message, i.e., 
(https://onsite.verisign.com/USNuclearRequlatoryCommissionADDOClO/index.html.) 

Step 3: Once connected, the participant is presented with the VeriSign OnSite Host 
page for NRC.
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Figure 2-17: NRC VeriSign OnSite Host Page 

Of the options presented, options 3 and 4 are for retrieval of a Digital ID. Depending on 
whether your browser is Netscape Navigator/Communicator or Microsoft Internet 
Explorer, select the appropriate option.  

The participant is presented with the VeriSign Digital ID Services window that allows the 
participant to "Pick up your Digital ID." 

Step 4: Paste the PIN number provided in the e-mail (and copied in Step 1) in the 
Digital ID PIN box by clicking your cursor within the box and pressing the "Ctrl" and "V" 
keys at the same time or right clicking and selecting Paste from the shortcut menu.  

Elpe E7dit yiSee F--4 PvrteJ~efe 

"%OIL7iSigf nDigitcal ID Servtirices 

Sttep 3 P:3zý Up Youtsr Digital lE 

TO complete this s•ep you Will need the Personal Ildenlifetlon bumber (PIN) contaIned In the e-mril 
message sent to you Immediately ater you submitted your enrollment form.  
This was sent bythe ig9itai in Centr-to the e-ma l address y". entered in yourenreilmentforr, 

Ye V lll cemnlelee hls ste. .lsflac tine sa.nas cola.il1t1r ytll .iseel Re Stlcll - t file .III O l-nCCelR 10,110.  

Copy the PIlM number trrotj *he e-mail. Paste (or ente-3 it Into the bOX below. end hnt 9UBMIT.

Figure 2-18: Pick Up Your Digital ID 

Step 5: Click on Submit to install your Digital ID. (Note: Netscape users are prompted 
to enter their certificates database password before installation proceeds.) When the 
installation is complete, a Congratulations message will appear indicating a successful
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download and installation. In addition, it will contain instructions on how to check to 
ensure proper installation.

A = ......s t Ia....... E.= ca- ............ W,,
Eý Ed•t• • ,- a.i w Fzveite- tj lp

,/K-iSig1n Digital ID Services

Congratu lations! 

YoV.- Digitl ID h- been do-no.I.d-d rad intalled Into Netetpe Neeige•o.  

You should no-v checkto make sure it Is proporlyinstItled, To check. pleqse follow the instructions below 
forthe web browser you use: 

1 . Select Seelig Ity Plefelel0ces foorn the Optiotli menu.  
2. Select the Pei senmat Certific.tes tab.  
3. Your new Digital ID should appear in the Personal Oerlificates list.  

It should be listed by the certlicathe naeme thatyou specified .shen you lresoed your Digital ID.  
Note: ifyou did not enter a Certificate name, try clicking orn the white space at the top ofthe box. It 
will highlight allowing you to enter a name.  

4. Viewyour Digital ID hyseletllmrnj it and then selecIting the Mote PIato ~lemon.  

Figure 2-19: Successful Download and Installation 

2.6 Verifying Successful Installation 

Once the installation process is complete, the participant is encouraged to check or 
verify the installation of their Digital ID certificate. The process of verifying installation is 
similar for both Netscape Navigator/Communicator and Microsoft Internet Explorer 
users. The steps applicable to each are outlined below.  

Netscape Navigator/Communicator (version 4.6 or higher) 

Step 1: Click on the Security icon on the Netscape toolbar.

File Edit View Go Communicat

Bac : a \ e

Home Search Guide

or H elp . ........  

Print [Scuiy5oU
Figure 2-20: Netscape Toolbar Security Icon 

Step 2: The Security Advisor/Info window opens. Select Yours from the left hand 
margin under Certificates. Your Digital ID should appear in the "These are your 
certificates" window. Highlight your Digital ID and click on the View button.
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Your Certificates
Security Info 

Passwords 

Navigator 

Messenger 

Java/JavaScript 

Certificates 

Yours 

People 

Web Sites 

Signers 

Cryptographic 
Modules

You can use any of these certificates to identify yourself to other people and 
to web sites. Communicator uses your certificates to decrypt information 
sent to you. Your certificates are signed bythe organization that issued them.

These are your certificates: 

John Doe's VeriSign, Inc. ID . V-Ie 
Vetify 
Delete

You should make a copy of your certificates and keep them in a safe place. If 
you ever lose your certificates, you will be unable to read encrypted mail you 
have received, and you may have problems identifying yourself to web sites.

Get a Certificate... I Import a Certificate...  

Figure 2-21: Your Certificates Window 

Step 3: Your Digital ID should appear in the "These are your certificates" window.  
Highlight your Digital ID and click on the View button to display the contents of your 
Digital ID.

I
'his Certificate belongs to: This Certificate was 
John Doe Issued by: 
jdoe Caverisign. cam VeriSign Class 1 CA 
Digital ID Class 1 - Netscape Full Service Individual Subscriber 
v~wm.verisign.com/repository/CPS Incorp- by VenSign, Inc.  
Ref..LIAOB.LTD(c)96 Internet 
VeriSign Class I CA - Individual Subscriber 
VeriSign. Inc.  
Internet 
ýerial Number: 55: 17 90 38:56: 1 5CB:DC:EF:06 8A:F`7-8C:8A:C2:E`6 
biis Certificate Is valid from Tue Apr 21, 1998 to Thu Apr 22, 1999 
'ertificate Fingerprint: 
43 8E:DF:CE:9FiC6:1IC:90:FS:EO:40: I CA E:58:84 92 
:omment: 
Tli-L certi-fic~ate iricorporates thae Ver±Sigri 
~ertiffi-catioli Pract:Ice Stateinent- (CPS) b~y rc 

OK

Figure 2-22: Personal Certificate

Microsoft Internet Explorer (version 5.0 or higher) 

Step 1: Select View from the menu bar and click on Internet Options on the drop 
down menu.
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I * ..

File Edit Miew Go Favorites Help 

S • .... Toolbars 

Addressk vih Status Bar 
AdrsLh Explorer Bar

hrfch_ Favoiites Histofy Channels__Riscreen Ma 
Iiiiiiiiiiiiiiii _ _ _ V

Enables you to change i ettxjg.

Figure 2-23: Microsoft Internet Explorer Menu Bar and Drop Down

Step 2: In the Internet Options window, click on the Content tab, 
click on the OK button.

select Personal, and

I Inere Opton IM

-J
Figure 2-24: Internet Options Window

Step 3: The Client Authentication window appears. Highlight your Digital ID and click 
on View Certificate.
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Figure 2-25: Client Authentication Window

Step 4: View the contents of your Digital ID in the Certificate Properties window that 
appears.

Issuer 
Effective date 
Expiration date 
Fingerprint

Details:: 

I nternet 
.VeriSign. Inc." 

IVeriSign Class 1 CA - Individual Subscriber 
""www.verisign.com/repositoryi'CPS Incorp.  

IDigital ID Class 1 - Microsoft Full Service 
John Doe jde ersg~oon

Figure 2-26: Microsoft Certificate Properties Window

If your Digital ID fails to appear as described above, you will need to return to the 
VeriSign Onsite host page and retrieve your certificate again. (See Section 2.5.) If this 
subsequent attempt fails, you will need to re-enroll. (See Section 2.2.) 

2.7 Obtaining the Netscape Signaturing File 

In order to sign or verify signatures, Netscape users will need to obtain a special digital 
signature file. The required file is named "DS Netscape.ifx" and can be obtained via the 
NRC EIE home page. In order to obtain and install the Netscape signaturing file, follow 
the instructions below.

Draft NRC EIE Instructional Guide

E3

S... ... .... ... . ...... .. .... .. . ...... .... .. . ... ... .. .. ... .. . ... . .........................

I

2-16 5/22/00



Step 1: Access the NRC EIE home page at http://www.nrc.gov./NRC/EIE/index.html.  
Go to Step 2 and click on Download the Plug-in to download the Netscape signaturing 
plug-in for your browser.

Th Ncla Rguatr Cmmsso -ElctoicInoraio Echne ilt etcae NE I
File* Edit View Go omrmsrcaotu H-* 

Back _ - Rebad Home Seaei N.etsce Pit secuiity 

"• Bookmarks .A Lcathloi:lhtip n:www ntc.ov,'NRCEIEAndex htrml 

-nstaN Message L lrtemet 'j Lookup "Ne,&Cool _4 ReclKoyt

top =T 
( J5Fý Whal~s Related

Nuclear Regulatory Commission 
Eectronic Intonativon Exchange

J Step 2. Download and Install the Netscape Plug-in

[ (If you already have downloaded this and installed the Plug-in, go to step 3) 
- Check to see if you already have the plug-in installed 

. Download the Plug-in 

. . Doiwrdadto Nets cape-Plu-..

Figure 2-27: Download the Plug-in

Step 2: The Save As window appears. Navigate to Drive C:\ and to a temporary folder 
in which you wish to save the file, IFXNDSS.EXE. The download will take approximately 
one minute on average. Click on Save and return to the ELE home page.

Save in:. I -j- Nro[C:)

IAdobeapp 
-JArchive 
j CD Player 
J Corel 

I Eie 
- Execsoft

SGraphi 
I Inform: 

Sin3stall 
SAJavaS 

I Kpcm•n 

- [ iFile name: 
Saveaskype_: ji ie '

Figure 2-28: Save Netscape Signaturing File 

Step 3: Close your Netscape browser and exit all other Windows applications before 
running the following setup programs. Access Drive C:\ and go to the temporary folder 
in which the plug-ins were saved. Install the InternetForms Extension for Netscape 
Digital Signature Support, IFXNDSS.EXE, by double-clicking the file icon. Follow the 
steps provided by the setup dialog.
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Back U up Cut CpY Paste Undo Delete 

jAddress~l c C:T-P 

Nam: e Size Type Modified 

q* IFV431G 3,337KB Application 3/30/00 5:36 PM 
896KB Application 3/30/00 5:39 PM 

. Reiaton 1.339KB Application 9/1/99 10:17 AM 

SReiaton 1KB Configuration Settings 3/27/00 11:45 AM 

fi bjet~s seectd895RK6 _!;My Com~puter 

Figure 2-29: IFXNDSS.EXE File 

Step 4: The install warning window appears.

B - B B.B I IIIIIIII * I "X 

This will install the lnternetForrns Extension for Netscape Digital Signature 

Support. Do you wish to continue? 

Figure 2-30: Install Warning Window 

Click on the Yes button.

Step 5: The run setup window appears.

Figure 2-31: Run setup window
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Step 6: Run setup by clicking on the Next button. The Software License Agreement 
window appears.

Please read the following License Agreement. Press the PAGE DOWN key to see 
the rest of the agreement.

JWI. Corn End-User License Agreement f1 
This and every UWI Software Produc~t is only licensed to you. It is: not sold to you, This 
End-User Licene Agreement ('"EULA) is a legal agreement between you and UWI 
Jnisoft Wares Inc. r'UWI) that sets outyour right to use any UWi Software Productfs] 
:hat you download, install, or otherwise obtain, including computer software and any 
sssociated online or electronic files and documentation ("Documentation"). UVWI does not 
Drovide hard copy Documentation.: instead UWI provides all Documentation in an 
slectronic document forma•.  

3EF0RE YOU DOWNLOAD, INSTALL. OR OTHERWISE USE ANY UWI SOFTWARE 
PRODUCT, CAREFULLY READ THE TERMS AND CONDITIONS OF THIS EULA. BY 
DOWNLOADING. INSTALLING. OR OTHERWISE USING ANY ULI SOFTWARE 
FIRQOUCT YOU AGREE TO BE BOUND BY AND BECOME A PARTY TO THIS EUL4.

Do you accept all the terms of the preceding License Agreement? If you choose No. Setup 
will close. To install InternetForms Extension for Netscape Digital Signature Support, you 
must accept this agreement.  

< Back NO &.,..
Figure 2-32: Software License Agreement 

Click on the Yes button to continue setup.  

Step 7: When the setup is complete, the Setup Complete dialog box appears.

Setup has fit-ýishec 
Netscape Digital E 

Click Finish to cory

ms Extension for

Figure 2-33: Setup Complete

Click on the Finish button.  

Participants using Netscape are now able to use their Digital ID for signaturing.

Draft NRC EIE Instructional Guide

IS OftWaFC License Agreement E31

IS etup Complete

2-19 5/22/00



2.8 Obtaining the InternetForms Viewer

In order to properly utilize the form, participants will need the InternetForms Viewer.  
The viewer is a program that enables the form to be opened and read. The latest 
version of InternetForms, can be downloaded from the NRC EIE home page. The 
process for downloading the viewer is detailed below.  

Step 1: Access the NRC EIE home page at http://www.nrc.qov/NRC/EIE/index.html.  
Upon connection, the NRC EIE home page appears.

35Th Ncea Rglaor omisio Eecrni Ifrmtin xhagePlo -Ntsap
Fie E& 'View Go Crmmumcatot Help _ 

Back . Reload Home Seatch Netscape Print Secuf Stop 

~BokrnaksA. Loca Lookup /Aw'nr gvNRýCool~dchl i eFastseIae 
Instant Messg [~ Nteret _j Lok e_ Co j3A ae 

Nudear Regulatory Commission 
Electronic Inf o~ralin Exchae 

Step 1. Download and Install the UWI Viewer For H 
your browser 

(If you already have downloaded this and installed the viewer, go to 
3 step 2 

060 ,ni -1 Download the Viewer Pluq-in 
,•-• ! '.' oc,,,erDone ....... 42• _., _ , ,,& • • 

Figure 2-34: EIE Home Page 

Step 2: Go to Step 1, "Download and Install the UWI Viewer for your browser." Click 
on Download the Viewer Plug-in. The download process varies depending on which 
browser you are using. The process for both Netscape and Microsoft Internet Explorer 
are outlined below.  

Netscape NavigatorlCommunicator (version 4.6 or higher) 

Step 3: Netscape users will receive the viewer license agreement as shown below.
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I I terntFOM& Lcens Ageemet E
InterneitForms Viewer tWindows 95/Ni] 

Use of this product Is subject to the terms and conditions set out below.  

UWI.Com End-User License Agreement 

This and every UWI Software Product is only licensed to you. It Is not sold to you.  
This 
End-User License Agreement 'EULA"J is a legal agreement between you and UJWI 
Unisoft Wares Inc. r"UWP'J that sets out your right to use any UWI Software Productis] 
that you download, install, or otherwise obtain, including computer software and any 
associated online or electronic files and documentation ["Documentation"). UWI does 
not 
provide hard copy Documentation; instead UWI provides all Documentation in an 
electronic document format.  

BEFORE YOU DOWNLOAD. INSTALL, OR OTHERWISE USE ANY UWI 
SOFTWARE PRODUCT. CAREFULLY READ THE TERMS AND CONDITIONS OF 
THIS EULA. BY DOWNLOADING. INSTALLING OR OTHERWISE USING ANY 

If you accept the terms and conditions of this license agreement press the Accept button 
below. Otherwise press Do Not Accept 

Accept I . INot Accept 

Figure 2-35: Viewer License Agreement 

Read the viewer license agreement. If you accept the terms, click on Accept to begin 
the viewer download process.  

Microsoft Internet Explorer (version 5.0 or higher) 

Step 3a: Instead of the viewer license agreement, Internet Explorer users will receive 
the Save the file dialog as shown below.  

Upon accepting the viewer license agreement or clicking on Yes to save the file, both 
Netscape and Internet Explorer users receive the save as dialog and the download and 
installation processes will proceed the same for each.

Save in: I.Nrc[(C:) _7J Ft 

]Adobeapp •JGraphi 
_Archive linform: 

_JCI lae __J Install 
ICorel _J I omgjl 
SE JL] JavaS 
IE xecsoft J Kpcm~z 

File name: ]E[1 = i~Ei 
Save.as .ype: jAll. File& (.. . . ... Cancel 

Figure 2-36: Save Form Viewer File
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Step 4: From the Save As dialog, navigate to the appropriate drive and folder. (The 
default drive is C:\.) It is recommended that you save the file in a temporary (Temp) 
folder on your C:\ drive.  

Step 5: Click on the Save button to save the downloaded file. Close the browser and 
install the viewer.  

Installation: 

Step 1: Navigate to the folder containing the downloaded file (file name, IFV431G.exe).  

Double click on the file icon.  

Step 2: The InternetForms viewer warning appears.  

i- - a 

This will install UWI.Com's InterriefForms Viewer 4.2.2. Do you wish to 
continue? 

. .......... N o 7. .

Figure 2-37: InternetForms Viewer Warning 

Click on the Yes button to continue installation.  

Step 3: The viewer setup begins and the Welcome window appears.  

S"Welcome to the Inte, etForms Viewer 4.2 Setup Sprogeram Thi proggrar irrt isal tnternetForm

Vi ,r 4.2 on yor comput=e.  

It is ston eomedd tha•t yo exit all ýWiows prorams 
before ruig thi Setup pr-gm.  

Click CýanceIto qýit Setup nrd then .o-e -y prog-ram you "have - ig. Cli1k N-t to onte with the Setup progranr

WARNING: This pr.orar i pirote•ted by copyight law and 
nt ernat _onal treties.  

Unauthonied reprodti or distibutio f this program ora 
porton of it, m.y reult inevere civil d crimin- l penalies, and 
wld be proscuted to the -a•xilum- extent possible under Iaw 

Figure 2-38: InternetForms Viewer Welcome Window 

Click on Next to continue setup.
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Step 4: The Software License Agreement dialog appears.  

IntenetormsLicnse gremen

InternetForms Viewer IWindows 95INTI 
Use of this product is subject to the terms and conditions set out below.  

UWI.Com End-User Ucense Agreement 

This and every UWi Software Product is only licensed to you. It is not sold to you.  
This 
End-User License Agreement r"EULA"1 is a legal agreement between you and UWI 
Unisoft Wares Inc. 1"UWr1J that sets out your right to use any UWI Software Pro ductjs) 
that you download, install, or otherwise obtain, including computer software and any 
associated online or electronic files and documentation r'Documentation'l. UWI does 
not 
provide hard copy Documentation; instead UWI provides all Documentation In an 
electronic document format.  

BEFORE YOU DOWNLOAD, INSTALL. OR OTHERWISE USE ANY UWI 
SOFTWARE PRODUCT, CAREFULLY READ THE TERMS AND CONDITIONS OF 
THIS EULA. BY DOWNLOADING, INSTALLING OR OTHERWISE USING ANY

If you accept the terms and conditions of this license agreement press the Accept button 
below. Otherwise press Do Not Accept.  

I Accept I Do Not Accept

Figure 2-39: Viewer License Agreement

Read the agreement. If you accept all the terms, click on Yes to accept it and continue 
setup.  

Step 5: Next, the User Information window appears.
1

Figure 2-40: User Information Window

Enter user information, participant name and company (agency) name. Click on Next 
to continue.
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Step 6: Choose a destination location for the installation. (Note: Setup automatically 
creates a destination location (folder), however, you may click on Browse and select a 
different one.)

Setup will install InternetForms Viewer 4.2 in the following folder.  

To install to this folder, click Next.  

To install to a different folder, click Browse and select another 
folder.  

You can choose not to install InternetForms Viewer 4.2 by 
clicking Cancel to eit Setup.  

SDestination Folder 

C:Program Files\UWl.ComrViewer 4.2 Blowse.

<(Back El7 T A Cne 

Figure 2-41: Choose Destination Location 

Click on Next when done.  

Step 7: Select a program folder. It is recommended that participants use the default 
folder, InternetForms Viewer 4.3.1.

Selec a..la xole 3

m icons to the Program Folder listed below.  
folder name, or select one from the existing 
Ktt to continua,

< Back L ~, Cancel

Figure 2-42: Select Program Folder
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Click on Next to continue.  

Step 8: Setup runs and the setup complete window appears when done.

- InSt, Setu

complete.  

successfuly installed the lntemetFormh Viewer 4.2.  

'1 the applicationi

complete Setup.

Figure 2-43: Setup Complete

Click on the Finish button to complete installation.  

2.9 Providing Backup for Digital ID Certificates 

EIE participants are responsible for the security of their own individual Digital ID 
certificates. In this regard, participants are encouraged to make a backup copy of their 
Digital ID. The steps applicable to each browser are outlined below.  

Netscape Navigator/Communicator (version 4.6 or higher) 

Netscape users can accomplish this in the following manner.  

Step 1: Open the Security Advisor/Info window and select Yours from the left hand 
margin under Certificates. Highlight the Digital ID for backup and click on theExport 
button.
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Your Certificates 
Security Info You can use any of these certificates to identify yourself to other people and 

Passwords to web sites. Communicator uses your certificates to decrypt information 
sent to you. Your certificates are signed by the organization that issued them.  

Navigator 

Messenger These are your certificates: 

JavatJavaScript John Doe's VeriSign, Inc ID iew 

Certificates Veetfy I 
Delete 

Yours Eot 

People 
Web Sites 

Signers 

Crvptographic You should make a copy of your certificates and keep them in a safe place. If 
Modules you ever lose your certificates, you will be unable to read encrypted mail you 

have received, and you may have problems identifying yourself to web sites.  

Get a Certificate... I Import a Certificate..  

Figure 2-44: Security Advisor/Window

Step 2: The Netscape Password Entry Dialog window appears. Enter your Netscape 
Certificate Database password. You will be prompted to specify another password to 
protect your Digital ID export file. Confirm the export file password a second time.  
Click on the OK button.  

Re-enter the password to confirm it:

Figure 2-45: Password Entry Dialog

Step 3: The File Name to Export window appears. Name the file. The Digital ID is 
saved with a ".p12" file extension. It is recommended that you save your Digital ID on 
diskette and store the diskette in a safe and secure place. Click on the Save button.

5eea .jý 3J1 Floppy IAA 93J .. J f E . MJ Fi 

Fie L- 110I Bockup p12 

S-ve - VP. ,LP S 2 hFl-o 2) C.

Figure 2-46: File Name to Export Window
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Step 4: A confirmation message appears when the Certificate has been successfully 
exported.  

Y our certificates have been successfully exported.  

Figure 2-47: Successful Export Message 

Microsoft Internet Explorer (version 5.0 or higher) 

Step 1: Select View from the menu bar and click on Internet Options on the drop 
down menu.

Ai2in- Mirsf Inere Exloe N - a

F.. o ..e .Hots.y Chwff* - F.e.. . 4. MJ

iq Secmle Comintinicatimos with 
sE-Cmmece Solqitiois 

•ri'innrllnt~lra~il o• nc,,, cot'o nrna~to

Eroesyu to ch Mcoo seM u r d o w 

Figure 2-48: Microsoft Menu Bar and Drop Down

I_ 
/¸
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ImInte•ine- •nOptins-o

General ISecurity ContentIt Connection Programrs I Advanced 

Content Advisor 

Ratings help you control the Internet content that can be 

.4 on this computer.  

Enable...  

- Certificates- - - --.............. .....  

F.,•I1 aUse certifates to positively identify yoursell, certificate 
Lauthorities and puflshers.  

FPersni .I uhrte Publishers..  

-Personal infofaton 

F= Miciosoft Profile Assistant stores your Edit Profile..  
name, address, and other personal 
Honrmation. Resetharig...  

Microsoft Walfet provides a secure p Addrepsesa.ce 
to store private information for Internet 
shopping. paýiMenrts..  

OKj Cancel 

Figure 2-49: Internet Options Window 

Step 2: In the Internet Options window, click on the tab labeled Content, click on the 

Personal button, and then click on the OK button.  

The Client Authentication window appears.

-cAtetcto WEI

rIdentt catron 1 jFollowng is a Est of cetitifiates you can use for Clint 
/!Autherdation with servers.  

John Doe 

impost'. Export -------

Figure 2-50: Client Authentication window
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Step 3: Select and highlight the Digital ID to be exported. Click on the Export button.  
The Export Personal Certificates window appears.

-. E t Perso - e-ti i -te1 X 
Internet Explorer will now export the selected personal L~ certificate to a file.  

Password to encrypt exported certificate tvith: ii 
Confirm password: 

I 
Fitenamne: 
I

0OK Cancel 

Figure 2-51: Export Personal Certificates Window 

Step 4: In the Export Personal Certificates window, enter and confirm the password to 
be used to protect this file. Specify using a ".pfx" extension. Click on the OK button.  

2.10 Replacing Digital ID Certificates 

If the backup Digital ID certificate becomes misplaced, lost, or compromised, 
participants must revoke and replace their certificate and replace it. In the case of a 
lost, misplaced, or possibly compromised Digital ID certificate, participants should follow 
these steps to replace it.  

Step 1: Access the enrollment page at the following URL: 
https://onsite.verisiqn.com/USNuclearRegulatoryCommissionADDOClO/index.html 

veo is if--oo ) End-User 

-O N ITE User Services 

F..n1o.U f- Diyital CD 

Enol foriDotal ID ,rs•no a-'SR Inf~yom coztapmnnty,5ofcy~org-aonafon. "sies CSR-based 

einollnenr) 

Refos-e -o-n" Digstal ID fo- NIte-sos N .minat 

Reitese Yo-u Dtmie.1 ID foxr NhIir oft Inie1teet Exo1lone 

Seas-ih fro a Dial ID 

Veaf, .a Dioýral ID 

Re-oce y-l igirn] ID

Figure 2-52: NRC VeriSign Onsite Host Page
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Step 2: Select the last option listed, Revoke your Digital ID. The Digital ID Search 
window appears.  

"seriSign~ Digital ID Services

Search For Digital IDsS'" 

umber andi...ue n .,etmonuld e igi1 ID. ad~ k. A�n d CH b- 1 .Ifyou cannt 
tg.0lgitaiO byml• b - •sall dd..gg me Shi,• neo eDg~~ Dmy ~ecn tfli"'unlike' 
It bihn sttrig Dlgit.I ID p..f..mnini. I., odin Sh~ofid ,t,• yiu mill .eed t-n onbtsin,.% ser4il nmber in~d

Figure 2-53: Digital ID Search Window 

Step 3: You will be prompted to search for the Digital ID. Enter you e-mail address to 
search for it. When the search is done, the result is displayed as follows.

-� x

Eý dd YVe.- o Flr~e ij

veriSign I Digital ID Services 

iftt•s th e correct Digital ID, you can now choose to dotlOad, roevoket, v ept late, Iew, or set pl efav eices 
f0r the Oigtal tO.  

Fers l4OtgizattfOr5 441r5~n ne 

-Pitl ip22.ltO pOI'O 

1O0an zational It l.Ie,,Slgn Clam 1 CA - InsuidIal Subi bet 

lsbi OfgAnIsIls Uni4. -'-vtigboooI,.po ,ItoryCPS ICO'p, bv tRrf.LIADA LTcl1eO8 
] •Organ,,atlonal Unt DigaSI144 Cl I . Ii•tSC'pe rull SiliqS 

lsComon Name - .. o. . 0..  
C1oil Addles, bdoIAe Irle g Corn 

.... ... 5.0 4 . ............ .....................

By submittin this request, you accept the terms ofour Ft_ e Ao' Py'.,.  

Figure 2-54: Digital ID Listed 

Step 4: Click on the Replace button. The Revoke and Replace Your Digital ID window 
appears.

Draft NRC EIE Instructional Guide 2-30 5/22/00



1 • Internet ...... ... I'... ....... -o wn-
File Edk Gie ý Fa-ote Hew, 

' )•.iSig'n Digital ID Services 

Revoke and Replace Your Digital ID 

This D••tal D is silt alid. When you enter your challenge phirsend alk Contine your Digital IDowil 
be r-ked and V.. .0ll be tokn to . eplaeen.ent ertotlm-nt fo-e. It i. not pooolbl to -iao-. ..  
Oig•t•l I D once it ha been •'-veked. if you ame trying to replace a Seove lD. pleave mzolouet -thaty 
ondeetnd the quifiei-fl for -placennt before poceeding. If you do not -ish to• e-ke and 

mplce this Digital ID, click ••nceh.  

By submitting this request, you acceptlhe terms ofthe F, ne r P•.LI _ ' r- .  

Enter your challenge phrase and click Continue 

Challenge Phrase I 

® tillA "the CC°~;NI1 Titilt Sen to trook, 1othu 

ard •rlc yoo.- Diital ID. Crs, Cno 

Figure: 2-55: Replace Digital ID Window 

Step 5: Identify yourself by entering your "Challenge Phrase." Click on the Continue 
button to revoke your certificate and generate a new one.  

Once the request for revocation and the issuance of a new Digital ID is complete, the 
new private key is generated and the request is forwarded tot he LRAA for action. From 
this point, the same processes outlined in sections 2.3 and 2.4 apply.  

2.11 Replacing Netscape Digital ID Certificate Passwords 

In the case of not being able to recall you password, Netscape users may replace their 
password as long as a copy of the Digital ID Certificate is on a diskette or the hard drive.  
If you do not have a copy of your Digital ID Certificate, you will not be able to replace 
your password, but rather follow the steps outlined above to replace the Digital ID. If 
you have a copy of your Digital Certificate, follow the steps below.  

Step 1: Open Windows and locate the cert7.db file using Windows Explorer.
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1__ Fid:Fle amdce

File _dit View Options Help 

Name & Location I Date I Advanced

Named: 

Containing text:

icert7

New Search

Look in: I (C) Ii.  

rV Include subtolders Browse

Name In Folder 

Al cert7Tdb 2] C:\Program Files\Netscape\Users\default 

I fie& found Mi-1onitoring New Items! 

Figure 2-56: Files named cert7.db in Windows explorer 

For Windows 95/97/98 users, the file should be located in C:\P 
NETSCAPE\Users\your name.  

Step 2: Once located, delete the cert7.db file.

rogram Files\

F View _Go Favorites Tjos Help 

Back Fc;J Up Cut Copy Paste 

kLdrss I-i C:•Program Files\Netscape\Userý\default 

archive Cache Mail Neews bookmark 

cookies key3.db launch riprefs 

_my Computei 

Figure 2-57: Delete certificate window
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Step 3: Open your browser and click on the Security icon to open the Security 
Advisor/Info window.

Security Info 

Security Info 

Passwords 

Navigator 

Messengee 

Java/JavaScript 

Certificates 

Yours 

People 

Web Sites 

Signers 

Cryptoerauphic

There is no Security Info for this window.  

Security Info is available for Browser, Messenger Message, and News 
.Article windows.  

If you wish to change Securit settings or pret'Seences, use the tabs on 
the left to switch between different areas

OKI CaclIHelp I

Figure 2-58: Security Advisor/Info Window 

Step 4: In the Security Advisor/Info window, select Yours under Certificates.

3V N t...p. I ............ ... B

Your Certificates
Security Info 

Passwords 

Navrilltor 

Messengee 

Java/JavaScript 

Certificates 

Yours 

people 

Web Sites 

Swaners 

Cryptographic 
Modules

You can use any of these certificates to identife yourself to otcer people 
anid to web sites. Cosmummeator uses your ceelificates to decrypt 
information sent to you. Your ceetificates are signed by the organization 
that is sued them.i 

These ar ymr certificates: 

John A Skoczlas's VeriSign ID iew 
bi 2c4349-adSS 11 d3-a424-Et~stc9a581 ef Vrf 

DeleteI 

ExportI 

You should make a copy of your certificates and keep them in a safe 
place. If you ever lose your certificates, you will be unable to read 
encrypted mnail you have received, and you may have problems 

OKI Cance I

Figure 2-59: Your Certificates in Security Advisor/Info window

Step 5: From the certificates window, highlight your certificate and click on the Delete 
button. This will delete your certificate from your browser.  

Step 6: Close your browser and restart Windows. Once windows has restarted, open 
your browser. Click on the Security icon to open the Security Advisor/Info window.
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Step 7: In the Security Advisor/Info window, select Passwords. Click on the Set 
Password button to create a new password.

...........-

Passwords 

Security Info 

Passwords 

Navigator 

Messenger 

Java/JavaS cript 

Certificates 

Yours 

People 

Web Sites 

Signers 

Cryptogeraphic

Your Communicator password will be used to protect your 
certificates.  

Ifyou are in an environment where other people have access to your 
computer (either physically or over the network) you should have a 
Communicator password.  

Set Password 

Comunumncatorwill ask for this Password.  

r" The first time your certificate is needed 

r" Every time your certifcate is needed 

C" Afterl30 minutes ofinacwvty

Staid japgeaurM2- I Mai 

Figure: 2-60: Set Passwo

OKI Cancel IHelp 

Jhljtipeu/hme ritscap- EQ :4P 

rd

Step 8: After creating a new password, select Yours under certificates. Use the right
hand scroll bar to scroll to the bottom of the certificates window. Click on Import a 
Certificate. Insert the diskette containing your certificate in drive A: or wait for the 
prompt to navigate to drive C: (if your certificate is saved there).

jý-Ne scap ..... ........

Your Certificates 

Security Info - Verify 

Passwords Delete 

NavbigatorEpr 

Messenger 

Java/JavaScript 

Cerdficates You should make a copy ofyour certificates and keep themina safe 

Yours place. If you ever lose your certificates, you will be unable to read 

people encrypted mail you have received, and you may have problems identifying 
yourself to web sites .  

Web Sites 

Signers Get a Certificate, lrnport a ceit~icate:'i 
Cryptographic

IMat

OK 1 Cancel I Help 

lj;RhttP://homenewtzCaP... 80 1:58 PM~

Figure 2-61: Import a Certificate

Step 9: This invokes the Password Entry Dialog. Enter the new password and click on 
OK. This opens the File Name to Import window.
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Lo j•,, j. 3. Floppy (A:) I Fm" ml× f 
certificate 

STrustid 
Sverisigncert 

ile name: 

Files oftype: PKCS12 Files(•.p12] 2) Cne l 

Figure 2-62: File Name to Import Window

Step 10: Insert the diskette containing your certificate in drive A: or wait for the prompt 
to navigate to drive C: (if your certificate is saved there). Locate the certificate begin the 
import process by either double clicking on the certificate icon or by highlighting it and 
clicking the Open button.

Look -in: 3J Floppy .A:)

Z3verisigncert

- C nel

File ame: Icertificate 

Fifesoftype: jFKCS112Fi~es('.p12]

Figure 2-63: File Name to Import Window

Step 11: The Password Entry Dialog now opens. Enter the password for the file to be 
imported. (This is the password assigned when the certificate was first backed-up. See 
Section 2.8). Click on the OK button.

Enter password protecting data to be imported:

I OK I Cancl I
Figure 2-64: Password Entry Dialog
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Step 12: Netscape then displays a message stating that the certificate has been 
successfully imported.

I ........... o K ..... ,I 

Figure 2-65: Successfully Imported Certificate

Click on the OK button. Return to the Security Advisor/Info window and exit the 
browser. Once the certificate has been successfully imported, you may use it again in 
conjunction with your new password.
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3.0 HOW TO SUBMIT DOCUMENTS

3.1 Introduction 

Documents eligible for submission to the NRC or for transmission from the NRC are 
restricted to specific formats. It is expected that documents will be submitted in one of 
the following formats: MS Word, WordPerfect, PDF Image with Embedded Text, PDF 
Normal, Multi-page TIFF, ASCII Text, MS PowerPoint, Quattro Pro, or MS Excel.  
Participants shall use the NRC EIE Form (form) to submit or transmit documents. The 
form shall contain, as an enclosure, the document(s) to be submitted or transmitted. In 
addition, each form submitted must be digitally signed. In order to open and read a 
form, each participant shall require a form viewer. The steps necessary to perform each 
of these processes are described in the following sections.  

3.2 How to Obtain the NRC EIE Form 

The submission or transmission of EIE documents will require the use of the NRC EIE 
form. The EIE form is an intelligent document based on Extensible Machine Language 
(XML). It allows participants to sign, enclose, submit, and verify documents via the 
Internet. Participants may choose to simply access the form via the NRC EIE home 
page each time they wish to submit a document. Similar to the viewer, the form can be 
obtained by following the steps outlined below.  

Step 1: Access the NRC EIE home page at http://www.nrc.cov/EIE/index.html. Once 
connected, go to Step 6 and click on Go to the NRC Form.

13,, The Nuclear Regulator -.............. tr o c . r m. E•qh e Pilot.,P.... Z _I~ D I ,,
Ele _Edit Yiew a. Comrtnicato Hfelp 

Back -4, : Reload Ho.e Search Netisape Fr Secuity Shop 
j= . Bookmal•1rk• Ar. 'Nek~t.eJ'http.z/ww .nrc.0 ovINRL/EIE/~ndex html •j Wl-=h~t'= Reled 

Instant Message •1ntern L Lookup R- [ AV Trans-ation 

I H•to sr, Pl,--- T Nuclear Regulatory Commission 

""Electronic Information Exchange 

JStep 6. Enclose a Document, Sign it and Submit it 
[ 5e= Oo•.m,,nt]J to the NRC 

:n ne Go to thJ NRC Form to start 

-- - Jet~o~'2 

Figure 3-1: NRC EIE Home Page 

Step 2: The "Select a Certificate" window appears. (Note: In order to access the EIE 
server and retrieve documents, each participant must have an NRC issued Digital ID 
certificate).
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SelctA erifiat -Nescpe .. .............

Figure 3-2: Select a certificate

Select your NRC issued certificate and click on the Continue button.  
Entry dialog appears.

Subject: John Doe. jzd@ijohnoe.com

OK Cancel 

Figure 3-3: Netscape Password Dialog Box

The Password

Step 3: Enter your password for the Certificate Database and click on OK. You will be 
prompted to re-enter it for confirmation, click on the OK button. A Security Information 
window appears, click on Continue.

Figure 3-4: Security Information Window

Draft NRC EIE Instructional Guide
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Here is the site's certificate: 
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Step 4: The Security Warning window appears. Click on OK to continue.

Opening: Q odbcgate-xfd using MASQFORM.EXE.  

When you download a file from the network, you should be 
aware of security considerations.  

A file that contains malicious programming instructions 
could damage or otherwise compromise the contents of 
your computer.  

You should only use files obtained from sites that you trust.  

What do you want to do with this file? 

- Save it to disk 

SAlways ask before opening this type of file 

- Open OLE server in-place 

S Cancel 

Figure 3-5: Security Warning Window 

The PureEdge InternetForms viewer is loaded and the NRC EIE Form is displayed.  

Vp,•,===.rm =-* ..... m•, m~t~t=,,tt'.I ! |

Di~pta F, t R.-~ Sign & Submit a Document(s)

aick to Attach a Datrerien*) 

,quied? J Ye, 'L, N.

1 Digita Signatur Oidk 4. Digit.lly Sig. ouin~) I 

tSobmfii Update Sob-eit Signed D.-t-nmento NRC 

=Requoired to be. filled$,n 

S-t, tiv ro.tete 

Figure 3-6: NRC EBE Form

Draft NRC EIE Instructional Guide

............ .....  .ýN . :... ý ... .  ......... .  W aFning: Theire is a possible secukity ha eFO-: ...........  .. ........ ... ........

3-3 5/22/00



Step 5: If you wish to download the form, select File from the browser's menu bar and 
click on Save As. This invokes the Save As dialog box.  

I mssetup.t L Eiescrns • My Documents I Pm: 
SAccess C] Ensemble I My Download Files LIJ PRI 
I Acrobat3 2] lo Lf MyFiles -A Pro 

SAdams Notes 2] Magic FA Norman95 LA Pro 
SCorel LZI Masque L-1 Novell LI Put 

-1 Dba `I MSOffice CI Nw32 Li Sar 

14 1 2] 
File name: JEIE_FORM . jave 

Save as type: 1A1l Files f:i 21 Cancel 

Figure 3-7: Save as Dialog Box 

Step 6: Select the drive and directory in which you wish to save the form and click on 
the Save button. (The default drive is the C:\ drive.) 

3.3 How to Complete the Form 

The NRC EIE form contains several fields for bibliographic information. The form's 
bibliographic fields are listed and described in Table 3-1 below.  

Field Name Description Required YIN 

Docket Number The document's NRC docket number(s), i.e., 50- Y 
424 and/or 50-425.  

Author Affiliation The agency, department, or company name of Y 

the document's author.  

Author Name The author(s) of the document(s). Y 

File Type The document's file type, i.e., "Adobe PDF," or Y 
Corel WordPerfect 6/7/8.  

Document Date The date of the Form Submittal. Y 

Comments General notes pertaining to the document(s). N 

Recipient Name(s) of those to whom the document(s) is Y 
addressed.  

Recipient E-Mail E-mail address(es) of those to whom the Y 
document(s) is addressed.  

Table 3-1: NRC EIE Form Bibliographic Fields
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Information must be entered into all fields with the exception of the "Comments" field 
which is optional. The required fields are denoted on the form by a red (*). Participants 
should take care to ensure that these fields are complete before attempting to submit 
the form. If an attempt is made to submit where any of these fields are left blank, the 
form's submit function will not activate and the field(s) with missing information will be 
highlighted. This process interruption will occur until the empty fields are filled. Upon 
completion of the bibliographic information, the form should look similar to the one 
below.

17,, I. .N. R, xo, P, . 3e) ........ ..Mg

1 ýis • E! •£r ý Sign & Submit a Document(s)

Saves the active fum 

Figure 3-8: Completed NRC EIE Form
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3.4 How to Enclose Documents

Once the viewer has been downloaded and installed, participants can utilize the form to 
collect documents for submission or transmission. This process is called enclosing or 
attaching documents. Each submittal shall be comprised of two parts, the EIE form and 
the documentary material(s) for submission. The contents of a form package consists 
of the collection of documentary material(s). Participants can enclose or attach 
documents by following the steps below.  

Step 1: With the form open, click on the Click to Attach a Document(s) button. The 
Enclosures Dialog box appears.

IFORM ENCLOSURES nlo 

Present Folder: Additional-_Infoimatixon 

Folders: Enclosures: 

]Documnents 
-Notes

Figure 3-9: Enclosures Dialog Box 

The Enclosures dialog box displays three folders on the left side. The "Documents" 
folder is used for documents, the "Additional Information" folder is used for supporting 
information, and the "Notes" folder is used for comments or notes. Select the 
"Documents" folder to enclose your document(s) by highlighting it.  

Step 2: Click on the Enclose button in the upper right corner of the dialog box. This 
opens the Enclose File window that allows you to browse your drives and find the 
document(s) you wish to enclose.

Lookn jm I .i Viewer 4.2 .J-- -Pil ~ Iff'i 
SExtensions L.j temp • Nrc_3 

Icons F ccform g Nrc ,3._2 
include E Eie test g nrc_33c1 

SModules • license W nrc_33c2 
- Plugin i. Masqform lIID!EEIW 

I Prefs g Nrc_2 PjReadme 

File name .R..dme Op ..  

Files of1ype: EAIo Files ( Wind oj Cnl 

Figure 3-10: Enclose File Window
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Step 3: Within the window, navigate to the document to be enclosed. Select the 
document or file and enclose it by double clicking on it or by clicking to highlight it and 
then clicking on the Open button.  

Step 4: After selecting the document or file, the Enclosures dialog box re-appears. The 
name of the chosen document or file appears in the enclosures directory on the right 
side of the dialog box with it's native application extension as shown below.  

FORM ENCLOSURES 

Ptes-ent F older: AdditionalInformation 

Folders: Enclosures:

Readtme.txt
Documnents 
Notes 

Figure 3-11: Form Enclosure Window 

Step 5: To add additional documents or files for enclosure, repeat steps 2 and 3.  
When all necessary documents or files have been enclosed, click on the Done button.  

There is no limit to the number of documents that can be enclosed. However, the file 
size for submittals is restricted to no more than 15 MB including the form which is 
approximately 40-50 KB.  

After enclosing the document(s) necessary for submission, the form and its contents are 
ready for signing.  

3.5 How to Sign (or Unsign) Forms 

All documents submitted or transmitted shall be signed using digital signature software.  
It is recognized that the submitter of a document may not be its author. As such, the 
objective is to validate the identity of the submitter and to authenticate the document(s) 
submitted. The form contains a signature field designed to allow participants to digitally 
sign it. Once the bibliographic information has been completed and the necessary 
documents enclosed, participants can sign the form by following the steps outlined 
below.  

Step 1: With the completed form open, click on the Click to Digitally Sign 
Document(s) button. Upon doing so, the Digital Signature Viewer dialog box appears.

Draft NRC EIE Instructional Guide
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The Digital Signature Viewer displays the caption "No Signature." This indicates that the 
form has not been signed. If you have a Digital ID Certificate, the Sign button is 
highlighted.

I,.gta .inaU Vi e -

No SIGNATURE

OK I 7t u 

Figure 3-12: Digital Signature Viewer Dialog Box

Step 2: Click on the Sign button. The form will attempt to look up your Digital ID 
Certificate.  

Step 3: At this point, Netscape users are asked for the password to their Certificate 
Database.

Subject: John Doe, jzdC-johndoe.com Ii~ iiii~ iiiiiiiiiiiiiii? • 1iiiiiiiiiil , i~ iiiiiiiiii i~ iiiiiiiiiiil • ii~ iiiiiii~ iii~ ~i •, iii:~ iiiiiiiii , ; iiiiiiiiil ~ i~ iiiiiiii ii iii~ iiiiiiiil

I I Cancel

Figure 3-13: Netscape Password Window

Enter password and click on the OK button.  

This initiates the signaturing process that retrieves the Digital ID Certificate stored in the 
browser. If successful, the viewer displays information pertaining to the signer such as 
the signer's name and e-mail address, the signature's hash algorithm, the certificate 
chain stating the name of the certificate authority that provided the signature certificate, 
and the class of certificate as illustrated below.

Draft NRC EIE Instructional Guide 3-8 5/22/00



I ,. ....  :Ce t SIGNATURE IS VALID 

Certificate Chain:
joF i g yor omaincom John Doe, Digital I Dn Class 1t-- V ietscwpe 
Pefsona r ot Valdaed, "ww.vensigmcornreposilozyWA Incorp. by 
TefvieweBrLT ca)9i, VencSioT Trust Nctwocg "VeiSignz Inc." 

VSepign Class ICA Indivcdualg otbOcib to-PeThona Not V Fmpdater 
'wý.verisign~comcrepositorvy~l~Pncorp By RefI-UABLTD(c)09S".  

Venigni Trust Netwotk, 'Veri~igia, lnc." 

QK ~,• • ....... ••• I' Aii~r ...i l~ l: 

Figure 3-14: Digital Signature Viewer Dialog 
for Valid Signature 

The viewer caption now changes to "Signature Is Valid." 

Step 5: Sign the form by clicking on the OK button. The NRC EIE Form appears.  
, . F,1IMIM ACý- M x -g1ýEU1 4-j1d Q

Display I E,dcft I Remov Sign & Submit a Document(s)

Figure 3-15: Signed NRC EIE Form

Draft NRC EIE Instructional Guide 3-9 5/22/00



The "Digital Signature" field on the form now displays the signer's name and e-mail 
address. After signing the form, it is ready to be submitted. Once the form is signed, it 
cannot be altered or modified. However, should a situation arise wherein a form is 
signed prematurely and additional material needs to be enclosed or material needs to be 
removed, the signature can be deleted to allow modification of the form's contents. To 
accomplish this, apply the following steps.  

Step 1: Click on the Click to Digitally Sign Document(s) button on the form. This 
produces the Digital Signature Viewer.

I. Diia Sintr Viwe x

SIGNATURE IS VALID 
Signer: John Doe, jdohnr@yoTuordomnaconm 

HashAlgorithm: shal 

Certificate Chain 

john doe@yourdomain.coxw John Doe, Digital ID Class 1 -- Netscape, 
Persona Not Validated, " www.verisign comfrepo qitory/RPA Inc orp. by 
Ref.,LIAB.ITD(c)9?8', VeriSignTrust Network, "VeriSign, Inc." 

VeriSign Class ICA Individual Subscriber-Persona Not Vaidated, 
"www-veiisign.comiYepository/RPA Incorp. By Ref$IIAB.LTD(c)98", 
VeriSign Trust Networkl "VeniSigri, Inc." 

OK iadvanced Delete 

Figure 3-16: Digital Signature Viewer 

Step 2: The Delete button is highlighted. Click on the Delete button. This removes the 
signature.  

Once the signature is removed, the form and its contents can be altered or modified as 
needed. When the necessary modifications are complete, the form should be re-signed.
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3.6 How to Submit/Transmit Documents 

Documents submitted to the NRC or transmitted from the NRC shall be deposited on the 
NRC EIE external server for retrieval. The external server exists outside the NRC 
firewall. In order to submit a form and its contents to the external server from a 
workstation, participants must follow these steps.  

Step 1: With the form open, click on the Submit Signed Documents to NRC button.  
The cursor now changes to a black and white color wheel as the files are prepared and 
the Internet connection is attempted.

.5 ,.R Diia Sint e St(I 3.3eD .X.. ...

Display ExtractI, Remove Sign & Submit a Document(s) I1

IYourCompany Name 
tJohn Doe 

'WordPerfect 7/8/S

ISubrission response 

3rd September 2000 A 

IA B. Cooper 
S Iabc123@nrc.gov

nr(s) Click to Attach a Document(s) 

Required? JYes . No

II
re John Doe. johndoeyourdomain.cornI-t

ateC Submit Signed Documents to NRC 

3e May5, 200Ke NueeReguleatot Conwmssion 

c be filled in 

n

Figure 3-17: Submit Signed Documents to NRC
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Step 2: Once the connection is established, the "Querying Browser" window appears 
and displays the progress of the file transmission.

rA~ InternetForms Viewer URL v4.3.1 32-bit is Copyright (c) 1999g by UWI 
Unisoft Wares Inc. All rights reserved.  
Please see About Box for more information.  

Querying Browser...

Figure 3-18: Querying Browser 

Step 3: Once the form is successfully submitted, the browser flashes a window that 
states "Your Form Has Been Submitted."

Your form has been submitted

Figure 3-19: Successful Form Submittal Message

Step 4: Once the form has been submitted, close the form by clicking on the Close 
Form icon on the form toolbar. This returns you to the NRC EIE home page.

Your Company Name

Figure 3-20: Close Form
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Step 5: Exit the home page and the browser by selecting File from the browser menu 
bar and click on Exit on the drop down menu.

Fie E&~ Yie ao fweiee~atw t!eli 

Qp Page lo 

EtPage eup.  

Fa-QeetP-p 5. Re' 
(3o to t 

Cloee W W~he n y

[ ] 

tIm"+•l

need to 
Return t.

Seih Neteope Secw S hop Stop 

lao ý4 People W1 Ye4owPages Lal Doweld '-L CýeIver U,

a
Nuclear Regulatory Commission 
EleCfronic loýforlnarion EfX4Chsage.

trieve your Digital ID for (Your Browser) 
e VersnonNRC Pane and clck on the "Retreive your Dinital ID" per your browser 
ou receive this message "Digital ID Installation Complete", you are finished. You do not 
click on anything else in this page 
: the EIE home via the EIE home page link in the left frame

Step 6. Enclose a Document, Sign it and Submit it to the NRC 
* Instructlions 
* (30 to 'hr NF" ut- Fore to stari 

Step 7. Search for and Retrieve Signed Documents 
- Go trhe Search Pate

Ore~,.,dao o W~"• ""~ op• ile eo. I eel' ,.• -• •
Fiue3 EIE Nuoma ne Pagel.  

Figure 3-21: Exit EIE Home Page

j
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3.7 How to Remove Documents 

During the process of enclosing documents, a situation may arise wherein a document 
is enclosed in error. In such situations, the erroneously enclosed document may be 
removed. The process for removing a document is outlined below.

Step 1: With the form open, click on the Remove 
dialog box for removing documents.

button. This opens the Enclosures

X 

FORM ENCLOSURES 

Present Folder: Documents 

Folders: Enclosures: 
Additional Information 

Notes 

Figure 3-22: Remove Documents Dialog
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Step 2: Highlight the folder on the left side of the dialog box containing the document to 
be removed. The document(s) within the folder are displayed on the right side of the 
dialog box.

SFORM ENCLOSURES 

Present Folder: Documents

Folders: 

Additionel Information I Notes

-I

Figure 3-23: Document to be Removed

Step 3: Highlight the document to be removed and click on the Remove button. This 
produces a Remove Enclosure prompt.

Are you -sure? 

Figure 3-24: Remove Enclosure Prompt

Step 4: Click on the Yes button to remove the document.
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4.0 HOW TO RETRIEVE DOCUMENTS 

4.1 Introduction 

When a form is submitted to the NRC external server, it is automatically date/time 
stamped at the time of receipt by the external server. This date/time stamp is intended 
to serve as the official date and time of receipt for both the NRC and it's customers.  
Intended recipients should receive an e-mail message providing notification of the 
submission and information necessary for it's retrieval such as; the author's name, 
author affiliation, document date, and docket number. Upon notification, recipients may 
access the external server and retrieve their documents. The steps involved in this 
process are as follows: 

4.2 How to Search for Documents 

Step 1: Open the Internet browser.  

Step 2: Access the NRC EIE home page at http://www.nrc.gov/EIE/index.html. Once 
connected, go to Step 7, Search for and Retrieve Signed Documents.

Xý Th N- Ia Nucta eguatoy CommiE--cnlt~nEcag i~ot :I p 

Be E, step a. C - f R e d 

|• .  

aRstod Hes- Sesel Hdoop P"l S-ooY S5o 

Figurloek 4-1:*i NRCs EIE HomeNR Pagel~~ Y~it~sse 

I Nudlea Regulatory Conuniission 
raw.,rni Ir~~wonEcw~ 

Step 7. Search for and Retrieve Signed 
t~ ~ Documents 

Go to the Scarch Paee 

Figure 4-1: NRC EIE Home Page 

Step 3: Click on the link, Go to the Search Page. The "Select a Certificate window 
appears.

:- Select A Certificate 

The.ste eie~nrc.gev'has requested client -th-tc-tiin.  

Here is the site's certificate: 

Certifcate for- Visited States Nuctea -r ý,tlatory 
Signed by: Coesrno 
Encryption: : RSA Date a •curity, Inc, 

Eoport Grade (RC4-40 with 40-bit s-cret 
key) Mere I 

Setect Y-tr Certificate:IYour Ntj, V-nSign ID 

Figure 4-2: Select a Certificate
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Select your NRC issued certificate and click on the Continue button. The Password 
Entry dialog appears.

Subject: John Doe. jzd@johndoe-com 

OCancel 

Figure 4-3: Netscape Password Dialog Box 

Step 3: Enter your password for the Certificate Database and click on OK. You will be 
prompted to re-enter it for confirmation, click on the OK button. A Security Information 
window appears, click on Continue.  

You haves reques~ted a secure document. The docurment and any 
infonrmation you send back are encrypted fot privacy while in 
transit, For more information on sewity chorse Document 
Infrimation from the View menu.  

Pv ShowThis Alert NexttTime 

Figure 4-4: Security Information Window 

Step 4: The Security Warning window now appears. Click on OK to continue.

odcgate.r4d usiý MASQFORM.EXE.  

Whenyou downloM a fife from the network, you shouild be 
aware of secuity considerations.  

A file that contains mackrus ptcqwmvrrng instructmos 
could damage or otherwise conrxcaise- the contenrts of 
your comrxeiTer 

Yrou should or* use file, obtaioed from sites thar you trust 

What do you want to do wAith this fia? 

P' Always ask beloie operr~g this type of file 

r- Open OLIE server n-pace
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Figure 4-5: Security Warning Window
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This produces the Search Form window.
S..... ........................... .

i .. i. a 

R tad Ho Seich NeýsP P, SC-e Sh 
Bob.....Neak: ~e mc5c/coitbhn/sdbcsste exieodhc 'fonmn J •; Wha's, ttn 

k Intn M ete t .VTi, s

CANCEL

Dncrermnt.Dcne -

Figure 4-6: Search Form Dialog Window

Step 4: Enter search criteria.  

The search criteria is used to search for the particular document sent to you. The 
search form allows searches to be performed on up to seven fields. Because search 
results provide matching records not only for the fields with information entered but also 
for the fields left blank, it is recommended that all available information be entered. The 
applicable search fields include Docket, Author Name, Author Affiliation, Recipient, 
Document Type, Submission Date Start, and Submission Date End.  

Step 5: Once the search criteria has been entered, click on the Sign Form And 
Search button. The Digital Signature Viewer appears.

I No SIGNATURE

Draft NRC EIE Instructional Guide

Enter the data to search for. Leave an entry blank to select all 
matching records Sign the form before submitting it.  

Docket Author Affiliation I I 
Author Name Document Type 

I a tD 
Submission Date Start Submissin Date End 

I 1 F

Figure 4-7: Digital Signature Viewer
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Step 6: Click on the Sign button. This initiates a check for your Digital ID.

Sub~ect John Doe. jzd@phndae.cam 

OK Cne 

S........s.  

Figure 4-8: Netscape Password Dialog Box 

Step 7: Netscape users are asked for their password for the Certificate Database.  

Once a valid Digital ID is found, the Digital Signature Viewer appears with the Digital ID 
signaturing information.

Digi.a S.gaueVee 7 73

SIGNATURE IS VALID 
Sigaer: John Doe, jom ddoeiyou1domeaizcoz 

Hash Algoritlum: shal 

Certificate Chain: 

jolhzdoe•0yourdomaain coi, John Doe, Digital ID Class 1 - Netscape, 
Persona Not Validated, "•.wwveiisign.coiu/repositolyJRPA Incorp. by 
RefLUAB.LTD(c)98", VeriSign Tiust Network, VeriSign, Inc." 

VenSign Class I CA Individual Subscriber-Petsona NotVa liated, 
"www.verisign. o mlfrepository/RPA Incorp. By Ref,LIAAB.LTD(c)98", 
VeriSign Trust Network, 'VeriSign, Inc." 

OK F-~1 ldanced Delete 

Figure 4-9: Digital ID Signaturing Information 

Click on the OK button. This action signs the Search Form.  

The Search Form appears as signed and a message stating this is returned. At the 
same time, the Sign Form And Search button is transformed to Form Signed, 
Searching....

Draft NRC EIE Instructional Guide 4-4 5/22/00

I Enter certificate password



FeEr- 1 iew Y n trweý c Heip 

Rene tee Semch Netocape Pi, Sýc'adj Shop i 

notri Mssge i r~r _j Lnoktp NeAsCod ~ ReaI~laýie, AV.'TI~oiw345

SEAR FORM 

Enter the data to search for. Leave an entry blank to oelect all 
matching records. Sign the form before submitting it 

Docket Author Affiliation I I 
Author Name Document Type 

I si 
Submission Date Start Submission Date End 

I ! F

Figure 4-10: Signed Search Form 

When the search is completed, the search results are returned listing the matching form 
or forms.  

J-,-'C. a- t eae 

i C4- FS Sear Results DiaCog SW Tndo 

T~ahe UlC Cdib search rsultsCIl a~rertreinodrothdaesbitdndoctnue.  

iF -- f. [-o F7 u ý 00 ~sr, -T- 9AF, - 1F Thy'Uý ,.-so

rsc Msl- jJl.-PDFF3. llE l2 C- il? L~ 

l'24.b FS F- ST- C fiF.- -F3F13 11. M -- FT l P S~l 

Figure 4-11: Search Results Dialog Window 

The search results are returned in order of the date submitted and docket number.  
Once the list is provided, the form is ready to be retrieved. Locate the form to be 
retrieved and click on the GO! button on the right side of the listing. The submitted form 
is retrieved and displayed.

Draft NRC EIE Instructional Guide
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4.3 Authenticating the Form and Validating the Signature 

Once the search for the appropriate form is complete and the form sought is digitally 
signed, the authentication and validation processes must be followed as outlined below.  

Step 1: Once the form appears, click on the button displaying the sender's name and 
e-mail address to validate the signature and authenticate the form.

.......

1ipa _2xlradj Remove Sign & Submit a Document(s)

ocket

Your Company Name

Auil IJohn Doe

SWordPerfect 7/,W9

ISubmission response

I 3rd September 2000

JA B. Cooper

Sabcl 23@nrc goq 

Click to Attach a Document(s)

,JYes V No

John Doe. john.doe@yourdornain.com j

Submit Signed Documents to NRC

May5, 200l0 Nudear Resgulatort Cotmmonsion

Saves the actve foon 

Figure 4-12: Submitted NRC EIE Form
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The Digital Signature Viewer appears.  

k• SIGNATURE IS VALID 
Signer: John Doe, john doe(courdoraain.corn

Hash Algorithlm: shal 

Certificate Chain:

john doegyourdornan.con-, John Doe, Digital ID Class 1--Netscape, 
PersonaNot Validated, "wwv,,wverisign.comfrepository/RPA Incorp. by 
Ref,LIAR.LTD(e)9", VeriSignTnzstNetworl• "VedSigt, mic." 

VeriSign Class I CA Individual Subscrber-Persona Not Validated, 
",wwt.veisign~comlepOsito±yiRPA Incorp. By Ref,LIABLTD(c)98", 
VeriSign TnrstNetwork, "VerSign, Inc."

OK Advanced-- 12eete

Figure 4-13: Digital Signature Viewer - Signature is Valid 

If the form has not been altered, the viewer appears with a message stating that the 
"Signature Is Valid" thus validating the signature and authenticating the form. The 
window also displays information about the signer.

SIGNATURE Is VALID i) 
Signer John Doe, jojhn doegyoirdornarntcorn

Hash Algorithn: shal

Certificate Chain:

johndoe~yourdonain~coniJohnDoe,Digital ID Class 1--Netscape, 
Persona Not Validated, "vww.ve~nsign~com/repositery/RPA Inc orp. by 
Ref,IABELTD(c)39", VeiiSign Trust Network, • VeriSign, Inc.' 

VeriSign Class I CA Individual Subscriber-Persona Not Validated, 
"..www.verisign. c onrepo sitoryfRPA Incorp. By Ref ,LIAB LTD(r)98", 
VaniSign Trust Network, "VeiiSign, Inc,"

OKAdvanced Delete

Figure 4-14: Digital Signature Viewer - Signature is Valid 

Step 3: After validating the signature, click on the OK button to return to the form.  
You may then proceed to retrieve the enclosed documentary material.

Draft NRC EIE Instructional Guide
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However, if the form has been altered, an error message appears stating that the "form 
has been tampered with (form does not match signature hash value)." 

Tue Feb 02 16:13:2519990 The InternetForms Viewer for Windows: From has been 
tampered with (Foirm doesn't match signature hash value) at IFSjormNodeP.UFL 
VerifySignatureAndLock(digisign\digisign c 1112 Mon Jan10 11:20:221999] 

OI II 
Figure 4-15: Altered Form Error Message 

If the form has been altered, click on the OK button to return to the form and promptly 
notify the LRAA and delete the file. The LRAA will notify the sender of the alteration and 
request re-submission.  

4.4 Document Access and Retrieval 

After locating the form and validating the signature, participants can proceed to access, 
view, and retrieve any documents enclosed in the form. Enclosed documentary material 
can be viewed using the form's display function or retrieved using the form's extract 
function. The steps involved in performing each function are listed below.  

Displaying Documents 

Step 1: With the form open, click on the Display button on the form. The "Enclosures" 
dialog window appears.  

SFORM ENCLOSURES Display 

Present Folder: AdditionalInfomeation 

Folders: Enclosures:

Docunients 
Notes 

Figure 4-16: Enclosures Dialog Window 

Step 2: Select the folder containing the documents to be viewed by clicking the folder 
name in the folder window. The enclosed document file names now appear on the right 
side of the dialog box in the "Enclosures" window.

Draft NRC EIE Instructional Guide
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FORM ENCLOSURES

PresentFolder Documents 

Foldess: 
i..

rotes

Figure 4-17: Display Enclosures Window

Step 3: Highlight the document file name and click on the Display button.  
the browser and produces a Security Warning Dialog.

This invokes

he network, you should be 

ramming instructions 
rornise the contents of 

J from sites that you tust.

of file

J I jCancel 

Figure 4-18: Warning Dialog Window

Step 4: Click on the OK button to open the document.  

Retrieving Documents 

In order to retrieve documents from the external server to your workstation or local 
network, participants can use the form's extract function. The process to extract a 
document is the reverse of the process to enclose a document. The steps involved in 
the extraction process are as follows.

Draft NRC EIE Instructional Guide
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Step 1: With the form open, click on the Extract button. The "Enclosures" dialog box 
appears.

-FORM ENCLOSURES Exrc 

Present Folder: A ddl6onealhInfo rma Lion 

Folders: Enclosures: 

Document

Figure 4-19: Enclosures Dialog Window to 
Extract Documents

Step 2: Click on the folder name containing the document(s) to be extracted in the 
folder window on the left side of the dialog window. The enclosed document file 
name(s) appears in the "enclosures" window on the right side of the dialog box.

x

FORM ENCLOSURES Exra t

Pre sent Folder: Docuents 

Folders: Enclosures: 
AddtinalInformation -j SOW999l0.wpd

Figure 4-20: Enclosure Dialog with 
Document Highlighted

Step 3: Highlight the document file name and click on the Extract button.  
The Extract File window is now open.  

Seeh.- w lntetnetl~ninm Viei er 4 1 7 J J JJj J 
Enxtensons 2l temp jNrc_ 3 2 W Uninnt 

-JIcons Faccform FWRead-n U Lnmntn_4 
Sinclude jd3 license R Readme 
SModules rJMasqfwm [Fl test2 

) Pisgin U Nrc_2 F tes-3_2 
SPref isNc 3 Nme-llo3m 

S -v I . .. .JA Files I I") ......  

Figure 4-21: Extract File Window
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Step 4: Navigate to the local or network drive and folder or subdirectory where you 
intend to store the document file. Once there, click the Save button to extract the 
document from the form and to place it in the chosen folder or subdirectory. You are 
then returned to the Enclosure dialog. If there are multiple documents to extract, repeat 
this process until all have been extracted.  

Step 5: When all documents have been extracted, click on the Done button on the 
Enclosure dialog box. This returns you to the form.  

4.5 Deleting and Saving Forms 

Participants should not attempt to delete or remove forms from the external server since 
forms may be intended for multiple recipients. The responsibility for file maintenance 
resides with the NRC EIE system administrator. If a form or form package is uploaded 
to the external server by mistake, participants should notify the LRAA at 
LRAA@nrc.gov. If a participant wishes to retain a copy of the form, follow the steps 
listed below.  

Step 1: Click on the Save icon on the form's menu bar.

.0MX

Da-t R 

Dvvl a Ex-c I~ Remove iiiii! Sign & Submit a Document(s)

150.54(1] 

IYoui Company Name

Figure 4-22: NRC EIE Form with Save Function Highlighted

Draft NRC EIE Instructional Guide
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This opens the Save Form window.  

Save in: U Vee 4.2 - I .. .. ......... 1 v o . .... 4 • . . . . .... .. .......... . ..  

-J Icons 5 ccform qSearch 
Sinclude j E ie test test2 

SModules N rc_2 •jtest3 

.2 Plugin q Nrc_3 test3_2 
I Prefs q N rc_3_2 Fwtestform 

File name. Inrc_33cl 

Save a lype: InternetForms Document .j 

Figure 4-23: Save Form Window

Step 2: With the Save Form window open, specify a file name.  

Step 3: Then, navigate to the appropriate drive, folder, or directory in which to save the 
file.

Save in: M.YFilesJ ij Jfj: 
Backup QNrcaddad 
AC01 FwNrcsearc 
eie_test2 q0F8 
nrc_3_1 F 01d foim 
N rc_3-2 •SF71 
Nrc_3b q sigsammn 

File name: Inrc-3!cl 

Save a I nype c J 1...  

Figure 4-24: Save Form Window

Step 4: Click on the Save button. All forms are saved with the file extension ".xfd."
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Statement of Liability

The provision of an electronic information exchange system by the NRC for the 
purposes of submitting and transmitting documentary material is based on the terms 
and conditions outlined below. Those who use the NRC's EIE system do so of their own 
accord. The exchange of information shall be conducted in good faith among the 
parties participating. The NRC shall have no responsibility to warrant the authenticity of 
the information exchanged nor to validate the identity of those involved in the exchange.  
The NRC shall not be liable in any actions arising from transactions among parties 
participating in the EIE process in accordance with the authorities and statements of 
guidance listed below.  

10 Relevant Federal Regulations 

The use of the NRC EBE Public Certification Services are subject to various U.S.  
Federal and State criminal laws, which may include but are not limited to: 18 
U.S.C. § 1030 (Computer Fraud and Abuse Act of 1986), 18 U.S.C. § 1343 
(Federal Wire Fraud Act), 18 U.S.C. § 2701 (Unlawful Access to Stored 
Communications - The Electronic Communications Privacy Act of 1986), and 18 
U.S.C. § 1029 (Fraud and Related Activity in Connection with Computers).  

LI Exclusion of Certain Elements of Damages 

In no event shall any issuing authority or NRC be liable for any indirect, special, 
incidental, or consequential damages, or for any loss of profits, loss of data, or 
other indirect, consequential, or punitive damages arising from or in connection 
with the use, delivery, license, performance, or nonperformance of certificates, 
digital signatures, or any other transactions or services offered or contemplated 
by the NRC, even if such issuing authorities or NRC, or both, have been advised 
of the possibility of such damages.  

LI Subscriber Liability to Relying Parties 

Without limiting other subscriber obligations, subscribers are liable for any 
misrepresentations they make in certificates to third parties who, having verified 
one or more digital signatures with the certificate, reasonably rely on the 
representations contained therein.
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Glossary of Terms

Access Control List (ACL) 

Certificate Authority (CA) 

Certificate Database 

Challenge Phrase 

Digital ID Certificates 

Digital Signatures 

Encryption Strength 

Key Generation 

Key Pair

Draft NRC EIE Instructional Guide

A specific list of individuals or groups that are allowed 
access to specific areas of the NRC EIE external server.  

The trusted authority that creates, assigns, tracks, 
maintains, and publishes certificates.  

The file which contains your Digital ID certificate within the 
Netscape Navigator or Communicator browser.  

A set of numbers and/or letters that are chosen by a 
certificate applicant, communicated to the issuing authority 
with a certificate application, and used by the issuing 
authority to authenticate the subscriber for various 
purposes.  

A special data structure that contains a user's unique 
identification, the user's public key, and some parameters 
related to the validity of the certificate such as the date of 
expiration. Digital certificates, with public keys, are 
maintained openly in a directory in the possession of a 
certificate or certifying authority (currently VeriSign, Inc.).  

A digital signature is a checksum which is the result of the 
application of a secret key and algorithm to a message.  
As a result, the digital signature is not constant; that is, it 
always depends on the bit values of the document that it 
signs. Upon receipt of the document, the digital signature 
is re-created and compared to the transmitted digital 
signature. If the signatures match, the sender is 
authenticated and the document integrity is assured. A 
non-match indicates that either the document was altered 
or that the signature is not that of the expected sender.  

The strength of the encryption depends on the length of 
the key used. The length of the key is measured in "bits." 
Generally, longer keys are stronger than shorter keys.  
Key size ranges from 512 bits to 1024 bits.  

The process of creating a private key during certificate 
application whose corresponding public key is submitted to 
the Certificate Authority for validation.  

A set of encrypted keys composed of a private key and a 
corresponding public key. The private key is known only to 
you and is not communicated to the Certificate Authority.  
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Local Registration Authority 
(LRA) 

Local Registration Authority 
Administrator (LRAA) 

Portable Document Format (PDF) 

Private Key 

Public Key 

Public Key Infrastructure (PKI)

Secure Hypertext Transfer Protocol 
(HTTP-S) 

Secure Sockets Layer (SSL3)

NRC staff who identify candidates to be certificate holders 
and vouches for the binding between public keys and 
certificate holder identities.  

NRC staff who receives and reviews certificate requests, 
approves or disapproves certificate requests, notifies the 
Certification Authority of approve/disapprove decisions, 
and performs review of requirements related to the digital 
signatures.  

A standard to make the interchange of formatted 
documents between differing computing environments as 
reliable as possible. It is designed to ensure the integrity 
of the document being interchanged regardless of the 
computer, operating system, or application software used 
to create the original document.  

A mathematical key (kept secret by the holder) used to 
create digital signatures and, depending upon the 
algorithm, to decrypt messages or files encrypted (for 
confidentiality) with the corresponding public key.  

A mathematical key that can be made publicly available 
and which is used to verify signatures created with its 
corresponding private key. Depending on the algorithm, 
public keys are used to encrypt messages or files which 
can then be decrypted with the corresponding private key.  

A system for publishing the public-key values used in 
public-key cryptography. There are two operations 
common to all PKIs. Certification is the process of binding 
a public-key value to an individual, organization or other 
entity, or even to some other piece of information, such as 
a permission or credential. Validation is the process of 
verifying that a certification is still valid.  

HTTP-S provides secure communication mechanisms 
between an HTTP client/server pair in order to enable 
spontaneous commercial transactions for a wide range of 
applications. It provides a flexible protocol that supports 
multiple orthogonal operation modes, key management 
mechanisms, trust models, cryptographic algorithms, and 
encapsulation formats through option negotiation between 
parties for each transaction.  

A protocol designed to enable encrypted, authenticated 
communications across the Internet. URLs that begin with 
"https" indicate that an SSL connection will be used. In an 
SSL connection, each side of the connection must have a
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Time Stamp

Uniform Resource Locator (URL)

Security Certificate. SSL3 includes three things; privacy, 
authentication, and message integrity.  

A notation that indicates (at least) the correct date and 
time of an action, and identity of the person or device that 
sent or received the time stamp.  

A standardized device for identifying and locating certain 
records and other resources located on the World Wide 
Web.
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Appendix A. Digital Certificate Request Confirmation

From: <jasl @nrc.gov> 
To: john smith@labat.com 
Date: Thu, Aug 26, 1999 8:00 AM 
Subject: Digital ID request confirmation 

Dear John Smith, 

Thank you for requesting a Digital ID. Your administrator 
is processing your request, and will notify you when your 
Digital ID is ready.  

If you have questions about your application, please contact 
your Administrator by replying to this e-mail message.
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Appendix B. Digital Certificate Request Disapproval

From: <jasl@nrc.gov> 
To: TWFNDO.twf2_po(TPS) 
Date: Fri, Aug 27, 1999 8:27 AM 
Subject: Cannot Process Digital ID Request 

Dear JOHN Q PUBLIC 

Your Administrator was not able to approve your 
Digital ID/certificate request based on the 
information you provided.  

You may receive another e-mail detailing the specific 
reasons why your Administrator could not issue 
your Digital ID. If you have questions, please contact your 
Administrator by replying to this e-mail message.
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Appendix C. Digital Certificate Approval Notification

From: <jasl@nrc.gov> 
To: john smith@labat.com 
Date: Fri, Aug 27, 1999 9:22 AM 
Subject: Your Digital ID is ready 

Dear John Smith, 

Your Administrator has approved your Digital ID request.  
To assure that someone else cannot obtain a Digital ID that 
contains your personal information, you must retrieve your 
Digital ID from a secure web site using a unique 
Personal Identification Number (PIN). You can retrieve your 
Digital ID by following these simple steps: 

Step 1: Visit the Digital ID retrieval web page. If your 
Administrator has set up a customized location for retrieving 
your Digital ID, you should visit the URL specified by your 
Administrator. Otherwise, you can retrieve your ID at 

https://onsite.verisign.com/USNuclearRegulatoryCommissionADDOCIO/index.html 

Step 2: In the form, enter your Personal Identification 
Number (PIN): 

Your PIN is: XXXXXXXXX 

Step 3: Follow the instructions on the page to complete the 
installation of your Digital ID.  

If you have any questions or problems, please contact your 
Administrator by replying to this e-mail message.
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