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PROCEEDI NGS
8:31 a.m

CHAI RVAN BLEY: The neeting will conme to
or der.

This is the second day of the 644th
Meeting of the Advisory Conmittee on Reactor
Saf eguar ds. Today's neeting, the Commttee wll
consider the following, a proposed rule and Draft
Regul atory Quide 50.62 on Cyber Security for Fuel
Cycle Facilities, future ACRS activities and report of
the Planning and Procedure Subconmittee and
preparation of ACRS reports.

The ACRS was est abl i shed by statute and is
governed by the Federal Advisory Conmittee Act, FACA
This means that the Commttee only speaks through its
publ i shed letters.

W hol d neetings to gather information to
support our deliberation.

Interested parties who wish to provide
comment s can contact our offices requesting tine after
t he Federal Regi ster Notice describing the neeting and
i s published.

That said, we also set aside ten m nutes
for spur of the noment commrents from nenbers of the

public attending or listening to our neetings.
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Witten comrents are al so wel cone.

Ms. Christina Antonescu i s the Designated
Federal Oficial for the initial portion of this
neeti ng.

The ACRS section of the U S. NRC public
website provides our charter, bylaws, letter reports
and full transcripts of all Full and Subconmmttee
neetings, including the slides presented at the
neet i ngs.

We have received no witten coments or
requests to make oral statenments from nenber of the
public regardi ng today's sessions.

There will be a phone bridge line. There
is a phone bridge line. To preclude interruption of
the neeting, the phone is placed in a listen in node
during presentations and conmttee di scussion.

Atranscript of portions of the neetingis
being kept and it is requested that the speakers use
one of the m crophones, identify thensel ves and speak
with sufficient clarity and volunme that they can be
readily heard.

At thistinme, | will turn the neeting over
to M. Charlie Brown.

MEMBER BROAWN: |'mCharlie Brown, |'mthe

Chai rman of this Subcommittee and this norning, we're
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goi ng to be doing the Fuel Cycle Facility Rul emaki ng.

And, in order not to strain the systemor
the time, |"'mgoingtoturnit over to Janmes Downs who
wi |l now present NVMSS' s proposals for the rul emaki ng.

MR. DOMNS: G eat, so good norning, thank
you for the opportunity to brief the Full Commttee.

"' m James Downs, the Technical Program
Manager for Fuel Cycle Cyber Security fromthe Ofice
of Nuclear Material Safety and Saf eguards.

Staff frommany di fferent NRC of fi ces have
been involved with this effort for the past five
years.

Wth nme today are Joe Deucher, a Cyber
Security Expert fromthe support staff for the Atomc
Saf ety Licensi ng Board Panel and Jim Ml tese, a | egal
expert on Fuel Cycle and Cyber Security from the
Ofice of the General Counsel

Thi s presentation is i nt ended to
facilitate Commttee consideration of the proposed
rul e package and draft regulatory guide on cyber
security for fuel cycle facilities.

I n devel opi ng these docunents, the staff
consi der ed vari ous approaches whil e foll owi ng specific
Commi ssi on direction.

The docunments under your review provide

NEAL R. GROSS
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t he hi story and background of the staff effort as well
as the specifics of the rul emaking expected to be
consi dered by the Conmm ssi on.

Next slide, please?

So, on this slide, there's an agenda for
the presentation. W plan to provide an overvi ew of
the various docunments associated with the proposed
rul e, everything fromthe SECY paper through the Draft
Regul at ory Gui de.

These docunments total several hundred
pages of text, soif we don't get to a |level of detail
that you' re | ooking for, please stop ne so that we can
answer your specific question.

It should be noted that the proposed rule
package i s not expected to reach the Comm ssion until
|ate Septenber of this vyear. Therefore, this
rul emaki ng renmai ns ongoi ng and changes nmy occur as
the docunents seek review and approval of higher
| evel s of NRC managenent.

Al'so, over the next few nonths, the
Commttee to Review Generic Requirenments, also known
as CRGR, will be review ng the docunents.

The staff is commtted to keeping ACRS
i nformed of any substantive changes to the proposed

rul e package or the Draft Regul atory Quide.
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Are there any questions on the agenda or
schedul e forward?

Slide three, her e, we've got t he
obligatory list of acronyns used in the presentation.
And, | should also note that there are -- there's a
gl ossary of sone unique term nology provided in the
Draft Regul atory QGui de.

Throughout all the docunentation, the
staff has nmde every effort to use plain |anguage.
However, cyber security can be a technically conpl ex

di scussion, so we've attenpted to translate where

necessary.

Next slide, please?

The diagram on slide four depicts the
nucl ear fuel cycle. Each phase of this diagram

represents fuel cycle facilities performng vastly
di fferent chem cal and nmechani cal processes to achi eve
t heir busi ness goal s.

Needl ess to say, one of the chal |l enges of
regul ating fuel cycle licensees is that there is never
a one-size-fits-all approach.

These facilities include different types
of NRC |icensees and even anongst simlarly |licensed
facilities, there may be different safety, security or

saf eguar ds concerns.
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This is nore clearly articulated on the
next slide that lists each of the inpacted |icensees.

But, before we continue, |I'd like to
stress one thing, when we use the term fuel cycle
facility, we are referring to a licensee that nore
cl osely resenbl es a chemi cal processing plant that has
hazards and correspondi ng regul ations that are very,
very different froma nucl ear power reactor.

Any questions on that?

Ckay, next slide?

Slide five shows the specific applicants
and | i censees that are proposed to be within the scope
of this rul emaki ng. The proposed rule would apply to
t he applicants or |icensees subject to the integrated
safety analysis requirenments of 10 CFR 70.60 and to
applicants or |icensees subject to the requirenents of
10 CFR Part 40 for the operation of the wuranium
hexaf | uori de conversion or deconversion facility.

Overall, the staff has found t he defi ci ent

to group fuel cycle facilities by their security

cl assifications. Therefore, in the docunentation
under your review, you'll see termnology Iike
Cat egory I, Cat egory I, Cat egory 11 or

conver si on/ deconversi on | i censees.

Thi s corresponds to the di fferent types of
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licensed material at various enrichnent |evels of
these facilities.

Category | fuel <cycle Ilicensees are
aut hori zed under Part 70 to possess or use a formula
guantity of strategic special nuclear material as
defined by 10 CFR 73.2. Those would be the highly
enriched urani um

Category Il fuel cycle licensees are those
aut horized under Part 70 to possess oOr use specia
nucl ear material of noderate strategic significance.

Category IIl are those authorized under
Part 70 to posses or use special nuclear material of
| ow strategic significance.

And conversi on or deconversion facilities
are those source material |icensees authorized under
10 CFR Part 40 to perform wuranium hexafluoride
conversi on or deconversion.

Thi s slide provides other characteristics
of each specific licensee including the type of
operation |i ke conversion, enrichnment, fabrication or
deconversion and whether the |icensee possess
classified information or matter.

MEMBER BROMWN:  James?

MR. DOMS: Sir?

MEMBER BROWN:  Coul d you just highlight as

NEAL R. GROSS
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to the level of enrichnment that's covered under
Category I, Il or Ill for those nmenbers who may not,
i ke me, who cannot renenber what the |evels are?

MR DOMNS: Of the top of ny head --

MEMBER BROWN:  Anybody who knows.

MR DOMS: Yes, | think it's upto --

MR, GENDELMAN: [t's 20 percent.

MR. DOMWNS: Twenty percent is the --

MEMBER BROWN: W th Category |?

MR. DOMNS: Right, that's the 20 percent.

MEMBER BROWN: That's Category |?

MR DOMS: Right. And then -- go ahead
Adam

MR. GENDELMAN:. Sorry, it's two different
standards so that the categories --

MEMBER BROWN: What's your nanme?

MR.  GENDELMAN: Sorry, ny name is Adam
Gendel man, 1'mone of Jims coll eagues in NODC

There are two different standards,
Categories |, Il and Ill in Part 70 refer to tota
anounts of uranium 235, 233 or plutonium [It's not
specifically concerned with the | evel of enrichnent.

So, whether it's enriched to 5 percent or
enriched to well over 20 percent in to HEU range,

we're | ooking at the total mass of SNM

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
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VI CE CHAI R CORRADI NI : In the facility?

In a | ocation? Were?

MR. GENDELMAN: Vell, at the facility,
licensed -- the facility --

VI CE CHAI R CORRADI NI :  So, anywhere in the
facility if the accunul ated anount is greater than X?

MR, GENDELMAN:  Yes.

MEMBER MARCH- LEUBA: Yes, so, the question
| was going to have is where do the -- the facilities
that are in the process of being decommi ssioned and
when you get 25 partials Paducah fit into this, they
wer e never under NRC |license, but and they are not in
and that is because they don't operate now.

But, they have tons. | nean, you | ook at
the cylinder field for one of these places and yes,
each of those cylinders has five tons, so it's a
category exceed a .5 by the anpunt of uranium It's
on you list?

MR.  DOWNS: Right, that's correct.
Paducah would not fall wunder the scope of this
rul emaki ng.

MEMBER MARCH- LEUBA:  Wy?

MR. DOMNS: Because it doesn't have an | SA
or Part 70, so therefore, it's not included.

MEMBER MARCH- LEUBA: So, they're licensed

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
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by DOE? That does the --

MR. DOMNS: Well, right now, sincethey're
under goi ng deconm ssioning, it'sadifferent -- that's
right there. They're going through -- their
certification has been termnated so, therefore,
they' re no | onger under the NRC purview.

MEMBER MARCH- LEUBA:  And, we're okay with
that? | mean, they don't need to have cyber security?
| assure you they do, but --

MR. DOMNS: That's right.

MEMBER MARCH- LEUBA:  Ckay.

MEMBER KI RCHNER:  So, | don't have Part 70
with ne, could you just give us -- what's the -- what
are the break points for the anount of material ? The
amounts of material ?

MR. MALTESE: If you'd like, | can read
fromthe definition of a formula quantity, one nonent,
formula quantity means strategic special nuclear
material, in any conbination and a quantity of 5, 000
grans or nore, so 5 kilograms or nore, conputed by the
formul a of grans of U235 and there's a two and a hal f
times factor for the grams of U233 or pl utoni um

So, it's sonewhat conplex. Strategic
nucl ear materi al of noderate strategic significancein

an amount |ess than that but nore than a 1,000 gramns

NEAL R. GROSS
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of material or nore than 500 grans -- nore than 1, 000
grans of U235 or 500 grams of U233 or plutoniumor a
conmbination or noderate strategic significance can
al so be 10,000 granms or nore of U235 that's enriched
bet ween 10 percent and 20 percent.

And strategic special nuclear material,
| owstrategic significance is | ess than that, but nore
than 1,000 granms of U235 enriched between 10 and 20
percent or 10,000 granms or nore of U235, |ess than 10
per cent .

And then, there's 15 grams or nore of the
other material, U233 or plutonium if that's hel pful.
MEMBER Kl RCHNER:  Thank you.

MEMBER BROWN: The bottom line is it's
mushy, it's spread across the types of naterial as

wel |l as kilograns to deternmi ne where you fit, that's

the way | read the stuff that you said. s that
right?

MR. MALTESE: That's right. As |
nmentioned, it's onnmultiple dinensions. It's the type

of material, the weight and the enrichnent are all
vari ables. But --

VEMBER BROWN: kay. Al right, thank
you.

MR. MALTESE: But there's no -- there is

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
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no overl ap between the categories.

MEMBER BROMWN: Al l right.

VICE CHAIR CORRADINI:  So, this is not --
we need to nove on, but I'mjust -- since BWST is a
fuel for -- it is not for power reactors?

MR MALTESE: That's correct.

VI CE CHAI R CORRADI NI :  kay, that's what
| guessed. Thank you.

MR. DOMNS: Ckay. It's also inmportant to
note here that the first paragraph of the proposed
rule groups the inpacted entities in a slightly
different way to provide tine frames for submtting a
cyber security plan.

Li censees currently in possession of
licensed material will be required to submt a plan
within six nonths of the final rule.

Li censees that are currently non-

possessi ng, like Eagle Rock, ACP, GLE and
International |sotopes, would not be required to
submit a plan wuntil six nonths prior to the

antici pated date of possessing licensed naterial .
And, applicants currently under revi ewf or

alicense, |ike MOX, would be required to anend their

application to include a cyber security plan prior to

a license being issued.

NEAL R. GROSS
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Were there any other questions on the
i npacted entities before | nove on?

Sl i de six provides an overvi ew of the SECY
paper that the staff intends to provide to the
Comm ssion for consideration of the proposed rule.

The SECY paper contains the high |evel
response to the Conmi ssion direction provided in the
SRM to SECY 14-0147

In that SRM the Conm ssion directed the
staff to proceed directly with the rul emaking and
designate it as a high priority with the final rule
being conpleted and inplenmented in an expeditious
manner .

The Commission also stated the staff
shoul d augnent the work performed to date and devel op
in a nore fulsonme technical basis for the proposed
rul e and ensure that cyber security is considered as
an integrated aspect of overall site security.

The SECY paper highlights specific topics
that are discussed in greater detail wthin the
docunents associated with the proposed rul e package.

The purpose of the current phase of this
rulemaking is to publish a Federal Register Notice
that solicits formal comments on a proposed rule

package and the associated draft regul atory gui de.
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Are there any questions on the purpose of
t he SECY paper?

MEMBER SKI LLMAN: | do.

Jim ny question has to do with the use of
the word ful sone. | read that word over and over
again and | said that's a word that we don't comonly
use in our day to day discourse.

It kind of conjures up a thoroughness,
adequacy. Wiy was that word sel ected?

MR. DOMWNS: That was actual ly directly out
of the SRM So, that was | anguage t hat the Commi ssi on
selected. And, the staff interpreted it the sanme way
as you, conpl eteness, adequate, nore robust.

Up to that point, the staff had done sone
prelimnary groundwork and we thought we had a basis
for orders at that point. But, the Conm ssion felt
that the staff didn't establish a basis for orders and
that's, therefore, directed us to proceed to that
rul emaki ng.

So, they were enphasizing the fact that
once you' ve done, you know, your technical base and
that you' ve established to date wasn't adequate and
you need to go a little bit deeper with -- in the
rul emaki ng.

MEMBER SKI LLMAN:  Thank you.

NEAL R. GROSS
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MR. DOWNS: Slide seven provides an

overview of the Federal Register Notice. This is a
fairly traditional FRNthat contains several questions
on the proposed rule which are answered in the
di scussion section. These are often referred to as
St atements of Consi deration.

At the very end of the FRN is the actual
text of the proposed regulation. 1'Il get into the
specifics of some of those proposed requirenents
wi thin the next couple of slides.

But, again, the intent of the FRN is to
solicit formal public coments on a proposed rule
package and the associ ated regul atory gui de.

Are there any questions on the structure
of the FRN?

Slide eight provides an overview of the
proposed rule. The NRC currently lacks a
conprehensive regulatory framework for addressing
cyber security at fuel cycle facilities.

The staff has observed that fuel cycle
facilities rely upon digital assets for the
performance of inportant safety, security and
saf eguards functions.

For fuel cycle licensees, there is no

regulatory requirenment to consider the potential
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consequences that a cyber attack could cause by
conmprom si ng these functions.

The proposed rule, if approved, would
require fuel <cycle licensees to detect, protect
against and respond to a cyber attack capable of
causi ng a consequence of concern.

Todothis, licensees would be requiredto

establish a cyber security program that addresses

t hese consequences which [|'Il discuss in mnmy next
sl i de.

MEMBER Kl RCHNER: | have one question
before you go on. Some of the facilities of nost

concern, obviously, deal with what in the DCE world
that's called SNMwhich is a different definition.

But, and usually classifiedthe facilities
operations. It's comunications and such have to neet
security requirenments as such for handling and storing
and using classified informtion.

So, how do you reconcile this with what
already exists in that world, in the classification
wor | d?

MR. DOMWNS: So, back on slide five --

MEMBER KI RCHNER: Wth my concern being,
where does it become redundant?

MR. DOVNS: So, on slide five, we've
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hi ghl i ghted sone of the -- each of the facilities and
whet her they have classified information or matter.

Those facilities that have classified
information typically have a classified conputer
network that is authorized by the Departnent of
Energy, NNSA, Naval Reactors, one of those three
entities.

So, the goal through this rul emaki ng has
been to develop regulations that don't have dual
regul ati on associ ated with them W don't want to, as
you were pointing out, we don't want to step into DOE
territory, NNSA and Naval Reactor territory.

Because, we feel like they' ve done a
pretty good job with the requirenments that they've got
on those cl assified conmputer networks.

So, there's an exception in the proposed
rule that would say that if you' ve got a classified
conmput er network that's authorized by anot her federal
agency, the digital assets residing on that network
are except fromthis regul ation.

MEMBER Kl RCHNER:  Thank you.

MR. DOMNS: Ckay, slide nine highlights
the four types of consequences of concern that are
defined by the proposed rule. These would be the

| atent design basis threat, a |atent safeguards and
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active safety and a latent safety and security.

These consequences are based on specific
thresholds and forned by the existing regulations
referenced on the slide.

Not every consequence of concern is
applicable to every fuel cycle facility. For exanple,
the | atent design basis threat consequence of concern
woul d only be applicable at a Category | fuel cycle
| i censees.

Overall, the consequences of concern
provide the basis to apply a disciplined graded
approach to the identification and protection of vital
di gital assets.

One question the staff is accustoned to
getting is what's the difference between an active and
a | atent consequence of concern?

So, that's one of the questions that we've
di scussed in the Federal Register Notice.

An active consequence of concern is when
the conpromi se of a digital asset froma cyber attack
directly results in a radiological or chenica
exposure exceeding the thresholds set forth in the
proposed rul e.

Note that the active designation is only

valid for safety consequences.
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In the case of a latent consequence of
concern, a digital asset is conprom sed, but there is
no direct inpact on safety, security or safeguards
until a secondary event occurs. And, by that, | nean
an initiating event separate fromthe cyber attack.

For a | atent consequence of concern, the
conprom sed digital asset woul d no | onger be avail abl e
to provide the function needed to prevent the
consequence fromthe secondary event.

MEMBER BROWN: One thing on the active,

just to nmake -- you called it a direct inpact or it's
for the active concern -- consequence or concern.

By direct, | alsointerpretedthat to mean
i mredi at e. Is that -- do those go hand in hand or
not ?

MR. DOMNS: There is --

MEMBER BROMWN: To ne, if based on the way
you' ve describe latent, it al nost sounds |ike direct
has to nean the attack cones in, it initiates an
action itself to sone degree as opposed to sitting
around for a while waiting for sonething else to
happen. So, that's the word i mredi ate cane to nmind as
| was review ng this.

MR. DOMNS: | think that's a fair

conclusion there that, you have to be careful wth
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i mredi at e because it doesn't necessarily nean that you
press a key on a keyboard and sonething, you know,
there's an inmedi ate exposure at that point. It may
take sone tinme for a pressure and a process to fil
such that a rel ease woul d occur.

But, it's adirect cause and effect. It's
-- you're not -- there's no -- the key difference
bet ween active and latent is that for latent, there's
a secondary event that has to happen.

MEMBER BROWN: Wl |, wouldn't the -- when
you tal k about it, may have to wait for a pressure or
a tenperature or sonething, that's waiting for anot her
initiating event. So, | don't --

MR DOMS: No, | don't --

MEMBER BROWN: -- | can't quite --

CHAI RVAN BLEY: Could I junmp in and try
and correct ne if | don't hit what you' re saying.

| think the way they interpret it, and the
way |'ve interpreted as | read it is, if it's
i nevitable given where you sit right now that it
happens, it's imediate if, in fact, some other
intervention has to happen later, then it's |atent.
It's sitting there, it doesn't do anything until
sonmething further that isn't a direct consequence of

what's al ready start ed.
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MEMBER BROMWN: That was ny --

CHAI RVAN  BLEY: That's the way you
interpreted it, too.

MEMBER BROMAN:  No, ny concern was he made
the comment, the active, it mght come in, but then
you may need say a pressure to get to sonme range or a
tenperature to get to sonme range which now noves it
out of the active, to ne, into the latent. You're
wai ting for some plant condition to occur which is now
not direct anynore, it's latent. It's waiting for
something in the process to occur before it --

So, that's the nuance |I' ve been struggling
with that as I've read it.

CHAI RVAN BLEY: And, to ne, if it was
already on that trajectory, it was --

MR. DOWNS: That's --

CHAI RVAN BLEY: It's your words, so |
wonder ed what you neant.

VR. DOVNS: That's right, you're
absol utely right. If it's on that trajectory, if
there's an intervening action that could, you know, if
there's anitemthat's relied on for safety that could
potentially stop that event from occurring, then
you' ve prevented t he consequence of concern fromthat

cyber attack.
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MEMBER BROMN:  So, you still define it as

active?

MR.  DOWNS: That's correct. It would
still be active.

MEMBER BROWN: Because there's sonething
t hat woul d take care of that.

MR.  DOWNS: A good exanple of a |atent
consequence of concern would be if say a facility has
access control by several different badge readers,
that sort of thing, a cyber attack were to take down
t hat access control.

The material isn't going to walk itself
off site, you need another event to occur, you need
t hat adversary to cone to obtain the material and wal k
it off. So, that's the difference, the nuance there.

MEMBER BROMWN: (kay, thank you.

Anyt hi ng el se? Go ahead.

MR. DOMNS: COkay, the three outer boxes on
slide ten summarize the specific provisions of the
cyber security programthat would be required by the
proposed rul e.

These provi si ons woul d support t he overal |
program perfornmance objectives and correlate to the
steps the licensee woul d take to i npl ement their cyber

security plan, identify, protect and maintain.
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Conmbi ned wi t h t he consequences of concern,
this approach Ilimts the burden on fuel cycle
licensees by allowing themto focus their efforts on
protecting only risk significant digital assets.

Because t he t hr eshol ds for t he
consequences of concern are infornmed by existing
regul atory requirenents, licensees can utilize
exi sting analyses to facilitate the identification of
di gital assets.

Accept abl e approaches t o excl udi ng di gi t al
assets are denonstrated in the regulatory -- in the
draft regul atory gui de.

The proposed rul e al so avoi ds a st andal one
focus on cyber security by allowing licensees to
credit alternate neans of preventing a consequence of
concern in lieu of inplenenting nmeasures to address
cyber security controls.

An al t ernat e means coul d be sonet hing |i ke
a guard who performs the sane function as a badge
reader or an overflow tank on a process line that
prevents a release capable of causing a chem cal
consequence.

Sever al fuel cycle Ilicensees have
i ndi cated they expect to primarily docunent alternate

nmeans and plan to have few, if any, vital digita
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asset s.

Only vital digital assets which would be
those not having an alternate neans to prevent the
consequence of concern woul d require protection using
cyber security controls.

The staff has developed the Draft
Regul at ory Gui de to provi de additional guidance on an
acceptable cyber security program and we'll be
di scussing that in the com ng slides.

Are there any questions on the proposed
cyber security progranf

kay, slide 11, the staff has prepared a
Draft Regul atory Anal ysis to exam ne the benefits and
costs of the proposed rule. It is generally accepted
that security related events have undetermn nable
frequenci es.

Therefore, many of the benefits of the
proposed rule are not easily quantifiable. Although
many analyses for security regulations assune a
frequency of one, for this Draft Regul atory Anal ysi s,
the staff has stated that the proposed rule cannot
credit a specific change in the frequency of a
consequence of concern froma cyber attack.

This forced the staff to perform a

gualitative assessnent in the Draft Regulatory

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

29

Anal ysi s consistent with applicabl e NRC gui dance.

By considering various attributes, the
staff determ ned that the proposed rul e woul d i ncrease
assurance of safeguards and security, reduce risk to
public and occupational health, reduce risk to
property danage and inprove know edge, regulatory
ef ficiency, licensee productionreliability and public
confi dence.

The draft of the regulatory analysis
neasures the estinated costs of the proposed rule
relative to a hypot hetical baseline of NRC undert aki ng
regul atory action.

The total undiscounted cost of the
proposed rule to the fuel cycle industry is estimted
at roughly $5 mllion per licensee over the 25-year
period of anal ysis consi dered.

This figure was infornmed by industry
estimates for both the inplenmentation and conti nuing
costs of the rule.

A final note on the Draft Regulatory
Anal ysis, the staff felt it would be beneficial to
provi de a di scussi on on the current cyber threat as it
relates to the vulnerabilities that this rul emaking
woul d address.

Appendix B of the draft regulatory
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anal ysis discusses the general nature of the cyber
t hreat and provi des exanpl es of both active and | at ent
consequences resulting fromrecent real world cyber
attacks on industrial <control systenms that are
anal ogous to those at fuel cycle facilities.

The staff believes that this discussion
supports the benefits documented in the -- for the
proposed rul e.

Are there any questions on the Draft Reg

Anal ysi s?

Next slide?

Slide 12 provi des an overvi ew of the Draft
Backfit Analysis. |n accordance with the backfitting

requirenents in 10 CFR 70.76, nost of the entities
impacted by this rulemaking are afforded backfit
protection.

The exception being future applicants and
current Part 40 |icensees.

The Draft Backfit Analysis prevents the
staff's evaluation of the proposed rule and exam nes
its inmpacts relative to the current regulatory
f ramewor k.

Based on this analysis, the staff has
determ ned that the proposed rule would constitute a

backfit which is justified in part based on the
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adequat e protection exception and in part based on the
cost justified substantial increase and overal
protection of public health and safety.

The Draft Backfit Anal ysis basically bins
each provision of the proposed rul e based on whet her
it would be required for adequate protection or
whet her the proposed rule -- whether the provision
woul d be a substantial increase in protection.

Wthin the Draft Backfit Analysis, the
staff has provided a threshold analysis to better
guantify the cost justification for the substanti al
i ncrease in protection.

And that really boils dowm to the
provisions related to the safety consequences of
concern.

The undi scount ed costs for the substanti al
increase in protection was cal cul ated to be a total of
roughly $14 million for the industry over the 25-year
period of anal ysis.

The threshol d anal ysi s considers that $14
mllion figure relative to the averted costs of
potential safety events caused by a cyber attack.

Thi s t hreshol d anal ysi s basi cal |y provi des
a break even point in relation to several different

events, each with a range of consequences including a
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t hreshol d exposure to a single individual to numerous
i ndi vi dual s.

Are there any questions on the Draft
Backfit Anal ysis?

MEMBER SKI LLMAN: Yes. Wy are the Part
40 |icense hol ders excluded from backfit provision?

MR  DOMNS: So, with the Dbackfit
provisions being in Part 70.76, they're only
applicable to the Part 70 |icensees. There are no
backfitting provisions provided in Part 40.

MEMBER SKI LLMAN: What do the Part 40
i cense hol ders say?

MR DOMNS: Well, I'msure they'd like to
have backfit provisions, but --

( LAUGHTER)

MR. DOMWNS: So, the requirenents in 70.76
were brought around -- brought about during the
Subpart -- when Subpart H was added to Part 70,
basi cal |l y when the | SA requirenents were put in there,
t he Conmi ssion said that, you know, backfit provisions
woul d al so be required.

Part 40 really hasn't been changed in a
whi | e. So, it's -- those sanme requirenents, those
same provisions aren't there.

MEMBER SKI LLMAN: |s there dial ogue from
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their attorneys saying, hey, with this change in
regul ation, we're kind of like the Part 70 peopl e and
we want to be treated the sane way?

MR.  DOWNS: Not to ny know edge. But ,
again, given that Part 40, there is not a whole | ot of
change to Part 40.

Typically, if you don't have a change to
the regul ation, then you don't even really consider
backfitting.

MEMBER SKI LLMAN:  And, still they have to
classify their assets as VDAs or not and go through
t he process?

MR. DOMS: That's correct.

MEMBER SKI LLMAN:  So, there is a burden on
t hem r egar dl ess?

MR  DOMNS: That's correct. And, the
Draft Regulatory Analysis nmeasures that burden and
comuni cat es those costs very clearly.

However, giventhat the regul ations aren't

there for the backfit provisions, we -- you know, it's
not something that the staff has to justify really.
MEMBER SKI LLMAN:  Ckay.
MR DOMS: But it is discussed.
MEMBER SKI LLMAN: | under st and, thank you.

MR. DOMWNS: Ckay?
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Next slide, please?

Slide 13 provi des an overvi ew of the Draft
Envi ronnment al Anal ysi s. The Draft EA exam nes the
potential environmental inpact of the rul emaking. It
considers the sane alternatives presented in the
regul atory anal ysi s and concl udes with a findi ng of no
significant inpact for the proposed rule.

Keep it pretty short and sweet with this
one. Are there any questions on the Draft EA?

Ckay.

So, now, we'll get into the Draft
Regul at ory Gui de which can also be referred to as DG
5062.

Slide 14 highlights the overall structure
of the document which follows the standard | ayout of
a typical NRC regul atory gui de.

DG 5062 i s sonewhat unique given that it
has a nunber of appendices that we'll discuss in the
com ng slides.

The Draft Regulatory Guide provides an
approach that the staff will consider acceptable for
neeti ng the proposed rule.

It rust be enphasized that the guidance
does not denonstrate the only acceptabl e approach.

The staff | ooks forward to further public
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di scussion  of the denonstrated approach and
potentially clarifying or expandi ng the docunent.

Are there any questions on the structure
of the Draft Reg Cuide?

Slide 15 provides the --

MEMBER BROWN: Just naybe you can address
this when you talk about the rest of the stuff, but
you made the comment that the draft gui de provides the
standard and the net hods acceptable to NRC

MR DOMS: Provides a nethod.

MEMBER BROWN: A net hod.

MR. DOMS: Correct.

VMEMBER BROWN: But, does not preclude
sonmet hing el se. However, when you look at the
specifics of therule itself, after you go through the
| at ent consequences and you're in the programpart of
the rule, it very specifically says you will identify
all digital assets, all, it's not -- it doesn't give
you any, you know, any outs.

So, what ever ot her nmet hods sonebody want s,
they are still subject to categorizing each and every
di gital asset and t hen maki ng sonme determ nation as to
where it falls relative.

So, the consequences of concern and/or

whether it's a vital digital asset.
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So, when you say |I'mgiving themlicense
to do sonething, the allowance to do sonething el se,
that seens, to nme, to be a little bit off -- yes,
don't -- I"'mnot trying to be pejorative, |I'mjust --
but it doesn't seemto track.

Sonmebody cones in and wants to do
somet hi ng t hat doesn't result in categorizing each and
every digital asset but subdivides them you can't do
that. You' ve got to address all of them

So, tonme, the rul e overrides any suitable
type of way of reducing the | evel of effort that they
have to deal with. That's the way | read it.

Because the rule is the rul e and t he gui de
is, yes, you can do it, but you don't have to, et
cetera, et cetera. But, the rule still governs in
this circunstance.

So, to me, that's just -- that's ny
t hought process relative to the comment that you are
allowed to do sonething else. | mght not --

MR. DOWNS: Let me help you with our
t hought process because what vyou've said there
denonstrates a m sunderstandi ng of the rule.

W are not requiring the identification of
al | di gi tal assets. W are requiring the

identification of digital assets that have a
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consequence of concern.

MEMBER BROWN: But, don't you have to | ook
at all of themin order to determ ne that?

MR. DOMNS: Not really, no. Because the
benefit of having sone of these existing analyses is
that the Iicensees are famliar with where the digita
assets are that could potentially have a conseguence
of concern.

MEMBER BROMAN: It nmeans t hey have to | ook
at all of themin order to determ ne whet her they have
a consequence of concern.

MR. DOMS: Well, I don't think that a fax
machine that's tied into a land line, you know, in a
busi ness operations would need to be consi der ed.

So, | don't think that it's fair to say
that a |licensee would have to consider all --

MEMBER BROMWN: Be careful.

CHAI RVAN BLEY: Can | try sonething?
Because we've got a -- we had a | ong di scussi on about
this in the Subcommttee.

MEMBER BROMN:  Yes.

CHAI RVAN BLEY: And, what you're saying
kind of makes sense to ne, but it seems a little
di fferent than the previous discussion.

Let ne try an exanple. If I went to ny
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facility and | went through it and there were not
sufficient materials that could | ead to a consequence
of concern in two-thirds of ny facility, | could take
that off the table then --

MR. DOMWNS: Absol utely.

CHAI RMAN BLEY: -- and only |l ook at the
digital assets in the places where, in fact, there was
t he physical possibility of getting a consequence of
concer n.

And, there was sone -- the discussion
earlier didn't quite go that way, but if that's the
way it is, I'"'mnuch nore confortable with --

MR DOMWNS: That is 100 --

CHAI RMAN BLEY: -- what you're doing.

MR. DOMS: -- 100 percent the way that it

The |i censee can propose a net hodol ogy in
their cyber security plan that could take that
approach and screen out a large portion of the
facility that has no consequences of concern
associated with it and that would be an acceptable
nmet hodol ogy and the draft regul atory gui de di scusses
t hat approach as bei ng accept abl e.

MEMBER BROMN: Dennis's el aboration

nmentioned -- used the words didn't have a quantity of

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

39

special nuclear nmaterial. It was a |ow | evel.

But, how-- there's no differentiation in
terms of if you' ve got sone special nuclear naterial,
then if | ower themsone, what is that | evel where they
don't have to do it? Is that going to create an
argunent ?

| nean, if you've identified the general
level interns of howthe facility is classified, but
internms of where that naterial is |ocated withing in
the facility.

| mean that gives you the idea that we
coul d take our thousand kil ogranms or one kil ogram or
whatever it is, |'Il distribute it through four
different buildings and it'll be bel ow sonme nunber
But there's no categorization of what that woul d be.

I"mstill alittle bit off the chart, not
off the charts, but |ack of understanding where this
flexibility is allowed. Because there's just not
enough specificity in what that |evel of material --

It has no material, that's easy, but what
if they've got some? Because part of this whole rule
makes it very clear when you go through the
consequences, is material accountability and where it
is, what it is, how much you've got, what you start

wi th, what you end with, all that type of stuff.
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And, that's covered in each one of these
latent | guess really, the first tw consequences of
concern. So, | -- it still seens to ne there is a not
quite the flexibility you envision based on the way

this is categorized, the way theruleis witten right

now.
MR DOMWMNS: So, the --
MEMBER BROWN: |'mnot trying to detai
howto fix that, but all I'msaying, in ny owm mnd,

that's sonething that nakes it nore difficult for the
i ndustry to conply without a greater effort than you
envi si on.

MR.  DOWNS: So, given that there are
existing prograns and plans that discuss these
specific thresholds that are laid out in these
consequences of concern, the focus isn't necessarily
onis there material there, the focus i s on whether or
not there could be a consequence of concern.

So, therefore, just because you have one
kil ogram of material, that really doesn't have a
beari ng on whether there could be a consequence of
concern.

Those consequences of concern are -- have
al ready been anal yzed in existing prograns and pl ans

that the |icensees have in place. So, they know where
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in their facilities, these consequences of concern
coul d occur at.

So, the whol e point here is that they can,
as M. Bley pointed out, you can focus in on very
specific areas of the facility instead of using the --
focusing in on the facility as a whol e.

If the Iicensee would want to do a full
analysis and do the, you know, examne the entire
facility, that would be an acceptabl e approach.

But, given the flexibility that this
proposed rul e woul d gi ve | i censees, the |licensee could
propose a nethodol ogy that focuses in on only those
areas of the facility that have t hese consequences of
concern.

MR. DEUCHER: And, again, this Joe Deucher
with ASLBP.

CGetting back to the notion of the graded
approach, as you |ook at the consequences we have
listed here, you nentioned material control and
accounting as an exanple. That's only an itemas a
consequence i n design basis threat which specifically
speaks to the type of material, the level of the
material and its characteristics.

So, you'll see that we built flexibility

inbyaligningit with the existing regul ations where,
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for your active safety and your l|atent safety and
security, again, it's focused nore towards the
facility type as well without nmentioning the facility
type by nane.

But, each facility could look at their
particul ar situation, their | SA their other docunents
that they have and make an inforned decision, okay,
where do we need to | ook first, because they already
have that -- those conclusions addressed in order to
neet these existing requirenents.

And so, it's not that they're going to
have to take a step back all the way to step one and
say, we need to look at where we have material
t hroughout the facility.

The only one that really needs to
specifically with our consequences, needs to | ook at
material in and of itself would be the Category I.
But they already have to do that as a result of the
desi gn basis threat.

MR. DOMNS: And, just to add on, Joe --

MEMBER BROMN: Hold it, hold it.

The safeguards, one says, unauthorized
removal of special nuclear --

MR. DOMNS: That's what | was going to --

correct.
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MEMBER BROWN: That's Category Il, so --

MR. DOWNS: But there are no existing
Category Il licensees. That's where | was going to go
with that.

MEMBER BROAN: But, that doesn't nmake --
the rule -- but you're calling it out even though
there aren't any, it nakes no difference. So, you

can't make an argunment you could have a Category I

you could have sonebody apply for a license to
Category 1l, so it's not -- your words are not
consistent. It really applies to both Category |I and
Category 1I1.

And, just because there aren't any doesn't
nmean it's not going to be a burden. That it's not
goi ng to have an unnecessary effort. That's --

MR. DOWNS: So, just to kind of put
mat eri al control and accounting to bed, Category | and
Category 1l facilities have very, very specific
mat eri al control and accounting requirenents.

And, they have very, very specific
fundanmental nuclear material control plans that
account for every gramof that material that's present
in those facilities.

Therefore, they know the |ocations,

they' ve done these existing analyses and they can
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easily use that to inform their nethodol ogy for the
proposed rul e.

And, that's where you -- that's why we've
di vided up design basis threat, |atent design basis
threat, that's Category I.

Lat ent safeguards, that's Category I

So, it's a fair point that there are no
Category -- just because there are not Category |1
facilities now, doesn't nmean there are not goi ng to be
any in the future.

The point is, is that the requirenments for
nucl ear materi al control and accounting are very, very
specific for both of these types of |icensees.

So, therefore, it will easily informthis
proposed rul e.

W haven't gotten any push back from
Category | facilities concerning material control and
accounti ng.

Previously, we did have sone materi al
control and requirenments down in the | atent safety and
security several years ago when we were tal king about
t he proposed rul enaki ng.

W had a | ot of feedback fromCategory |1
facilities saying that would be overly burdensone.

And, we | ooked at it and we agreed that, yes, it would
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overly burdensone.

But, beyond that, the amount of Category
1l material that would be required to cause a
significant consequence was such that it just wasn't
feasible that that amount of nmaterial could be
diverted or stolen from you know, in regards to a
cyber attack.

So, the proposed rule has evol ved over
time to account for some of these -- the things that

we' re tal ki ng about, especially inthe consequences of

concer n.
MEMBER BROWN:  Any ot her di scussion?
MEMBER KI RCHNER: While this slide is up,

you are considering a MOX facility. And, | was just

| ooking at the second bullet under safety, 30
mlligrams or greater intake of uranium

So, you're treating plutonium as acute
cheni cal exposure?

MR DOMNS: So, the -- we would be
focusing on the radiological properties of the
plutonium that's the 25 rem to any individual and
then the acute chenical exposure piece, that's
correct. That's where you would be focused on that.

MEMBER Kl RCHNER:  Thank you.

MEMBER CHU:. | have sone commrents, yes.
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| renmenber in our Subcomm ttee neetings,
there was a | ot of discussion about it could be very
burdensonme, this <could becone a big paperwork
exerci se.

And, it seens like the proposed rule is
trying to address that issue, am|l correct? You are
nore flexible than our Subcommittee neeting or there
was no change?

| just don't know whether there were
changes since our Subcommttee neeting because there
was a |lot of discussion about, you know, | Kkept
thinking of ny personal experience of the bad QA
program

You can get into that kind of exercise and
t he payback becomes very snall after awhile, it's al
paper exercise. Your vital digital asset, you start,
you know, documnenting things and then are you really
addressing the significance concern? Don't know.

You know, it's like the |ow | evel people
start all getting into this exercise.

So, | want you to give us assurance that,
you know, you do understand that potential concern.
MR. DOMNS: That's correct.

MEMBER BROMWN: Janes, before you go on, |

just -- correct ne if I'mwong, she said she wasn't
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sure what from Subcommittee until now whether stuff
has changed.

The rule, as | understand it, based on the
reading fromthe Subcomrittee neetings, is -- and |
did conmpare it word for word with the FRN and it
hasn't change.

MR. DOMS: That's correct.

MEMBER BROMN: There -- as a result of our
Subcommittee neetings, there were a nunber of
coments, a few coments, that were observations we
had made during the Subcomittee neeting where they
did translate that into the Draft Reg QGui de.

Particularly regarding the parts on
identifying digital assets and vital digital assets
and air gaps and/ or boundary conditions and stuff |ike
t hat .

So, they did, interms of howyou eval uate
how t hey can be used, was extensively revised, as a
matter of fact.

But, the rule is the sane as we saw before
sothat's -- | just wanted to nake sure we understood
and flexibility in the Reg Guide can't override if
there are certain specific things required by the
rul e, you have to follow those regardl ess of what the

Reg Qui de says.
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That's all -- that's ny only difficulty
here is a little bit of the -- the way the rule is
witten as opposed to what's in the Reg Guide, wll
the i ndustry i ndi vidual s actually have the flexibility
that they think they have, that's it's perceived that
they have. That's all.

So, now, I'Il let Janes go ahead and
answer your question.

MR. DOMWNS: And, Charlie's right on, the
rul e hasn't changed si nce the Subconmi ttee briefings.

What has changed, and as Charlie point
out, is the guidance. The rule itself is, as nost
performance based regulations are, it allows for a
great deal of flexibility.

Sonme of the feedback that we've gotten
from you know, stakeholders, is that the -- that
flexibility is great, but what are you really | ooking
for and does it nmean that, oh ny gosh, we need to go
to the nth degree, as you pointed out, to docunent al
of these vital digital assets?

So, one of the purposes of the Draft
Regul at ory Gui de, especially Appendix G| believe it
is, the very last appendix, is to provide an exanple
of the level of inplenenting -- the |evel of

docunent ati on associated with inplenmenting the cyber
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security programthat the proposed rule -- it would
satisfy the proposed rule.

So, our goal is to not have this be a huge
paper exercise and a trenmendous burden on |icensees.
That' s one of the | essons that we've | earned fromj ust
general cyber security inplenmentation across, you
know, as the cyber security industry.

We've |earned several |essons from the
reactor side of the house as well. That's why we've
got sone very specific consequences of concerninthis
rul e.

W're tryingtoreally limt the -- truly
make it a risk informed rule by focusing in only on
those digital assets that are -- we call vital which
woul d have that significant risk inpact.

So, we'rereally tryingtonnarrowit down.
And, again, we provide that additional flexibility by
al | owi ng docunentation of alternate neans. It's not
just that, hey, this vital digital asset has this
consequence of concern associated with it. Well, if
there's a non-cyber way to prevent that consequence of
concern, great, credit it as an alternate neans and
you don't have to worry about applying the cyber
security controls to that.

MEMBER CHU: Thank you.
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MR. GENDELMAN: This is Adam Gendel man.

| would add two things, first, and this
sort of was very consistent with nmy experience as |'ve
acclimated to the rule for lack of a better termis
t he consequence of concern is the analytical frane.

And so, whether or not materials in a
particular part of a facility may not actually drive
whet her you could or couldn't screen out, say, |arge
parts of the facility.

There may be part of the facility that has
some material, but you coul d, nevert hel ess,
anal ytically denonstrate that there's no conseguence
of concern associated with it.

Li kewi se, there could be part of a
facility with no material, but that's where all your
security hardware i s, your access control system your
caneras, et <cetera where there may, indeed, be
sonmething that at |east required further analysis.

And, | think also just in the broader
frame, to your point about, you know, how nmuch
flexibility do you have? As we say, you know, as a
performance rule, but | was actually sort of, |
woul dn't say surpri sed.

But, | nmean, the rule is like two pages

| ong. Consider that in the context of other NRC
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requi renents, 50.55(a), sonethinglikethat where, you
know, we go into painful, bloody detail in terns of
exactly what our expectations are.

And, the reason that's the way theruleis
structured i s, beyond have an adequate program have
a team have training, thereis, | wuld say, a great
deal of licensee flexibility to neet t hose
requirenents.

The Reg CGui de says, here's one way. And
even to the extent that the Reg Guide says, we don't
think a particul ar approach woul d be an accept abl e way
to nmeet our requirenents.

And the |licensee cones in and not
wi thstanding that initial position, denpbnstrate to
satisfaction that this what we thought was not okay
approach does in fact neet the requirenment, then they
have an acceptabl e program

Because it's the rule that they have to
neet, not the Reg QGui de.

MEMBER BROWN: | don't know how nmnuch
you're going to be talking about this specific
Appendi x G but for the Menbers who are unfamliar
with this a little bit, Appendix G wal ks through an
exanpl e of a systemin the plant process type stuff in

t he plant, and then proposes how you woul d t hen go and
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eval uate that including alternate neans to determ ne
what are the | evels that you have to address.

And, when you go through that exanple,
which is it's got to be the sinplest little process
systemyou can inmagine. It has al nbst no technical,
| don't want to say substance, but technica
difficulty, very easy to understand.

But yet, when you go through it, it's
devel op a table. Here's the categories, describe each
t hi ng. Docunent, docunent, docunent, docunent,
docunent until you get to the end.

There's a considerable anmount of
description that has to be -- and the things that have
to be identified. It's a very sinple systemw th no
conpl exity, yet there's a considerabl e anmount of what
appears to me, necessity to docunment why this
relatively sinple approaches to doing things require
fairly -- could be an elaborate anount of
docunent at i on.

You don't know because it's just -- you
don't see the details.

I ncluding inplenmenting procedures that
have to be invol ved that then have to be nonitored and
continually revi ewed.

So, that's -- I"'mnot trying to be -- |
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understand the need for this. 1'mjust trying to be
skepti cal enough that we don't m ss providing the best
| evel of flexibility we can out there but yet still
acconplish the sanme goal

So, | nmean, and | appreci ated t he Appendi X
G that was very wuseful in terns of taking the
gui dance and the draft guide and then trying to see
how you woul d apply it with alternate neans fromthe
previ ous paragraphs in this guide.

| nmean, that's just -- you can go on now.
| think I've now mlked this one enough unless
sonebody el se has a comment.

Go ahead, nove on, Janes.

MR. DOMWNS: Ckay.

Slide 15, here are the topics discussed in
Section C of the Draft Regul atory Cui de.

As you can see, the organization mrrors
the requirements of the proposed rule.

Feedback from industry stakeholders as
well as the Digital Instrumentation and Control System
Subcommittee infornmed the refinement of several of
t hese topics.

As | previously stated, several |icensees
have indicated they expect to primarily docunent

alternate nmeans and plan to have very few, if any,
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vital digital assets.

So, in the guidance, the staff recently
clarified that it would be acceptable to satisfy many
of the proposed programrequirenments with a |evel of
effort, scalable to the nunmber of vital digital
assets.

For exanpl e, DG 5062 does not specify an
exact nunber of individuals on a cyber security team
and neither does the proposed regul ation.

But, the guidance does state that, if
initial i npl enent ati on -- i f t he initial
i npl enentation process identified few vital digita
assets, staffing may be reduced to a | evel capabl e of
mai nt ai ni ng the program performance objectives.

For licensees with no vital digital
assets, this would inply that staffing of the team
could be Iimted to only what is needed to perform
configuration nmanagenent, periodic reviews and event
reporting.

| know |I've just scratched the surface of
Section C of the guidance docunent, but | think our
time would be better utilized if | open it up to any
guesti ons.

| do plan to discuss nore technical topics

like control of access and defense of architecture
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when we get to the appendi ces of the guidance.

Are there any questions on Section C?

Ckay. Slide 16 provides an overvi ew of
Appendix A of the Draft Regulatory GCuide. Thi s
appendi x contains a tenplate for a |icensee cyber
security plan.

The cyber security plan woul d be required
to be submitted to the NRC for review and approval.

The cyber security plan as is clearly
articulated in the proposed rule describes how a
licensee would identify digital assets and determ ne
vital digital assets.

W t hout pri or approval of this
net hodol ogy, there would be no |icensing basis or
regulatory framework for the NRC to evaluate the
i censee's anal ysi s.

Furthernore, the cyber security plan al so
formal i zes an enforceable commtnent by the |icensee
to utilize a configuration nmanagenent system perform
periodic reviews of cyber security and report events
caused by cyber attacks.

Regar dl ess of whether a |icensee does or
does not have vital digital assets today, the cyber
security plan provides NRC with the basis to ensure

that future operation of fuel cycle facilities renains
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adequat el y protected agai nst cyber attacks.

Are there any questions on Appendi x A of
t he Regul atory Cui de?

Slide 17 provides an overview of
Appendi ces B through F. The appendi ces contai n cyber
security controls that the staff wll consider
acceptable for neeting the proposed rule.

Appendi x B contai ns control s that woul d be
generically applicable to all vital digital assets.

Appendi ces C through F contain controls
that woul d be applicable to specific consequences of
concern, therefore, not every appendix would be
applicable to every licensee, simlar to the
consequences of concern.

For exanpl e, Appendi x D contains controls
for vital digital assets associated with the |atent
saf eguar ds consequence of concern which would only be
applicable to Category Il fuel cycle facilities.

A licensee can choose to adopt the
controls in the guidance by referencing themin their
cyber security plan or a licensee can develop their
own controls.

The key with devel oping a uni que set of
controls woul d be for the |licensee to denonstrate that

t he program performance objectives are all addressed.
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A licensee woul d satisfy a cyber security
control by taking neasures to address the controls
per formance specifications.

A neasure is a capability, itemor action
that provides protection froma cyber attack vector.
There are nunerous attack vectors to consider, so
addressi ng the applicabl e cyber security controls nmay
t ake numerous neasures.

The staff utilized an industry accepted
approach to ensure that each of the cyber security
controls actually adds val ue.

The control s inthe draft regul atory gui de
were informed by the National Institute of Standards
and Technol ogy special publications, frameworks and
profiles on cyber security.

This industry accepted approach has been
recoomended by recent Executive Oders and the
controls devel oped by npbst other organizations have
crosswal ks that nap back to NI ST.

Each control inthe Draft Regul atory Gui de
docunents its traceability back to a NI ST control

The staff tailored N ST controls by
establishing paraneters that are suitable to each of
t he specific consequences of concern.

For exanple, a wvital digital asset
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associated with a design basis threat consequence of
concern would have renote access addressed in its
control C7.

Basically, that control prohibits any
renote access.

A vital digital asset associated with a
| atent safety consequence of concern has the sane
topical renote access address in F7 which allows
remote access, but only through a specifically
configured boundary control devi ce.

Thi s gr aded conpr ehensi veness is
reflective of the overall risk informed approach
proposed for fuel cycle cyber security.

MEMBER BROVN: We had sone discussion
during the Subconmittee neeting relative to wireless
renote access.

And, |I'm trying -- 1've forgotten now

whet her the gui de -- nothing prohibits that right now.

I f they wanted to use wireless, they can. |Is that --
MR.  DOMNS: I think it depends on the
consequence of concern. So, at your Category |

facility where you have that design basis threat
consequence of concern, | believe that we've got a
control there that actually rules out wireless and --

VEVMBER BROW: | don't renmenber that.
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MR.  DOWNS: And, part -- that's also

consistent with the NNSA Naval Reactors and
Departnment of Energy approach to the classified
systens that are present on those facilities as well.

So, but as you get down to sone of the

ot her consequences of concern such as that |atent

safety security, there are -- | believe there are ways
to do wreless there, but it's through very
specifically -- it's with the specific controls in

pl ace, you know, very specific standards that you have
to fol |l ow

MEMBER BROMWN: (Okay, thank you.

MR. DOMWNS: Okay, so | know this slide's
a little hard to see, hopefully, you' ve got it in
front of you, it nakes a little easier.

Slide 18 shows how the controls provide a
| ayered approach to security. This approach was
specifically informed by the N ST framework from
proving critical infrastructure which organizes a
strategy for cyber security simlar to the program
per f ormance objectives fromthe proposed rule.

Cat egori es subdivide the objectives into
outcones closely tied to programmtic needs and
particular activities.

Across the top of the table are 18
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famlies that organize cyber security controls.
Wthin each famly are specific controls that may
i nvol ve aspects of policy, oversight, supervision,
manual processes, actions by individuals or automated
mechani sms.

Thi s tabl e shows how the rel ati on between
the control famlies and the overall objectives.
Notice how sonething |ike access control, which is
under the performance objective, |'m sorry, the
protect objective, is acconplished by controls from
several different control famlies.

Performance specifications to achieve a
defensive architecture are also provided by nany of
the controls -- are provided by nany of the controls
contained in the Draft Regul atory QGui de.

On this table, each of the categories
associated with a protect objective, align with a
def ensi ve architecture.

In previous neetings with the Digital
I nstrunentation and Control System Subconmittee, it
was apparent that sone nmenbers would prefer
requi renents prescribing a network structure that
bakes in cyber security.

Unfortunately, requiring a specific

network architecture does not address all cyber
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security vulnerabilities.

The proposed rule adheres to the
Comm ssi on direction of applying a disciplined graded
approach for the identification of digital assets and
a graded consequence based approach to their
protection.

The proposed net hodol ogy al so aligns with
the industry accepted N ST strategies for protection
whi ch provide a hardened shell around networKks.

Furthernore, fuel cycle facilities have
busi ness needs that are not necessarily conducive to
the reconfiguration of existing networks.

The approach in DG 5062 would be |ess
burdensonme for fuel cycle facilities to achieve and
has been denonstrated to be effective.

Qobviously, there are benefits of having
features like air gaps and network segnentation.

The Draft Regul atory QGui de di scusses how
these features can be credited to address cyber
security controls and the controls are designed to
cover the spectrum of attack vectors in such a way
that a l|ayered approach to security would exist,
i ncl udi ng detection and response neasures.

Are there any questions on the control s?

MEMBER STETKAR: Yes. This is a great

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

62

slide. It illustrates ny biggest concern with this.
This slide illustrates the nentality that, if you
don't have enough boxes in a spreadsheet, you can get
better security by subdividing the boxes. And,
Appendi ces B through F support that notion.

|"ve got hundreds and hundreds and
hundr eds and hundreds of hundreds of things that | can
check off and as long as | can find a box that | can
check off, 1'm good, by definition, because sonebody
el se created those boxes.

If I don't have a box, | create another
box.

So, how does this whole thing support a
systematic assessnment of risk? Checki ng off box

nmentality? And, as | said, one of these boxes doesn't

fit it, | subdivide it so that | find enough that |
can put a dot in it and, therefore, |I'm good.
So, explain that to me. |'ve got pages

and pages and pages of Bs and Cs and Ds and Es and Fs
that got all subbed up things created by ot her peopl e,
t he esteened NI ST fol ks who |i ke to create boxes. So,
tell me howthis is pronoting safety?

MR. DOMS: Safety or risk, what are we
tal ki ng about ?

MEMBER STETKAR: Don't get ne started on
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risk.

MR DOMWNS: Well, you said risk, that's
why | just --

MEMBER STETKAR:  Ckay.

MR DOMS: -- wanted to make sure that --

MEMBER STETKAR How am | systematically
identifying the risk for ny facility by checking off
t hese boxes? 1'Il just start there.

MR. DOMS: You're not, not at all.

MEMBER STETKAR  kay, thank you.

MR DOMWNS: The risk with the facility is
informed by the other proposed requirenments of the
proposed rul e.

W' ve already gotten -- once you're down
to this level of applying controls, you' ve already
established that there is a potential consequence of
concern that cannot be addressed by an alternate
nmeans.

Therefore, it is very, very real that a
cyber security -- that a cyber attack coul d cause t hat
consequence of concern.

Ther ef ore, how do you def end agai nst that
cyber attack? That's where you get into the boxes.

MEMBER STETKAR: By checking off boxes?

MR. DOMS: That's correct, that's the
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nmet hodol ogy that NI ST has put out there and it's been
proven to be effective.

MR. DEUCHER: And, again, this is Joe
Deucher with ASLBP

When you tal k about the boxes thensel ves,
the details that are in each individual box, it
corresponds to a potential threat that exists, a
nmet hod of attack, a way to defend yourself, a way to
ensure that the neasures that you put into place
cannot be conprom sed t hensel ves, that you can ensure
their accuracy, whether it be through, as exanples,
audit |ogs, access control.

Again, it'sthe detail ed specifications of
what | need to neet in order to defend nyself. So,
we're getting really into the technical details.

MEMBER STETKAR: And, that's ny whole
point, Joe, is that, if you keep subdividing boxes
smal | enough, you can eventually find a box that you
can put a dot in, but you ve kind of lost the big
pi cture, naybe two boxes woul d have been enough.

MR. DEUCHER: Well, in one respect, and
the point is well taken, in one respect, when you go
back to the left side of this, that's really where --

MEMBER STETKAR:  Ri ght.

MR DEUCHER: -- you see the program
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activity and that cross, is what we're hoping that --
and our goal withtheruleitself is for the |licensees
to be focused on that, that overall, from a
programati c standpoint, that you're |ooking across
the entirety of your facility. You' re | ooking at
t hese consequences, you've identified the areas that
there are issues and you're looking at it from that
10, 000-f oot vi ew.

But, then, at the sane tinme, you're able
todrill down in and when you're actually getting into
the nitty-gritty of protecting a particular vital
digital asset, that you're also looking at the
i ndi vi dual el enents that you need to have in order to
effectively protect it.

So, it'slike we have two different |evels
of processes going on at the sane tine. Sormret hi ng
very, very detailed, but at the sane tine, in order,
to your point, not to |l ose sight of the big picture of
addr essi ng the consequences, addressing the risk and

maki ng sure, going forward throughout the life cycle

of these devices or as well, the life cycle of ny
process, that | am ensuring that |'m not mssing
sormet hi ng.

And, we feel confident that what we' ve put

t oget her covers both. And, it's also nice that it's
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aligned with where industry is today, where industry
sees itself going tonorrow in order to ensure that
you're protected agai nst an attack.

MR. DOMNS: And, the other thing to point
out, too, is that a single neasure my address
mul ti pl e cyber security controls.

For exanple, | know in the Subconmmttee
neetings, we've talked about, vyou know, that
st andal one networks, we've talked about, you know,
i sol ati on and network segnentati on.

Those features nmy address nultiple
per formance specifications in the controls. So, it's
not that you have to have for each box that a control
has got that you have to have a unique neasure to
satisfy that box.

So, you may be -- and the Draft Regul atory
GQuide goes into how that -- how you can credit
mul ti pl e neasures with certain el enents of protection.

MEMBER STETKAR: | mean, | don't -- I'm
not famliar with the facilities. [I'mnot famliar
with how people are proposing to inplenment this
gui dance, ny concern reading through it is that the
gui dance could be interpreted as pronoting kind of a
checklist nentality where people have so many things

that look like this, that they focus nobst of their
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effort ontrying to find a box to put a dot in wthout
doing the sort of things that you just said orally.

St eppi ng back and sayi ng, well, you know,
| ooking at the facility and saying, | have various,
|"mgoing to call themvul nerabilities, howcan | best
solve this problemrather than saying, well, |I've got
a dot inthis one, this box for this one and |I've got
a dot inthis other box for this other one and as | ong
as | can find enough dots in enough boxes, I'm you
know, by definition, |'m okay.

MR. DOMS: And, | think for what you just

MEMBER STETKAR:  That's the concern

MR. DOMNS: But, what you just pointed out
there is one of the reasons that cyber security
prof essionals are very well paid because they save --
they can save significant, you know, noney to who
they're working for by knowing -- by keeping that
hi gher | evel perspective and being able to apply, you
know, certain features of protection to nultiple
controls.

MR. DEUCHER: And, specifically in the
rule, that's where, when we tal ked about the -- and
may be j unpi ng ahead, the configurati on managenent and

the overall |ife cycle managenent aspects of the rul e,
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that's where we see being able to refocus this to that
| evel where we're looking at risk, we're |ooking at
consequences, we're looking at, as we're nmaking
changes to the plant, taking a step back and sayi ng,
okay, how does this affect our cyber security?

How does this affect what we've done thus
far and what changes do we need to nake or do in terns
of actions or specific neasures in order to keep the
| evel that we've established going forward?

So, it's our goal with the mx that we
have in place that they're able to take care of the
detail ed aspects, but at the sanme tine, be | ooking
strategically at their cyber security to be able to
mai ntai n effectiveness. At |least that's the hope.

MR DOMS: And, in addition --

MEMBER STETKAR: Vell, vyes, sure
Qobviously, it's the hope. Again, the devil's in the
details and as | ong as the guidance -- | don't see the
gui dance necessarily keeping the focus at that |evel
sinply because of all of the boxes, if you will.

Anyway, that's enough, you know, it's --

MEMBER SKILLMAN: Yes, 1'd like to join
John Stetkar's coment from a little different
per specti ve.

Forty-six years ago, the NRC required
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| icensees to devel op a QA program Before about 1971,
t here wasn't one.

And Appendix B to 10 CFR 50 was
pronul gated and all |icensees were required to devel op
a program

And, for those who were there before and
after, in the after environnent, the organizations
started with two and then four and then ten and then
15 then a 100.

It began with good intention and | don't
for instance suggest it hasn't earned its pay, it has.
But the cost was huge, raising the question, what's
t he val ue?

Anot her exanple, there was a tinme many
years ago, when you went to a nucl ear power plant, you
woul d have three operating teanms or four operating
t eans, depending on how the shifts were organi zed.

There was a mai ntenance team There was
an admn team And, there was a relatively small
security team

And, if you go to one of the plants today,
you will find that that security teamis one of the
| argest organi zation on site. |It's a consequence of
our culture and the consequences of how we've chosen

to defend these plants.
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So, we started with the security plan that
grew and grew and grew and grew.

Wth each one of these boxes, each one of
t hese blocks, there's going to be a man or a wonan
who's going to have to sit down and nake an
eval uation, go after alnost every digital device in
t hese classifications of plants.

| agree, that work has been done in many
cases. But, this is going to be a huge adnmi ni strative
burden. And, | have hunch, based on what |'ve seen in
nmy career that this will only grow because the digital
threats continue to grow and to be nore conpl ex.

So, here's ny question, what consci ous or
what conscious thinking has gone into how to reign
this in, how to prevent this from beconmng an
exponentially growi ng issue for the people that have
t hese assets?

What is being done to say, how do we
contain this and prevent this from continuing to
beconme a larger and |arger and perhaps unnanageabl e
j ugger naut ?

MR. DOMNS: So, the key with this proposed
rule is in the consequences of concern. A digita
asset is not required to be protected unless it has a

consequence of concern and there i s no alternate neans
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creditable to prevent that consequence of concern.

The feedback that we've gotten is that
nost |icensees are going to have very, very fewvital
di gital assets.

| don't think that -- I'msorry.

MEMBER Kl RCHNER: The danger is that, "1
say it for the record, that you encourage a response
that ganes the system and deflects fromthe nmission
that you want themto acconplish which is to, whether
we're going to call it safety or risk, that should be
the franework that you do this within, not a box chart
like this.

| would like to observe that the word
governance shows up under identify. | don't know why
it's there. Governance usually means nanagenent. And
so, managenment will |ook at sonething like this and
they'lIl say, low and behold, 1'm responsible for
governance and there's a dot for every little box
t here.

So, | better put together a plan that goes
from access control to systens and information
integrity.

Then, as nmanagenent, |  would have
exerci sed good governance because |'ve checked all

t hose boxes.
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| " mvery perplexed with a chart |ike this.

MR. DOMWNS: The chart, just to -- oh, go
ahead.

MR. DEUCHER: Yes, so, two parts to that.
Okay? The gamesnmanshi p, as you tal ked about, the --
a vital digital asset would, as defined by the rule,
the proposed rule, a vital digital asset would have a
consequence of concern and is susceptible to a cyber
attack. So, therefore, the staff feels like it should
be protect ed.

If it's not a vital digital asset, it is
i nherently protected from a cyber attack because no
consequence of concern could result from that cyber
attack, whether an alternate neans has been credited
or whether that digital device has no consequence of
concern.

So, therefore, the objective of this
rul emaking is to protect digital assets froma cyber
attack. Thus, it's protected.

MEMBER KI RCHNER: | agree. And, what you
said verbally is good, no disagreenent fromme. But
what this chart infers and what | think ny col |l eagues
are leaning towards is that this drives you to an
adm ni strative bureaucratic response rather than a

focused response on the key assets that you're trying
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to protect.

MR.  DOWNS: You don't even get to this
chart until you have a vital digital asset. There are
no cyber security controls for assets that are not
consi dered vital.

MEMBER Kl RCHNER: Ckay. So, let's assune
| have one, then | assune |' mnanagenent. Managenent
is responsible usually for governance.

| see a dot on this chart for every
control famly

MR. DOMNS: That's correct.

MEMBER Kl RCHNER: So, basically --

MR DOMWS: CGovernance -- |'msorry.
MEMBER Kl RCHNER: -- you're saying, | have
this digital -- maybe it's a sinple controller on a

chemical process line, so | need to go through this
table from alpha to onega, that's essentially what
you're inplying by having a chart like this.

MR.  DOWNS: So, you will not find this
chart in our Draft Regulatory Guide. This chart was
intended to facilitate discussion at this neeting.

MEMBER KI RCHNER: Wl |, it has then, thank
you.

( LAUGHTER)

MR. DOWNS: And, just to be clear on
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governance, the term nology reflected in the category
colum of this chart is termnology that is specific
to NI ST.

MEMBER KI RCHNER: That's right.

MR. DOMNS: The NI ST termof governance i s
applicable to each of the control famlies and, by
that, it's a witten procedure or policy that overall
addresses that control famly

Again, our specific controls speak to
t hose policies and procedures. So, therefore, that
concept of governance applies to every control famly.
However, it basically neans that you' ve considered it
in the NI ST framework.

Joe, do you want to expand on governance
at all?

MR. DEUCHER: Right, exactly. | nean, IT
governance is just that, it's the policies, it's the
procedures that you would have as associated with an
i ndi vidual systemin the N ST parl ance.

Agai n, inour parlance, it'svital digital
assets.

This chart that you're | ooki ng at was our
effort to showthat, based upon our conversations from
the digital instrumentation and control subconmittee

that the notions of defense of architecture, defense
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in depth, those concepts are inherent in the
i ndi vi dual controls, the performance neasures, if you
will, that we're | ooking that |icensees would apply to
their various activities and devices that they're
going to put in place in order to develop cyber
security protection.

The chart itself, if you look to the |eft
hand side, that's the part of the N ST cyber
framework. So, that's the --

MEMBER KI RCHNER: |'m aware of that.

MR. DEUCHER: Right. And so, specific in
our rule, we've taken, identified and nade it a great
portion of protect. W have detect and respond. W
don't deal with recovery as a part of our rule.

So, but the intent of this was just to
show that the notions that came out of the Digita
I nstrunentation and Control Subcommittee neetings,
we've considered them but they are in place at a
detailed I evel in our docunment in the appendi ces.

The idea being that a |icensee could go
ahead, whether they're using our controls, whether
they' re using their own controls, sonethi ng associ at ed
with NST or derived from another certifying
organi zation, they'd be able to cone up with the sane

| evel s of protection that address the same concerns
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that were raised in the Subcomm ttee neeting.

W were just trying to put it out here in
a graphical fornat. Because, again, the idea of
behi nd our controls is that there are these various
areas of threat that the different control famlies
address and the threats addressed by the control
famlies then cut across the different things that a
licensee could do, whether it be actual actions,
whet her it be physical conponents that they woul d put
in place or procedures that they would do.

So, again, it's this integration between
the two that we wanted to show. And we wanted to show
that it was in there.

MEMBER Kl RCHNER:  Thank you.

MEMBER SKI LLMAN: | would Iike to get ny
guestion answer ed. My question was, was there a
conscious effort to contain the expansion of this? In
other words, going in, was there the view or a
gui dance to the individuals who are involved t hat was
in sone, let us be careful we don't let this thing
beconme so large that its value is no | onger returning
a reward?

MR. DOMWNS: | apol ogize, M. Skillman, |
di d get sidetracked there.

So, to answer your questiondirectly, yes,
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there was a conscious effort. The conscious effort
was in limting the nunber of vital digital assets,
identifying only those requiring protection -- cyber
security protection only for those vital digital
assets that would have a consequence of concern,
right, that's the definition of vital digital --
consequence of concern and no alternate neans of
protection.

So, therefore, if you' re looking at is the
protecting strategy, was that out of control? 1| don't
feel that -- | think the protection strategy as we've
been di scussing here is geared to each of the specific
attack vectors that could be present to that vita
digital asset.

It's a nmethodology that is accepted
i ndustry wi de froma cyber security perspective and it
has been endorsed by, you know, obviously, Executive
Orders as wel |l as, you know, different standard bodies
that have taken this N ST approach and put it into
use.

So, that's -- we feel like we've limted
it. The application of the protective strategi es and
t he strategies are each -- each of the strategi es adds
val ue because they address a specific attack vector

that coul d be present.
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MEMBER SKI LLMAN:  Thank you.

M5. MAUPIN: This is Cardelia Maupin, |'m
wi th NVSS Rul emaki ng Group.

And, as a part of this rul emaking, we've
conducted over 11 public neetings. And, a part of
those public neetings, we |ooked at the controls.
And, | can tell you that, when we first started this
effort, there were a whole | ot nore.

And, we heard from the stakehol ders and
their comments. And, we've tailored back

And so, what you're seeing today and what
James is trying to explain to you is that, we have,
you know, heard from our stakehol ders and we believe
we have appropriately, in nost instances, reflected
that input that we got fromthem

And, our stakehol ders have indicated that
they appreciated the |large nunber of outreach
activities that we've had on this rulemaking far
greater than any other rul enaking that we' ve had.

| just wanted to put that on the record.

MEMBER SKI LLMAN:  Thank you.

MR. DOMS: And, just to add on to what --

MEMBER SKI LLMAN:  Thank you.

MR DOMS: -- add on to what Cardelia

said there, we anticipate that there will continue to
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be a tremendous anount of interaction with the
st akehol ders.

And especially on the controls, the staff
is conmmitted to providing, assum ng the approval to
publ i sh the proposed rule and Draft Regul atory Gui de
is granted in the Federal Register -- you know,
publication of the Federal Register Notice, we wll
continue to have that outreach and we are committed
to, again, seeking nore feedback on the controls.

And, there's going to be a lot nore
di scussi on about this.

The whole point of this proposed rule,
again, is to solicit that sort of feedback

CHAI RVAN BLEY: Janes, |'d like to weigh
inon this just alittle.

When | read through the appendices, |
| ooked at them as if |'ve done a top l|evel down
approach and | need to develop controls for a
particular asset, this is kind of a laundry |ist of
things I mght do.

When | | ook at the chart you brought with
you, it kind of inplies one has to go through all of
t hese things and do lots of this.

| don't think that's the intent. Thi s

chart is very unconfortable, and one can find pl aces
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where there are interactions anong things all over it
t hat one woul d questi on.

| thinkit, for me, it adds nore confusion
t han hel p.

But, if the intent is what | suggest, that
could be nmade nore clear if the intent is, as was
di scussed by several nenbers earlier, that once | have
identified an asset, | have to go through all of these
and do themall, that's an unworkabl e situation

And, if the inpression is that, for
several of our people, the inpression is bound to be
that for others

So, you know, if you can nake that
cl earer.

MR. DOWNS: Sur e. So, again, 1'll
enphasi ze that you will not find this chart anywhere
in the guidance docunent.

MEMBER STETKAR: Janes?

MR DOMS: Co ahead.

MEMBER STETKAR: Ri ght, you' ve enphasi zed
t hat . So, if I'ma Category |11l facility, as I
under stand t he gui dance, | nust go -- use Appendices
D, Eand F for ny controls. You don't have to |l ook it
up, it's in there.

That's on all facilities, so |I'm a
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Category Ill facility, I"'mnot al or not a Il

MR. DOMWNS: That's right.

MEMBER STETKAR: And, if | count up the
nunber of controls in Db Eand F, | cone up to 212.

Back i n Novenber of | ast year, | asked you
specifically the question that Dr. Bley just raised.
Do | now need to go down t hrough each and every one of
those 212 controls and justify whether | applied,
whether | didn't apply it, why | didn't apply it?

The answer at that tinme was, theintent is
that | rnust address each of those potentially
applicable cyber security controls and explicitly
docurment why | applied it directly, why | may have
tailored it or did not apply it to each of ny critical
VDASs.

And, if that is the intent, that's the
checklist nentality that |I'm concerned about.

CHAI RVAN BLEY: And it becones unwor kabl e.

MEMBER STETKAR: It's unwor kabl e.

CHAI RVAN BLEY: And it becones such a nass
of docunentation that nobody can find --

MEMBER STETKAR: So, if that's the intent
on the record from our Subcommittee neeting in
Novenber that doesn't seem to be the intent that

you're trying to portray today.
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MR. DOWNS: So, you enphasized -- you
stated there that Appendices D, E and F, E and F are
specific to two di fferent consequences of concern.

So, yes, you're correct that D would be
applicable to all vital digital assets at a Category
1l facility as it would be in all facilities.

Appendix B is applicable to any vital
digital asset.

The appendi ces -- the ot her two appendi ces
you referenced, again, since they're specific to
consequences of concern, you would only be applying
one of those appendices --

MEMBER STETKAR:  Ckay.

MR DOMS:. -- to. So, but | can't really

MEMBER STETKAR: Reduces it to 50 or 70 or
80 or sonething. So, either | have a 133 or | have
127, if 1've added -- cl ose enough.

MR. DOMANS: But, you are correct that each
-- you woul d have to go through, and as we stated in
the Subcomm ttee, you would have to address each of
the controls and docunment how it's been addressed.
That's correct, that is the N ST approach to cyber
security.

MEMBER STETKAR  That's the agenda.
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| just wanted to make sure that hadn't
changed.

MEMBER SUNSERI: One question over here.

CHAI RVAN BLEY: Rem ni scent of the FME
approach to safety. That's troubl esone.

Go ahead.

MEMBER SUNSERI : Yes, | suppose if | went
through my review of all ny assets and | identified a
vital digital asset and was faced with doing these
appendices and controls or providing an alternate
nmeans of protection which would elimnate it from
being a VDA, right, then that would be satisfactory
conpliance with the rul e?

MR. DOMWNS: Absolutely, 100 percent.

MEMBER SUNSERI: (kay, thank you.

MEMBER BALLI NGER:  Yes, al ong those |ines
and with respect to what Dick was saying, there's a
fundanmental difference between Appendi x B and this.

Appendix Bis nowfixed, this is going to
be evolving forever because the digital threats and
things like that are also evol ving forever.

| nmean, ny idea of a digital -- critical
digital asset is nmy conmputer, ny TV and ny sprinkler
system for nmy lawn, and | get updates for security

about once a week on all of those.
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And so, | think that what m ght happen is

that what Matt was saying is that people will | ook at
this and say, holy mackerel, I1'mgoing to find a way,
an alternate protection nmethod. And, that takes al
this off the table, is that right?

VEMBER BROWN: Well, it all depends on
what's acceptable as an alternate method.

M ke, go ahead, yes, |I'mgoing to finish
up here when you' re down.

VICE CHAIR CORRADINI:  No, | was going to
at Charlie.

So, | have not, | didn't attend the
Subconmmi ttee neeting, but |I've just been watching the
interaction.

So, does the Reg Guide give exanples of
alternatives?

MR. DOMS: Yes.

VI CE CHAI R CORRADI NI : Can you give ne
one?

MR. DOMS: Sure.

VI CE CHAI R CORRADI NI :  Because | started
in the business about the tinme of Appendix B QA and |
avoided QA for the very reason that it becane a
checkbox nmentality.

So, what are sone exanpl es that you woul d
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avoi d doing this?

MR. DOMNS: so, say if |I've got a process
that could potentially, that the release of the
chemicals in that process could potentially cause a
consequence of concern.

On that process line, there are various
pressure tenperature controllers that are digitally
controlled that have an interface that could
potentially be accessed via cyber attack.

The over pressurization of that system
agai n, causing the rel ease, you could have sone sort
of a contai nment around that system that could be a
physi cal containment that could be credited as an
al ternat e neans.

So, regardless of whether or not, you
know, the cyber attack causes that over pressurization
to occur, you've still got that containment structure
in place.

So, therefore, you know, whether it's a
tank or whatever it is --

VI CE CHAI R CORRADI NI :  Ckay.

MR. DOMS: -- you would credit that as an
al ternat e neans.

VICE CHAIR CORRADINI:  So, but if I were

to reverse, | nmean, again, | don't know any of this,
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so | ' mjust watching you guys go after the discussion.

If I -- if the real threat is the fact
that 1'mcommunicating with the outside world, isn't
the easiest thing to stop comrunication with the
outside world, period, end of story? Am | missing
somet hi ng?

MR. DOMNS: So, that's one attack vector.
Anot her attack vector could be that there's portable
nmedia that's placed on to that digital asset and so
that you could, you know, if you have portable nedia
comng into the site, that portabl e nedia could be the
conveyance nethod for the attack as well.

VI CE CHAI R CORRADI NI :  Ckay.

MR. DOMNS: So, it's -- there are several
different attack vectors to consider here.

MR. DEUCHER: ©Ch, and just to clarify, for
some of the Ilicensees, they do need network
comuni cation with the outside world just to do their
busi ness, especially in the area of the Category I
of the fuel fabrication facilities.

So, it's alnost a situation where they
can't get around it. They would have to deal wth
havi ng conmuni cati on with outside vendors, suppliers
and cust oners.

VICE CHAIR CORRADI NI :  Sorry, this is the
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Subcommi ttee di scussion and Charlie will tell ne to be
gui et eventually.

But, communication wth the outside
vendors and t hi ngs doesn't nean that I'll all ow peopl e
to get in and noodle with ny processes.

MEMBER BROMN: Only if the circunstance
occurs i f you co-m ngl e your process with the business
process that's on your networKk.

VI CE CHAI R CORRADI NI :  Fi ne, okay, okay,
fine. Thank you.

MEMBER BROAN: So, let -- I'"'mgoingtotry
to categorize this a little bit based on all of this
di scussi on.

And, | don't -- I'mnot asking anybody to
agree with me or disagree, I'"'mgoing to nerely present
my thought process.

MEMBER STETKAR  Charlie, before you do
t hat --

MEMBER BROWN: Yes, go ahead.

MEMBER STETKAR: Can | ask --

MEMBER BROAWN: CGo ahead.

MEMBER STETKAR: You nentioned earlier, |
think, that during your neetings with the various
st akehol ders, that they've indicated that the vast

majority of -- or they're -- let ne see if | can
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recall the discussion, that they have indicated that
they will be inplenenting alternate neans.

Do you have any sense whether those
alternate nmeans are in your sinple exanple, if your
desi gn hardware rel ated al ternate neans, you use, you
know, a confinenment as one approach.

O, are they approaching it by people, do
you know?

MR. DOMS: So, based on the site visits
that the staff has done and just sonme of the sense of
-- oObviously, the analysis hasn't been done by the
facilities.

MEMBER STETKAR:  Yes.

MR DOMNS: So, the sense that we're
getting, it's a conbination of both

MEMBER STETKAR: Ckay. See, | draw the
anal ogy between this and the probl ens that we've been
facing in fire protection for commerci al and nucl ear
power plants for along tine. People couldn't neet the
regul ati ons.

So, you found people standing around
staring at cables all the tine. You know, they
addressed it on a people problemand that was judged
for along time to be an acceptable interimalternate

means, if you will.
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Peopl e have now done nore conprehensive
eval uations as part of their risk informed approach to
fire protection.

And, in many cases, they stepped back from
t hose things and said, hey, we can solve a heck of a
lot of these problens by putting in a creative
alternate systemfor cooling the reactor cool ant punp
seal s, for exanple.

W didn't necessarily recogni ze that when
we focused at each individual cable where we had
sonmebody staring at it. But, when we stepped back

fromthe whole problem it was nore effective to use

this nore global solution, if you will. And, that's
good.

So, | was just trying to get, you know,
just saying that, well, people are going to take an

expedi ent way of providing alternate nmeans and those
are manual actions or additional increased training
and oversi ght or having two bodies to stare at a cable
or sonething like that doesn't necessarily solve the
probl em

That's why | was trying to get a little
f eedback from what you' ve heard.

MR.  DOWNS: Ri ght. So, one of the

benefits of the guidance, and I know you brought that
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up in the Subcomittee neeting as well, and we have
i ncl uded sone of the considerations of nmanual acti ons.

And, but again, the flexibility that the
proposed rule would apply is that a |licensee could
address that situation, they could address alternate
nmeans i n NuUmerous ways.

The key with an alternate neans, and it's
defined very clearly in the proposed rule, is that
it's -- it prevents the cyber attack from causing a

consequence of concern.

MEMBER STETKAR: |I'msorry, Charlie, you
can summari ze now, |'m done.
MEMBER BROWN.  Yes, okay, let ne -- |I'm

just trying to put this back in nmy own, you know,
particul ar thought process is that, the whole issue
involved in all of thisis fundanentally conmes down to

control of access, to the whatever is inside the

pl ant s.

There's two neans of control of access,
external or just internal. |If you exclude one, then
you've sinplified the process to -- for instance, if

you have no renote connections then you submt it,
you've sinplified the process to only have to deal
with internal controls.

MEMBER MARCH- LEUBA: Yes, Charlie, | have
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a --

MEMBER BROWN: Let ne finish.

MEMBER MARCH- LEUBA: -- offering an
opi ni on.

MEMBER BROMWN: Let ne finish, you can have
what ever opinion you want, I'mtelling you want nine
iS.

When you get down to i nternal access, then
it's a fundanentally a matter of configuration
managemnment and control of access to those assets which
have to be nmanaged for the configuration whether you
bring in portable nedia who can go use that portable
nmedia on the specific process, asset that you're
deal i ng with.

So, if you look at it froma top |evel
down as opposed to the micro piece |l evel up, there are
ways to reduce the burdensonme nature of what you do.

Control |l i ng sonebody's access to changi ng
t he configuration of a particular process conputer or
a network internal to the plant is far easier than
trying to protect yourself against every external
cyber threat.

You've provided two exanples in your
regul atory anal ysis about recent cyber attacks. One

was with a utility, | believe a water utility where
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t he concl usi on when they finished for the peopl e they
brought in, the utility brought in, was they violated
some very, very specific circunstances.

They did not -- they had everything
connected external ly. They co-m ngl ed supervi sory and
scata type systens or supervi sed control systens, with
t heir business systenms and everything el se and their
concl usi on was t hey shoul d have i sol ated all of those.

One of the other ones, they -- and they
weak authentication mechanisns even on the internal
stuff.

For the other exanple, the fundanental
issue was they were trying to control substation
operations in an electric utility and they noticed
that they were getting some unusual results.

And, again, they had passwords that were
sitting right onthe network, unencrypted passwords i s
the way | read it.

So, | mean, vyour exanples in the
regul atory analysis, you nmade it nore crisp to ne in
ternms of looking at this in that sone all owance for a
nore top down approach as opposed to a | have to
eval uate each and every detail wthin the threat
vectors fromexternal, which are very conpl ex and | ead

to the very things that Dick and others have tal ked
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about in terns of how do you protect those.

Because, | nean, | can't even use ny
| aptop that NRC gives ne if | don't have it being
updat ed everyday and |' mnot even here every day. It
keeps getting | ocked up on ne and | have to call in
and spend an hour and a half on the phone with their
| T services trying to get it updated.

MR DOMNS: It's controlled your access --

VMEMBER BROWN: They've controlled ny
access, exactly right.

( LAUGHTER)

MEMBER BROMWN:  So, | nean, fundanentally,
you know, we've made this thing conplex and | think
you run into the circunstances we're trying to
docurment and trying to constantly update all these
processes because you all owall these types of access.

And, |'m not saying you need to exclude
them ny only point being the Reg Guide and the rule
should be nore open to allowing a vendor or a
manuf acturer to put a giant bubble around sonethi ng,
whatever it is, because controlling access --

And, | know in ny program when | try to
control access to the reactor plant stuff and
everything el se, we don't allow any access. And, if

t he person goes down to work on the cabinet, they've
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got to open it up. They've got to have sonebody
standing by and so it's a sinple procedure. 1It's not
conpl ex, you know, assessnents of 120 controls that
you had listed in one of these appendi ces.

And, that's where ny basi c hangup has been
with this. | don't disagree with the need for a rule,
it's a matter of how the rule is configured and how
the industry is required to conply with that rule.

So, anyway, |I'Il finish, that's ny little
sunmary.

Now, Jose, fire away.

MEMBER MARCH- LEUBA: | was wai ting for you

to turn off the green light.

MEMBER BROMWN:  Oh, okay, I'Il turn off the
green light.

MEMBER MARCH- LEUBA: Ckay. Il want to
of fer a dissenting opinion. | mean, controlled access
is very inmportant. It is crucial, but it's not the
end of it.

The bad guys are extrenely creative, they
are very, very, very smart guys thi nki ng about ways of
bypassi ng peopl e.

And, this is what Appendix Bis trying to
say. | mean, I'mreally in Appendix B and this is the

way you will set up your network if you thought of
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setting up a network. You wouldn't do it any other
way.

Because, you have to have defense in
dept h. You have controlled access. You have
aut hentication, but you also include all the other
t hi ngs.

You have to ensure that the Java update
gets pushed when the Java update needs to get pushed.
Better yet, you don't have Java if you don't need it.

And, that's what Appendi x B says and it's
a conplex thing and that's why they pay IT guys their
noney.

But it needs to be then, so | don't see
the conplexity to this.

Back to Dick's conment, the response are
very ecstatic. Response won't change.

Appendix B is a big problem with --
because the purchasing of stuff all the tine. Once
they do their cyber security for a plant, it's going
to stay like that until they have to change the
W ndows deskt ops for Macs.

And, at that point, you're going to have
some process that ensures that those Macs don't have
t he Java updates in place.

So, | don't see this as a trenmendous
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imposition on the facilities. | mean, they need to
have it.

MEMBER SKI LLMAN: | would sinply respond
that the sophistication of the threats conmng in over
the threat vectors continues to change.

And, as you point out in your own words,
t he sophistication increases. And so --

MEMBER MARCH- LEUBA:  And - -

MEMBER SKI LLMAN:  So, this becones quite
candidly a gane of protection needing nore protection
needi ng yet nore protection.

MEMBER MARCH- LEUBA: |'mfam liar with one
of these plants, there are two guys sitting in that
roomdoing this job and that's their job and they're
not going to fire them They're going to have two
guys, but there are never going to be 200.

CHAI RVAN BLEY: Charlie, 1'd like to
clarify something that | said earlier, clarify ny
optim stic readi ng, support John but al so support what
Janes sai d.

The Section 7.2 of the guidance is, in
fact, very clear. It says, we've got these
appendi ces. |If you decide to use those, then for each
appl i cabl e appendi x, you have to do each of the things

that's there or say why you don't.
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Alternatively, if you don't use those
appendi ces, you have to set up perfornmance
specifications of the controls that you're proposing
that will detect, protect agai nst and respond to cyber
attack.

So, it's pretty clear and it gives you a
pretty clear option and | guess, dependi ng on your own
sophi stication and how ri sk thinking you are oriented
and how checkbox oriented you are, you can take your
choi ce.

MEMBER STETKAR: And, whether you can
convince the regulator that your alternative --

CHAI RVAN BLEY: That remmins to be seen,
yes. But, you can put -- but you need to put together
a darn good argunent for that.

MEMBER STETKAR: That's right.

MEMBER BROMWN: | won't disagree with this.
| agree totally, but 7.2 does that and | did not bring
that up because, if you -- when you read 7.2 and you
contrast it with what the rule says in ternms of
digital assets, there's no differentiation.

| nmean, the rule talks about digital
assets and critical and vital digital assets. And
that some other alternative that doesn't agree with

the rul e cannot be subsunmed by the Reg Cuide.
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That' s what |'ve been taught the | ast nine
years, that the Reg @Quide is guidance but you're
trying to override the rule by doing sonething --

CHAI RVAN BLEY: But, you can't override
the rul e, period.

MEMBER BROWN: That's ny problem is the
rul e specifies addressing digital assets and does not
i ncl ude sone al | owance for some ot her net hodol ogi es as

CHAI RVAN BLEY: The rul e doesn't tell you
how to do it, though.

MR DOMNS: It doesn't, that's true.
That's a very true statenent.

MEMBER BROMWN: |'Il go back. It depends
on how you want to interpret the words that say
identify digital assets that, if conprom sed, would
result in a consequence of concern. Very specific.

CHAI RVAN BLEY: Yes, but it doesn't tell
you how to do it.

MR.  DOWNS: It doesn't tell you how to
protect them right, it says the controls or establish
controls, it doesn't say what those controls --

MEMBER BROMWN: I n ten years, | bet you if
you try to run that one by the NRC and you' Il run into

a giant stone wall. Because |'ve -- it's this
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accretion of what's expected as you go forward.

| " mj ust concerned about that. |'ve given
nmy opi ni on.

CHAI RVAN BLEY: | ndeed.

MEMBER BROMWN:  And, |'mvery sensitive to
the fact, |I've watched this type of stuff grow until
it's out of control. | saw in sonme areas of the

programl| was with, it was 17, you know, 18 years ago
and | tried to elimnate that and get it down to the
sinplistic stuff when | had to apply these systens in
t he shi ps and go upgrade them

And we had no renote access. W didn't
allowthemto do it any other way and --

CHAI RVAN BLEY: |If one of the guys running
one of these facilities does what you said, he doesn't
have any. | hope that -- that's not easy.

MEMBER BROWN: Hope springs eternal inthe
human breast. And, right now, nmy hope is not very --
|"mnot very convinced that that hope is allowable.

It's a great discussion. | nmean, this was
t he purpose, one of the reasons | wanted to get here
today and infect everybody was to ensure we had --

CHAI RVAN BLEY: You'd better be careful
next nonth.

MEMBER BROMWN:  Yes, that's all right. I'm
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wor ki ng hard, if | pass out, just pour water on ny
head.

MR.  DOWNS: | may not nmake the next
neeting. | don't know which way to | ean.

MEMBER BROWN: But, | wanted to ensure

that we had this general discussion as part of this
because | think it franes the overall Conmttee frane
of reference as to how we'd like to go forward with
this and without the spirited di scussion which we've
had so far, | don't think we woul d have -- the nmenbers
who have not been on the Subconmttee, | don't think
woul d have had a full appreciation of what we went
t hrough during the Subconmittee neetings which were
very, very useful in terms of starting to get this
i ssue in focus.

So, Janes, go ahead. Nobody el se has any
nore, | think we're finished with this particular
approach and | et James go ahead and finish up.

MR. DOMWNS: Okay. So, slide 19 provides
and overview of Appendix G of the Draft Regulatory
Gui de.

Appendix G contains an exanple that
denonstrates inplenentation of an acceptable cyber
security program including identifying digita

assets, determ ning whether those assets are vital,
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defining boundaries for wvital di gi tal asset s,
addressing the controls and perform ng configuration
managenent .

In each step of the exanple, there are
exanpl es of acceptabl e docunentation provided.

Feedback fromthe Digital Instrunentation
and Control Subcommittee was used to devel op Appendi x
G

Also, the staff believes that this
appendi x, when used in tandemw th the gui dance in the
body of the Draft Regulatory Guide clarifies the | evel
or burden for nmany of the proposed program
requi renents, especially for the identification and
screening of digital assets.

Are there any questions on Appendi x G?

MEMBER Kl RCHNER: Just, on that exanple,
James, |'mthinking about your alternate neans. You
suggest there that you have a vital digital asset.
It's controlling a process, the disruption of that
process could lead to radiological or safety
consequences.

Then you say, if you have a contai nnent
around it that is not controlled by a digital asset,
if that could be designed, | don't know, that that

woul d be accept abl e.
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But, isthat, inreality, is that actually
going to pass muster?

MR. DOMNS: It would -- a lot of
facilities have these sorts of itens relied on for
safety already in place.

MEMBER KI RCHNER:  Yes, | know, nost of the
facilities have.

So then, and |'m struggling why we're
goi ng through this exercise.

MR.  DOWNS: Because, for sone digital
assets, those having a consequence of concern, they
may not have those -- that defense in depth neasures
in place or those itens relied on for safety that they
can credit.

So, therefore, if they can't credit those
alternate nmeans, as we referred to them then they
woul d be required to provide protection froma cyber
att ack.

MR. DEUCHER: And, it also takes into the
account the fact that, as nodernization were to occur,
as they may be replacing parts going forward into
their facilities, a lot of this stuff is going to go
from analog to digital, especially with things like
the Internet of things, these, you know, sensor

associ at ed conponents that can talk to one another in
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order to tell their health and status, it's going to
create the possibility for there to be openings for
potential cyber attack as nodernization happens.

MEMBER Kl RCHNER: You really think
sonmebody is dunb enough to connect into the |Internet
of things or the cloud to run their processes?

MR. DEUCHER. Well, it's not necessarily

MEMBER Kl RCHNER: You' ve got to be ki dding

ne.

MR. DEUCHER: It's not necessarily the
Internet itself, it's the fact they are -- they can
talk to one another inside the facility. And,
actually, I'd rather not discuss the vulnerabilities

that we' ve observed --

MEMBER KIRCHNER: | agree with you
MR. DEUCHER: -- with some of that stuff.
MEMBER Kl RCHNER: Yes, oh, okay, 1'll

drop it, too.

But, what | was searching for was, when
you integrate this with your defense in depth for your
standard safety analysis for the plant, | would just
personally treat the digital asset that controls the
process that mght lead to a vulnerability as under

that -- examne it under that and treat it accordingly
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wi t hout having a separate rule.

Thank you.

MR  DOMNS: And, that would be one
appr oach. However, the current regulations do not
require the safety analyses to include malicious
actors in as part of that analysis.

So, therefore, this is where the proposed
rule is comng from

MEMBER Kl RCHNER: And, we're skirting
sormething, but I'Il just submt that any good safety
analysis would figure out that they had a
vul nerability whether it was malicious or not.

MEMBER BROMN:  You want to go on, Janes?

MR. DOMS: Sure.

MEMBER BROWN: Ckay, pl ease.

MR. DOMWNS: Ckay, |ast slide here.

In conclusion, the proposed rule would
provi de risk infornmed performance-based requirenents
t hat pronote comon defense and security and provide
reasonabl e assurance that public health and safety
remai n adequately protected as the risk and conplexity
of cyber attacks continue to grow.

Furt hernore, the proposed rul e woul d al so
pronote clarity, effectiveness and openness in the

regul atory process by providing the opportunity for
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formal coment on a transparent and conprehensive
regul atory franmework that fuel cycle licensees could
consi stently inplenent.

The staff | ooks forward to the ACRS | etter
regarding the proposed rule package and Draft
Regul at ory QGui de.

Qobvi ously, we hope that the Committee will
endorse the publication of the docunents for forna
public comment, but |1'd like to thank each of you for
reviewi ng this action.

| have firsthand appreciation for the
depth and breadth of the information provided. So,
speaking on behalf of the NRC staff, we sincerely
appreci ate your tinme and feedback.

Wth that, | concl ude.

VMEMBER BROWN: Ckay. Are there any
comments fromthe public in the audi ence? Yes?

Go to the mic and give your nane, please.

CHAI RVAN BLEY: Nanme and affiliation.

MEMBER BROMWN:  And affiliation, thank you
very much, Dennis.

M5. SCHLUETER. My nane's Janet Schl ueter
from the Nuclear Energy Institute and thank you for
t he opportunity to conment.

MEMBER BROMWN: GCh, hold it. Can you tilt
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that? Yes, that's fine, try to speak a little | ouder
for the transcript. Tilt the mc up towards your
nouth a little bit.

M5. SCHLUETER ' m Janet Schlueter, is
that better? Ckay. From the Nuclear Energy
Institute. Thanks for the opportunity.

And, | would like to say thank you to the
NRC staff, as Cardelia and others nentioned, we have
had several public neetings.

But, nore to the point, thanks for
rel easing the seven docunents in advance of this
neeti ng publically because it gave us a chance to take
a |l ook at where the staff is, how the thinking has or
has not evolved, if you will, since we | ast saw t hese
docurent s back in February.

And, it is an exhaustive set of
information. And so, we've had to, you know, pour
over themas you have in the | ast week or so. And so,
we' ve just nade sonme prelininary observations.

First of all, I'"djust like toreiterate,
as we have said before in our other, you know, earlier
letters to you and to the NRC staff that, cyber
security is clearly an extrenely inportant aspect of
our safety and security prograns.

These facilities have corporate cyber
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security prograns in place so not only do you have
corporate programs which are there for business
continuity purposes and protection of their assets and
programnms, but the CAT | facilities are subject to the
DCE accredited program sone of which we' ve di scussed.

And then, of course, now you have the
overlay of a potential NRC rule.

So, we have | ots of things sort of at play
here and we spend a | ot of resources, you know, in the
cyber security arena today.

W have revi ewed, as | nentioned, just the
docunents that were released. W do have sone
prelimnary concerns.

| think that we have found that the
concerns that we've expressed in our recent letter to
-- or our October 2016 letter to the Cormittee remain.
There's nothing new there as far as our concerns
regardi ng policy issues that need to be resol ved pri or
to the staff sending this paper up to the Conm ssion.

And, I'Il touch on a couple of those just
briefly.

| think the best way to nmaybe denonstrate
our concern is to go back to slide nine which has the
chart there on the consequences of concern.

So, while as M. Brown i ndi cated, we don't
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really see much change in the rul e | anguage or scope.
The Reg Guide is volum nous. It seens to be grow ng
to sonme degree.

W have a cost estinate to try to
inmplenent this rule that far exceeds what the staff
has estinmated. And, one nmight say that perhaps we
even low balled it now that we're continuing to get
further insight into the Reg Gui de and consi der howit
will be inplenented.

So, the cost is quite high, we estimate,
to inplenent this rule.

But, nore fundanentally, if we |ook at
that top box, | think this is where our position on
this rule and the need for this rule just
fundanmentally, we are in a different place than the
staff is.

And, this is where the essence of our
differences lie. And, what | nmean by that is that,
t hrough Part 70 rul emaki ng about 17 years ago, and
even t hrough the post-9/11 security orders, the staff
and the Comm ssion nade a determination that the
regul atory franework is really focused on the DBT and
the fact that the CAT IIs and Ills which fall into the
next three blocks are not required to protect those

assets from a physical attack.
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So, in this rulemaking, the staff is
actual ly sort of expanding that regulatory footprint,
expandi ng t hat scope such t hat cyber attacks are being
protected against in a manner that is different than
the regulatory framework that's been previously
establ i shed for physical attacks.

kay? So, regardless of the initiating
event, we do not believe that this rule should go
beyond that top box, the design basis threat. And,
that is the CAT | facilities.

Based on fundanental principle and policy
that the Conmm ssion has a regulatory framework in
pl ace that has identified the primary consequence of
concern as the DBT.

Now, those facilities, CAT |s, have DCE
prograns in place. The staff has acknow edged that
they will recognize or accept the DOE classified
progranms. They're working on the uncl assified piece.

W appreciate the staff noving in that
direction, the progress that they're making in that
area. But that the jury is still out. That question
is still open.

| think what we're discouraged by is a
coupl e of things.

One, that the policy issue of this very,
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very principle, very fundanental regul atory framework
issue is not going to be resolved or isn't being
really fully vetted with the Comm ssion before this
rul emaki ng proceeded.

I n ot her words, the staff is going to have
to put up to the Conm ssion a paper that involves a
very fundanental policy question that could, in fact,
change the scope of this rule dramatically.

And, as | know you're aware of and is in
our letters, 1'll remnd you of a Petition for
Rul emaking that NeEl filed on behalf of the power
reactors that has the sane fundanmental policy issue
addressed in it.

And, the staff acknow edges that, if that
Petition for Rulemaking on scope for the power
reactors is granted, they wll have to make a
determi nation as to how and whet her the scope of this
rule would be inpacted by that petition resolution.
Assunmably, it would be narrowed i n scope.

Now, in ny opinion, the staff should be
maki ng t hat determ nation now so that the Conm ssion
makes a fully informed decision when they get that
paper in Septenber.

And, | would say that, you know, the

paper, in the staff's defense, it's been pushed out
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for several reasons, nowit's the CRGR they've al so
had a lot of interactions and so forth, but these
policy issues are not getting addressed and resol ved
prior to sending that proposed rule up which is now
schedul ed for Septenber to the Comm ssion.

They are fundanmental in the scope of this
rule and the Conmission is going to get a product
potentially, that will not have those i ssues answer ed,
DCE accredited systenms, Petition for Rul emaking, rule
scope.

So, as stakeholders and |icensees, we're
running the risk that the NRC puts out a proposed
rul e, we spend anot her exhaustive ampbunt of time, as
you probably wll, in reviewing it. And then,
somewhere down the road, either between the proposed
rule or the final rule or worst case, final rules
already on the streets and we're inplenenting, the
scope of the rule gets narrowed and we have this
whi pl ash effect where we have been put through this
exerci se and then the scope of the rule gets narrowed
and it all has to be dial ed back.

So, bottomline, policy issues need to be
resol ved, Reg Guide is volum nous, it's overwhel m ng.
W believe, based on our prelimnary review that

there is a lot of information there that goes beyond
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the rule and that the rule should be limted to those
facilities that are subject to the DBT to be
consistent with the current regulatory framework for
physi cal attack.

Thank you.

MEMBER BROMWN: |s there any ot her comment s
fromthe audi ence?

(NO RESPONSE)

VMEMBER BROWN: Is there anyone on the
phone line --

THERON:  Open.

MEMBER BROMN: -- that would |ike to make
a cooment? |s there anybody on the phone |ine?

(OFF M CROPHONE COWVENTS)

THERON: Bridge is open.

MEMBER BROWN: The bridge is open, okay,
t hank you.

W're sorry for that buzz, but if you're

out there and want to make a comment, pl ease identify

your sel f.

(NO RESPONSE)

MEMBER BROWN: Ckay, hearing no comments
from the phone line, I'lIl turn it -- are there any

final comrents from nmenbers or are we done?

(NO RESPONSE)
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MEMBER BROWN: Hearing none, Dennis, |'lI

turn it back to you

CHAI RVAN BLEY: Thank you, Charlie.

MEMBER BROAN: Can | make one -- | think
-- 1 just -- | wanted to thank the staff. | think
they've done a -- two Subcommittee neetings, very
detail ed di scussi ons. |ssues have been brought up and

| just wanted to thank them for a good job. I
apol ogi ze for not getting that in.

CHAI RVAN BLEY: Thank you.

W will reconvene for PNP at 10 m nutes
till 11:00. At this point, we are off the record for
the day and we are recessed until 10:50.

(Wher eupon, the above-entitled nmatter went

off the record at 10:35 a.m)
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Agenda

« Overview of the proposed rule and associated
documents:

— SECY paper;

— Federal Register notice (FRN);

— Draft regulatory analysis;

— Draft backfit analysis;

— Draft environmental assessment; and
— Draft regulatory guide.

« SECY ticket for sending the proposed rule to the
Commission was extended to September 30, 2017.



Acronyms

10 CFR: Title 10 of the Code of Federal Regulations
ACRS: Advisory Committee on Reactor Safeguards
EDO: NRC'’s Executive Director for Operations
FRN: Federal Register notice

NMSS: NRC'’s Office of Nuclear Material Safety and
Safeguards

NRC: U.S. Nuclear Regulatory Commission
SECY: NRC'’s Office of the Secretary

SNM: special nuclear material

SSNM: strategic special nuclear material
VDA: vital digital asset



Overview of impacted fuel cycle
licensees — facility types



Overview of impacted fuel cycle
licensees — facility types (continued)

Licensee/ Material Present and Licensee/ Material Present and
License Applicant Operation License Applicant Operation
Category | (10 CFR Part 70) Category Il (10 CFR Part 70)
BWXT SSNM (fabrication), Eagle Rock Enrichment SNM (enrichment),
classified info/matter Facility classified info/matter

SSNM (fabrication),
classified info/matter

SNM (enrichment),

Nuclear Fuel Services classified info/matter

URENCO USA Facility
Shaw AREVA MOX SSNM (fabrication), American Centrifuge SNM (enrichment),
Services classified info/matter Plant classified info/matter

Global Laser Enrichment | SNM (enrichment),
CElEgelny I (0 CIHR 61 1Y), Facility classified info/matter

None AREVA SNM (fabrication)

Global Nuclear Fuels-

Conversion/Deconversion (10 CFR Part 40) Americas

SNM (fabrication)
source material

. Westinghouse SNM (fabrication)
(conversion)

Honeywell International
source material

International Isotopes .
(deconversion)



Overview of SECY paper

« NMSS is forwarding the proposed rule for the Commission's consideration
by way of a Commission decision-making paper (known as a SECY paper)
submitted through the EDO.

« The SECY paper contains a high level summary of the proposed rule with
background information.

« Specific topics discussed in the SECY paper:

Key features of the proposed rule;

Implementation of the proposed rule;

Coordination with ACRS;

Consideration of NRC'’s strategic goals and objectives;
Stakeholder interactions; and

Implementing guidance.

« SECY paper provides staff recommendation that the Commission approve
the proposed rule for publication in the Federal Register.



Overview of FRN

« Announces the public avalilability of the proposed rule
and solicits comments.

 FRN includes:
— Executive Summary;,
— Detalils on obtaining information and submitting comments;
— Background information on the proposed rule;
— Discussion of the statements of consideration;
— Discussion and text of proposed rule;
— Availablility of associated documents; and
— Administrative sections.



Overview of FRN — proposed rule text

* Proposed 10 CFR 73.53 would require FCF licensees
to establish, implement, and maintain a cyber security
program that detects, protects against, and responds
to a cyber attack capable of causing one or more of
the consequences of concern.

* Proposed conforming changes to 10 CFR 40.31,
40.35, 70.22, 70.32, and 73.46(Q)(6).



Overview of FRN —
consequences of concern

LATENT — DESIGN BASIS THREAT
The compromise, as a result of a cyber attack at a licensee authorized to possess or use a formula quantity of strategic special
nuclear material, of a function needed to prevent one or more of the following:

o Radiological sabotage; 10 CFR 73.1(a)

 Theft or diversion of formula quantities of strategic special nuclear material; or 10 CFR 73.20

¢ Loss of nuclear material control and accounting for strategic special nuclear material. 10 CFR 73.46
10 CFR 74.51

LATENT — SAFEGUARDS
The compromise, as a result of a cyber attack at a licensee authorized to possess or use special nuclear material of moderate
strategic significance, of a function needed to prevent one or more of the following:

e Unauthorized removal of special nuclear material of moderate strategic significance; or ;10 CFR 73.67
e Loss of nuclear material control and accounting for special nuclear material of moderate strategic S|gn|f|cance :10CFR 74.41
ACTIVE — SAFETY
One or more of the following that directly results from a cyber attack: | e
o Radiological exposure of 25 rem or greater for any individual; :10 CFR 70.61
e 30 mg or greater intake of uranium in soluble form for any individual outside the controlled area; or :10 CFR 70.62
e An acute chemical exposure that could lead to irreversible or other serious, long lasting health effects for any
individual.
LATENT — SAFETY AND SECURITY
The compromise, as a result of a cyber attack, of afunctionneededto prevent: | s
 Radiological exposure of 25 rem or greater for any individual; 10 CFR 70.61
« 30 mg or greater intake of uranium in soluble form for any individual outside the controlled area; 10 CFR 70.62
e An acute chemical exposure that could lead to irreversible or other serious, long lasting health effects for any
individual; or :
« Loss or unauthorized disclosure of classified information or classified matter. :10 CFR Part 95
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« Maintain protection,
detection, and response
« Utilize configuration

management system

- evaluate facility changes
prior to implementation

— ensure changes do not
adversely impact ability to
meet program
performance objectives

 Perform periodic review
— annually for Category |
— triennially for all others

* Report and track events

Overview of FRN —
proposed cyber security program

Step 3:
Maintain

Step 1.
|dentify

Step 2:
Protect

* Ensure each VDA is protected
using applicable controls

» Document measures taken to
address controls in implementing
procedure

« Establish site-specific
cyber security plan
- methodology for meeting
program performance
objectives
— commitment to maintain
program
— graded cyber security
controls specific to
consequences of concern
— template provided in draft
regulatory guide
— NRC review and approval
« Establish cyber security
team
* [dentify digital assets that
could result in
conseqguence of concern
* Determine VDAs
(consider alternate

means)
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Overview of draft regulatory analysis

* Provides background, states the problem, clarifies
objectives for rulemaking, and identifies alternative
approaches considered.

« Estimates and evaluates benefits and costs:
— Considers various affected attributes;
— Includes impact on both industry and NRC;
— Quantitative costs; and
— Qualitative benefits.

« Appendix B provides a discussion of vulnerability of
fuel cycle facilities to a cyber threat.
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Overview of draft backfit analysis

Determines the portions of the proposed rulemaking that
constitute backfitting in accordance with the requirements in
10 CFR 70.76.

Specific entities impacted by the proposed rule are not
afforded backfit protection (e.g., 10 CFR Part 40 licensees
and future license applicants).

Applies the adequate protection exception to specific
provisions of the proposed rule (e.g., protecting against the
design basis threats and safeguardlng of classified
iInformation).

Demonstrates a cost justified substantial increase in
protection for the remaining provisions using a threshold
(l.e., break even) analysis.

Commission makes final determination.
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Overview of draft environmental
assessment

« Examines the environmental impact of developing a
performance-based regulatory framework for protecting
against cyber attacks at fuel cycle facllities.

« Discusses:
— ldentification of the proposed action;
— Need for the action;
— Alternative approaches considered; and

— Environmental impacts of the proposed action and alternatives.

« Concludes with finding of no significant impact for the
proposed rule.
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Overview of draft regulatory guide —
content

A. Introduction

B. Discussion

C. Staff regulatory guidance
D. Implementation

Supporting glossary, references, and appendices
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Overview of draft regulatory guide —
Section C: Staff regulatory guidance

General requirements

Cyber security program performance objectives

Cyber Security Team

Cyber security plan

Consequences of concern

|dentification of digital assets

Cyber security controls

Implementing procedures and temporary compensatory measures

© 0 N O Ok DR

Configuration management

10. Review of the cyber security program
11. Event reporting and tracking

12. Recordkeeping
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Overview of draft regulatory guide —
Appendix A: Cyber security plan

A cyber security plan is required to be submitted for NRC
review and approval.

The template provides specific licensee actions and
requirements regarding cyber security.

Cyber security plan must consider site specific conditions.
The applicable cyber security controls must be included in the
submission of the plan and Appendices B — F provide
guidance on an acceptable methodology.

Should a licensee choose to not utilize the NRC template for

their cyber security plan, the licensee must demonstrate the
requirements in 10 CFR 73.53(e) are addressed.
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Overview of draft regulatory guide —
Appendices B — F: Controls for VDAs

Provide cyber security controls that NRC considers
adequate to effectively address cyber security for VDAS.

— Appendix B contains controls applicable to all consequences of
concern.

— Appendices C — F contain additional controls applicable to a
specific consequence of concern.

* Alicensee can choose to adopt the controls in these

appendices (as applicable) and attach them to their cyber
security plan.

Should the licensee choose to develop their own controls, it
must demonstrate that the controls provide the capabillity to
detect, protect against, and respond to a cyber attack
capable of causing a consequence of concern.
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Overview of draft regulatory guide —
Appendices B — F: Controls for VDASs

(continued)

Control Families
>
= — = %] =
2 g = <| 8 < | SI€ |2 |9 w | 5
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oz =SSOl Soclown 3 o QI8 185 | 2x s lccd © 28 1o |22 | 22|28 9>
|| << <O |oa |Bx ]| S| 2 =< puwa|l o o= |as|rxes b oo £
Asset Management . . . ° ° ° ° .
Business Environment ° . ° °
Identify Governance . . . . . . ° ° ° ° ° ° ° ° ° ° ° °
Risk Assessment ° ° ° ° °
Risk Management Strategy ° ° °
Access Control ° . ° ° °
Awareness & Training ° ° ° ° °
Data Security ° ° ° ° ° ° ° ° °
Protect Information Protection o o o R R R R o o o o o o
Processes & Procedures
Maintenance s
Protective Technology ° ° ° ° ° °
Anomalies and Events ° ° ° . . ° ° °
Detect Security Continuous Monitoring ° . . . . ° . ° ° ° .
Detection Processes . . . . ° ° °
Response Planning ° .
Communications ° ° ° . ° ° ° °
Respond Analysis . . . ° ° °
Mitigation ° ° . °
Improvements .
Recovery Planning ° .
Recover Improvements . °
Communications . °
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Overview of draft regulatory guide —
Appendix G: Example of implementation

« Example can be used by a licensee to assist with
developing site-specific identification process,
alternate means analysis, implementing procedures,
and additional considerations.
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Conclusion

NRC currently lacks a comprehensive regulatory framework for
addressing cyber security at fuel cycle facilities.

Methodology in proposed rule and draft regulatory guide would:

— ldentify digital assets whose compromise by a cyber attack would
result in specific consequences of concern to public health and safety
and the common defense and security;

— Protect vital digital assets through a graded approach consistent with
industry accepted standards; and

— Maintain a cyber security program that ensures fuel cycle facilities
remain adequately protected against cyber attacks.

Staff recommends ACRS endorsement of publishing the
proposed rule and draft regulatory guide for formal public
comment.
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