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NRC Senior Resident Inspector Jim Hickey and Resident Inspector Phil Niebaum in the condensor discharge 
tunnel at Hatch nuclear plant, near Baxley, in southeastern GA.
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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20555-0001 

OFFICE OF THE 
INSPECTOR GENERAL 

   September 30, 2009 

MEMORANDUM TO:  Chairman Jaczko 

FROM:    Hubert T. Bell /RA/ 
Inspector General 

SUBJECT:    INSPECTOR GENERAL’S ASSESSMENT OF THE MOST 
SERIOUS MANAGEMENT AND PERFORMANCE 
CHALLENGES FACING NRC (OIG-09-A-21) 

The Reports Consolidation Act of 2000 requires the Inspector General of each Federal 
agency to annually summarize what he or she considers to be the most serious 
management and performance challenges facing the agency and to assess the 
agency’s progress in addressing those challenges.  In compliance with the act, 
I identified seven management and performance challenges confronting the Nuclear 
Regulatory Commission that I consider to be the most serious.

Each of the seven challenges identified this year also appeared on my 2008 list.  The 
single difference between the 2008 and 2009 lists is that the new list excludes prior 
challenge 3, Implementation of a risk-informed and performance-based regulatory 
approach.  This challenge was included in my first list of challenges, issued to 
Congress in January 1998, and remained on the list each year since, with slight 
variations in wording.  I removed the challenge from my list this year because the risk-
informed and performance-based regulatory approach is now mature and reflected 
throughout the agency’s regulatory framework.

We appreciate the cooperation extended to us during this evaluation.  The agency 
provided comments on this report, which have been incorporated as appropriate.  If 
you have any questions, please contact Stephen D. Dingbaum, Assistant Inspector 
General for Audits, at 415-5915 or me at 415-5930. 

Attachment: As stated 
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EXECUTIVE SUMMARY 

BACKGROUND

The Reports Consolidation Act of 2000 requires the Inspector 
General (IG) of each Federal agency to annually summarize what 
he or she considers to be the most serious management and 
performance challenges facing the agency and to assess the 
agency’s progress in addressing those challenges.   

PURPOSE

In accordance with the act, the IG at the U.S. Nuclear Regulatory 
Commission (NRC) updated what he considers to be the most 
serious management and performance challenges facing NRC.
The IG evaluated the overall work of the Office of the Inspector 
General (OIG), the OIG staff’s general knowledge of agency 
operations, and other relevant information to develop and update 
his list of management and performance challenges.  As part of the 
evaluation, OIG staff sought input from NRC’s Chairman, 
Commissioners, and management to obtain their views on what 
challenges the agency is facing and what efforts the agency has 
taken to address previously identified management challenges. 

RESULTS IN BRIEF

The IG identified seven challenges that he considers the most serious 
management and performance challenges facing NRC.  The challenges 
identified represent critical areas or difficult tasks that warrant high-level 
management attention.

The 2009 list of challenges reflects one change from the 2008 list: 

 Prior challenge 3, Implementation of a risk-informed and 
performance-based regulatory approach, was removed as a 
standalone challenge.  This challenge was included in the IG’s 
first list of management challenges, issued to Congress in 
January 1998,1 and has remained on the list each year since, with 
slight variations in wording.  Although this regulatory approach – 
which incorporates risk analysis into regulatory decisions so that 
NRC and licensee attention can be focused on areas of highest 

                                                
1 In December 1997, prior to the Reports Consolidation Act of 2000, Congressman Armey 
requested that Inspectors General independently identify the 10 most serious management 
problems in their respective agencies to help Congress target key problem areas for attention.  
NRC’s IG complied with the request in January 1998.  For subsequent lists, congressional 
members changed the word “problems” to “challenges.”  The Reports Consolidation Act of 2000 
made this an annual reporting requirement for Federal Inspectors General. 
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risk –  is expected to continue evolving in the years ahead, the 
approach is now mature and reflected throughout the agency’s 
regulatory framework.  Therefore, the IG removed the challenge 
from the 2009 list and, instead, addresses the issue in narrative 
about the other challenges, as appropriate.

The chart that follows provides an overview of the seven 
most serious management and performance challenges as 
of September 30, 2009. 

Most Serious Management and Performance Challenges 
Facing the Nuclear Regulatory Commission * 

as of September 30, 2009 
(as identified by the Inspector General)

Challenge 1 Protection of nuclear material used for civilian purposes. 

Challenge 2 Managing information to balance security with openness and 
accountability.

Challenge 3 Ability to modify regulatory processes to meet a changing 
environment, to include the licensing of new nuclear facilities. 

Challenge 4 Oversight of radiological waste. 

Challenge 5 Implementation of information technology and information 
security measures. 

Challenge 6 Administration of all aspects of financial management. 

Challenge 7 Managing human capital. 

*The most serious management and performance challenges are not 
ranked in any order of importance. 

CONCLUSION

The seven challenges contained in this report are distinct, yet 
interdependent relative to the accomplishment of NRC’s mission.  
For example, the challenge of managing human capital affects all 
other management and performance challenges.
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The agency’s continued progress in taking actions to address the 
challenges presented should facilitate achieving the agency’s 
mission and goals. 



Protecting People and the Environment
UNITED STATES NUCLEAR REGULATORY COMMISSION

Fiscal Year 2009 Performance and Accountability Report92

Inspector General’s Assessment of the Most Serious Management and Performance Challenges Facing NRC 

iv

[Page intentionally left blank.] 



Inspector General’s Assessment of the Most Serious Management 
and Performance Challenges Facing the NRC

www.nrc.gov     Protecting People and the Environment 93

Inspector General’s Assessment of the Most Serious Management and Performance Challenges Facing NRC 

v

ABBREVIATIONS AND ACRONYMS 

CFR  Code of Federal Regulations 

CIP  Construction Inspection Program 

COL  combined operating license 

CUI  controlled unclassified information 

FAIMIS Financial Accounting and Integrated Management 
Information System  

FOIA  Freedom of Information Act 

FY  Fiscal Year 

IG   Inspector General 

IT   information technology 

ITAAC  inspections, tests, analyses, and acceptance criteria 

MC&A material control and accounting 

NMMSS Nuclear Materials Management and Safeguards 
System

NRC   U.S. Nuclear Regulatory Commission 

NSTS  National Source Tracking System 

OIG   Office of the Inspector General 

ROP  Reactor Oversight Process 

T&L  Time and Labor 
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I.  BACKGROUND 

On January 24, 2000, Congress enacted the Reports Consolidation 
Act of 2000, requiring Federal agencies to provide financial and 
performance management information in a more meaningful and 
useful format for Congress, the President, and the public.  The act 
requires the IG of each Federal agency to annually summarize 
what he or she considers to be the most serious management and 
performance challenges facing the agency and to assess the 
agency’s progress in addressing those challenges. 

II. PURPOSE 

In accordance with the act’s provisions, the NRC IG updated what 
he considers to be the most serious management and performance 
challenges facing the agency.  The IG evaluated the overall work of 
OIG, the OIG staff’s general knowledge of agency operations, and 
other relevant information to develop and update his list of 
management and performance challenges. 

In addition, OIG sought input from NRC’s Chairman, 
Commissioners, and management to obtain their views on what 
challenges the agency is facing and what efforts the agency has 
taken or planned to address previously identified management and 
performance challenges. 

III. EVALUATION RESULTS 

The NRC’s mission is to regulate the Nation’s civilian use of 
byproduct, source, and special nuclear materials to ensure 
adequate protection of public health and safety, promote the 
common defense and security, and protect the environment.  Like 
other Federal agencies, NRC faces management and performance 
challenges in carrying out its mission. 

Determination of Management and Performance Challenges

Congress left the determination and threshold of what constitutes a 
most serious management and performance challenge to the 
discretion of the Inspectors General.  As a result, the IG applied the 
following definition in identifying challenges:
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Serious management and performance challenges are mission critical areas or 
programs that have the potential for a perennial weakness or vulnerability that, 
without substantial management attention, would seriously impact agency 
operations or strategic goals. 

Based on this definition, in 2009, the IG revised his list of the most 
serious management and performance challenges facing NRC.
The challenges identify critical areas or difficult tasks that warrant 
high-level management attention.  The following chart provides an 
overview of the seven management challenges.  The sections that 
follow the chart provide more detailed descriptions of the 
challenges, descriptive examples related to the challenges, and 
examples of efforts that the agency has taken or are underway to 
address the challenges.

Most Serious Management and Performance Challenges 
Facing the Nuclear Regulatory Commission * 

as of September 30, 2009 
(as identified by the Inspector General)

Challenge 1 Protection of nuclear material used for civilian purposes. 

Challenge 2 Managing information to balance security with openness and 
accountability.

Challenge 3 Ability to modify regulatory processes to meet a changing 
environment, to include the licensing of new nuclear facilities. 

Challenge 4 Oversight of radiological waste. 

Challenge 5 Implementation of information technology and information 
security measures. 

Challenge 6 Administration of all aspects of financial management. 

Challenge 7 Managing human capital. 

*The most serious management and performance challenges are not 
ranked in any order of importance. 
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Changes to Management Challenges

The IG identified seven challenges that he considers the most serious 
management and performance challenges facing NRC.  The challenges 
identify critical areas or difficult tasks that warrant high-level 
management attention.

This year’s list of challenges reflects one change from last year’s list:

 Prior challenge 3, Implementation of a risk-informed and 
performance-based regulatory approach, was removed as a 
standalone challenge.  This challenge was included in the IG’s 
first list of management challenges, issued to Congress in 
January 1998,2 and has remained on the list each year since, with 
slight variations in wording.  Although this regulatory approach – 
which incorporates risk analysis into regulatory decisions so that 
NRC and licensee attention and activities can be focused on 
areas of highest risk –  is expected to continue evolving in the 
years ahead, the approach is now mature and reflected 
throughout the agency’s regulatory framework.  Therefore, the IG 
removed the challenge from the 2009 list and, instead, addresses 
the issue in narrative about the other challenges, as appropriate.

                                                
2 See footnote 1 for a description of management challenges lists developed in response to 
congressional requests prior to the Reports Consolidation Act of 2000. 
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CHALLENGE 1 
Protection of nuclear material used for civilian purposes. 

NRC is authorized to grant licenses for the possession and use of 
radioactive materials and establish regulations to govern the 
possession and use of those materials.

NRC’s regulations require that certain material licensees have 
extensive material control and accounting (MC&A) programs as a 
condition of their licenses.  All other material licensees (including 
those requesting authorization to possess small quantities of 
special nuclear materials) must develop and implement plans that 
demonstrate a commitment to accurately control and account for 
radioactive materials. 

NRC may relinquish its authority to regulate certain radioactive 
materials and limited quantities of special nuclear material to 
States.  After these States demonstrate that their regulatory 
programs are adequate to protect public health and safety and are 
compatible with NRC’s program, the States enter into an 
agreement assuming this regulatory authority from NRC and are 
called Agreement States. 

The issues facing NRC and the agency’s actions to address each 
issue include the following:   

Issue:  Implement the National Source Tracking System (NSTS), 
Web-Based Licensing,3 and the Licensing Verification System4 to 
ensure the accurate tracking and control of byproduct material, 
especially those materials with the greatest potential to impact 
public health and safety.  

Action:  NSTS became operational early in 2009.  
Furthermore, the agency is working to meet its goal of 
getting Web Based Licensing on line by late 2009 or early 
2010.  NRC continues to work on the development of the 
Licensing Verification System. 

Issue:  Ensure that radioactive material is adequately protected to 
preclude its use for malicious purposes.   

                                                
3 A Web-Based Licensing system is intended to serve as a repository for nationwide license 
information from both NRC and Agreement States. 
4 A License Verification System is planned to interface with NSTS and the Web-Based Licensing 
system to provide secure, online verification of license and inventory information. 
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Action:  NRC staff recently proposed a final rulemaking to 
amend its regulations to expand the current NSTS to include 
Category 3 materials. 5  The staff in its proposal concluded 
that improving the accountability of certain lower level 
sources could reduce the possibility of these sources being 
aggregated to higher activity levels for potential malevolent 
use.  In June 2009, the Commission was unable to reach a 
majority decision on the staff proposal to expand NSTS to 
include additional specific licensees that possess sealed 
sources containing Category 3 threshold quantities of 
radioactive material.  Therefore, the proposed action was not 
approved.

Issue:  Ensure adequate inspections to verify licensees’ 
commitments to their MC&A programs. 

Action:  NRC is enhancing its inspection programs.
Currently, in response to an OIG audit,6 NRC is working on 
documenting how risk insights were applied to its reactor 
MC&A program to determine what types and quantities of 
materials must be inspected and the frequency of those 
inspections.  Fuel cycle facility MC&A inspections have 
become a shared responsibility between the Office of 
Nuclear Material Safety and Safeguards and Region II.  The 
agency is training staff to ensure that there are two MC&A 
inspectors in headquarters and two in Region II.   

Issue:  Ensure reliable accounting of special nuclear materials in 
the NRC and Department of Energy’s jointly managed Nuclear 
Materials Management and Safeguards System (NMMSS). 

Action:  NRC has been working since 2003 to resolve 
MC&A issues in response to OIG-03-A15, Audit of NRC’s 
Regulatory Oversight of Special Nuclear Materials.  On 
February 7, 2008, NRC approved a final rule that amended 
its regulations in Title 10, Code of Federal Regulations (10 
CFR), Parts 40, 72, 73, 74, and 150, to improve the 
accuracy of material inventory information maintained in
NMMSS.  The amendments, effective January 1, 2009, 
lower the threshold of reportable quantities of special nuclear 
material and certain source materials to NMMSS, modify the 

                                                
5 Consistent with guidelines established by the International Atomic Energy Agency, NRC 
categorizes nuclear materials into five groups based on radioactivity level.  Category 1 materials 
pose the greatest potential for radiological consequences and Category 5 the least. 
6 OIG-03-A-15, Audit of NRC’s Regulatory Oversight of Special Nuclear Materials (March 23, 
2003). 
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types and timing of submittals to NMMSS, and require 
licensees to reconcile any material inventory discrepancies 
that NRC identifies in the NMMSS database.  NRC 
anticipates that these changes to NMMSS reporting 
requirements will improve the accuracy of material balance 
(inputs/outputs) information.

Issue:  Ensure that Agreement State programs are adequate to 
protect public health and safety and the environment and are 
compatible with NRC’s program. 

Action:  NRC conducts about eight reviews per year of 
Agreement State radiation control programs under NRC’s 
Integrated Materials Performance Evaluation Program using 
performance indicators to ensure that public health and 
safety is being adequately protected and that Agreement 
State programs are compatible with NRC’s program.  NRC 
plans to perform a self-assessment of its evaluation program 
by July 2010. 
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CHALLENGE 2 
Managing information to balance security with openness and 
accountability.

NRC employees create and work with a significant amount of 
sensitive information that needs to be protected.  Such information 
includes sensitive unclassified information and classified national 
security information contained in written documents and various 
electronic databases. 

In addressing continuing terrorist activity worldwide, NRC 
continually reexamines its information management policies and 
procedures.  NRC faces the challenge of attempting to balance the 
need to protect sensitive information from inappropriate disclosure 
with the agency’s goal of openness in its regulatory processes.
Over the past year, NRC has made various efforts to improve 
public access to information while protecting sensitive information, 
including security-related information, from inappropriate 
disclosure. 

The issues facing NRC and the agency’s actions to address each 
issue include the following: 

Issue: Be responsive to the numerous information requests from 
State and local governments, as well as the public, to ensure 
openness and accountability within the resource constraints of the 
agency.

Action: The staff have conducted a number of stakeholder 
outreach efforts to include public meetings on specific 
regulatory issues and with elected officials regarding issues 
at facilities within their jurisdiction.

Issue: Manage information in accordance with new Federal 
Government policies for designating, marking, safeguarding, and 
disseminating controlled unclassified information (CUI). 

Action: In May 2008, the White House issued a Presidential 
Memorandum conveying requirements for the designation 
and sharing of controlled unclassified information.  The 
memorandum also established a framework for designating, 
marking, safeguarding, and disseminating terrorism-related 
CUI that originates in departments and agencies.  Under the 
CUI framework, all CUI will be categorized into one of three 
combinations of safeguarding procedures and dissemination 
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controls, which will be indicated through one of three 
identified markings:  (1) Controlled, Standard; (2) Controlled, 
Specified; and (3) Controlled Enhanced, Specified.

The CUI framework was created to standardize “Sensitive 
But Unclassified” practices and thereby improve information 
sharing.  NRC has until 2013 to implement new CUI policies 
and procedures.  Safeguards Information7 is exempt from 
the new regulations; therefore, NRC will continue to manage 
Safeguards Information according to current policies.  

Issue: Ensure that sensitive information is handled in accordance 
with agency policies and procedures for public disclosure. 

Action:  NRC recognized weaknesses in contracts 
regarding personal information such as social security 
numbers and dates of birth, and implemented the use of a 
contract clause for protecting personal information that may 
be provided, collected, used, possessed, or processed in the 
course of performing work under an NRC contract.

Action: NRC implemented new Freedom of Information Act 
(FOIA) procedures based on guidelines issued in January 
2009.  In a memorandum to heads of executive departments 
and agencies, the Attorney General instructed Government 
workers to apply "a presumption of disclosure" when 
handling FOIA requests.  According to the new guidelines, 
agencies also need to take affirmative steps to make 
information public and not wait for specific requests from the 
public.

Action: In April 2009, NRC issued Management Directive 
3.17, NRC Information Quality Program, to implement the 
NRC Information Quality Program, and thereby ensure the 
quality of information it relies on for decisionmaking or

                                                
7 Safeguards Information is a special category of sensitive unclassified information authorized by 
Section 147 of the Atomic Energy Act of 1954, as amended, to be protected.  Although 
Safeguards Information is sensitive unclassified information, it is protected similar to Government 
classified confidential information and significantly more than other sensitive unclassified 
information.  Disclosure of Safeguards Information could reasonably be expected to have a 
significant adverse effect on the health and safety of the public and/or the common defense and 
security by significantly increasing the likelihood of theft, diversion, or sabotage of materials or 
facilities subject to NRC jurisdiction. 
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disseminates to the public.  The directive includes guidance 
on how to make an information correction request and a 
description of the NRC process for processing Information 
Correction Requests and appeals.

NRC also revised Management Directive 3.4, Release of 
Information to the Public, to reflect current guidance on the 
timing of release of documents to the public, add 
consolidated guidance on the withdrawal of documents from 
the Agencywide Documents Access and Management 
System Public Library, and reflect the agency’s revised 
policy on protection and disclosure of information. As part of 
the revision, NRC separated from the Directive and placed 
on NRC’s internal Web site specific guidance for staff 
concerning which documents should routinely be released to 
the public.  Placement of this guidance on the Web is 
intended to allow for frequent updating by all offices and 
regions.

Issue: Provide external stakeholders with clear and accurate 
information about regulatory programs and facilitate public 
participation in the regulatory process. 

Action: The staff solicited public input concerning how NRC 
could increase public access to security information (e.g., 
security inspection reports) and held four public meeting 
around the country to acquire opinions.  This information 
was considered by the NRC staff in preparing SECY-08-
0185, Options for Security Openness, Transparency, and 
Reactor Oversight Process Improvements, which was 
presented to the Commission in late 2008.  The Commission 
reviewed the three options presented in SECY-08-0185, two 
of which would have made more security information 
available to the public, and considered the staff’s 
recommendation for one of those two options.  The 
Commission was unable to reach a majority decision on the 
staff’s recommendation; therefore, the proposed action was 
not approved.

Issue: Review and strengthen programs to protect licensee, 
vendor, and Government-owned assets (e.g., facility designs, 
technology descriptions, dual use material and components, 
classified information) from compromise by foreign sources and 
industrial espionage and increase awareness of the relationship of 
these assets to the Nation’s economic and industrial base and 
energy infrastructure.
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Action: NRC has recognized the need to ensure 
technological data involving licensee, vendor, and 
Government-owned assets is fully protected against 
potential loss to adversaries.  NRC has promulgated orders 
that provide additional security measures for the protection 
of these assets.

NRC employees and contractors are required to have a 
baseline level of security awareness upon entry on duty and 
the receipt of a security clearance.  Others, depending on 
their job and involvement in the creation and use of 
protected information, are provided various "role based" 
training programs, such as classifier's training, training for 
administrative personnel, declassification training, Secret 
Internet Protocol Router Network users training, and 
Sensitive Compartmented Information Access training.  The 
training is layered, targeted, and recurring for those who 
have specific responsibilities for various types of protected 
information.

In addition, NRC has increased its information security 
awareness through the issuance of a variety of agencywide 
announcements informing staff of the methods employed by 
those targeting NRC information systems and the 
corresponding need for employees to heighten their 
computer security information protection posture. 
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CHALLENGE 3 
Ability to modify regulatory processes to meet a changing environment, to 
include the licensing of new nuclear facilities. 

NRC faces the challenge of maintaining its core regulatory 
programs while adapting to changes in its regulatory environment.
NRC must address a growing interest in licensing and constructing 
new nuclear power plants to meet the Nation’s increasing demands 
for energy production.  As of June 2009, NRC had received 18 
Combined Operating License (COL) applications.  NRC expects to 
receive an additional five COL applications through FY 2011. 

While responding to the emerging demands associated with 
licensing and regulating new reactors, NRC must maintain focus 
and effectively carry out its current regulatory responsibilities, such 
as inspections of the current fleet of operating nuclear reactors and 
fuel cycle facilities.  NRC intends to increase its safety focus on 
licensing and oversight activities through risk-informed and 
performance-based regulation.8

The challenges facing NRC and the agency’s actions to address 
each challenge include the following:

New Facilities 

Issue: Implement the new Construction Inspection Program (CIP).
This includes (1) risk-informing CIP activities to ensure the safe 
operation of newly constructed nuclear facilities and (2) ensuring 
that the NRC staff has the necessary knowledge and skill to 
successfully implement the CIP. 

Action:  The Office of New Reactors has developed the new 
CIP in accordance with 10 CFR Part 52.  The newly 
developed inspections, tests, analyses, and acceptance 
criteria (ITAAC) have been integrated into the Part 52 
licensing process to create a design-specific, pre-approved 
set of performance standards that the licensee must meet 
and that the Commission must find have been met, before 
the licensee can load fuel and operate the plant.

                                                
8 Risk-informed performance-based regulation incorporates risk analysis into regulatory 
decisions.  This approach is intended to improve the regulatory process by focusing both NRC 
licensee attention and activities on the areas of highest risk. 
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Additionally, the agency has issued and revised a number of 
Inspection Manual Chapters and procedures to implement 
the new ITAAC process.

NRC has revised Inspection Manual Chapter 1252, 
Construction Inspector Training and Qualification Program,
to ensure that the agency is effectively preparing inspectors 
to implement the new CIP.  The agency will monitor the 
effectiveness of the training program as inspections of the 
new construction projects begin.

Issue:  As the public’s demand for new energy sources continues, 
NRC must ensure that the process for reviewing applications for 
new facilities focuses on safety and effectiveness. 

Action:  NRC’s preparations have been focused on issuing 
reactor design certifications, revising the regulation that 
governs early site permits, and engaging in ongoing 
interactions with nuclear plant designers and utilities 
regarding prospective new reactor applications and licensing 
activities.  In April 2009, the Office of New Reactors 
developed a set of goals with the purpose of enhancing the 
agency’s ability to plan and implement its reviews more 
effectively in a dynamic environment resulting from changes 
in the applicants' business strategies.

NRC is taking a "design-centered review approach" to 
optimize the COL application review process.  Part of the 
license review process includes conducting performance-
based vendor inspections and quality assurance/quality 
control audits.

Existing Fleet

Issue:  NRC’s license renewal and power uprate review processes 
must effectively focus on an applicant’s ability to ensure the 
continued safe operation of the plant.  

Action:  For planning purposes, NRC continues to work with 
plant licensees to develop a schedule of anticipated requests 
for license renewals and power uprates.  The agency has 
also implemented a number of recommendations to improve 
the license renewal review and power uprate processes to 
include closer management oversight.  For license renewal 
reviews, the agency has updated report-writing guidance to 
include management expectations and report-writing 
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standards.  For power uprate reviews, the agency has 
developed a training module for technical reviewers and 
project managers that is specifically focused on writing or 
contributing to a safety evaluation.

Issue:  Respond to a heightened public focus on license renewals 
resulting in contested hearings. 

Action:  NRC has open dialogs with the industry, licensees, 
and stakeholders, and appropriate comments have been 
incorporated into new inspection procedures.  Additionally, 
the license renewal process allows stakeholders to request a 
hearing in order to present their concerns.

Issue:  Ensure the ability to identify emerging operating and safety 
issues at all plants including issues associated with license renewal 
and power uprate; consistently apply regulatory and review 
changes in response to these emerging issues across the existing 
fleet of reactors. 

Action:  NRC continues to make changes to its regulatory 
programs based on emerging operational and safety issues 
related to license renewal and power uprate.  For example, 
as a result of identified weaknesses in the power uprate 
program, Inspection Procedure 71004 was revised to 
provide additional guidance on inspection planning, 
implementation, and documentation.  Annually, agency staff 
communicate the status of the license renewal and power 
uprate programs to the Commission.

Issue:  Establish and maintain effective, stable, and predictable 
regulatory programs or policies for all programs. 

Action:  NRC continues to interface with stakeholders, 
develop regulatory policy, update rules and technical 
guidance, provide technical leadership and management for 
the Reactor Oversight Process (ROP), and support the 
development of programmatic changes when needed.
Additionally, the ROP features an annual assessment 
process which is used to revise the process as necessary. 
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CHALLENGE 4 
Oversight of radiological waste.

NRC regulates spent nuclear fuel generated from commercial 
nuclear power reactors, which is referred to as high-level 
radioactive waste. NRC faces significant issues involving the 
potential licensing of the proposed Yucca Mountain repository for 
storing high-level radioactive waste.  Additional challenges in the 
high-level waste area include the interim storage of spent nuclear 
fuel, certification of storage and transportation casks, and the 
oversight of decommissioned reactors and other nuclear sites.

Additionally, the amount of low-level waste continues to grow; 
however, no new disposal facilities have been built since the 1980s 
and unresolved issues will multiply as the once-operational disposal 
facilities shut down. 

The challenges facing NRC and the agency’s actions to address 
each challenge include the following: 

Issue:  Address increasing quantities of radiological waste 
requiring interim or permanent disposal sites. 

Action:  NRC developed and implemented a risk-informed 
decisionmaking framework in connection with a wide range 
of nuclear waste storage issues.  The NRC has conducted 
reviews using the framework for dry cask storage systems 
and concluded that such systems provide a safe means to 
store spent nuclear fuel with exceedingly low risk.  NRC has 
met with Agreement States and industry to discuss guidance 
on interim storage of Class B/C waste.9 Stakeholder
outreach is an integral part of NRC’s low level waste 
strategic assessment.

Issue:  Address issues regarding the license application to 
construct a high-level radioactive waste repository at Yucca 
Mountain.

Action:  The NRC is continuing to review the Yucca 
Mountain license application submitted by the Department of 
Energy in June 2008, and is conducting high-level waste 
licensing activities to ensure public health and safety and 
protection of the environment.  Due to the unprecedented 

                                                
9 Classes A, B, and C radioactive waste present increasing levels of risk of disposal, with Class C 
waste posing the greatest risk. 



Protecting People and the Environment
UNITED STATES NUCLEAR REGULATORY COMMISSION

Fiscal Year 2009 Performance and Accountability Report114

Inspector General’s Assessment of the Most Serious Management and Performance Challenges Facing NRC 

18

number of contentions filed, the Department of Energy’s 
decision not to submit the required Environmental Impact 
Statement, and the staff’s limited resources, the agency has 
stated that the review proceedings will not meet the 10 CFR 
Part 2, Appendix D schedule.  In 2009, NRC issued the final 
requirements in 10 CFR Part 63 to align agency regulations 
to new Environmental Protection Agency standards for 
radiation protection at a high-level waste repository. 

Issue:  Oversight of low-level waste disposal, including low-level 
radioactive waste disposal sites. 

Action:  NRC modified Inspection Procedure 84900 to 
address long-term storage of Class B and C waste.  As 
recommended in the Low-Level Waste Strategic 
Assessment, NRC issued Regulatory Issue Summary 2008-
32, which consolidated previous NRC low-level waste 
guidance and communicated to licensees that the NRC's 
staff position continues to be that low-level waste storage 
must meet NRC requirements and that when constructing 
new low-level waste storage facilities the regulations for 
evaluating proposed changes to facilities must be met.

Issue:  Oversight of nuclear waste issues associated with the 
decommissioning and cleanup of nuclear reactor sites and other 
facilities.

Action:  NRC continues to hold public meetings with 
stakeholders and licensees to explore safe and secure 
storage options associated with decommissioning of plants, 
such as transitioning from spent pool storage to dry cask 
storage.  NRC continues to oversee the 14 power reactors 
currently undergoing decommissioning.  NRC staff published 
NUREG-1307, Report on Waste Burial Charges, which 
provides updated low-level waste disposal costs for 
reference pressurized water reactor and boiling water 
reactor based on estimated disposal volumes. 
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CHALLENGE 5 
Implementation of information technology and information security 
measures.

 
NRC needs to continue upgrading and modernizing its information 
technology (IT) and security capabilities both for employees and for 
public access to the regulatory process.  Recognizing the need to 
modernize, the Office of Information Services established goals to 
improve the productivity, efficiency, and effectiveness of agency 
programs and operations, and enhance the use of information for 
all users inside and outside the agency.  NRC also needs to ensure 
that system security controls are in place to protect the agency’s 
information systems against misuse. 

 
The issues related to this challenge and the agency’s actions to 
address each issue include the following: 

Issue: Upgrade and manage IT activities to improve the 
productivity, efficiency, and effectiveness of agency programs and 
operations. 

Action: A specialized team reporting to the Director of the 
Office of Information Services Infrastructure and Computer 
Operations Division was established.  This team is 
responsible for planning and coordination activities to ensure 
the agency’s IT infrastructure is sufficient to support growth 
and program needs.

Action: In the second quarter of FY 2009, the Office of 
Information Services hosted a 1-day IT summit for NRC 
offices and regions to engage in discussions with offices and 
regions to provide a better understanding of the agency’s IT 
program, raise an appreciation for the necessary and crucial 
planning needed to properly execute technology projects, 
whether they are led from a program office or the Office of 
Information Services, and to verify the current plans and 
directions for technology modernization across the agency.
A variety of presentations enhanced understanding and 
encouraged discussion of IT project interrelationships and 
explained the need for a clear, agreed-upon strategy and 
path forward on all agency IT projects.

Action: An aggressive implementation schedule was 
developed to upgrade the existing IT environment and to 
bring new technologies to NRC.  Some of the projects under 
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development include strategies, methods, and tools used to 
capture, manage, store, preserve, and deliver content and 
documents related to organizational processes.  

Issue: Provide laptop computers with enhanced functionality, 
security, and support. 

Action: An agency laptop standard and security policy was 
developed and published on the NRC intranet and 
distributed via an announcement.  The Customer Support 
Center offers encrypted thumb drives as well as a laptop 
loaner program.  Standard policies for the use of commercial 
wireless devices, services, and technologies have also been 
implemented.  The IT infrastructure was expanded to 
support 1,000 Blackberry devices.

Issue: Ensure that information systems and assets are protected. 

Action: The Computer Security Office has taken action on 
identified vulnerabilities.  Such actions include (1) certifying 
and accrediting 89 percent of the agency’s systems that are 
reported to the Office of Management and Budget under the 
agency’s Federal Information Security Management System, 
(2) initiating a continuous monitoring system to evaluate IT 
security controls of agency IT systems to provide assurance 
that systems remain secure after having been authorized to 
operate, and (3) publishing IT security policy to address 
current agency needs to include encryption of data at rest, 
encryption of data in transmission, and use of thumb drives.

Action: The agency is providing a secure network for 
authorized users to access safeguards information 
documents electronically.  This system will cut down on the 
need to print documents and will enable the management 
and collaboration of safeguards documents in a centralized 
electronic document management system.   

Issue: Ensure that plans for a cyber security inspection program 
are developed and implemented. 

Action: The staff plans to develop an inspection procedure 
for conducting cyber security inspections at nuclear power 
plants and hold training for NRC cyber security inspectors.  
The inspections are planned to be conducted between 
calendar year 2012 and 2016.
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CHALLENGE 6 
Administration of all aspects of financial management.

NRC management is responsible for establishing and maintaining 
effective internal controls and financial management systems that 
meet the objectives of several statutes including the Federal 
Managers’ Financial Integrity Act.  This act mandates that NRC 
establish controls that reasonably ensure that (1) obligations and 
costs comply with applicable law; (2) assets are safeguarded 
against waste, loss, unauthorized use, or misappropriation; and 
(3) revenues and expenditures are properly recorded and 
accounted for.  This act encompasses program operational, and 
administrative areas, as well as accounting and financial 
management.

In addition, NRC’s management of its expanded grant program 
must be conducted in accordance with Federal regulations, which 
includes ensuring that funds are distributed and used as intended. 

The issues related to this challenge and the agency’s actions to 
address each issue include the following: 

Issue: Replace the agency’s current financial systems, which are 
obsolete, overly complex, and inefficient. 

Action:  On May 8, 2009, the Chief Financial Officer 
announced that the agency had selected Momentum 
Financials as the software for the Financial Accounting and 
Integrated Management Information System (FAIMIS) 
implementation project.  In June 2009, the agency began the 
configuration and integration phase of the project.  The 
planned “go-live” date is October 1, 2010.  To ensure that 
FAIMIS performs as intended, the agency will conduct final 
user acceptance testing and end-to-end testing in parallel 
with the NRC legacy systems during the 6 months prior to 
the October “go-live” date.

Action:  On July 20, 2009, NRC implemented e-Travel, a 
governmentwide initiative to improve travel operations and 
management.  The paperless system automates travel 
documentation and approval, funds certification, and booking 
of travel reservations.  Currently, e-Travel includes local and 
temporary duty travel.  The agency plans to implement 
specialized travel, such as foreign and premium class travel, 
by December 2010. 
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Action:  NRC plans to implement an upgrade to the Time 
and Labor System (T&L) during the second quarter of 
FY 2010.  The upgrade will provide a modern, Web-enabled 
version of the existing PeopleSoft T&L software.  The 
system will also provide the capability for electronic workflow 
and approval of employee timesheets.   

Issue:  Respond to Commission direction and implement 
recommendations of the Advisory Group on Budget Formulation 
and Financial Plan Reporting (Advisory Group).  This issue 
encompasses both budget formulation and budget execution.   

Action:  In response to direction from the Commission to 
improve the agency’s budget formulation process, the 
agency has undertaken efforts to implement a more top-
down, programmatic-based budget process.  Improvements 
include an update of the budget structure, which is being 
implemented in a two-phased approach.  The agency is 
identifying product lines and specific products for each 
product line during formulation of the FY 2011 and 2012 
budgets, respectively.  The ultimate goal of the budget 
structure is to integrate budget formulation, execution, and 
performance information to support the assessment of the 
efficiency and effectiveness of agency programs, products, 
and activities.

Action:  Based on the Advisory Group’s reviews and initial 
recommendations, the Office of the Chief Financial Officer 
(OCFO) and the Office of the Executive Director for 
Operations (OEDO) made a number of improvements to the 
FY 2009 budget execution process.  These improvements 
include the CFO/EDO periodic budget briefings, an earlier 
mid-year review exercise, increased focus on identifying and 
processing deobligations, quarterly Advanced Procurement 
Plan updates, and the use of IT to enhance communication 
and efficiency.  A recent Advisory Group report and 
Commission direction included recommendations for 
additional improvements to the budget execution process.  In 
general, the level of process maturity for budget execution 
lags behind that of budget formulation by a few years.
Additional challenges in this area may result from possible 
future Continuing Resolutions, which can impact the timing 
of receipt of future appropriations.

Issue:  Manage the agency’s expanded grant program to ensure 
funds are efficiently and effectively distributed and used as 
intended.
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Action:  In response to legislative and congressional 
direction over the past several years, NRC has initiated and 
implemented a new education grant program.  In FY 2007, 
NRC was authorized to distribute $5M in education grants, 
and for both FY 2008 and 2009, this figure increased to $20 
million.  Prior to FY 2007, NRC’s financial assistance 
program was much smaller; for example, NRC provided 
about $1.5 million in assistance during FY 2006, and 
$564,000 in FY 2005.  To implement its expanded grant 
program, NRC has hired several grant experts from other 
Federal agencies and is working to establish and document 
a process for announcing grants, reviewing applications, and 
administering these types of grants.  NRC also is conducting 
a Lean Six Sigma10 review of the agency’s process for 
awarding grants to reduce the overall time for processing 
grants.  Another Lean Six Sigma goal is to implement a 
formal, electronic tracking and reporting system that 
minimizes data inconsistencies.  

In addition to the issues noted above, the agency has taken 
several steps to meet the challenge of administering all 
aspects of financial management.  Those steps include 
completing the requirements to receive a certification and 
accreditation over the License Fee Billing System, instituting 
a new process to estimate the accounts payable balance, 
evaluating the expansion of the cross-servicing effort to 
other NRC financial activities, and streamlining the financial 
reports preparation process for account reconciliation and 
financial statement generation.

                                                
10 Lean Six Sigma is a methodology for improving business processes that combines the 
strategies and tools from two other business process improvement methodologies 
focused on (1) reducing process time and resources by eliminating unnecessary delays 
and steps, and (2) identifying and reducing specific sources of process variation.  
Combining these two complimentary methodologies, in conjunction with a successful 
implementation, is thought to result in a process that is faster, takes less resources, is 
more consistent, and, therefore, more predictable.   
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CHALLENGE 7 
Managing human capital. 

NRC’s human capital needs are changing due to the receipt of 
applications to construct and operate the next generation of nuclear 
reactors and to increase the number of fuel cycle facilities.  To 
effectively manage human capital as these changes progress, while 
continuing to accomplish the agency's mission, NRC must continue 
to implement the following initiatives: 

 Timely personnel security adjudication. 
 Space planning. 
 Recruitment, training, and knowledge management.
 Optimal use of resources. 

The issues related to this challenge and the agency’s actions to 
address each issue include the following: 

Issue:  Timely personnel security adjudication.  Work start dates for 
NRC employees, contractors, and licensees are frequently delayed 
for months at a time due to the time-consuming personnel security 
adjudication process currently in place for granting access 
authorization.

Action:  The agency is reviewing its hiring process for 
external applicants, which includes the entire hiring and 
security process that occurs from identification of an active 
vacancy through the entrance on duty date, and plans to 
develop recommendations to expedite the process during
FY 2010.

Action:  In accordance with Executive Order 13467, 
Reforming Processes Related to Suitability for Government 
Employment, Fitness for Contractor Employees, and 
Eligibility for Access to Classified National Security 
Information dated June 30, 2008, NRC has developed 
reciprocity processes and procedures to accept applicable 
investigations and adjudications conducted by other Federal 
agencies.

Action:  The HR Recruitment Activity Tracking System was 
modified to include security processing and adjudication 
status information.  Reports from this system are shared with 
the program offices to keep managers informed of the status 
of their new hires. 
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Issue:  Space planning.  NRC must continue to accomplish the 
agency's mission and communicate effectively with staff located in 
multiple office locations. 

Action:  NRC is implementing a Headquarters Strategic 
Housing Plan designed to meet space needs through
FY 2013.  The agency expects to begin consolidating staff 
by occupying a new permanent building in close proximity to 
the White Flint Complex in FY 2012.  Furthermore, most 
NRC regional offices are seeking new office space to 
accommodate additional staff in order to meet increased 
workload demands. 

Action:  To ensure the agency maintains its sense of one 
community while employees are in multiple locations, a 
Staying Connected Working Group that includes 
representatives from various NRC Offices has been meeting 
regularly since 2008.  Its role is to confirm that employees in 
interim buildings are receiving the services they need to 
perform their work and maintain workplace satisfaction.
Among other accomplishments, the working group has 
facilitated onsite demonstrations of virtual meeting service 
for employees in interim buildings and arranged to increase 
shuttle service among headquarters buildings.  The group 
also is looking at the uses of videoconferencing and other 
electronic methods to facilitate connectivity, and it is 
developing a “Staying Connected” Web page.

Action:  On January 1, 2009, Region III acquired an 
additional 11,028 square feet of leased office space to 
consolidate offices and improve the readiness and 
capabilities by further enhancing the integration of safety and 
security with key emergency and communications systems.

Issue:  Recruitment, training, and knowledge management.  NRC 
must continue to address anticipated increased workload demands 
and retirements. 

Action:  NRC is refining the agency’s human capital 
program through the following initiatives: (1) streamlining 
and enhancing the hiring process through use of emerging 
technologies such as the centralized hiring tools available 
through the USAJobs.Gov Web site and implementation of 
Lean Six Sigma process change recommendations; (2) 
refining work life programs intended to improve employee 
satisfaction and wellness; (3) implementing a Leaders 



Inspector General’s Assessment of the Most Serious Management 
and Performance Challenges Facing the NRC

www.nrc.gov     Protecting People and the Environment 123

Inspector General’s Assessment of the Most Serious Management and Performance Challenges Facing NRC 

27

Academy that provides contemporary management and 
leadership training and continued development to current, 
future and potential NRC leaders; and (4) using advanced 
training methods to improve skills, target individual learning 
styles, reduce travel, and reduce time to competency. 

Action:  NRC is implementing knowledge management 
strategies11 that include mentoring, early replacement hiring, 
and rehiring annuitants with or without use of a pension 
offset as applicable.12  The agency also has developed a 
knowledge management Web site, expressly for the purpose 
of retaining knowledge before key employees are promoted 
or retire. 

Action:  In response to legislative and congressional 
direction, NRC recently implemented a $20-million per year 
education grant program to support and develop the 
educational infrastructure necessary to allow the Nation to 
safely move its nuclear energy initiatives forward.  Funds are 
used to support courses and curricula relevant to careers in 
the nuclear field and to provide scholarships, fellowships, 
and faculty development to benefit the nuclear sector.  While 
these grants are expected ultimately to benefit the entire 
nuclear profession by increasing the pool of competent, 
qualified workers to work in the nuclear field, NRC also 
benefits from an increased applicant pool from which to 
draw.

Issue:  Optimize utilization of resources to address the change in 
agency workload resulting from various states becoming 
Agreement States. 

Action:  Regional and program offices are working 
cooperatively within the budget process to assure resources 
are allocated to address changing workloads.  The agency 
has also been evaluating the impacts on projected workload 
over the next several years. 

                                                
11 Knowledge management involves capturing critical information and making the right 
information available to the right people at the right time to assure that knowledge and experience 
of the current staff is passed on to the next generation of NRC staff. 

12 This flexibility allows NRC to rehire a retiree to fill a position at full pay if the agency has 
experienced difficulty in filling a position, or if a temporary emergency exists. 
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IV. CONCLUSION 

The seven challenges contained in this report are distinct, yet are 
interdependent to accomplishing NRC’s mission.  For example, the 
challenge of managing human capital affects all other management 
and performance challenges.

The agency’s continued progress in taking actions to address the 
challenges presented should facilitate achieving the agency’s 
mission and goals. 
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Appendix 
SCOPE AND METHODOLOGY 

This evaluation focused on the IG’s annual assessment of the most 
serious management and performance challenges facing the NRC.
The challenges represent critical areas or difficult tasks that warrant 
high level management attention.  To accomplish this work, the 
OIG focused on determining (1) current challenges, (2) the 
agency’s efforts to address the challenges during FY 2009, and
(3) future agency efforts to address the challenges. 

OIG reviewed and analyzed pertinent laws and authoritative 
guidance, agency documents, and OIG reports, and sought input 
from NRC officials concerning agency accomplishments relative to 
the challenge areas and suggestions they had for updating the 
challenges.  Specifically, because challenges affect mission critical 
areas or programs that have the potential to impact agency 
operations or strategic goals, NRC Commission members, offices 
that report to the Commission, the Executive Director for 
Operations, and the Chief Financial Officer were afforded the 
opportunity to share any information and insights on this subject.    

OIG conducted this evaluation from June through August 2009.
The major contributors to this report were Anthony Lipuma, Deputy 
Assistant Inspector General for Audits; Steven Zane, Team Leader; 
Beth Serepca, Team Leader; Sherri Miotla, Team Leader; and  
Judy Gordon, Quality Assurance Manager. 
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Reactor installation containment area.
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Management Decisions  
and Final Actions  

on OIG Audit 
Recommendations

Oyster Creek Nuclear Generating Station is 
located south of Toms River, NJ. It is run by 
Exelon Generation Co., LLC.
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Chairman Jazcko (then Commissioner) visiting Donald C. Cook Nuclear Plant in Berrion County, MI in  
April 2009.
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Management Decisions Not Implemented Within 1 Year
For the OIG audit reports listed in the following tables, the NRC made management decisions before  
October 1, 2008. As of September 30, 2009, NRC had not taken final action, including OIG final review and 
closure, on some issues. Completion of the activities listed in the column “Actions Pending” will complete agency 
action on the listed OIG audit and evaluation recommendations.

Government Performance and Results Act: Review of the  
Fiscal Year 1999 Performance Report (OIG-01-A-03)
February 23, 2001

The Office of the Inspector General (OIG) of the U.S. Nuclear Regulatory Commission (NRC) conducted this audit at the 
request of the chairman of the Senate Committee on Governmental Affairs to determine whether NRC’s fiscal year (FY) 
1999 performance data were valid and reliable and whether the FY 2000 performance data would be more valid and 
reliable. The audit found that, while the NRC was improving and strengthening its performance reporting process, as interim 
policy guidance, the agency needed to institute management control procedures to produce valid and reliable data. The 
agency should then institutionalize the procedures in an NRC management directive (MD).

Open Recommendations Actions Pending

1. 	 Develop an NRC management directive (MD) 
to provide the management controls needed 
to ensure that the NRC produces credible 
Government Performance and Results Act 
(GPRA) documents.

The NRC issued interim guidance for performance management 
and reporting performance information in July 2001, consistent 
with GPRA requirements. In July 2002, the NRC issued a 
new MD 4.8 and associated Handbook, titled, “Performance 
Measurements,” for intraagency review and comment. Staff 
subsequently decided that the agency should address performance 
measurement in the broader context of budget and performance 
integration. Therefore, the NRC decided to incorporate MD 4.8 
into a revision of MD 4.7 and Handbook, which will be titled, 
“Planning, Budgeting, and Performance Management.” The revised 
MD 4.7 and Handbook will clarify the roles and responsibilities 
in setting the agency’s strategic direction, determining planned 
activities and resources, measuring and monitoring performance, 
and assessing performance.

In August 2007, the Commission directed the Chief Financial 
Officer, in coordination with staff, to provide options for improving 
the agency’s budget formulation process. The staff developed and 
implemented a new top-down budget process in formulating the 
agency’s FY 2010 and FY 2011 budgets. Subsequently, the staff 
considered lessons learned from the NRC task force that reviewed 
the agency’s budget formulation process.

As a result of lessons learned from the budget process, the agency 
decided that it would address its strategic planning process and 
performance assessment in separate management directives. 
MD 4.7 and Handbook will address roles and responsibilities in the 
agency’s budget formulation process.

Based on the task force’s current schedule for issuing guidance on 
the agency’s budget formulation process, the staff expects to publish 
MD 4.7 and Handbook in January 2010.

3.. 	 Include guidance on reporting unmet goals in 
both the management directive and the interim 
policy guidance on implementing GPRA 
initiatives.
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Review of the Nrc’s Handling and Marking of Sensitive 
Unclassified Information (OIG-03-A-01)

October 16, 2002

The OIG conducted this audit to assess NRC’s program for handling, marking, and protecting of Official Use Only (OUO) 
information, a category of sensitive unclassified information. The audit found that NRC’s program and guidance for the 
handling and marking of sensitive unclassified information may not adequately protect OUO information from inadvertent 
public disclosure. The audit also found that the agency does provide training on a regular basis to all NRC employees and 
contractors on handling and protecting sensitive unclassified information.

Open Recommendations Actions Pending

1. 	 Update the guidance for OUO documents 
to require clear identification of sensitive 
unclassified information to prevent its 
inadvertent disclosure.

2. 	 Mandate consistent use of defined markings on 
documents containing OUO information and 
clarify the markings that should be used on 
sensitive unclassified information.

Agency corrective actions require issuance of a revised MD 
covering sensitive unclassified, nonsafeguards information (SUNSI) 
and a new MD covering safeguards information (SGI). The NRC 
issued MD 12.7, “NRC Safeguards Information Security Program,” 
on SGI on June 25, 2009. The revision of SUNSI is on hold 
pending the issuance of standard Federal guidance on Controlled 
Unclassified Information (CUI) by the National Archives and 
Records Administration (NARA), which is the executive agent for 
implementing the CUI policy. The NRC will revise SUNSI policy to 
align it with the CUI guidance.  
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Audit of the Nrc’s Regulatory Oversight of Special Nuclear 
Materials (OIG-03-A-15)

May 23, 2003

OIG conducted this audit to determine whether the NRC adequately ensures that its licensees control and account for special 
nuclear material (SNM). The audit found that NRC’s current level of oversight of licensees’ material control and accounting 
(MC&A) activities does not provide adequate assurance that all licensees properly control and account for SNM. The audit 
reported that the NRC performs only limited inspections of licensees’ MC&A activities and thus cannot ensure the reliability 
of data in the Nuclear Materials Management & Safeguards System (NMMSS). The U.S. Department of Energy manages 
this computer database and shares it with the NRC as the national system for tracking certain private- and Government-
owned nuclear materials.

Open Recommendations Actions Pending

1. 	 Conduct periodic inspections to verify 
that material licensees comply with MC&A 
requirements, including, but not limited to, 
visual inspections of licensees’ SNM inventories 
and validation of report information.

The NRC issued a revised rule, effective January 1, 2009, to address 
the issue of NMMSS records, and is working on a separate revision 
of MCEA regulations for fuel cycle facilities. The final rule will 
consolidate MC&A regulations and the licensing process. The 
technical basis for the rulemaking will include the basis for making 
the MC&A program risk informed and explain how the rulemaking 
will be applied to the program.

As part of the revised Fuel Cycle Facility Oversight Process 
(FCOP) currently under development, the NRC is revising 
inspection plans applicable to fuel facilities, including MC&A 
inspections. The FCOP is designed to be a more risk-informed 
and performance‑based process. As part of this process, the NRC 
may revisit inspection resources and frequencies for all types of 
materials licensees’ MC&A inspections for SNM. 

3. 	 Document the basis of the approach used to risk 
inform NRC’s oversight of MC&A activities for 
all types of materials licensees.
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Audit of the Nrc’s Incident Response Program (Oig-04-A-20)

September 16, 2004

OIG conducted this audit to determine whether the NRC performs its incident response (IR) program in a timely and 
effective manner, provides adequate support to licensees, and maintains readiness and qualifications of staff. The audit 
found that, while the NRC has improved its program since the Three Mile Island 2 accident on March 29, 1979, the agency 
needs to do more to ensure that the program is performed consistently, is more fully understood by licensees, and maintains 
a well-defined process for demonstrating that staff are qualified and ready to respond.

Open Recommendations Actions Pending

4. 	 Periodically review regional incident 
response programs to ensure NRC’s 
incident response program is carried out 
consistently across the agency.

Recommendation 4 will be closed when the NRC completes the initial 
regional review. As of August 2009, the staff has completed the IR program 
assessments at Regions I, II, IV, and headquarters. The agency published 
the assessment results in a report to the Office of Nuclear Security and 
Incident Response’s Deputy Director for IR. The report can be found in the 
Agencywide Documents Access and Management System (ADAMS) under 
Accession Nos. ML082100586 for Region I, ML073240937 for Region II, 
ML083390799 for Region IV, and ML092230718 for headquarters. The 
assessment for Region III is currently scheduled to coincide with Region 
III’s participation in the Braidwood Exercise on March 22, 2010. 
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Independent Evaluation of the Nrc’s Implementation of the 
Federal Information Security Management Act for Fy 2004  
(OIG-04-A-22)

September 30, 2004

This was an independent evaluation of the NRC’s implementation of the Federal Information Security Management Act 
(FISMA) for FY 2004. The review found that, while the NRC had made improvements to its automated information security 
program, the agency still needs to make additional improvements.

Open Recommendations Actions Pending

5. 	 Recertify and reaccredit the NRC Data 
Center/Telecommunications System (DC/T).

The authority to operate (ATO) for the telecommunications 
system was granted on August 21, 2009 (see ADAMS Accession 
No. ML091270317). There are a total of 29 plans of action and 
milestones (POA&Ms) for the system, and 11 are currently 
open. The agency is currently scheduling activities and will 
report completion dates to the Office of Management and 
Budget (OMB) as part of the FISMA reporting requirements 
period which ends December 31, 2009. 
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System Evaluation of the Integrated Personnel Security System 
(OIG-05-A-08)

January 14, 2005

OIG conducted this evaluation as part of its review of the NRC’s implementation of FISMA for FY 2004. The objective was 
to review and evaluate the management, operational, and technical controls for the integrated personnel security system 
(IPSS), which replaced NRC employee security information contained in paper files and in a less-capable automated data 
system. The review found that the IPSS security test and evaluation were not comprehensive and independent, security 
documentation was not always consistent with National Institute of Standards and Technology guidelines, and security 
protection requirements were not consistent within the security documentation.

Open Recommendations Actions Pending

1. 	 Recertify and reaccredit IPSS based on an 
independent, comprehensive, and fully documented 
assessment of all management, operational, and 
technical controls.

The ATO was granted on September 18, 2009. 

2. 	 Update the IPSS risk assessment report to include 
listed changes.

The IPSS risk assessment was updated. The ATO was granted 
on September 18, 2009.

3. 	 Update the IPSS system security plan to include 
listed changes.

The IPSS system security plan was updated. The ATO was 
granted on September 18, 2009.

4. 	 Update the IPSS system security plan to include a 
section on planning for security in the life cycle and 
a section on incident response capability.

The IPSS system security plan was updated. The ATO was 
granted on September 18, 2009. 

5. 	 Update the IPSS system security plan to describe  
all controls currently in place. In‑place controls  
are those marked at least at Level 3 in the  
self-assessment and that were documented as  
passed in the last security test and evaluation report 
(or in any test and evaluation on controls added 
since publication of that report).

The IPSS system security plan was updated. The ATO was 
granted on September 18, 2009. 

8. 	 Update the IPSS system security plan and IPSS self-
assessment to consistently define the protection 
requirements (confidentiality, integrity, and 
availability).

The IPSS system security plan was updated. The ATO was 
granted on September 18, 2009. 
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Audit of the Nrc’s Budget Formulation Process (OIG-05-A-09)

January 31, 2005

OIG conducted the audit to determine whether the budget formulation portion of the NRC’s planning, budgeting, and 
performance management process is effectively used to develop and collect data to align resources with strategic goals 
and is efficiently and effectively coordinated with program and support offices. The audit found that the NRC effectively 
develops and collects data to align resources with strategic goals, prepares the budget in alignment with the Strategic Plan, 
and successfully conducts OMB-required program assessment rating tool evaluations. The audit also found that the agency 
needed additional internal coordination and communication efforts.

Open Recommendations Actions Pending

1. 	 Clarify the roles and responsibilities of the 
Chief Financial Officer and the Executive 
Director for Operations in the budget 
formulation process.

A revision of MD 4.7 and Handbook, “Planning, Budgeting, and 
Performance Management,” will clarify roles and responsibilities and 
document the budget formulation process, including decisionmaking, 
and will provide for a logical, comprehensive sequencing of events for 
obtaining early Commission direction and approval.

In August 2007, the Commission directed the Chief Financial Officer, 
in coordination with staff, to provide options for improving the agency’s 
budget formulation process. The staff developed and implemented a 
new top-down budget process in formulating the agency’s FY 2010 and 
FY 2011 budgets. Subsequently, the staff considered lessons learned 
from the NRC task force that reviewed the agency’s budget formulation 
process.

As a result of lessons learned from the budget process, the agency 
decided to address its strategic planning process and performance 
assessment in separate management directives. MD 4.7 and Handbook 
will address roles and responsibilities in the agency's budget 
formulation process.

Based on the task force’s current schedule for issuing guidance on the 
agency’s budget formulation process, the agency expects to publish MD 
4.7 and Handbook in January 2010. (MD 4.7 and Handbook will also 
address the decisionmaking roles and responsibilities of the program 
review committee.)

2. 	 Document the decisionmaking process and 
the roles and responsibilities of the program 
review committee.

3. 	 Document the budget formulation 
process to ensure a logical, comprehensive 
sequencing of events that provides for 
obtaining early Commission direction and 
approval.
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Audit of the Nrc’s Telecommunications Program (OIG-05-A-13)

June 7, 2005

OIG conducted this audit to evaluate controls over the use of NRC telecommunications services and the physical 
security of NRC telecommunications systems. OIG found that the agency needs to strengthen controls over the use of 
telecommunications services and the physical security of NRC telecommunications systems.

Open Recommendations Actions Pending

3. 	 Revise Management Directive 2.3 and Handbook, 
“Telecommunications,” to include effective 
management controls over NRC headquarters staff 
use of agency telecommunications services.

On March 31, 2009, the Office of Information Services (OIS) 
advised OIG that it was working towards submitting MD 2.3 
and its associated handbook to the Office of Administration 
(ADM). Current estimates call for concurrence in 
mid‑November 2009, with submission to the directives team in 
December 2009. The goal is to publish the MD and handbook 
by December 31, 2009.
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Audit of the Nrc’s Decommissioning Program (OIG-05-A-17)

September 21, 2005

OIG conducted this audit to determine whether the NRC’s decommissioning program achieves desired performance results, 
as stated in the Strategic Plan and reported in the Performance and Accountability Report. The audit found that, while the 
NRC’s decommissioning program has processes in place to monitor, evaluate, and report on performance, some performance 
results could not be verified. In addition, although staff implemented most of the recommendations from an FY 2003 self-
evaluation of the program, the agency had not made progress on a few recommendations.

Open Recommendations Actions Pending

1. 	 Clarify and disseminate expectations for 
generating and maintaining supporting 
documentation for performance data to staff 
responsible for preparing and collecting 
performance data.

Revised MD 4.7 and Handbook will clarify expectations for 
generating and maintaining supporting documentation for 
performance data.

In August 2007, the Commission directed the Chief Financial 
Officer, in coordination with staff, to provide options for improving 
the agency’s budget formulation process. The staff developed and 
implemented a new top-down budget process in formulating the 
FY 2010 and FY 2011 budgets. Subsequently, the staff considered 
lessons learned from the NRC task force that reviewed the agency’s 
budget formulation process.

As a result of lessons learned from the budget process, the agency 
decided to address its strategic planning process and performance 
assessment in separate management directives. MD 4.7 and 
Handbook will address the roles and responsibilities in the agency’s 
budget formulation process.

Based on the task force’s current schedule for issuing guidance on 
the agency’s budget formulation process, the staff expects to publish 
MD 4.7 and Handbook in January 2010.
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System Evaluation of Security Controls for Stand-alone Personal 
Computers and Laptops (OIG-05-A-18)

September 22, 2005

OIG conducted this evaluation as part of its review of the NRC’s implementation of FISMA for FY 2005, with the objectives 
of evaluating the effectiveness of NRC security policies, procedures, practices, and controls for stand-alone personal 
computers (PCs) and laptops. The audit found that these policies, procedures, practices, and controls were not adequate, 
that the devices were not monitored for compliance with Federal regulations, and that agency information technology (IT) 
coordinators’ understanding of disposal practices for these devices was not consistent.

Open Recommendations Actions Pending

2. 	 Develop and require users to sign a rules of 
behavior agreement accepting responsibility for 
implementing security controls on stand-alone 
PCs and laptops.

The NRC developed its agencywide rules of behavior for authorized 
computer use and provided them as part of the annual computer 
security awareness course. As part of completing the course, users 
are required to electronically acknowledge the rules of behavior.

3. 	 Develop and implement procedures for verifying 
all required security controls are implemented 
on stand-alone PCs and laptops.

NRC staff is currently reviewing the compliance review process. 
This process requires meeting and auditing at either the system 
or program-office level (or both) to discuss specific agenda items 
regarding a system, common issues that impact a number of 
systems, and verification of security controls for PCs and laptops. 
The Computer Security Office (CSO) expects to finalize the 
process in the first quarter of FY 2010 and begin a new quarterly 
compliance review process in the second quarter of FY 2010.

4. 	 Provide users guidance on compliance with 
Executive Order 13103, “Computer Software 
Piracy,” for stand-alone PCs and laptops.

The agency developed and disseminated clear guidance on 
compliance with Executive Order 13103 for stand-alone PCs and 
laptops as part of the standard rules of behavior discussed above 
under Recommendation 2.

The standard rules of behavior include statements regarding 
compliance with Executive Order 13103 for stand-alone PCs and 
laptops. As part of the agency’s computer security awareness course, 
participants electronically acknowledge the rules of behavior.

5. 	 Develop and require users to sign a  
rules-of-behavior agreement acknowledging 
their compliance with Executive Order 13103, 
“Computer Security Piracy,” for stand-alone  
PCs and laptops.

As part of the development of the standard rules of behavior 
discussed above under Recommendations 2 and 4, the agency 
developed a standard rules-of-behavior agreement for users to 
acknowledge their compliance with Executive Order 13103 for 
stand-alone PCs and laptops. NRC offices were notified of the 
requirement for all users of such devices.
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6. 	 Develop and implement procedures for 
monitoring compliance with Executive  
Order 13103, “Computer Security Piracy,”  
for stand-alone PCs and laptops.

Procedures for monitoring compliance with Executive Order 13103 
for stand-alone PCs and laptops will be developed and issued 
as part of the standard rules of behavior discussed above under 
Recommendation 2

The compliance review process is currently undergoing 
coordination and review. This process requires meeting and 
auditing at either the system or program office level (or both) to 
discuss specific agenda items regarding a system, common issues 
that impact a number of systems, and verification of security 
controls for PCs and laptops. CSO expects to finalize the process 
in the first quarter of FY 2010 and begin the new quarterly 
compliance review process in the second quarter of  
FY 2010.
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Evaluation of the Nrc's Use of Probabilistic Risk Assessment  
In Regulating the Commercial Nuclear Power Industry  
(OIG-06-A-24)

September 29, 2006

The objectives of this evaluation were to determine whether the NRC is following prevailing good practices in probabilistic 
risk assessment (PRA) methods and data in its use of PRA, using prevailing good practices in PRA methods and data 
appropriately in its regulation of nuclear power plant licensees, and achieving the objectives of the PRA policy statement. 
The evaluation concluded that, although the NRC is employing prevailing good practices in regulation of nuclear power 
plants, the agency lacks formal, documented processes and associated configuration control for PRA computer models and 
software.

Open Recommendations Actions Pending

3. 	 Conduct a full verification and validation (V&V) 
of the Systems Analysis Program for Hands-On 
Integrated Reliability Evaluations (SAPHIRE) 
Version 7.2 and Graphical Evaluation Module 
(GEM). (SAPHIRE and GEM are software 
programs used to perform evaluations of 
Standardized Plant Analysis Risk Model (SPAR) 
models and provide risk results based on the 
events or initiators evaluated.)

Because development of SAPHIRE Version 8 is in progress, a 
full V&V of SAPHIRE Version 7 would not be an effective use of 
resources. Therefore, the release of SAPHIRE Version 8, which will 
include an independent verification and validation (IV&V), will 
close this recommendation.

The Office of Nuclear Regulatory Research (RES) continues to be 
on schedule to release SAPHIRE Version 8 in April 2010. Important 
quality assurance activities have commenced since the last update. 
For example, IV&V activities began in April 2009. Additionally, 
the RES staff is performing an internal peer review in accordance 
with RES Office Instruction (OI) PRM-010, “Peer Review of RES 
Projects,” as well as periodic software audits of SAPHIRE Version 8, 
in accordance with RES OI PRM‑012, “Software Quality Assurance 
for RES Sponsored Codes.” The staff will incorporate the results of 
these efforts and ongoing beta software testing as appropriate into 
the development of Version 8 to ensure that the April 2010 release 
is of sufficient quality to support NRC needs.
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Audit of the Nrc’s Technical Training Center (OIG-O7-A-05)

January 9, 2007

This audit identified opportunities to improve the economy, efficiency, and effectiveness of the Technical Training Center’s 
operations.

Open Recommendations Actions Pending

1. 	 Revise MD 13.1 to require that property 
inventories should include independent 
verification of the property by someone other 
than the property holder.

The revision to MD 13.1, “Property Management,” was sent to 
all offices for comment on April 2, 2009, and ADM resolved the 
comments received, including those of OIG, in mid-August 2009. 
MD 13.1 is currently undergoing final ADM review before being 
forwarded for final agency review and approval. ADM expects to 
issue revised MD 13.1 by January 29, 2010.

11. 	 Include questions specific to instructor 
performance on all course evaluations.

By memorandum dated April 20, 2009, OIG stated that it will close 
this recommendation once the agency develops questions specific 
to instructor performance and includes those questions on all 
course evaluations.

In September 2009, the Human Resources Training and 
Development (HRTD) staff revised Operating Procedure  
(OP)-410, “HRTD Training Evaluation,” to include questions 
specific to instructor performance on all course evaluations.
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Audit of the Nrc’s Regulation of Nuclear Fuel Cycle Facilities 
(OIG-07-A-06)

January 10, 2007

This audit determined whether the NRC has an effective and efficient approach to fuel cycle facility oversight. The audit 
found that the NRC could enhance the current Fuel Cycle Facility Oversight Program by developing and implementing a 
framework modeled after a structured process, such as the Reactor Oversight Process (ROP).

Open Recommendations Actions Pending

1. 	 Fully develop and implement a framework 
for the Fuel Cycle Facility Oversight Program 
(FCFOP) that is consistent with a structured 
process, such as the Reactor Oversight Process 
(ROP).

Agency corrective actions include initiatives to improve fuel 
cycle oversight, including performing a structured evaluation of 
integrated safety analysis (ISA) annual updates, providing fuel cycle 
input to a revision of the NRC enforcement policy, and completing 
a safety culture pilot plan. The staff has completed the review of the 
2007 ISA annual updates and has developed changes to the review 
process. The ISA update review was concluded following the review 
of the 2008 annual updates. The staff has drafted proposed changes 
to the NRC enforcement policy to align the policy with revisions 
to Title 10 of the Code of Federal Regulations (10 CFR) Part 70, 
“Domestic Licensing of Special Nuclear Material.” The enforcement 
policy revision will conclude when the staff issues the new policy 
at the end of 2009. The lengthiest corrective action is the two-
phase Office of Nuclear Material Safety and Safeguards safety 
culture project plan, of which Phase I is complete. Phase II of the 
plan consists of implementing the Phase I results. The staff plans 
to incorporate the Phase I results into the new FCOP. The FCOP 
project is currently underway with the formation of an FCOP 
working group and completion of a number of public meetings 
with industry. 
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Audit of the Nrc’s Badge Access System (OIG-07-A-10)

January 23, 2007

This audit determined whether the current badge access system meets its required operational capabilities and provides for 
the security, availability, and integrity of the system data.

Open Recommendations Actions Pending

13. 	 In accordance with NRC requirements for listed 
systems, develop an access system security plan 
and appoint an information system security 
officer.

ADM received several security categorization documents for 
updating to newer templates, causing a delay in the process. Since 
Access is a listed security system on a fully enclosed network, 
the OIS contractor did not give this task a high priority, causing 
additional delay. Once approved, the staff will forward the security 
categorization documentation, which officially lists the information 
system security officer (ISSO) for Access, with the remainder of the 
certification and accreditation (C&A) documentation. An ISSO 
and alternate ISSO have been appointed (ADAMS Accession No. 
ML091200613). Approval of the Access system security plan is 
expected by November 2, 2009.

15. 	 Complete the actions necessary to address the 
access weaknesses contained in the penetration 
test reports.

ACCESS is on a fully enclosed network environment and does not 
connect to any other system or to the Internet. Because of other 
high priorities, ADM has determined that it is not cost effective or 
imperative to correct the findings from the penetration tests with 
the current, closed network, since the implementation of Homeland 
Security Presidential Directive (HSPD)-12 will result in system 
upgrade or replacement. Many of the findings were related to 
weaknesses present only if the system is connected to other systems 
or to the Internet. ADM is working with CSO to ensure that any 
issues which may arise during system upgrade are immediately 
resolved. This is part of the C&A process. Recommendation 15 is 
currently scheduled to be resolved by December 29, 2009.
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Audit of the Nrc’s Noncapitalized Property (OIG-07-A-14)

July 12, 2007

This audit determined whether the NRC has established and implemented an effective system of management controls for 
maintaining accountability and control of noncapitalized property.

Open Recommendations Actions Pending

7. 	 Modify MD 13.1, “Property Management,” to 
reference, where applicable, MD 12.5, “NRC 
Automated Information Security Program,” to 
include procedures for coordinating with OIS 
regarding missing property that contains or 
may contain personally identifiable information 
(PII).

The revision to MD 13.1 was sent to all offices for comment on 
April 2, 2009, with comments due in 30 days. Comments were 
received from the offices, including the Office of the Inspector 
General, and were resolved by the Office of Administration (ADM) 
by the middle of August 2009. The requisite changes were made to 
the record copy of MD 13.1 and final ADM review was completed 
on October 29, 2009. The package is being forwarded for final 
agency review and approval. It is anticipated that the revised MD 
13.1 will be issued by January 29, 2010.

11. 	 Work with the OIG to modify MD 13.1 to 
develop a process for notifying the OIG 
Assistant Inspector General for Investigations 
of all reports (Form 395, “Report of Property 
for Survey”) of missing sensitive property and 
missing nonsensitive property with a current 
value of at least $1,000.

The revision to MD 13.1 was sent to all offices for comment on 
April 2, 2009, with comments due in 30 days. Comments were 
received from the offices, including the Office of the Inspector 
General, and were resolved by the Office of Administration (ADM) 
by the middle of August 2009. The requisite changes were made to 
the record copy of MD 13.1 and final ADM review was completed 
on October 29, 2009. The package is being forwarded for final 
agency review and approval. It is anticipated that the revised MD 
13.1 will be issued by January 29, 2010.
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Audit of the Nrc’s License Renewal Program (OIG-07-A-15)

September 5, 2007

OIG conducted an audit of the license renewal review program and, while acknowledging the existence of a comprehensive 
license renewal review process, the audit identified several areas in which improvements would enhance program 
operations. The audit included eight recommendations. Based on prior staff responses to the audit recommendations, OIG 
closed Recommendations 1, 2, 3, 5, 6, and 8, and determined that Recommendations 4 and 7 will be resolved once the staff 
finalizes license renewal guidance documents. The staff committed to update the guidance documents by June 30, 2009. On 
September 24, 2009, the Office of Nuclear Reactor Regulation issued a status memorandum to OIG confirming issuance of 
the guidance documents.

Open Recommendations Actions Pending

4. 	 Establish requirements and management 
controls to standardize the conduct and depth of 
license renewal operating experience reviews. 

This recommendation was previously considered resolved and will 
close once OIG completes a review of the guidance documents 
submitted on September 24, 2009, to determine whether the 
actions provided fully satisfy the intent of the recommendation. 
The guidance documents submitted for OIG review include the 
License Renewal Project Manager Handbook Attachment 29, 
Revision 1, “Safety Evaluation Report Writing Guidelines  
and Samples”; the License Renewal Project Management  
Handbook Attachment 31, “Operating Experience Review 
Responsibilities”; and the License Renewal Project Manager 
Handbook Attachment 32, “Audit Report Guidance.”

These guidance documents establish requirements and 
management controls to standardize the conduct and depth of 
license renewal operating experience reviews.

7. 	 Establish a review process to determine whether 
or not Interim Staff Guidance (ISG) meets the 
provisions of 10 CFR 54.37(b), and document 
accordingly. 

This recommendation was previously considered resolved.  It 
will close once the OIG completes a review of the license renewal 
interim staff guidance (LR-ISG) process document submitted on 
September 24, 2009, to determine whether the actions provided 
fully satisfy the intent of the recommendation. The staff issued a 
revision to the LR-ISG process to include provisions to determine 
and document whether the requirements of 10 CFR 54.37(b) apply 
to an LR-ISG.
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Review of the Nrc’s Process for Placing Documents In the 
Agencywide Documents Access and Management System  
Public and Nonpublic Libraries (OIG-07-A-16)

September 6, 2007

This audit determined the effectiveness and consistency with which the staff profiles and processes documents for entry into 
the public or nonpublic Agencywide Documents Access and Management System (ADAMS)  libraries.

Open Recommendations Actions Pending

3. 	 After MD 3.4 and supporting guidance are 
updated and consolidated, conduct a training 
needs analysis and develop appropriate training 
for staff with responsibilities for determining 
whether ADAMS records should be publicly or 
nonpublicly available.

The NRC Professional Development Center offers an existing 
ADAMS training program. OIS is working with Office of Human 
Resources to develop additional course materials on determining 
which ADAMS documents should be publicly available and which 
should not. Once implemented, this will help staff make informed 
decisions.

A training needs analysis was conducted and training for staff with 
responsibilities for determining whether ADAMS records should 
be publicly or nonpublicly available has been included in the 
course, “ADAMS Document Processing.” Staff will report on this in 
a status report due to OIG on November 30, 2009.

6. 	 Conduct periodic assessments of the accuracy 
with which NRC staff are applying the agency’s 
criteria for designating records as public or non-
public by assessing a random sample of records 
against the agency’s criteria for making these 
determinations.

The agency issued MD 3.4, “Release of Information to the Public,” 
on February 6, 2009. In October 2009, OIS will conduct an annual 
assessment of the accuracy with which the staff applies the agency 
criteria for designating records as public or nonpublic by evaluating 
a random sample of records against the agency criteria for making 
these determinations. The results of the initial assessment will be 
reported in the status report due to OIG on November 30, 2009.
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Audit of Assessment of Security at Nrc Buildings In  
Rockville, Md; Bethesda, Md; and Las Vegas, Nv (OIG-07-A-18)

September 25, 2007

These security assessments determined the adequacy of physical security and emergency planning measures at the identified 
NRC buildings.

Open Recommendations Actions Pending

11. 	 Post signs near vehicle entrance directing 
pedestrians further west along Marinelli 
Avenue, and paint “Crosswalk” to direct 
pedestrians along a safe path to two 
controlled entry points.

Implementation of HSPD-12 included an overall assessment of 
physical access controls at the NRC headquarters complex. An NRC 
consultant completed an assessment of Recommendation 11 on 
February 29, 2008. Based on that assessment, the staff is preparing 
a proposed plan and cost analysis on installing a security fence to 
enclose the rear of the complex. The fence will control pedestrian 
traffic entering the One White Flint North and Two White Flint North 
buildings at the P1 levels. Because of the complexity of the terrain 
and associated easements with the NRC property, the agency awarded 
an architectural and engineering contract to Oudens & Knoop on 
September 26, 2008. Oudens & Knoop completed the design phase 
of this project in August 2009. The NRC must brief the Maryland 
National Capitol Planning Commission on the security fence project. 
This briefing is tentatively scheduled for November 2009. The 
construction phase of this project is tentatively scheduled for  
spring 2010. Recommendation 11 is scheduled for completion  
by June 30, 2010.
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Independent Evaluation of the Nrc’s Implementation of the 
Federal Information Security Management Act for Fy 2007  
(OIG-07-A-19)

September 28, 2007

An independent evaluation of the NRC’s implementation of Federal Information Security Management Act (FISMA) for 
FY 2007 found that the NRC information security program needed improvements.

Open Recommendations Actions Pending

11. 	 Develop and implement quality assurance 
procedures for the Plan of Action and 
Milestones (POA&Ms).

In addition to documenting the procedures, CSO will also 
undertake other steps related to improving the quality of POA&M 
information. This will include (1) documenting procedures for 
conducting independent verification and validation of POA&Ms 
to ensure their adequacy as part of the security assessment review 
process (2) acquiring additional contract support to assist in 
establishing a compliance review process in which CSO will review 
security documentation, conduct vulnerability scanning, and  
(3) meet with each system owner on an annual basis to verify the 
status of remediation efforts; to assess the comprehensiveness of 
planned corrective action; and to validate the accuracy of tasks, 
responsibilities, and milestones for each outstanding weakness.

These activities will take place quarterly and target approximately 
25 percent of the overall number of POA&Ms. 

After 6 months of research and evaluation, CSO selected Xacta 
as the agency’s tool for automating the POA&Ms. CSO recently 
purchased the Xacta application. Additionally, CSO developed 
the POA&M process (ADAMS Accession No. ML092810195) and 
plans to start meeting with the system owners in the first quarter  
of FY 2010.
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14. 	 Develop and implement procedures for ensuring 
that employees and contractors with significant 
IT security responsibilities are identified, that 
they receive security awareness and training, 
and that the individual and associated training 
are readily correlated. This is Recommendation 
10 from OIG-05-A-21, “Independent Evaluation 
of NRC’s Implementation of FISMA for  
Fiscal Year 2005.”

All IT security roles were identified by means of a data call issued 
July 31, 2009, by CSO to all offices. The IT Security Role-Based 
Training Plan, available at http://www.internal.nrc.gov/CSO/
documents/FINAL%20IT%20Role-Based%20Training%20 
Plan.doc, identifies the training requirements for those with 
significant IT responsibilities, the type of training expected for each 
role, and the frequency of training for each role. CSO is working 
with a contractor to draft and present six specific role-based 
courses which address six roles (ISSO, system administrator,  
IT manager, system owner, executive manager, and senior 
manager). Two ISSO courses are planned for the second quarter 
of FY 2010. The system owner is responsible for using the training 
plan procedures to address the training needs of his or her 
personnel with IT roles.

http://www.internal.nrc.gov/CS/documents/FINAL%20IT%20Role-Based%20Training%20Plan.doc
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Audit of the Nrc’s Alternative Dispute Resolution Program  
(Oig-08-A-03)

December 14, 2007

This audit was conducted to determine whether the enforcement-related alternative dispute resolution (ADR) program, 
both early and postinvestigation ADR, was complete and ready for full implementation. The NRC deemed the ADR pilot 
program a success, and the staff, ADR participants, and other external stakeholders expressed satisfaction with the program. 
However, OIG found that the postinvestigation ADR process was not ready for full implementation because of weaknesses in 
the program’s guidance and management controls.

Open Recommendations Actions Pending

2. 	 Incorporate the interim guidance into the 
Enforcement Policy and Manual.

The staff is preparing to submit a major revision of the 
Enforcement Policy, including the policy related to ADR, to the 
Commission. The agency published the draft Enforcement Policy 
in the Federal Register in September 2008, and republished the 
revised Enforcement Policy supplements in June 2009. After 
resolution of both internal and external stakeholder comments, 
the staff will submit the policy to the Commission for approval by 
December 31, 2009. The Enforcement Manual revision is complete.
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Audit of the Nrc’s Planned Cybersecurity Program  
(OIG-08-A-06)

March 18, 2008

This audit determined how upcoming changes to the NRC’s cybersecurity oversight processes might impact the agency’s 
physical security inspection program.

Open Recommendations Actions Pending

1. 	 Develop and implement plans for a 
cybersecurity oversight program that captures 
skill set and workload requirements for 
cybersecurity inspections, and targets resources 
to prepare for program implementation in 
calendar year 2010.

Through the planning, budgeting, and performance management 
process, the staff has requested staff and contract resources for 
program development in calendar year 2010. With the requested 
resources, the staff tentatively plans to develop a temporary 
instruction inspection procedure and related enforcement 
guidance, conduct training for the cybersecurity inspection team, 
and prepare for associated industry workshops. The inspections 
conducted using the temporary instruction will provide the 
framework for further development of the cybersecurity oversight 
program and the program’s transition into the ROP.
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Audit of the Nrc’s Oversight of Licensees’ Nuclear Security 
Officers (OIG-08-A-07)

March 18, 2008

This audit assessed the NRC’s oversight of security officers employed by licensees to protect nuclear power plants. It 
considered the fitness-for-duty regulations in 10 CFR Part 26, “Fitness for Duty Program,” as well as pertinent regulations in 
10 CFR Part 73, “Physical Protection of Plants and Materials.”

Open Recommendations Actions Pending

2. 	 Integrate behavioral observation program 
regulations with access authorization  
regulations in ongoing Part 73  
rulemaking. 

The staff has issued Regulatory Guide (RG) 5.66, “Access 
Authorization Program for Nuclear Power Plants.” RG 5.66 
endorses Nuclear Energy Institute (NEI) 03-01, “Nuclear Power 
Plant Access Authorization Program,” which provides the 
implementing guidance to address this recommendation. The staff 
provided OIG with information to close this recommendation in a 
memorandum dated September 16, 2009 (ADAMS Accession No. 
ML092380191). 
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Audit of the Nrc’s Continuity of Operations Plan (OIG-08-A-10)

May 21, 2008

This audit determined NRC’s compliance with requirements for security surveys of the NRC’s continuity of operations plan 
facilities.

Open Recommendations Actions Pending

1. 	 Revise current agency guidance governing 
security surveys of NRC continuity facilities 
to reflect Federal requirements (as originally 
stated in Federal Preparedness Circular 65 and 
superseded by Federal Continuity Directive 1) 
regarding annual physical security surveys of 
continuity facilities.

The revised MD 12.1, “NRC Facility Security Program,” reflects the 
Federal Continuity Directive (FCD) 1, “Federal Executive Branch 
National Continuity Program and Requirements” requirement 
to provide for annual physical security inspections of continuity 
facilities. Because of other agency priorities, this document was 
not forwarded to the appropriate offices for review and comment 
as indicated in the memorandum dated May 15, 2009 (ADAMS 
Accession No. ML091630475). ADM plans to publish the revised 
MD 12.1 by February 5, 2010.
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Audit of the Nrc’s Accounting and Control Over Time and Labor 
Reporting (Oig-08-A-11)

Date of Audit

OIG conducted an audit of the NRC’s time and labor system on June 17, 2009. The objectives of the audit were to determine 
whether the NRC established and implemented internal controls over time and labor reporting to provide reasonable 
assurance that hours worked in pay status and hours absent are properly reported and that the time and labor system is easy 
and efficient to use.

Open Recommendations Actions Pending

3. 	 The CFO should conduct a detailed system 
analysis and eliminate redundant paper forms 
that are not needed.

The modernization project for the time and labor system is 
scheduled to be completed by March 2010. As part of this 
modernization, the Office of the Chief Financial Officer (OCFO) 
is working to incorporate an electronic workflow process, which 
would allow for electronic signatures. OCFO has met with the 
Office of Human Resources to discuss the possible elimination of 
various leave request forms and has also met with the National 
Treasury Employees Union. Preliminary findings indicated that 
the summary approval report, all leave request forms, unit transfer 
forms, and security request forms can be part of the electronic 
workflow process.

4. 	 The CFO should ensure the use of electronic 
signature for time reporting and approval.

The modernization project for the time and labor system is 
scheduled to be completed by March 2010. As part of this 
modernization, OCFO is working to incorporate an electronic 
workflow process, which would allow for electronic signatures.
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Evaluation of the Nrc’s Training and Development Program 
(OIG-O8-A-13)

July 16, 2008

This evaluation determined the effectiveness of the NRC’s Training and Development Program to meet current and future 
needs.

Open Recommendations Actions Pending

2. 	 Develop a plan and timeline for completing any 
missing course documentation.

By memorandum dated May 9, 2009, OIG stated that this 
recommendation will be closed when HRTD provides OIG with 
the documentation that verifies that HRTD has developed a plan 
and timeline for completing any missing course documentation.

In June 2009, HRTD created a matrix of missing course materials 
and a plan for completing any missing course documentation.

3. 	 Complete HRTD Operating Procedure 
404—Training Material Control to include a 
standard process for version control, tracking 
changes, and assigning accountability for 
changes.

By memorandum dated May 9, 2009, OIG stated that this 
recommendation will be closed when OIG receives a copy of the 
completed OP-404, “Training Material Control,” that includes a 
standard process for version control and tracking changes.

HRTD will update OP-404 to include a standard process for version 
control and tracking changes by December 31, 2009.

4. 	 Develop a plan to centralize course materials in 
one location, preferably a central repository on a 
shared server.

By memorandum dated May 9, 2009, OIG stated that this 
recommendation will be closed when HRTD provides OIG with 
documentation that verifies that HRTD has developed a plan to 
centralize course materials in one location.

In June 2009, HRTD developed and began implementing a plan to 
centralize its course materials in ADAMS.

7. 	 Within contractual limitations, identify and 
schedule courses at the same time each year 
so employees can anticipate the availability of 
courses. Communicate these courses and dates 
widely to make sure employees, supervisors, 
training coordinators, and managers are aware 
of the annual schedule.

By memorandum dated May 9, 2009, OIG stated that this 
recommendation will be closed once OIG receives evidence that 
HRTD identifies and schedules courses at the same time each year 
and communicates this information to affected individuals.

HRTD established a working group and developed an annual, 
repeating schedule; the schedule was communicated to affected 
individuals in June 2009.
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8. 	 Before implementing the enforcement of course 
prerequisites in the Learning Management 
System:

	 a. 	  Determine the impact on employees’ ability 
to take all required training within the 
allotted timeframe.

	 b. 	 Communicate the change to NRC personnel 
in advance and allow opportunities for 
feedback.

By memorandum dated May 9, 2009, OIG stated that this 
recommendation will be closed once OIG receives documentation 
that verifies the following:

(1) OP-0403, “Course Administration,” contains the process HRTD 
uses to determine the impact on employees’ ability to take all 
required training within the allotted timeframe.

(2) HRTD has notified all office training coordinators of existing 
prerequisites and allowed NRC personnel opportunities for 
feedback.

In reference to Item a, the process for identifying prerequisite 
course requirements was incorporated into OP‑0403 in June 2009.

In reference to Item b, the iLearn learning management system 
(LMS) was searched and 15 courses were identified that required 
completion of prerequisite courses. A reminder e-mail listing 
the 15 courses was forwarded to the office and regional training 
coordinators in March 2009.

9. 	 Develop and implement new performance 
metrics to demonstrate mission alignment, 
effectiveness, and efficiency.

By memorandum dated May 9, 2009, OIG stated that this 
recommendation will be closed when HRTD develops and 
implements new performance metrics to demonstrate mission 
alignment, effectiveness, and efficiency and provides OIG with 
documentation that verifies that this action has been taken.

The staff has recently developed an agencywide approach for 
measuring the effectiveness of training. The staff is piloting and 
evaluating this method, after which, the staff will have adequate 
data to evaluate, develop, and implement any necessary new 
performance metrics. The staff plans to begin using the new 
method for measuring training effectiveness in the first quarter of 
FY 2010 and will evaluate appropriate performance metrics in the 
second quarter of FY 2010.

10. 	 Develop and implement a plan to leverage 
the capabilities of the LMS for collection and 
reporting of chosen metrics. Specifically, 
evaluate the competency model capabilities to 
determine if they meet NRC’s needs, including 
identifying competencies, linking courses (or 
course modules and learning objectives) to 
identified competencies, and closing critical skill 
gaps.

By memorandum dated May 9, 2009, OIG stated that this 
recommendation will be closed when HRTD develops and 
implements a plan to leverage the capabilities of the LMS for 
collection and reporting of chosen metrics and provides OIG with 
the documentation that verifies that this action is complete.

HRTD developed and implemented a plan to leverage the 
capabilities of the LMS for collection and reporting of chosen 
metrics in September 2009.
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11. 	 Develop and implement a comprehensive cost 
tracking capability (including cost data for each 
course) to determine the most economical and 
efficient method to meet NRC’s training needs.

By memorandum dated May 9, 2009, OIG stated that this 
recommendation will be closed when HRTD provides 
documentation that verifies that OP-406, “Training Program 
Development Process,” has been revised to include specific 
guidance for applying NRC cost-benefit principles for determining 
the most economical and efficient method to meet NRC’s training 
needs.

HRTD revised OP-406 in September 2009, to include specific 
guidance for applying NRC cost-benefit principles for determining 
the most economical and efficient method to meet NRC’s training 
needs.

13. 	 Develop an evaluation strategy plan that defines 
the data HRTD needs to collect at varying levels 
to demonstrate the impact of its programs on 
the agency.

By memorandum dated May 9, 2009, OIG stated that this 
recommendation will be closed when HRTD develops 
an evaluation strategy plan (and provides the appropriate 
documentation to OIG) that defines the data HRTD needs to 
collect at varying levels to demonstrate the impact of its programs 
on the agency.

HRTD will engage its stakeholders to develop an evaluation 
strategy plan by March 31, 2010.

14. 	 Evaluate the capability for collecting evaluation 
data via the Learning Management System.

	 a. 	 If the Learning Management System’s 
capabilities meet the agency’s needs, develop 
a business case for purchase and deployment 
of additional capabilities.

	 b. 	 If the Learning Management System’s 
capabilities do not meet the agency’s 
needs, develop a plan for using alternative 
technologies to collect and analyze 
evaluation data.

16. 	 Develop an implementation plan for e‑learning 
that includes, at a minimum:

	 a. 	 An assessment of NRC’s baseline technology.

	 b. 	 A plan for roll-out, implementation, 
maintenance and ongoing evaluation of 
additional Learning Management Systems 
capabilities. The implementation plan should 
include a cost/benefit analysis of the available 
LMS features and how they can support 
NRC’s business needs.

By memorandum dated May 9, 2009, OIG stated that this 
recommendation will be closed once HRTD provides the results 
of its evaluation and documentation of either the business case for 
purchase and deployment of additional capabilities or a plan for 
using alternative technologies to collect and analyze evaluation 
data.

The staff will complete evaluation of the capability for collecting 
evaluation data via the LMS by March 31, 2010.

An implementation plan for e-learning has been drafted and is 
under review within the NRC. This plan was developed using 
the results of an assessment of NRC training technologies and 
their relation to core competencies. This plan envisions that the 
e-learning courses will be hosted on the LMS.

The NRC is currently upgrading the LMS to Service Pack 5, as well 
as assessing LMS competency module capabilities.

HRTD has initiated a process to identify the necessary e-learning 
skills for NRC staff.



Protecting People and the Environment
UNITED STATES NUCLEAR REGULATORY COMMISSION

Fiscal Year 2009 Performance and Accountability Report158

17. 	 Develop a process similar to the Strategic 
Workforce Planning Process to:

	 a. 	 Determine the e-learning skill sets necessary 
to meet NRC’s business needs.

	 b. 	 Assess the current staff to determine the 
availability of the needed skills.

	 c. 	 Develop a plan to close any identified 
gaps—either through training, hiring, or 
outsourcing.

HRTD has developed a catalogue of e‑learning tools appropriate 
for the NRC environment. The next step is to develop and design a 
Web-based course that incorporates some of the e‑learning training 
methods. A vendor has been selected and course development will 
be initiated in FY 2010. The NRC staff will participate in course 
development and gain valuable experience in the conversion 
from instructor-led classroom training to e‑learning. Part of the 
contract will provide for maintenance of the online courses. Based 
on lessons learned as these courses are developed, management 
will decide on the appropriate mix of e-learning solutions. 
Consideration may include a mix of training for current staff, 
hiring the necessary skills, or outsourcing the requisite skills.
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Audit of the Nrc’s Premium Class Travel (OIG-08-A-16)

OIG conducted an audit of the implementation of the NRC’s premium class travel on September 15, 2008. The objectives of 
the audit were to determine whether travel costs associated with premium air travel (i.e., per diem) are properly authorized, 
justified, and documented and to determine whether premium air travel is properly authorized, justified, and documented. 
OIG specifically assessed compliance with requirements in OMB Memorandum M-08-07.

Open Recommendations Actions Pending

1. 	 Update Management Directive 14.1 to clearly 
identify premium travel authorizing officials; 
clarify “Delegation of Authority” and require 
this to be in written form; and clarify the  
14-hour rule, specifically the rest period.

MD 14.1, “Official Temporary Duty Travel,” has been revised 
to incorporate these changes. The staff is finalizing the various 
revisions and edits to the MD before it is submitted for formal 
review and concurrence. OCFO considers Recommendation 1 
resolved.

6. 	 As the Nuclear Regulatory Commission (NRC) 
transitions to eTravel, develop controls that 
require premium travel to be authorized by 
the appropriate officials; ensure premium 
travel justification fully meets Federal Travel 
Regulations (FTR) criteria; and require travel 
authorization forms to state reasons why 
premium travel is required.

When OCFO deploys the premium class feature in eTravel at 
the end of the first quarter of FY 2010, the travel documents will 
be routed only to those NRC employees with the authority to 
authorize premium travel. OCFO considers Recommendation 6 
resolved.
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Audit of the Nrc’s Enforcement Program (OIG-08-A-17)

September 26, 2008

The objective of the audit was to review the NRC’s enforcement program to determine whether the program is comprehensive 
and consistently implemented and whether enforcement decisions are based on complete and reliable data. OIG identified 
that the regional offices implement the enforcement program inconsistently because the agency has not issued clear and 
comprehensive guidance to facilitate the program. In addition, the audit identified that information used for decisionmaking 
and reporting purposes is not complete and reliable.

Open Recommendations Actions Pending

1. 	 Develop guidance establishing expectations for 
dispositioning violations and the participants 
needed for enforcement decision-making.

The NRC staff is currently revising the Enforcement Manual and 
Inspection Manual Chapter (IMC) 2800, “Materials Inspection 
Program,” to specify the minimum level of review and concurrence 
necessary for approving nonescalated enforcement actions.

2. 	 Define data collection requirements for non-
escalated actions.

3. 	 Develop a quality assurance process to ensure 
that enforcement data is accurate and complete.

The NRC staff is currently developing a Web-based licensing 
system that will track nonescalated enforcement actions issued 
to materials licensees. The staff has evaluated the capabilities 
available with the reactor program system and determined that it 
is a sufficient tool for tracking and trending nonescalated reactor 
enforcement actions.
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Implementation of the Federal Information Security 
Management Act for Fy 2008 (OIG-08-A-18)

September 26, 2008

The objective of this review was to perform an independent evaluation of the NRC’s implementation of FISMA for FY 2008.

Open Recommendations Actions Pending

1. 	 Update the U.S. Nuclear Regulatory 
Commission (NRC) System Information 
Control Database to identify all interfaces 
between systems.

On June 15, 2009, CSO, in coordination with OIS, ensured that the 
NRC System Information Control Database had been updated to 
identify interfaces for systems listed in the inventory.

2. 	 Develop and implement procedures to ensure 
interface information in the NRC System 
Information Control Database is consistent with 
interface information in security plans and risk 
assessments.

CSO completed development and, on June 15, 2009, implemented 
procedures for ensuring that security information and interfaces 
are consistent with information in corresponding system security 
plans and risk assessments.

3. 	 Develop agency-wide policy and procedures 
regarding the implementation and monitoring 
of Federal Desktop Core Configuration controls 
for all desktop and laptop computers, including 
both those that are centrally managed under 
the agency’s seat management contract and 
those that are owned by the agency regardless 
of whether or not they are connected to the 
agency’s network.

An agencywide policy and associated procedures for 
implementation and monitoring of Federal desktop core 
configuration (FDCC) controls for all desktop and laptop 
computers have been developed.

CSO, in coordination with OIS, has developed the following:

− 	configuration standards for NRC.

− 	guidance for general laptops.

− 	procedures for applying critical updates to safeguards 
information (SGI) laptops.

− 	an SGI standalone listed system minimum security checklist to 
ensure appropriate laptop configuration.
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− 	standard system security plans for NRC laptops.

− 	laptop security policy provided.

Additionally, all computers connected to the NRC network receive 
FDCC settings through the use of group policy object objects 
settings. Computers that are not attached to the network are loaded 
with these controls as part of the standard configuration image, and 
additional controls are implemented through local security policy. 
These controls were implemented June 15, 2009.

4. 	 Develop a process for verifying that all 
Federal Desktop Core Configuration controls 
are implemented for all desktop and laptop 
computers, including both those that are 
centrally managed under the agency’s seat 
management contract and those that are owned 
by the agency regardless of whether or not they 
are connected to the agency’s network.

The NRC has deployed the security content automation protocol 
scanners to verify that the agency is compliant with M-08-22, 
“Guidance on the Federal Desktop Core Configuration (FDCC),” 
during the system certification and accreditation process. CSO 
is currently fielding its information assurance system (IAS) to 
provide real-time assessment of FDCC compliance for networked 
computers as part of its continuing monitoring assurance activities. 
Standalone systems are configured to FDCC standards during 
computer buildout. This recommendation is partially closed 
pending the completion of the IAS, which is necessary for the NRC 
to provide agencywide, real-time FDCC assessments. The system is 
currently scheduled to be completed by September 30, 2010. 
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Audit of the Nrc’s Laptop Management (OIG-08-A-19)

September 30, 2009

The audit evaluated the management of laptops, including the effectiveness of the NRC’s security policies for laptop 
computers.

Open Recommendations Actions Pending

3. 	 Provide mandatory formal training to all IT 
coordinators and property custodians on how to 
update security controls on laptops.

Mandatory formal training was provided to all system ISSOs 
on how to update security controls on laptops. Courses were 
conducted on June 2, 2009; July 1, 2009; July 8, 2009; and  
August 7, 2009. A copy of the course slides was provided to those 
ISSOs unable to attend the training in person. The course slides 
are available on the CSO Web site. Eighty-five percent of ISSOs 
completed the mandatory training.

4. 	 Develop a process for verifying that all required 
security controls are implemented on agency-
owned laptops.

The compliance review process is currently going through 
coordination and review. This process requires meeting and 
auditing at either the system or program-office level (or both) to 
discuss specific agenda items regarding a system, common issues 
that impact a number of systems, and verification of security 
controls for PCs and laptops. CSO expects to finalize the process 
in the first quarter of FY 2010 and begin the new quarterly 
compliance review process in the second quarter of  
FY 2010.

5. 	 Develop a protocol to facilitate the efficient 
and routine updating of agency-owned laptops 
located at headquarters.

OIS has taken steps towards centralized management of all agency 
laptop computers. OIS now provides OIS-managed laptops to 
headquarters staff, which are configured for use either outside the 
agency (e.g., travel or work at home) or as a device that can attach 
to the production network. Laptops that are authorized to directly 
attach to the NRC network are updated via the NRC-managed 
infrastructure, and the travel laptops are configured for daily 
updates. OIS also assists headquarters staff in ensuring that their 
office-provided laptops meet current security guidelines. 
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NRC Director of the Division of Reactor Projects Len West shows end of cycle results during a public meeting 
discussing Farley Nuclear Plant, near Dothan, AL.
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Summary of Financial 
Statement Audit and 

Management Assurances

Millstone Power Station is located near 
New London, CT. It is operated by 
Dominion Nuclear Connecticut, Inc. 
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Commissioner Svinicki visits Fermi Unit 1 Containment in Michigan with Mark Satorius, Jim Beall, and 
licensee personnel in November 2008.
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Summary of Financial Statement Audit  
and Management Assurances

SUMMARY OF FINANCIAL STATEMENT AUDIT

Audit Opinion—Unqualified

Restatement—No

Material Weaknesses—No

SUMMARY OF MANAGEMENT ASSURANCES

Effectiveness of Internal Control over Financial Reporting (FMFIA § 2) 

Statement of Assurance—Unqualified

Material Weaknesses—No

Effectiveness of Internal Control over Operations (FMFIA § 2) 

Statement of Assurance—Unqualified

Material Weaknesses—No

Conformance with Financial Management System Requirements (FMFIA § 4) 

Statement of Assurance—Systems Conform to Financial Management System Requirements

Nonconformance—No

Compliance with Federal Financial Management Improvement Act (FFMIA)

Agency Auditor

Overall Substantial Compliance Yes Yes

1.   Systems Requirements Yes Yes

2.   Accounting Standards Yes Yes

3.   United States Standard General Ledger at Transaction Level Yes Yes
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Nuclear Reactor fuel pellet.
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Acronyms and Abbreviations

DC Cook Nuclear Plant is located near Benton Harbor, 
MI. It is operated by Indiana Michigan Power Co.
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Acronym

10 CFR Title 10 of the Code of Federal 
Regulations 

ADAMS Agencywide Documents Access and 
Management System

C&A certification and accreditation
CCDP Conditional core damage probability
CFO Chief Financial Officer
CFR Code of Federal Regulations 
COL combined license 
CSO Computer Security Office
CSRS Civil Service Retirement System 
CUI controlled unclassified information 
DOE U.S. Department of Energy 
DOI-NBC Department of the Interior National 

Business Center 
DOL U.S. Department of Labor 
ECIC Executive Committee on Internal 

Control
EDO Executive Director for Operations
e-Gov Federal Government’s Electronic 

Government 
EPR Evolutionary Power Reactor
ESBWR Economic Simplified Boiling-Water 

Reactor 
FCFOP Fuel Cycle Facility Oversight Program
FECA Federal Employees Compensation Act 
FERS Federal Employees Retirement System 
FISMA Federal Information Security 

Management Act 
FMFIA Federal Managers’ Financial Integrity  

Act 
FOIA Freedom of Information Act
FR Federal Register

Acronym

FY fiscal year 
GAAP generally accepted accounting  

principles
GEM graphical evaluation module 
GPRA Government Performance and Results 

Act
GSA General Services Administration 
HSPD Homeland Security Presidential 

Directive
IAEA International Atomic Energy Agency 
IG Inspector General
Improvement 
Act

Federal Financial Management 
Improvement Act

Integrity Act Federal Managers Financial Integrity 
Act

IPSS Integrated Personnel Security System
ISA integrated safety analysis
ISG interim staff guidance
IT information technology 
ITAAC inspections, tests, analyses, and 

acceptance criteria 
LES Louisiana Energy Services 
MC&A material control and accounting
MD management directive 
NMMSS Nuclear Materials Management and 

Safeguards System
NRC U.S. Nuclear Regulatory Commission 
NSTS National Source Tracking System
NWF Nuclear Waste Fund
OBRA-90 The Omnibus Budget Reconciliation 

Act of 1990
OIG Office of the Inspector General 
OIS Office of Information Services
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Acronyms and Abbreviations

Acronym

OMB Office of Management and Budget
OUO official use only 
PII personally identifiable information 
POA&M plan of action and milestones 
PRA probabilistic risk assessment 
ROP Reactor Oversight Process
SAPHIRE Systems Analysis Program for  

Hands-On Integrated Reliability 
Evaluations 

SGI safeguards information 

Acronym

SNM special nuclear material
SUNSI sensitive unclassified, nonsafeguards 

information 
T&L time and labor 
TAD transportation, aging, and disposal 
TSP Thrift Savings Plan 
USAID U.S. Agency for International 

Development 
USEC United States Enrichment Corporation 
V&V verification and validation
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