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ABSTRACT

This document presents recommendations and the associated technical basis for addressing the effects of
conducted electromagnetic interference (EMI) and radio-frequency interference (RFI) along
interconnecting signal lines in safety-related instrumentation and control (1&C) systems. Oak Ridge
National Laboratory has been engaged in assisting the U.S. Nuclear Regulatory Commission Office of
Nuclear Regulatory Research in developing the technical basis for regulatory guidance on EMI/RFI
immunity and power surge withstand capability (SWC). Previous research efforts have provided
recommendations on (1) electromagnetic compatibility design and installation practices, (2) the
endorsement of EMI/RFI and SWC test criteria and test methods, (3) the determination of ambient
€lectromagnetic conditions at nuclear power plants, and (4) the development of recommended
electromagnetic operating envel opes applicable to locations where safety-related 1& C systems will be
installed. The current research focuses on the susceptibility of 1& C systems to conducted EMI/RFI along
interconnecting signal lines. Coverage of signal line susceptibility wasidentified as an open issuein
previous research on establishing the technical basisfor EMI/RFI and SWC in safety-related 1&C
systems. Research results provided in this report will be used to establish the technical basis for endorsing
U.S. Department of Defense and European Committee for Electrotechnical Standardization test criteria
and test methods that address signal-line susceptibility. In addition, recommendations on operating
envelopes are presented based on available technical information.
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EXECUTIVE SUMMARY

In recent years, Oak Ridge National Laboratory (ORNL) has been engaged by the U.S. Nuclear
Regulatory Commission Office of Nuclear Regulatory Research to devel op the technical basis for
establishing regulatory guidance on electromagnetic interference (EMI), radio-frequency interference
(RFI), and surge withstand capability (SWC) in safety-related instrumentation and control (1&C) systems.
Severa NUREG/CR reports (e.g., NUREG/CR-5491, NUREG/CR-6436, and NUREG/CR-6431) have
been published to document previous research and to outline recommended el ectromagnetic compatibility
(EMC) guidelines. The guidelines are based on existing standards (commercia and military) and limited
confirmatory research. Previous research efforts have provided recommendations on (1) EMC design and
installation practices, (2) the endorsement of EMI/RFI and SWC test criteria and test methods, (3) the
determination of ambient electromagnetic conditions at nuclear power plants, and (4) the development of
recommended el ectromagnetic operating envelopes applicable to locations where safety-related & C
systems will be installed.

One critical issue that was not covered in previous research is the vulnerability of equipment to adverse
effects from conducted disturbances (EMI/RFI and SWC) aong interconnecting signal lines. To address
this open issue, ORNL launched a confirmatory research effort to assess existing standards for their
applicability in evaluating the susceptibility of signal linesto EMI/RFI and power surges. Commercial
standards from the Institute of Electrical and Electronics Engineers (IEEE), International Electrotechnical
Commission (IEC), and European Committee for Electrotechnical Standardization were investigated, as
well as military standards (MIL-STDs) from the U.S. Department of Defense. The commercia standards
reviewed were |EEE Std C62.41, |EEE Std C62.45, and IEC 61000-4. The MIL-STDs reviewed were
MIL-STD-461E and MIL-STD-464. The confirmatory research focused on establishing the technical
basis for test criteria, test methods, and operating envel opes applicable for ensuring immunity to
conducted disturbances along signal linesin safety-related 1& C systems. The research approach included
(2) searching for reported conducted EMI/RFI and power surge events to establish the need for guidance,
(2) reviewing EMI/RFI and SWC standards for their applicability to signal-line testing, (3) conducting an
investigation on an experimental digital safety channel to explore the types of events that could be caused
by EMI/RFI, (4) conducting an investigation to compare the MIL-STD and |EC test methods by
employing atest artifact, and (5) establishing EMI/RFI and SWC operating envelopes relevant to the
nuclear power plant environment.

The research resulted in findings that support two applicable standards. IEC 61000-4, Electromagnetic
Compatibility, Part 4. Test and Measurement Techniques, and MIL-STD-461E, DOD Interface Sandard
Requirements for the Control of Electromagnetic | nterference Characteristics of Subsystems and
Equipment. Five sets of test criteria and test methods from IEC 61000-4 (IEC 61000-4-4, Electrical Fast
Transient/Burst Immunity Test; IEC 61000-4-5, Surge Immunity Test; IEC 61000-4-6, |mmunity to
Conducted Disturbances, Induced by Radio-Frequency Fields; IEC 61000-4-12, Oscillatory Waves
Immunity Test; and |EC 61000-4-16, Test for Immunity to Conducted, Common Mode Disturbancesin the
Freguency Range 0 Hz to 150 Hz) and three corresponding sets from MIL-STD-461E (CS114, Conducted
Susceptibility, Bulk Cable Injection, 10 kHz to 400 MHz, CS115, Conducted Susceptibility, Bulk Cable
Injection, Impulse Excitation; and CS116, Conducted SQusceptibility, Damped Snusoidal Transients,
Cables and Power Leads, 10 kHz to 100 MHz) were found to specifically address interconnecting signal
lines and are applicable. Operating envelopes are al so recommended that are applicable to the nuclear
power plant environment.
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GLOSSARY

A ampere, unit of current

ac aternating current

cm centimeter, unit of length

dB decibel—ten times the logarithm to base 10 of aratio of two powers, or twenty
times the logarithm to base 10 of aratio of two voltages or currents

dBm decibels referenced to one milliwatt, unit of power

dBuA decibels referenced to one microampere, unit of conducted interference

dBuVv decibels referenced to one microvolt, unit of conducted interference

dBuV/m decibels referenced to one microvolt per meter, unit of electric field strength

dc direct current

e 2.718

f frequency

GHz Gigahertz—10° Hertz

HI high state

Hz Hertz—unit of frequency, one cycle per second

I(t) instantaneous current at time t

Imax maximum current

In peak current at N™ cycle

lp peak current

kA kiloamperes—10® A, unit of current

kHz kilohertz—10° Hz

kV kilovolt—10® V, unit of voltage

In natural log

A lambda, wavelength

LO low state

m meter, unit of length

MHz Megahertz—10° Hz

us microsecond—107°s

ms millisecond—107° s

mV millivolt—107V, unit of voltage

N cycle number (i.e, N=2,345,...)

ns nanosecond—107s

Q Ohm, unit of resistance

T Pi, 3.1415926

pps pul ses per second

rms root mean sguare—sqguare root of the average square of an instantaneous magnitude

Q damping factor

Sin trigonometric sine function

t time

\Y volt, unit of voltage

V(1) instantaneous voltage at time t

Vim volts per meter, unit of electric field strength

Vp peak voltage

Ve power source voltage

Ve reference voltage

W watt, unit of power
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1INTRODUCTION

Oak Ridge National Laboratory (ORNL) has been engaged by the U.S. Nuclear Regulatory Commission
(NRC) Office of Nuclear Regulatory Research (RES) to perform confirmatory research associated with
devel oping the technical basis for regulatory guidance to address el ectromagnetic interference (EMI),
radio-frequency interference (RFI), and surge withstand capability (SWC) in safety-related
instrumentation and control (1&C) systems. To date, ORNL staff have issued three technical reports
detailing their findings and recommendations. NUREG/CR-5941, Technical Basisfor Evaluating
Electromagnetic and Radio-Frequency Interference in Safety-Related 1& C Systems,” discusses the test
criteriaand associated test methods recommended for safety-related & C systems to beinstalled in
nuclear power plants. NUREG/CR-6436, Survey of Ambient Electromagnetic and Radio-Frequency
Levelsin Nuclear Power Plants,” reports on the measurement data collected at selected nuclear power
plant (NPP) sites and the resulting electromagnetic emission profiles. NUREG/CR-6431, Recommended
Electromagnetic Operating Envelopes for Safety-Related 1&C Systemsin Nuclear Power Plants,® presents
recommendations for operating envel opes to augment the test criteria and test methods discussed in
NUREG/CR-5941.

In the course of reviewing the confirmatory research performed to date, it was determined that an open
technical issue remains for addressing the potential susceptibility of both digital and analog 1& C systems
to adverse effects resulting from conducted EMI/RFI and power surges on interconnecting signal lines.
EMI/RFI and power surges conducted along interconnecting lines can cause erroneous or out-of-range
signalsthat, in turn, can result in missed or spurious trips for individual channels. Thus, susceptibility to
conducted disturbances poses a potential hazard that may lead to degraded or failed performance of
safety-related 1& C systems, thereby reducing the assurance of safety. The aready recommended EMI/RFI
and SWC guidance does not specifically address test criteria and test methods for eval uating conducted
susceptibility along interconnecting signal lines. Hence, the intent of this research effort isto (1) search
for reported conducted EMI/RFI and power surge events to establish the need for guidance, (2) review
EMI/RFI and SWC standards for their applicability to signal line testing, (3) conduct an investigation on
an experimental digital safety channel to explore the types of events that could be caused by EMI/RFI,
(4) conduct an investigation to compare the military standard (MIL-STD) and International
Electrotechnical Commission (IEC) test methods by employing atest artifact, and (5) establish EMI/RFI
and SWC operating envel opes relevant to the nuclear power plant environment.

2 SEARCH OF LICENSEE EVENT REPORTS DATABASE

This section documents the results of searching the Licensee Event Reports (LERS) database for reported
EMI/RFI and SWC abnormal occurrences associated mainly with interconnecting signal lines. The
purpose of the investigation was to examine and analyze available information in the LER database about
the frequency and degree of severity of electrical disturbance problems associated with interconnecting
signal linesfor 1& C systems in existing nuclear power plants. Surveying the LER database covered the
time period from 1980 through 1998.

2.1 Search Procedure

We began the search by selecting commonly used terms and/or keywords related to EMI/RFI disturbances and
constructing queriesin accordance with the LER database search rulesin a manner to maximize the return of nearly
all eventsthat arein some way associated with electrical disturbances. To facilitate the analysis process of the
results, it was necessary to organize the information by devising categories of events defined in terms of type of
conductor, path of induction (conducted or radiated), type of component affected, and the reportable occurrence, as
listed in Table 2.1. The categorizations developed for our search proved to be useful and appropriate for identifying
generic problems. However, the LER



Table2.1. LER statistical event categories

Categorization heading Category Description
Type of conductor Power, signal, ground, This category determines the basic
unknown discrimination into events that were being

evaluated and those that were not. Power events
included the following components: inverter,
breakers, and buses.

Disturbance source Lightning, switching The disturbance sources were generally
inductive loads, arcing, identified in the root-cause evaluation. However,
welding, walkie-talkie, the identifications were sometimes not confirmed
electronic flash, grid by bench or field tests reproducing the fault
transient, voltage sag from conditions. In the histograms reported, these
starting alarge motor, categories are condensed into a more manageable

equipment failure, relay number. Theinitia results obtained were
actuation (arcing), cable  analyzed using the same terminology asis used

crosstalk, etc. inthe LER.
Disturbance propagation  Conducted, radiated This category identifies how the disturbance
method source influences the affected system. It is

usually not identified in the LER. Thisanaysis
infers the coupling method by the source and

affected system.
Affected component Relay, G-M tube, This category identifies the type of component as
integrated circuit, etc. agenera equipment type.

Reportable occurrence Engineered safety features This category establishes the system affected and
(ESFs), safety injection,  the consequences. This category permits some
reactor trip, ESF building  assessment of the severity of the event and
isolation, etc. potential risks.

reporting practices for EMI/RFI events were found to be inadequate because they do not always provide
sufficient information to determine the classifications of events. Reasonabl e efforts have been expended

to define classifications based on our interpretation of the data whenever possible. But when information
was inadequate for judging the category, an “unknown” category was adopted.

According to our search criteria, the database returned 389 records that are supposedly related to EMI/RFI
events. The records were closely examined, and events were grouped to separate those events related to
power supply (ac and dc) from those related to signal lines. Two other groups were created from thisfirst
analyzing step: “not an EMI/RFI event,” and “unknown,” as shown in Fig. 2.1. The “not an EMI/RFI
event” group contains returned records found to be unrelated to the EMI/RFI problem (false records). For
example, the keyword “EMI” used in our search procedure was found to not necessarily refer to only
EMI. The unknown group was used to contain all records that lack sufficient information for
categorization. Thisfiltration process resulted in reducing the number of EMI/RFI events related to signal
linesto 183.
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Fig. 2.1. Signal-line EMI/RFI eventsin the LER database.
2.2 Data Analysis

Among the 183 events, the major event type found to dominate the records was attributed to radiation
monitors or airborne radiation monitorsinitiating placement of a building or part of it in containment. The
occurrence frequency appeared to be areflection of the sensitivity of Geiger-Mller (G-M) radiation
detectors to noise and the design of the isolation system that actuates based on a single channel with no
redundancy. Consequently, false alarms were easily recognized by comparison with readings from other
monitors in the area by the alarm condition clearing immediately (afalse alarm istriggered by asingle,
short-duration spike in the count rate, and the detector returns to the background count rate following the
EMI/RFI event).

Figures 2.2 and 2.3 show the number of occurrences per two-year interval for non-radiation monitor and
radiation monitor events, respectively. The annua trend for both events shows the sharp increase from
early LER reports to the mid-80s when EMI/RFI problems were recognized. The frequency drops off
dramatically as modifications were made to |& C systems, operating procedures, and/or reporting
requirements. Modifications included engineering changes to reduce the sensitivity of systemsto the
electromagnetic environment of the nuclear plant and the source levels of EMI/RFI, and administrative
control of incidences causing false alarms. Engineering design changes have included noise suppression
circuits, uninterruptible power supplies, or detector systems less sensitive to EMI/RFI. In addition, the
changes have a so corrected maintenance problems such asimproper or loose grounds or design flaws.
Administrative controls included limiting the use of devices such as walkie-talkies in the vicinity of
sensitive equipment, operator training to recognize the significance of EMI/RFI and take precautionary
measures to reduce it, and procedures to bypass alarms when unavoidable activities that generate
EMI/RFI are taking place. The changes in reporting requirements in 1994 eliminated the need to report
building isolation events as LERs.
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Figure 2.4 breaks down nonradiation monitor EMI/RFI events by the reportable occurrences. These
categories provide an indication of the severity of events. The classifications are broad headings that
group together the specific occurrences given in the LERs. (Note: The groupings on the histogram are
defined for the purposes of this report and are not based on any previously established standard for saf ety
significance.) The most safety-significant events are spurious reactor trips at full power and spurious
actuations of safety injection systems. Note that no signal line EMI/RFI events have resulted in any major
equipment damage, personnel exposure, or radiation release. All the eventsinvolve afalse activation of a
safety system. To the best of our ability to analyze existing LER information in its current form, no
EMI/RFI problems have been found to consequently hinder the capabilities to detect an unsafe condition
or to maintain normal operation. Note that an event where EMI/RFI caused a system to become less
conservative would likely go unnoticed. Only in the case where the EMI/RFI’ s effect on the system led to
subsequent problems could this be documented.
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Fig. 2.4. Reportable occurrence statistics (excluding radiation monitor events).

The main contributory elements to overall plant risk from EMI/RFI were (1) transients initiated by false
actuations of the safety system, which consequently propagated to other systems, transferring the plant
from one state to another, and (2) the amount of time the plant was allowed to operate without a saf ety
system in service because the safety system had been declared inoperable because of an EMI/RFI event.
Note that, in all instances, safety equipment was operated with significant safety consegquence and
operation with equipment out of service was permitted by the plant technical specifications. All NRC
requirements for operation were met. Nonetheless, plant safety is compromised by the false actuation of
safety equipment and by safety systems being out of service.

Figure 2.5 shows the breakdown of non-radiation monitor events by the source of EMI/RFI. The “usual
suspects’ of EMI/RFI events appear in thisfigure, including portable radios (walkie-talkies), lightning,
welding, and crosstalk between cables. Three other categories lump together events of aless specific

nature. The arcing category includes sources such as relay contacts, selector switches, loose cables, and
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Fig. 2.5. Statisticson EMI/RFI sour ces (excluding radiation monitor events).

fuse or light-bulb replacements. The equipment failure category indicates a failure in some other system,
which generated an EMI/RFI event. This category included events in which a component failure, such as
a capacitor shorting to ground, generates alarge current surge that is detected in a safety system. The
actual EMI/RFI coupling from the equipment failure to the affected system is generally not known. The
testing and maintenance category coverstesting a parallel channel or equipment in the same cabinet that
disturbed the affected system, while maintenance involved moving cables, bumping equipment, inserting
acard, or other activities described as maintenance in the LER. In many cases, the specific EMI/RFI
source or coupling was not determined.

2.3 Findings From L ER Database Search

The LER root-cause analysis usually identifies a specific EMI/RFI source, asis the case for the data
displayed in Fig. 2.5, and does not involve speculation on the part of the authors. However, the actual
LER information may not be reliable for these data. The survey also took note of whether or not
confirmatory testing of the EMI/RFI source was reported. Very few instances were reported in which the
root-cause determination included testing to reproduce the source conditions either in place or with
components removed for bench testing to confirm the hypothesized EMI/RFI source. When such tests
were performed, one problem was that the tests failed to confirm the hypothes's, which left the LER
reporter with aseemingly weaker report that no cause could be determined. Possibly as aresult of the
difficulty of experimental confirmation, most LER writers chose to report as the root cause a potential
EMI/RFI source that was in proximity and close in time to the affected system without experimental
confirmation.

The signal line EMI/RFI events were categorized as either conducted or radiated EMI/RFI. This
categorization describes the path that propagates the disturbance into the affected system. Obviously, the
signal conductor propagates the disturbance once it enters the system. The categories are “radiated,”



“conducted,” and “unknown.” This categorization follows from the distinction used in MIL-STD 461E
for testing for conducted and radiated EMI/RFI. The source path is aso useful for determining whether
the EMI/RFI problem is best addressed by reducing the source amplitude, attenuating the disturbance on
signal leads, or shielding the sensitive systems.

In Fig. 2.6, the statistics on the affected component show the types of devices that are sensitive to signal
line EMI/RFI. The analog sensor category includes temperature, pressure, level, and flow sensors that
produce asignal proportional to value. The switch sensor is also adevice designed to measure physical
parameters, such as pressure, temperature, flow, and level, and that is capable of providing as an output a
control signal (ON/OFF or discrete levels) determined by set point adjustments instead of an analog
output. Logic devices based on analog design (using linear circuitry) represent most of the discrete logic
devices used in protection systems (e.g., a sensor that continuously measures pressure or temperature and
that is equipped with a set point function that provides discrete levels). Logic devices, on the other hand,
represent devices that implement discrete logic design, mostly in the form of integrated circuits, such as
comparators and bistables on the device level and programmable logic controllers on the system level.
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Fig. 2.6. Affected component statistics (excluding radiation monitor events).

The largest category event for affected components involves G-M radiation detectors. The 27 events
shown in Fig. 2.6 involve nuclear instrumentation (power and intermediate and source range detectors). In
addition to these events, the 110 events involving G-M radiation detectors used for radiation and airborne
radiation monitors or habitable spacesin Fig. 2.3 can be added for atotal of 137 events. The high
frequency of occurrenceisindicative of the sengitivity of G-M radiation detectors to EMI/RFI. The
obvious conclusion, already reached by many, is that these systems need to be protected from false
actuation. Technigues for using redundancy, pulse discrimination, surge suppression, and shielding have
been applied to the systems. Administrative controls to prevent noise sources from being in proximity to
the detectors, procedure changes to bypass alarms when the protection function is not needed while a



noise source is present, and changes in LER reporting practices have significantly reduced the frequency
of these problems.

The other statistic of significancein Fig. 2.6 isthe category for digital logic devices. Integrated circuits
(digital devices) have been introduced gradually into the nuclear power plant. Because of their small size
and sharp corners in conducting paths, integrated circuits are inherently sensitive to damage from
relatively low-energy EMI/RFI. For example, €l ectrostatic discharge from clothing or friction can damage
integrated circuits. Digital devices also have transient failure modes in which the processor locks up and
the device failsto perform its function until it is reset and the processor’ s control program is restarted.
Because of the lower susceptibility to EMI/RFI, one concern about the replacement of analog devices and
systems with digital counterpartsisthat higher event frequencies could result. Of the five digital logic
events reported, four events involved a system whose sensitivity to EMI/RFI was not adequately
considered in the replacement specification. The events indicate a need to incorporate el ectromagnetic
compatibility (EMC) guidelinesin the functional requirements for digital upgrades.

Common-cause events are so called because a single source is responsible for more than one alarm or
safety actuation. Generally, risk assessments treat failure events in different systems as random,
independent events such that the probability of simultaneous occurrencesis the product of the
probabilities of the individual events [e.g., if AL, A2. .. An are independent events with probabilities
P(A1), P(A2) ... P(An), then the probability of simultaneous occurrences of these eventsis given by the
product P(A) = P(AL)P(A2) . .. P(An)]. Correlated events change that assumption and can have a much
higher frequency of occurrence. We identified the events in which multiple alarms occurred based on a
single EMI/RFI source (not as the consequence of some other failure) and found two such events, both
caused by lightning. The path for conducting the disturbance into the systems was probably the
instrumentation ground rather than signal lines. Grounding events are covered by separate regul atory
guidance. We did not find any other occurrences of multiple failures for signal line EMI/RFI.

From the statistics deduced from the LER database, it is clear that signal line EMI/RFI is a potential
problem that cannot be ignored and that should be adequately addressed. Based on available LER
information so far, statistics on the severa reportable occurrences might indicate that EMI/RFI is not a
problem with high safety significance. The main concerns seen are the number of false actuations and
declaring equipment as out of service because of unresolved EMI/RFI problems. Another concern might
be the lack of information about transient EMI/RFI events that go undiscovered unlessthe systemis
called upon to perform its function at the same time as the EMI/RFI event is occurring. Undoubtedly,
many EMI/RFI problems stem from the legacy of inadequate guidelines for EMC.

In addition to the previous discussions, the process of searching the LER database and analyzing the data
revealed some noteworthy observations concerning weaknesses in reporting abnormal occurrences to the
LER. These observations are discussed in detail in Appendix A.

3 REVIEW OF EMI/RFI AND SWC STANDARDS

To date, both military standards and industrial standards have been recommended for endorsement in
guidance on EMI/RFI and SWC in safety-related 18 C systems.™* Military standards have been
recommended as the basis for continuous wave (CW) EMI/RFI test and evaluation guidance. Industry
standards developed by the Institute of Electrical and Electronics Engineers (IEEE) have been
recommended as the basis for guidance associated with SWC test and evaluation. A review of these
standards and their applicability to interconnecting signal lines are discussed herein. Also discussed are
additional standards found to have some relevance to the conducted susceptibility of interconnecting
signal lines. These include standards issued by the U.S. Department of Defense (DoD), the International



Electrotechnical Commission (IEC), and the European Committee for Electrotechnical Standardization
(CENELEC).

3.1I1EEE Std C62.41 and | EEE Std C62.45

The SWC practices described in |EEE Std C62.41-1991 (Reaff 1995), |IEEE Recommended Practice on
Surge Voltages in Low-Voltage AC Power Circuits,* have been recommended to control the occurrence of
upsetsin safety-related 1& C equipment caused by power surges originating from two major sources:
lightning effects (direct or indirect) and switching transients. It has been acknowledged in IEEE Std
C62.41-1991 that although the waveforms described cannot completely include all possible complex,
rea-world surge environments, they nonethel ess define a manageable and realistic set of surge waveforms
selected to represent real-world conditions. Test procedures for the IEEE Std C62.41-1991 practices are
described in IEEE Std C62.45-1992, | EEE Guide on Surge Testing for Equipment Connected to Low-
Voltage AC Power Circuits.’

Asdiscussed in NUREG/CR-5941, the typical environmental surge conditions in a nuclear power plant
can be represented by three of the waveforms discussed in IEEE Std C62.41-1991: the ring wave, the
combination wave, and electrical fast transients (EFTS). These waveforms were devel oped from industrial
data collected on power surges caused by lightning effects (direct or indirect) and system switching
transients. Descriptions of the waveforms are given in Table 3.1.

Table 3.1. Representative power surge waveforms

Parameter Ring wave Combination wave EFT
Waveform Open-circuit ~ Open-circuit ~ Short-circuit  Pulsesin 15-ms
voltage voltage current bursts
Risetime 0.5us 1.2us 8us Sns
Duration 100 kHz 50 us 20 us 50 ns
ringing

The practicesin IEEE Std C62.41-1991 and |EEE Std C62.45-1992 are well suited for assessing the
impact of transients on power leads. However, these practices were not intended for evaluating the
conducted susceptibility of interconnecting signal lines. Hence, they provide no guidance on transient test
methodol ogies or acceptable operating envelopes for signal linesin safety-related |& C systems.

3.2MIL-STD-461E

MIL-STD-461E, DOD Interface Sandard Requirements for the Control of Electromagnetic Interference
Characteristics of Subsystems and Equipment,” was issued on August 20, 1999, and supersedes MIL-STD
461D’ and MIL-STD 462D.° It consolidates the two “D” -version documents into a single standard. The
purpose of MIL-STD 461E isto establish the interface and associated verification requirements necessary
for controlling the EMI/RFI characteristics of electronic and electrical equipment and subsystems. The
document is concerned only with specifying technical requirements for controlling EMI/RFI (emissions
and susceptibility) at the subsystem and equipment level. Because of its comprehensive nature and the
fact that the military services regularly incorporate advanced 1& C systems into their hardware, this MIL-
STD can be applied to interconnecting signal lines in safety-related 1& C systems. A detailed summary of
the development of MIL-STD-461 and MIL-STD-462 is provided in NUREG/CR-5941."

The applicable test criteriafrom MIL-STD-461E for evaluating the susceptibility of equipment to
conducted EMI/RFI are listed in Table 3.2. The test criteria are designated by alphanumeric codes: the
first character declares the criterion to be conducted (C), the second character specifiesthat it covers
susceptibility (S), and the third character is a unique number specific to a particular test criterion. Three of



Table 3.2. Applicable MIL-STD-461E test criteriafor conducted EMI/RFI susceptibility
Criterion Description
CS101 Conducted susceptibility, power leads, 30 Hz to 50 kHz
Cs114 Conducted susceptibility, bulk cable injection, 10 kHz to 200 MHz
Csi115 Conducted susceptibility, bulk cable injection, impul se excitation
CS116 Conducted susceptibility, damped sinusoidal transients, cables and power leads,
10 kHz to 100 MHz

the four test criteriain Table 3.2 (CS114, CS115, and CS116) actually address interconnecting cables
(which include signal lines) in their application description. The CS115 test criterion (bulk cable injection
and impulse excitation) and the CS116 test criterion (damped sinusoidal transients, cables and power
leads, and 10 kHz to 100 MHZz) overlap with the SWC test criteria discussed in Sect. 3.1. The conducted
susceptibility test criteriafor MIL-STD-461C, on the other hand, were found to be applicable to signal
lines only under specia circumstances. Therefore, MIL-STD-461C is not appropriate for recommendation
in evaluating conducted EMI/RFI in interconnecting signal lines for safety-related 1& C systems in power
plants.

An earlier version of the standard, MIL-STD-461A, did directly address signal lines, but until MIL-STD-
461D was issued, the subsequent versions dropped that application. The decision to drop the application
was based on the rationale that conducted EMI/RFI would be addressed primarily by system-level EMC
requirements. MIL-STD-461D was devel oped with the expectation that a system-level EMC standard
would also be developed. That particular standard, MIL-STD-464, was issued in March 1997 and is
discussed in Sect. 3.3. The“E” and “D” versions of MIL-STD-461 contain basically the same
information, but with the “E” version including the test methods from MIL-STD-462D.

3.3 MIL-STD-464

MIL-STD-464, Electromagnetic Environmental Effects Requirements for Systems,® was devel oped by the
U.S. DoD to establish interface requirements and verification criteriafor airborne, sea, space, and ground
systems. The standard is intended to provide a high degree of confidence that the performance
requirements of military systems are met before deployment into their intended el ectromagnetic
environments. Requirements are defined for intrasystem EMC, intersystem EMC, power line transients,
and lightning effects. Compliance is verified by system-level, subsystem-level, equipment-level testing,
and analysis, or a combination thereof.

The military services primarily treat conducted EMI/RFI along interconnecting signal lines as a system-
level issue. Equipment- and subsystem-level tests must be completed before system-level testing to
provide abaseline of performance and to identify any potential system-level problem areas. System-level
testing istypically performed on alimited basis only because of the complexity involved in testing large
platforms and is used primarily for verification. The coupling mechanisms for conducted susceptibility
are capacitive coupling from radiated EMI/RFI and inductive cross-coupling of conducted EMI/RFI
between cables (Ieads). The coupling of EMI/RFI into a system occurs in a real-world manner during the
course of system-level testing, and the testing is a close emulation of how EMI/RFI interacts within a
system.

At first glance, MIL-STD-464 appears to be a possible match for applicability to conducted susceptibility
on interconnecting signal lines. The standard provides guidance on methodol ogies to ensure system-level
compatibility and electromagnetic operating envelopes for military environments thought to be similar to
the nuclear power plant environment (i.e., military ground facilities). Those operating envel opes specific
to intrasystem EMC and intersystem EMC could be modified accordingly for the projected
electromagnetic environment in nuclear power plants. However, the reality of performing complex
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system-level testing on large systems may also have to be considered. For example, the radiated EMI/RFI
testing most desirable for simulating real-world conditions may have to be replaced with a smaller-scale
EMI/RFI test because of practical considerations. The following observations, however, limit this
standard’ s applicability to interconnecting signal lines: (1) high-level guidance gives no specific test
criteriaand (2) the installation test poses problems of potential disturbances and undesired effects on
adjacent equipment. Therefore, this standard is not viewed as applicable to interconnecting signal lines
associated with safety-related 1& C systems in nuclear power plants environments.

3.4 1EC 61000-4

IEC 61000-4, Electromagnetic Compatibility, Part 4, Testing and Measurement Techniques, consists of a
generic series of 21 tests devel oped to address upsets and malfunctions in electrical and electronic
devices. In this case, the term “generic’ meansthat it is applicable to all electrical and electronic
equipment. A listing of the IEC 61000-4 tests is shown in Table 3.3 and |IEC 61000-4-1" provides an
overview of theindividual tests. The applicable tests for evaluating the susceptibility of equipment to
conducted EMI/RFI and power surges are those related to electrically fast transients and bursts (IEC
61000-4-4"), power surges from switching and lightning transients (IEC 61000-4-5"), conducted
EMI/RFI coupled into equipment (IEC 61000-4-6"), oscillatory transients (IEC 61000-4-12™), and
common mode conducted disturbances (IEC 61000-4-16"). If these test criteria are expected to be applied
in the nuclear power plant environment, atechnical basis needs to be established for appropriate operating

envel opes.
Table 3.3. [EC 61000-4 immunity test methods

Designation Description
IEC 61000-4-1 Overview of Immunity Tests
IEC 61000-4-2 Electrostatic Discharge Immunity Test
IEC 61000-4-3 Radiated, Radio-Frequency, Electromagnetic Field Immunity Test
IEC 61000-4-4 Electrical Fast Transient/Burst Immunity Test
IEC 61000-4-5 Surge Immunity Test
|EC 61000-4-6 Immunity to Conducted Disturbances, Induced by Radio-Frequency Fields
IEC 61000-4-7 Genera Guide on Harmonics and Interharmonics M easurements and Instrumentation,

for Power Supply Systems and Equipment Connected Thereto

|EC 61000-4-8 Power Frequency Magnetic Field Immunity Test
|EC 61000-4-9 Pulse Magnetic Field Immunity Test

|EC 61000-4-10
IEC 61000-4-11
IEC 61000-4-12
IEC 61000-4-13
|EC 61000-4-14
IEC 61000-4-16

IEC 61000-4-17
|EC 61000-4-23

|EC 61000-4-24
|EC 61000-4-27
|EC 61000-4-28
|EC 61000-4-29

Damped Oscillatory Magnetic Field Immunity Test

Voltage Dips, Short Interruptions, and V oltage Variations Immunity Tests
Oscillatory Waves Immunity Tests

Immunity to Harmonics and Interharmonics

V oltage Fluctuation Immunity Test

Test for Immunity to Conducted, Common Mode Disturbancesin the Frequency
Range 0 Hz to 150 kHz

Ripple on dc Input Power Immunity Test

Test Methods for Protective Devices for High-Altitude Electromagnetic Pulse
(HEMP) and Other Radiated Disturbances

Test Methods for Protective Devices for HEMP Conducted Disturbance
Unbalance Immunity Test

Variation of Power Frequency, Immunity Test

V oltage Dips, Short Interruptions and Voltage Variations on dc Input Power Port
Immunity Tests
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3.5 Findings from Review of Standards

Thereview of the military and commercial standards shows that most of these standards are not
applicable to testing electronic and eectrical systems for their susceptibility to conducted EMI/RFI and
power surges aong interconnecting signal lines. Only three of the standards are deemed qualified, mainly
because of their specific treatment of issues directly related to conducted susceptibility of interconnected
signal lines. The disqualification of the other standardsis based primarily on their explicit
nonapplicability to conducted susceptibility for signal lines, their inadequacy in dealing with conducted
susceptibility issues, or uncertainties concerning their approval status by the corresponding controlling

body.

The standards recommended by ORNL staff are MIL-STD-461E, adopted by the U.S. DoD, and IEC
61000-4, adopted by CENELEC. The three applicable test criteriafrom MIL-STD-461E addressing
conducted susceptibility for signal lines (CS114, CS115, and CS116) are listed in Table 3.4. Thefive
applicable test criteria and methodol ogies from IEC 61000-4 (61000-4-4, 61000-4-5, 61000-4-6,
61000-4-12, and 61000-4-16) are listed in Table 3.5. The CS114 method is similar to IEC 61000-4-6 in
that they both address the same issues related to conducted radio frequency (RF) disturbances but cover
different frequency ranges. CS114 is applicable for frequencies from 10 kHz to 200 MHz, whereas IEC
61000-4-6 covers frequencies from 150 kHz to 80 MHz. CS115 and CS116 are thought to be similar to
|EC 61000-4-4, |[EC 61000-4-5, IEC 61000-4-12, and | EC 61000-4-16 in that they all address issues
related to low-frequency immunity.

Table 3.4. Applicable MIL-STD-461E test criteriafor signal-linetesting
Designation Description
Csi114 Conducted susceptibility, bulk cable injection, 10 kHz to 200 MHz
Csi115 Conducted susceptibility, bulk cable injection, impul se excitation
CS116 Conducted susceptibility, damped sinusoidal transients, cables and power |eads,
10 kHz to 100 MHz

Table 3.5. Applicable |EC 61000-4 test criteriafor signal-linetesting
Designation Description

|IEC 61000-4-4 Electrical Fast Transient/Burst Immunity Test

|EC 61000-4-5 Surge Immunity Test

|EC 61000-4-6 Immunity to Conducted Disturbances, Induced by Radio-Frequency Fields, 9 kHz
to 80 MHz

IEC 61000-4-12  Oscillatory Waves Immunity Test

IEC 61000-4-16  Test for Immunity to Conducted, Common Mode Disturbances in the Frequency
Range 0 Hz to 150 kHz

The European standard appears to be more detailed and provides unified test procedures in terms of
specifying the test setup for various possible hardware and wiring configurations as well as specifying the
required calibration and environmental test conditions (temperature, humidity, and atmospheric pressure).
In addition, characteristics for the test equipment are aso specified. Such details could be helpful in
producing consistently repeatable results. The military standards on the other hand provide more general
procedures and generic test configurations applicable to all. Also, they do not have any guidelines for the
environmental conditions that need to be maintained during the performance of the tests.
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The guidance on how to apply the conducted susceptibility test criteriato signal linesis quite clear in the
European standard; thisis not so in the military standards. As shown in Table 3.6, the MIL-STD-461E
test criteriafor CS114 and CS116 are applicableto al military platforms, while the CS115 criterion is
applicable with limitations for surface ships and submarines. Note that all three MIL-STD-461E test
criteria are applicable to ground installations for the Army, Navy, and Air Force.

Table 3.6. Applicability of recommended MIL-STDE test criteria
Equipment and subsystemsinstalled in, on, or Requirement applicability

launched from thefollowing platformsor installations CS114 CS115 CS116
Surface ships A? LP
Submarines
Aircraft, Army, including flight lines
Aircraft, Navy
Aircraft, Air Force
Space systems, including launch vehicles
Ground, Army
Ground, Navy
Ground, Air Force

°A = Applicable

°L = Limited

>rrr>r>>> >
>rr>r>r>>rr
>r>r>>>>>>

4 RECOMMENDED EMI/RFI AND SWC TESTS
4.1 |EC 61000-4 Tests

The applicable IEC 61000-4 conducted susceptibility test criteria and methods (listed in Table 3.5) consist
of five techniques that explicitly focus on the immunity of signal lines to conducted EMI/RFI and power
surges. The IEC standard was approved by CENELEC in March 1995 and is expected to gain widespread
use in the global environment as it becomes more widely accepted. In the context of IEC 61000-4,
interconnecting lines include input/output (1/0) lines, communication lines, and balanced lines. Test
levels are defined for the four criteriain theindividual test documents and are tailored to the intended
application. The technical rationae (overview) is given in [IEC 61000-4-1.

4.1.1 1EC 61000-4-4, Electrical Fast Transient/Burst

The IEC 61000-4-4 test was devel oped to assess the performance of e ectrical and electronic equipment
when subjected to arepetitive fast transient/burst (EFT/B) on supply, control, and signal lines. It
demonstrates the immunity of equipment and systems when they are subjected to fast transient
disturbances, such as those originating from switching inductive loads and relay contact bounce. An
illustration of the fast transients/burstsis shown in Fig. 4.1, and the waveform for the test is shown in
Fig. 4.2.

The IEC 61000-4-4 procedures describe both the criteria and detailed test methodol ogy that must be
followed, taking into account the various hardware and wiring configurations (e.g., equipment, systems,
portable, fixed, shielded lines, unshielded lines, and grounding methods) and the ambient test conditions
(ambient temperature, humidity, and atmospheric pressure). Included with the proceduresis Annex A,
“Explanatory Notes on Transient/Burst Generator and Selection of the Test Levels,” to provide technical
guidance on selecting atest generator with the required technical characteristics. Also, the test levelsare
based on the installation environment and given for the specified withstand values (envelopes). Five
levels areidentified: well-protected environment, protected environment, typical industrial environment,
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