NRC INSPECTION MANUAL NMSS

I NSPECTI ON PROCEDURE 85502

DETECTI ON PROGRAM

PROGRAM APPLI CABI LI TY: 2683

85502-01 | NSPECTI ON OBJECTI VE

The objective of this inspection procedure is to verify that a
detection program exists as part of the established materi al
control and accounting (MC&A) programfor a |licensee’ s! Category
[1'l uraniumenrichment facility, with detection capabilities as
specified in the applicable regul ations.

85502- 02 | NSPECTI ON REQUI REMENTS

The i nspector should verify that the |icensee has inplenmented a
detection program capable of the tinmely detection of m ssing
urani um or unaut hori zed production of enriched urani um

The inspector should performthe follow ng reviews:

02.01 Detection Program Structure. Review the licensee’s

det ecti on program plans and procedures, and the organizational
structure that supports it;

02.02 Nucl ear Mat eri al Fl ows and Process Equi pment
Configuration. Review the |icensee’'s process flow diagrans
(i ncluding nuclear material and waste flows) for the subject
facility;

02. 03 Di versi on Scenarios. Reviewthe credible unauthorized
producti on and unaut hori zed enri chment scenari os, specifictothe
facility;

'Hereinafter, the termlicensee subsunmes the term
“certificate holder,” which applies in the case of the gaseous
di ffusion plants (GDPs). Likew se, all certificate-related
requi renents, including those in GDP conpliance plans and
corrective action commtnents, are subsuned under the term
“l'icense.”
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02. 04 Effecti veness of the Detection Program Revi ew t he
i censee’ s inpl ementation of the detecti on program and eval uate
its effectiveness;

02. 05 Detection Data Evaluation. Review the records of
observati ons and eval uations requiredinthe licensee s detection

programn

02. 06 Eval uation of Records and Procedures. Revi ew the
i ndi cator resolution reports, and verify that detection data
processi ng procedures were appropriately and tinmely foll owed.

85502- 03 | NSPECTI ON GUI DANCE

Gener al Gui dance

The regul atory requirenents are as follows:

(1) Detection of indications of the unauthorized production of
uranium enriched to 10 wei ght percent, or nore, in the U®
i sotope, to the extent that special nucl ear material (SNM,
of at |east noderate strategic significance, could be
produced within any 370 cal endar-day peri od.

(2) Detection of indications of the unauthorized producti on of
uranium enriched to 20 wei ght percent or nore in the W®
i sot ope.

(3) Detection of indications of the unauthorized enrichnment of
uranium that constitutes SNM of |ow strategic significance.

(4) Detection of indications of mssing uranium or plutonium
i nvol vi ng 500 grans or nore of contained U?®% or 200 grans of
pl ut oni um

To prepare for the inspection, the inspector shoul d:

a. Review those portions of the Fundanmental Nuclear Materi al
Control (FNMC) Pl an and | i cense conditions pertainingtothe
pl anned 1 nspection activities.

b. Review recent MC&A inspection reports for the site.

c. Review any unresolved or followp items fromthe previous
i nspections to be addressed during the current inspection.

d. Review the content of any comrunications (including
information notices and bulletins), to the |icensee, that
were issued since the |ast inspection.

e. Coordinatetheinspectionw ththelicensing programmanager,
and di scuss any issues or concerns.

Speci fi c Gui dance
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03. 01 Detection Program Structure. The detection program
structure shoul d permt detection programpersonnel to effectively
determ ne there i s no unaut hori zed enri chnment or production, and
that statistically significant amounts of SNMare not m ssing. The
det ecti on program docunentati on should describe the program s
structure, with the detection program nmanager appropriately
positioned inthe facility organization to be able to ensure that
all aspects of the detection programare acconplished, and that
there are no conflicts of interest with producti on operations. The
det ecti on programdocunent ati on shoul d i ndi cate howt he separation
of responsibilities for different MC&A functions ensures the
i ndependence of the detection programfromthose responsible for
i mpl ement i ng ot her possibly conflicting MC&A functions (e.g., SNM
cust odi anshi p, SNMr ecei vi ng and shi ppi ng, sanpling operatlons on-
site SNMhandl i ng operations, etc.). Detection programpersonnel
shoul d knowthe facility’s producti on operations, MC&A activities,

and nmonitoring techniques. The detection program should wel | -
coordi nated anong the facility’s managers.

The i nspector should verify the foll ow ng:

a. The detection programis inplenmented in conpliance with the
FNMC PI an.

b. The detection program is independent of production
oper ati ons.

c. Detection programactivities are integrated anong managers
for MC&A, production operations, and related support
functions (e.g., maintenance, training, SNM shipping and
receiving, etc.).

d. The person responsible for the detection program is
identified by position title.

e. Organization charts showthe | evel and interrel ati onshi p of
t he detection programmanager with other facility managers;
t he programmanager has t he necessary authority to carry out
all aspects of the program

f. Staffing and personnel assignnments are sufficient to support
t he detection program functions.

g. Detection programpersonnel have sufficient understandi ng of
production operations, MC&A activities, and nonitoring
t echni ques.

h. There is adequat e docunentati on of the personnel responsi bl e
for the detection programfunctions, their responsibilities,
and their lines of authority and conmuni cati on.

i. There are no personnel responsible for detection program
functions with conflicting responsibilities for conducting
ot her MC&A functi ons.

03.02 Nucl ear Material Fl ows and Process Equi pnent Confi guration.
The inspector should verify +that the detection program
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docunment ation describes all process equipnent (e.g., for
separation, feeding, withdrawal, and support) and processi ng ar eas,
and that all nuclear material flows (including waste or tails
streans with possible SNM content) are traceabl e t hroughout the
process operations. The inspector should confirm that the
appropri ate detection programpersonnel understand all nmechani sns
for changing the amount of material in process (e.g., feeding,
wi t hdrawi ng, and sanpling) and in waste or tails streanms; the
direction of material flow (valve positions and control room
operations); and, in the case of the GDPs, the separative
capacities of the cascades.

The inspector should verify, as applicable and needed, the
fol |l ow ng:

a. Design draw ngs are avail abl e, and showt he process equi pnent
configuration and the nuclear nmaterial flows.

b. Process equi pnrent and pi pi ng cont ai ni ng nucl ear material s are
identified.

c. The design physical and chem cal forns of SNM and design
uranium enrichments, are identified for all process areas.

d. The locations of control valves, block valves, isolation
val ves, control swi tches, and other equi pnent that can be
used to control or direct process flow, are docunented.

e. Authorized feed, withdrawal, and sanpling |ocations and
activities are docunented.

f. Mechani snms for feedi ng and wi t hdrawi ng nucl ear naterials, to
and fromthe process equi pnment, are identified.

g. The nmechanisns for sanpling, and the |ocations of all
sanpling ports, are identified.

h. Any cylinders or canisters | ocatedinthe process areas, that
may contain nuclear materials, are identified.

i. At GDPs, nethods for tuning the cascade, or otherw se
produci ng changes in the cascade separative capacity, are
identified.

03.03 Diversion Scenarios. The inspector should verify that
det ecti on program personnel know and understand the potenti al
scenari os for the unaut hori zed production or enri chnment of enriched
urani um addressed in the FNMC Pl an (e.g., batch recycl e, cascade
isolation[at GDPs]). The performance indicatorsrelativetothese
scenari os shoul d be docunented, and detection program personnel
shoul d be aware of adversarial activities that could be used to
conceal or illicitly nodify the indicators. The |icensee should
periodically reviewthe extant diversion path anal yses that gave
rise to the docunented scenarios, for conpl eteness and accuracy,
since scenarios for unauthorized production or enrichnent may
change with tinme, with separative capacity, and wth equi pment
configurations. The anal ysi s shoul d be extensi ve and conduct ed by
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i ndi vi dual s havi ng a t horough knowl edge of t he processi ng equi pnent
and technol ogy.

The i nspector should verify the foll ow ng:

a. The appropriate |licensee personnel responsi ble for the MC&A
syst emknow and under st and t he credi bl e di versi on scenari os
for unauthorized urani umproduction or enrichment, and the
rel evant performance indicators for each scenario, as
docunment ed by the |icensee.

b. The appropriate |licensee personnel understand the credibility
of each docunmented scenario in ternms of:

1 The mi ni mumtime to produce a goal quantity of materi al ;

2 The nunmber of individuals required to inplenment each
scenari o;

3. The conplexity of required illicit nodifications; and

4. The likely inpact of the adversarial activities or

nodi fi cations on production.

c. The docunentation for each identified credible diversion
scenario (e.g., evidence of physical nodifications, use of
portabl e equi prrent, changes fromdecl ared materi al fl ows and
renoval paths) includes therel evant performance i ndi cators.

d. The appropriate |licensee personnel know and understand the
actions that could be wused to conceal unauthorized
activities, withinthe context of each docunent ed di versi on
scenari o.

03.04 Effectiveness of the Detection Program

a. Goal Quantities for Successful Detection. A successfully
i npl emented |icensee detection program should be capable of
detecting 1) the unaut hori zed producti on or enri chnment of enriched
urani unt and 2) m ssing urani umor plutonium |In consideration of
the requirements of 10 CFR 74.33(c)(5), the follow ng goa
guantities have been identified as sufficient for practically
determ ning that thelicensee’s detection programfor unauthori zed
production is adequate (See NUREG CR-5734):

1. 25 kilograms of U?5 in |owenriched uranium(LEU), enriched
to |l ess than 10 wei ght percent;

2. 10 kilograms of U?* in LEU, enriched to | ess than 20 wei ght
percent, but greater than or equal to 10 wei ght percent U2,
and

3. 1 kilogramof U? in high enriched uranium The detection
programshoul d be i ndependent of production operations, and
should comply with the commtnents nade in the FNMC Pl an.

b. Detection Program Inplenentation Effectiveness. The
i nspector should verify that the licensee’ s programfor detecting
unaut hori zed enrichnent or production of enriched uraniumis
effectively inpl enented. The detection programnmay consi st of a
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conbi nation of (1) facility safeguards controls, (2) process data
review, and (3) process nonitoring (e.g., unit, stage, cell), all
of whi ch shoul d be docunented. The detection elenents used wll
depend on the characteristics of the process systemand facility
preferences. The type(s) of monitoring controls utilized, andthe
frequency of surveillance specified in the detection program
shoul d ensure at | east a 95%power of detecting an abrupt | oss of
5 formula kilograms. The inspector should review any process
systemnodi fi cations t hat may have been i npl enent ed si nce t he | ast
i nspection, to verify that the detection program features and
desi gn paranmeters remain valid.

For a vertical slice approach, the inspector should select a
saf eguards ri sk-significant, unauthorized enri chnent or production
scenari o(cont ai ni ng speci fic renoval nechani sns or paths). For the
di versi on scenario selected, estimte the indicators that woul d
result, and verify that the detection program would detect
i npl ementation of the strategy before a goal quantity of SNM was
illicitly produced or diverted.

In the context of the three-tiered detection inspection strategy
di scussed i n 05. 04 of I nspecti on Manual Chapter 2683, the i nspector
shoul d verify the follow ng:

a. The detection program is docunented and faithfully
i npl enent ed.

b. The i npl ement ed detection programadequat el y addresses all
credi bl e unaut hori zed production or enrichnment scenari os.

c. Detection programpersonnel know about operational activities
and standard operating procedures.

d. All areas associated with nucl ear materi al processing (e.g.,
processi ng areas, control roonms, feed and wi t hdrawal areas,
etc.) are routinely available for surveillance and
noni t ori ng.

e. The selected types of process nonitoring (e.g. unit, stage,
cell), controls, and surveillance are effective in detecting
the wunauthorized production or enrichment activities
postulated in the identified credi ble scenari os.

f. The frequencies of surveillance and data evaluation for
process (e.g., unit, stage, cell) nonitoring controls ensure
tinmely detection of postul ated adversarial activities.

g. Thelicensee’s procedures support thetinely investigation,
notification, and reporting of anomali es.

The FNMC Pl an may address the contribution of facility controls
(e.g., access control s or procedural control s) towards detection of
activities associated with the wunauthorized production or
enri chment of uranium These controls would limt direct access
for personnel withjobresponsibilitiesinthe controlledareas, to
(1) the process system (2) the process systemcontrols, or (3) the
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saf eguar ded nucl ear materials. The foll owi ng verifications should
be done in the context of the as-built process configuration.

The i nspector should verify the foll ow ng:

a. FNMCPI an-specified personnel access controls are effective
inlimting the nunber of individuals who could gain access
to the enrichment processing equipnment or its control
mechani sns.

b. FNMCPI an-specifiedbarriers and surveill ance systens (e.g.,
| ocked and al ar med doors and cl osed-circuit tel evision) are
effective in limting or detecting unauthorized access to
process controls, process equi pnent, or nuclear material in
process.

c. FNMCPI an-specified process control systens are effectivein
i ndi cati ng unaut hori zed use of production equi pnment.

d. Enployee training and provisions for informant protection
(e.g., whistle blower protectionrul es) encourage detection
and reporting of potential wunauthorized activities by
facility personnel.

03.05 Detection Data Evaluation. The evaluation of MC&A dat a,
process data, and production information (e.g., |og books, batch
sheets) may contribute to detecting m ssing SNM or unaut hori zed
enri chment or production of enriched uranium Tinmely anal ysis of
this information can indicate potential |osses of safeguarded
nucl ear material or unauthorized (or unannounced) changes in
process operations. The effective evaluation of such data, as
specified in the FNMC Plan, will need to be verified.

The i nspector should verify the foll ow ng:

a. Personnel with FNMC Plan-specified data evaluation
responsibilities know about MC& and process control
activities.

b. Personnel with FNMC Plan-specified data evaluation
responsi bilities are aware of the current operational status.

c. Currently updated process flow sheets, to support data
eval uati on are mai nt ai ned, and readi |y avai |l abl e t o per sonnel
wi th FNMC Pl an- speci fi ed dat a eval uati on responsibilities, to
reflect current processing operations.

d. M&A data on feed, product, and tails cylinders, and
i n-process inventory estimtes, are readily available to
per sonnel with FNMC Plan-specified data evaluation
responsi bilities.

e. Balances for total uranium U5 and m nor uraniumi sotopes

(i f measured) are periodically evaluated, i naccordance with
t he FNMC PI an.
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f. Calculations are perfornmed to verify that the actual
separative work at urani um enri chment facilities,
acconplished during a giventime period, is consistent with
t he docunented (or authorized) on-line separative capacity.

g. FNMC Pl an-specified | aboratory test results from sanpling
i n-process material and cylinders or containers are readily
avai | abl e to personnel responsi ble for FNMC Pl an- speci fi ed
data eval uati on.

h. Sanpling data confirm that isotope concentrations are
consi stent with design paraneters inthe FNMC Pl an, and wi t h
ot her regul atory requirenents.

i. Personnel with FNMC Plan-specified data evaluation
responsibilities are able to i ndependently vali date process
control neasurenents (e.g., wei ghing and sanpling operati ons)

and | aboratory enrichment neasurenents (e.g., isotopic
assay) .
j . Personnel with FNMC Plan-specified data evaluation

responsibilities are authorized to request independent
sanples to be withdrawn fromthe process.

k. Personnel with FNMC Plan-specified data evaluation
responsibilities are able to verify process enrichnments
[e.qQ., t hr ough random nondestructive assay ( NDA)
measur enent sj .

A surveill ance and/ or enrichment nmonitoring systemmay exi st for
t he detecti on of unauthorized enrichment of uranium(e.g., unit,
stage, cell nmonitoring). Monitoring can consist of different types
of portable andinstalledinstrunments (e.g., optical surveillance,
seal s, radiation nmonitors, or flow neters). The nonitoring and
surveill ance system shoul d be effectively inplenented.

The inspector should verify the follow ng, for surveillance
syst ens:

a. Personnel with FNMC Pl an-specified detection responsibilities
are abletoverify the desi gned process systemconfigurati on,
and identify any unauthorized nodifications.

b. Personnel with FNMC Pl an-specified detectionresponsibilities
can detect unauthorized use of production equi pnment or the
presence and/ or use of unaut hori zed equi pment, through direct
observati on.

c. Personnel with FNMC Pl an-speci fied detection responsibilities
are able to verify the status of tanper-indicating seals,
that may be applied to process valves and fl anges.

d. Personnel with FNMC Pl an-speci fied detectionresponsibilities

are able to identify the presence of unauthorized cylinders
and canisters in processing areas.
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The inspector should verify the following, for nonitoring
equi prment :

a. Monitoring equipnment and i nstrunmentation relied uponinthe
FNMC Pl an are sufficiently sensitive to detect unaut hori zed
producti on through indicators specified in the FNMC Pl an.

b. Personnel with the applicabl e FNMC Pl an-speci fi ed detection
responsibilities have sufficient technical expertise to
operate, inspect, or maintain process nonitoring equi pment,
and to analyze the data generated by them

c. Installed process nonitoring equi pnent i s protected agai nst
t anperi ng.

d. Procedures for operating process nonitoring equipnment,
confirm ng equi pnent cal i bration, and anal yzi ng and reporti ng
data are docunented and i npl enent ed.

e. Data from installed process nonitoring equipnent are
eval uated at intervals necessary to support the detection
strategy.

f. Preventive maintenance is scheduled and performed at a
frequency sufficient to ensure high availability and
reliability of the measurenment equi prent.

03. 06 Evaluation of Procedures and Records. The i nspector should
verify that detection programdata are mai ntai ned and anal yzed, and
that potential indicators of m ssing uranium or unauthorized
producti on can be recogni zed, if they were to occur.

The i nspector shoul d reviewthe procedures the |icensee maintains
for detecting mssing uranium and unauthorized enrichnment or
producti on of enriched uraniumwithinthe facility. Records of the
eval uati ons, nmonitoring of data, and surveill ance perfornmed shoul d
be audited to verify that the detection time goals have been net
and that tests have been conduct ed using the net hods described in
t he FNMC PI an.

After reviewing the procedures and auditing the records, the
i nspect or shoul d observe t he perfornmance of a randomsanpl e of t he
establi shed procedures, to verify that the procedures are
adequat el y i npl ement ed, and are appropriate for conditions inthe
process area. The procedures shoul d denonstrate that the systemis
capabl e of detecting a goal quantity of productionw th at | east 90
percent power of detection [Ref: 10 CFR part 74.33(c)(4)(ii)].

During review of the process nonitoring records, the inspector
shoul d not e whet her any i ndi cators were i nvesti gat ed, and det erm ne
whet her any ot her indi cators shoul d have been i nvestigated. The
i nspect or should cal cul ate a sanpling of the indicators to verify
the licensee’s cal cul ations, and conpare the indicators with the
alarmlimts. The inspector should verify the |licensee’ s nethods
for identifying, reporting, investigating, and resolvingindicators
t hat exceed alarmlimts. The i nspector shoul d nake a judgnment or
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conclusion as to whether the licensee’s procedures for alarm
recognition and followup actions are adequate.

The inspector also should verify the follow ng, as applicable:

a. Detection program data and observations are recorded and
appropriately stored.

b. The results of process facility inspections are docunent ed
and mai nt ai ned.

c. A record of nonitoring system equipnment failures is
mai nt ai ned.

d. Procedures indicate what to do if a potential indicator is
observed.

Process systemoperations shoul d be val i dated by NRCto verify that
the detection programis functioning sufficiently to recognize
i ndi cat ors of m ssing urani umor unauthorized enri chment, shoul d
t hey occur. The inspector should performtests for this purpose,
such as maki ng i ndependent NDA neasurenents on process pi pes, for
conparisonwith simlar FNMC Pl an-specifiedtests, to confirmthat
enri chments higher than authorized are not being produced.

85502- 04 REFERENCES
Requl ati ons

10 CFR 74.33(a)(2), (3), (5), (6), (8), and (9); 10 CFR
74.33(c)(5), and 10 CFR 74. 82.

Requl at ory Gui des and Reports

Regul at ory Gui de 5. 67, "Material Control and Accounting for Urani um
Enrichnment Facilities Authorized to Produce Special Nuclear
Mat eri al of Low

Strategic Significance," Sections C. 11 and C. 12, 1992.

NUREG CR- 5734, "Recomendations to the U. S. Nucl ear Regul atory
Comm ssi on on Acceptable Standard Format and Content for the
Fundanment al Nucl ear

Material Control (FNMC) Plan Required for Low Enriched Urani um
Enri chnent

Facilities,” Chapters 9 and 10, Novenber 1991.

NUREG CR- 1686, "Feasi bility and Cost/Benefit of Advanced Saf eguards
for
Control of Nuclear Material in Process,"” October 1980.

NUREG CR- 0532, "Saf eguards Agai nst | nsider Collusion,"” Decenber
1978.

SAND79- 0484, "Operations Monitoring," February 1980.
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END
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