NRC INSPECTION MANUAL NMSS

I NSPECTI ON PROCEDURE 85405

| TEM CONTROL PROGRAM

PROGRAM APPLI CABI LI TY: 2683

85405-01 | NSPECTI ON OBJECTI VES

The obj ective of this inspection procedureistoverify that the
i censee’ st material control and accounting (MC&A) program for
a Category |1l fuel facility or uraniumenrichnment facility,
includes an item control program and that it neets the
appropriate regul atory requirenents, for the applicabl e type of
facility.

85405-02 | NSPECTI ON REQUI REMENTS

The i nspector shoul d:

02.01 Detection Capability. Ensure that the I|icensee has
i npl emented an itemcontrol programthat nmaintai ns know edge of
the identity, special nuclear material (SNM content, and
| ocation of itens, and that can detect the | oss of 500 grans of
w3 (or greater), as individual non-exenpt itens, or as uranium
contained in non-exenpt itens.

02.02 Item Identity. Review SNM transfer docunentation, SNM
i nventory records, and the control and i npl enment ati on of tanper-
i ndi cati ng devices (TIDs).

02.03 lLtem Storage. Revi ew the contai nnent of, and access
controls for, stored non-exenpt itens containing SNM

Hereinafter, the term |icensee subsumes the term
“certificate holder,” which appliesinthe case of the gaseous
di ffusion plants (GDPs). Likew se, all certificate-rel ated
requi renents, including those in GDP conpliance plans and
corrective action conmtnents, are subsumed under the term
“l'icense.”
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02.04 ltem Monitoring. Review the |icensee's itemnonitoring
records; verify the location (as shown by programrecords) of
randomy selected inventory itenms; and verify the proper
recording of randonmly selected itens in storage.

02.05 Item Di screpancy lnvestigation and Resolution. Verify
procedures and controls for the investigation and resol uti on of
itemdi screpancies. The i nspector shoul d determ ne whet her the
validity of the assi gned SNMval ues i s ensured t hrough revi ewi ng
procedures for tanper-safing containers, controlling access to
storage areas, and observing inplenmented practices. I tem
monitoring activities performed by the |licensee shoul d incl ude:
(1) itemidentificationverification; (2) seal integrity checks;
(3) container integrity checks; and (4) location confirmation.
The inspector should review item nonitoring procedures and
observe item monitoring activities to verify that the item
nmoni tori ng procedures are foll owed.

85405-03 | NSPECTI ON GUI DANCE

Gener al Gui dance

The itemcontrol programnust be effectively i nplenmented. Each
itemthat is not exenpt fromthe itemcontrol programshoul d be
stored and handled in a manner that enabl es detection of, and
provi des protecti on agai nst, unaut hori zed or unrecorded renoval s
of SNM

Exenpted itens include: (1) licensee-identified itens, each
containing | ess than 500 granms of W¥*® (up to a cunul ative total
of 50 kilogranms of U®); (2) solutions with a concentration of
| ess than 5 granms of »* per liter; (3) itens destined for buri al
or incineration; and (4) items that exist for Iless than
14 cal endar days, including the time for maki ng a record of the
item and for locating the item

Even exenpted itens are required to have a unique identity, so
t hat the 50-kilogramcunul ative total qualification on exenpted
items containing less than 500 granms of U° can be denonstr at ed.

To prepare for the inspection, the inspector shoul d:
1. Revi ewt hose portions of the Fundanental Nucl ear Materi al

Control (FNMC) Pl an and the |i cense conditions pertaining
to the planned inspection activities.

2. Revi ew t he previous two MC&A i nspection reports for the
Site.
3. Revi ew any unresol ved or foll owup itens fromthe previous

i nspections to be addressed during the current i nspecti on.
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4. Review the content of any communications (including
information notices and bulletins) to the |icensee that
were issued since the |ast inspection.

Speci fi c Qi dance

Item Control Program Managenment

03.01 Detection Capability. Theinspector should verify that the
itemcontrol programprovides current know edge of the | ocati on,
identity, and quantity of all SNMcontainedinall itens that are
not exenpt fromitemcontrol. Arecord of all SNMitens, exenpt
or non-exenpt, regardless of quantity of contained SNM or
durati on of existence, should be mai ntai ned by the MC&A system
The MC&A record systemshoul d be protected such that the records
specifying the item characteristics and | ocations cannot be
destroyed or falsified by a single person without a high
probability of detection. Each nonexenpt itemshoul d be stored
and handl ed i n a manner that enabl es detecti on of, and provi des
protecti on agai nst, unauthorized or unrecorded renovals of SNM

The individual responsible for overseeing the item control
programshoul d be identifiedinthe FNMC Pl an by positiontitle.
Posi tions of those i ndividual s who have significant itemcontrol
programresponsi bilities also should be identified in the FNMC
Pl an. Measured urani um and WU*® content val ues nust be ensured
t hrough tanper-safing or storage that provides protection at
| east equivalent to tanper-safing. St orage areas should be
operated wi th physi cal and adm ni strative controls for personnel
access, such that prevention or pronpt detectionis ensured for:
(1) unauthorized material additions to itens, or renovals from
items; or (2) itemrenovals fromthe storage area. In addition
every change of inventory in a storage area should be recorded.

The inspector should verify the foll ow ng:

a. The i ndi vi dual responsible for theitemcontrol program(as
identified in the FNMC Pl an by position) is cognizant of
program activities and results.

b. Personnel withitemcontrol responsibilities (asidentified
inthe FNMC Pl an by position) are cogni zant of their MC&A
responsibilities.

c. Authorized |l ocations for nuclear material areidentified.

d. All SNMtransfers to, from and within a nmateri al bal ance
area (MBA) are docunented.

e. Procedures that specify requirenments for transfer
aut hori zation, itemtracki ng, docunentation, verification,
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and response to abnornmal situations are docunented and
I mpl ement ed.

f. The procedures and control points on whichtheitemcontrol
program are based are docunented and i npl ement ed.

g. The mechani sns used to detect unaut hori zed activities are
identified.

h. Periodic audits of itemcontrols are perforned to ensure
system ef fecti veness.

| 03.02 ltem ldentity. The inspector should verify that the
| identificationfor eachitemis consistent withthe descriptions
I
|

of itemrecords provided inthe FNMC Pl an for each materi al type
and each type of container. Each item nust be uniquely
identified, the uraniumand ¥*® content quantitatively nmeasured,
and the validity of the nmeasurenent i ndependently confirmed and
ensured through tanper-safing, as applicable. The item
identification system should provide attributes that ensure
unique itemidentification and preclude identity falsification
(or, as a mninmm nmake pronpt detection of such attenpts
achi evabl e) .

All items, whether or not they are subject to item control
program coverage, should have a unique identity. Locati on
desi gnati ons shown by the MC&A records need not be uni que, but
| ocati on designations should be specific enough so that the
presence of any given item can be confirmed within 1 hour.
(Longer tinmes may be acceptable but should have been further
justifiedinthe FNMCPl an.) The MC&A records shoul d provi de t he
following informati on on the item popul ati on:

(1) Type of item including chem cal and physical forns (which
may be indicated by use of a materi al code), and type of
cont ai ner.

(2) The item s unique identification nunmber.

(3) The measured or assigned uranium and W* content of the
items within specific item strata.

(4) The location of the item
The i nspector should verify the foll ow ng:
a. Al itenms bear a unique identifier
b. The itemidentifier systemdetersidentity falsification.
C. Aut hori zed activities and |ocations for storing and

processi ng nuclear material are docunented.
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d. Book i nventory records showitemidentity, quantity, and
| ocati on; and are updated and mai ntai ned on a near-real -
time basis (e.g., 24 hours).

e. The accounting structure provides the capability for

recording the inventory for each materi al type by storage
area.

The inspector should review the nethod(s) for assigning
responsi bility to approve and to performmaterial transfers, and
should review the records maintained for SNM novenents and
physi cal inventories. Material transfer control data should
identify novenents of SNMand t he new st orage or use | ocati ons of
the itens. Unaut hori zed transfers should be prevented or
detected by the system

All transfers of SNM between internal control areas should be
properly docunented and neasured. Transfer records should
contain appropriate descriptive information such as date,
mat eri al type, enrichnment, wei ght, itemor contai ner nunber, and
shoul d be uniquely identified and controlled. Once a materi al
transfer record has been generated, the SNM custodi an shoul d
i mmedi ately forward a copy to the accounting office. Al |
material transfer records should be accounted for.

The i nspector should verify the foll ow ng:

a. The control and accounting for inter- and intra-facility
transfers of SNM and of i nternal, external, and accounti ng
adj ust ment transactions are docunented and part of an
est abl i shed program

b. Transfers of SNMar e conduct ed by est abl i shed procedures.

C. Control s are i npl enmented to ensure conpl i ance and t o det ect
nonconpliance with material transfer procedures.

d. Assignment of material transfer responsibilities is
specific.

e. The criteria usedto delineate authorized placenent (e.g.,
material types, forms, and quantities permtted) and
novenment of SNMin aninternal control area are docunent ed.

f. The quantities of material transferred to or from an
i nternal control area are based on neasured val ues.

g. Transfers between MBAs are controlled by two authorized
personnel or by an equival ent control nethod.

h. Acceptance andrejectioncriteriathat are established and

used to determ ne acceptability and authenticity of
material transfers are docunented.
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85405

The cust odi an of the receiving internal control area does
not accept custody of SNM unless properly conpleted
transfer docunmentati on was recei ved before or with the SNM

Readily retrievable accounting data are nmi ntai ned t hat

refl ect quantities of SNMrecei ved and shi pped, adj ustnents
to inventory, and remaining quantities on inventory.

The facility control systemfor internal transfers nmonitors
transfer activities and deters and/ or detects unaut hori zed
renmoval of materi al

The procedures used to authenticate material novenent
aut hori zati ons and materi al movenents are docunment ed and
I mpl ement ed.

Procedures that ensure renoval of only authorized and
confirmed fornms and anounts of SNMfromst orage and process
areas are docunented and i npl ement ed.

Internal transfer procedures are current and approved by
responsi bl e managenent bef ore bei ng used and i npl enent ed.

All internal transfers are docunent ed on a nucl ear nateri al
transfer formor an electronic equivalent, contain the
required i nformation, are prepared and di stributedw thin
established time franmes, and are signed by authorized
mat eri al cust odi ans.

The fl owof materials within and between i nternal control

areas is reflected in the system of records and
measur enments.

Control s ensure that material s are noved only by aut hori zed
pat hways and are subject to transfer and verification
procedures.

Internally transferred SNMi s subject to a transfer check
within 1 day of receipt.

Only aut hori zed personnel are able to place and to renove
SNM from process and storage areas.

Per sonnel responsi bl e for rel easi ng external transfers and

maki ng internal transfers know who can authorize the
transfer and who is authorized to possess the materi al.

Personnel authorized to ship and to receive SNM are
i dentified.

Fi nal authorization for shipnment is made only after all
material control requirenments are satisfied.
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| ssue

A log is maintained that identifies all inter-plant
shi pments, their estimated ti nmes of arrival, and tracking
actions when overdue.

Confirmationis made that the i ntended recei ver of externa

transfers is authorized to accept the material being
transferred.

The i nt ended recei ver of shipnents is advi sed of proposed
shipments of SNM and provided all pertinent advance
notification.

Approval from the receiver and agreenent on pertinent
details of the shipnment are recei ved before shipnents are
di spat ched.

Aut hori zed personnel verify material itemcontents before
shi pment and after receipt.

Acknow edgnent of receipt of SNMis transmtted to the
shi pper.

Any shi pment that does not arrive within a specifiedtine
after theestimated tine of arrival istraceduntil | ocated
or declared to be | ost.

Wthinthefacility, material transfer reports are nunbered
i n sequence, and all copies of a specific report bear the
sane nunber as the original. An i ndependent nucl ear
mat eri al accounti ng organi zati on assi gns and accounts for
the supply of material transfer report forns and records
the disposition of all fornms in alog book. The supply of
forms and the | og book are kept in a |ocked area when
unat t ended.

Nucl ear material transfer forms for external transfers of
SNMcontainrequired informationand are distributedw thin
required time limts for shipments and receipts.

Transfers of SNM between facilities having different
Reporting I nformati on Synbol (RI'S) codes are docunment ed on
DOE/ NRC Form 741, which is distributed as required.

Measured val ues associated with external transfers are
docunented on DOE/ NRC Forms 741 and 741A.

Recei pts are subjected to a transfer check, on receipt,
that includes confirmation of container or item count,
val i dation of TID and container integrity and
identifications, and conparison wth the shipping
docunentati on, to ensure that the shipnment was received
i ntact.
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Ii. Measured values for shipped itens are independently
verified before shipnent unless theintegrity of theitem
and its prior existing measured val ue are assured.

jj. Al external transfers of SNM except sanples, are
i ndependently neasured by the shipper and receiver.

kk. MC&A nmeasurenents are conpleted ontransfers  received from
off-site beforethe material isfedtothe process system

1. Confirmatory neasurenents are perfornmed within aspecified
number of days whenever verification measurenents cannot
be perfornmed or are del ayed.

Tanper -i ndi cati ng Devi ces

If TIDs are used by the |icensee, the inspector should verify

that the TIDs are used in a manner that will indicate if anitem
is conprom sed. An effective TIDapplications programis based
on TID design and TID control. The design should preclude

duplication and shoul d nake TI D conpr om se apparent. The devices
shoul d use a consecutive nunmeric or al pha-nuneric identification
systemto prevent surreptitious use of blank TIDs. The |licensee
shoul d have in his or her possession a commitnent fromthe TID
manuf act urer that pl ates and/ or di es and producti on or enri chnent
residuals will be controlled and protected.

The control of TIDs and TID records should preclude or make
readily apparent any attenpts at illicit use of TIDs. A TID
cust odi an nust be designated for controlling and issuing the
devices. The TID custodi an shoul d not have any TI D application
or destructionresponsibilities. The devices should be storedin
alockedrepository wwthinaroomthat i s | ocked when unoccupi ed.
The TID I og book mai ntained by the TID custodi an shoul d be kept
separate from the TIDs and stored in a |ocked repository.
| ndi vi dual s who apply TIDs should keep unused TIDs in their
personal possession or place themin a | ocked repository.

The nunber of TIDs i ssued to such i ndividual s shoul d normal |y be
limted to a typical single day's use. Used TIDs should be
crinped, flattened, mutil ated, or ot herw se rendered unusabl e and
di sposed of properly.

The inspector should verify the follow ng:

a. ATIDprogramto detect violations of container integrity
is docunmented and i npl enent ed.

b. Control procedures ensure that all TIDs are account ed for.

cC. Containers to which TIDs are to be applied are specifi ed.
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TI Ds used are resistant to anmbi ent environnental factors
that could conceal any indication of tanpering.

Procedures ensure that TIDs are uniquely identified and
that TIDs cannot be reused after violation.

I ndi viduals with responsibility for the control of TID
storage and distribution are designated.

A TID custodian is designated and is responsi ble for the
acqui sition and disposition of TIDs.

h. TI D control procedures define access authorization
requirenments and TID custodi al duties and
responsi bilities.

i Procedures for the control of procurenent, storage,
distribution, and application of TIDs used for
mat er i al contr ol pur poses are docunented and
i mpl enment ed.

Personnel authorized to apply, to renove, and to di spose
of TIDs are designated.

Two authorized individuals are present when a TID is
applied to ensure the integrity of the sealed itemand to
attest to the container's contents.

TIDcontrol procedures ensure that records are mai ntai ned
t hat i nclude procurenent; the quantity purchased; seri al
nunbers; dates of i ssuance (or distribution), application,
and destruction; and nane of the responsible person.

The records systemto control and account for these devi ces
i ndi cates the date and tinme of application, the item or
contai ner nunber to which the TID was applied, the
signatures of persons to whom the TID was issued, the
signatures of those who applied and w tnessed the
application, the device type, and the TIDidentification
nunmber .

For renmoved Tl Ds, the records systemi ndi cat es t he dat e and
time of renoval, the itemor container nunber, the device
nunber, and the signature or unique identification (for
conputeri zed systens) of the authorized individual who
removed and destroyed the TID.

TIDs and records of their issue, application, and
destruction are stored separately in |l ocked contai ner(s),
and t hese records are reconcil ed at | east once per cal endar
quarter.
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p. TIDs are applied to SNMcont ai ners before nondestructive
assay (NDA) MC&A neasurenents are nmade, wher e appropri ate.

qg. TIDs are applied to SNM containers imediately after
sanpling for destructive assay MC&A neasurenents, where
appropri at e.

r. Procedures are maintained and followed that provide

gui dance for proper application of TIDs to doors, as well
as to containers of SNM

S. Procedures for the application of TIDs and for reporting
and responding to TID violations are docunented and
I mpl ement ed.

t. Procedures for verifying TID presence and integrity are
docunent ed and i npl enment ed, and t he procedures specify the
process by which tanpering is indicated for each type of
TI D used, the nethod of verification, and verification
frequenci es.

u. Theresponseto potentially conprom sed TIDs is carried out
i n accordance with docunented procedures.

V. The frequency and nmethod of internal audits of the TID
control program are docunent ed.

w. The TID programis evaluated to identify weaknesses, to
ensure that corrective actions are conpl eted, andto ensure
that TID access controls are effective.

Cont ai nnent and Surveill ance

03.03 ItemStorage. Inspectors should exam ne the integrity of
cont ai ners and protected storage areas to verify that no neans of
undet ected access to SNM exist. Adequate protection against
unaut hori zed entry is provided by containers that nust be
severely damaged, if opened, w thout conpromsing the TID
St orage provides protection equivalent to tanper-safing if it
nmeets the follow ng requirenents:

1. Access to the protected storage area is |limted to the
m ni mumnunber of persons necessary, and records are kept
of the persons who enter and | eave it.

2. Personnel authorized to enter and work in the protected
storage area are not authorized to renove or handl e SNM
beyond t he boundari es of the storage area unl ess control s
are in place that would preclude an individual from
surreptitiously renoving anitemor any portion of anitem
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3. A person entering a protected storage area i s acconpani ed
by anot her person, and all activities by either person are
verifiable by the other.

4. Renot e surveill ance, such as closed circuit tel evision,
that is capabl e of seeing both individuals at all tines,
is used. The renote surveillance need not be continuous
i f the occupants cannot determ ne or predi ct when they are
or will be under surveillance. The frequency and durati on
of the surveillance node nust provide a high probability
of detecting unauthorized activities.

The i nspector should verify the foll ow ng:

a. Conprom sing containers without conmprom sing their TIDs
woul d be readily detectable.

b. The program for containnent of nuclear materials is
docunent ed.

C. Controls on SNM bei ng used or stored in processing areas
are docunent ed.

d. The amount of SNMin use is limted to that required for
oper ati ons.

e. SNM not in use is stored in repositories or other
encl osures that ensure that access is provided only to
aut hori zed i ndi vi dual s.

f. Conmponents used to detect wunauthorized activities or
conditions are identified.

g. A surveillance programfor nonitoring SNM and detecting
unaut hori zed activities or anomalous conditions is
docurment ed and i npl ement ed.

h. Surveill ance procedures support the investigation,
notification, and reporting of anomalies.

Access Contr ol
The i nspect or shoul d det er m ne whet her only aut hori zed personnel
have access to SNM By touringthe facility and revi ewi ng access
control and aut hori zati on nethods (e.g., badges), the inspector
shoul d verify that unaut hori zed access to storage areas woul d be
det ect ed.

The inspector should verify the foll ow ng:
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a. SNMi s under the control of a designated nuclear materi al
cust odi an.

b. Access to SNMin storage areas is limted to authorized
i ndi vi dual s.

C. Aut horized access to unsealed SNM itens stored in
control |l ed access areas, who i s aut hori zed, and when access
occurs, i s docunented.

d. Access |list records are protected and controlledto ensure
that only authorized changes are made to the |ist.

e. Authorization procedures and nmechanisnms to detect and
respond to unaut horized access are docunent ed.

f. Access control s detect unaut hori zed entry duri ng energency
and ot her unusual situations.

03.04 ItemMonitoring. Theinspector shouldverify that, as part
| of the itemcontrol program a licensee maintains a system of
itemnonitoring that:

a. Verifiesthat items showninthe MC&A records are actually
stored and identified in the manner indicated in the
records.

b. Verifies that generateditens and changes initemlocations
are properly recordedinthe MC&Arecord systeminatinely
manner .

C. Can detect, with high probability, any real |oss of itens
or uraniumfromitens amounting to 500 grans or nore of
Uash

The inspector should review the statistical nethods for
determ ni ng t he sanpl e size, audit theitemnonitoring recordsto
det erm ne whet her a sufficient nunber of itens are verified, at
t he approved frequency, and observe the conduct of the item
nmonitoring activities to ensure that integrity is verified as
described in the FNMC pl an. The nunber of itens verified by the

| Iicensee should be sufficient to detect, with high probability
(e.g., 90 percent or as defined in the FNMC pl an), any real | oss
of items or uraniumfromitens amounting to 500 grans of U or
nore. The inspector should reviewhowthe windowis established
for the test, including start time and criteria for conpletion;
weekends and hol i days shoul d be given specific consideration.
The inspector should check the licensee's sanpling plan by
i ndependent |y verifyingthe sanpl e sizes for the tests perfornmed
in the period since the |ast inspection.

The i nspector should verify the foll ow ng:
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a. El ements for the detection of SNMI| oss are identified for
each internal control area, and these elenents and
associ ated data are nonitored to determ ne the status of
inventories and to identify abnormal situations.

b. The actual storage status of itens is conpared to the
recorded status of asufficient sanpl e of randonl y sel ect ed
items fromtheitemcontrol programrecords to provide the
probability of detection specifiedinthelicensee' s FNMC
pl an.

cC. The accuracy of the MC&A records is checked for a
sufficient sanple of randomy selected itens from each
storage area.

d. The accuracy of a sufficient sanple of randomy sel ected
producti on or enrichnent records i s checked agai nst creat ed
and consuned itemns.

e. Statistically-based acceptance andrejectioncriteriaare
est abl i shed, docunented, and used to eval uate confirmatory
measur ement dat a.

f. A response plan for the investigation and resol ution of
confirmatory neasurenents that fail the acceptancecriteria
I's documented and i npl enent ed.

| nvesti gation and Resol ution of Item Di screpancies

03.05 Item Discrepancy lInvestigation and Resolution. The
i nspector should verify that the procedures and controls,
specifiedinthe FNMC pl an, whi ch ensure that i ncidents invol ving
m ssing or conprom sed items or falsified itemrecords will be
investigated, are inplemented. A conpromsed itemis (1) one
di spl ayi ng evi dence of tanpering, or (2) an unencapsul ated and
unsealed itemassigned to a controlled, |imted-access storage
area that is found el sewhere. |f any unseal ed or unencapsul at ed
itemis |l ocated after havi ng been determ ned to be m ssing, or if
an itemis found to be conprom sed, the contents should be
reestablished by neasurenment (e.g., by NDA or by weighing,
sanpling, and anal ysis).

The inspector should verify the foll ow ng:

a. Noti fi cation and response procedures for detected materi al
renoval s, or other abnormal situations, are docunented.

b. Procedures for investigating, docunenting, and reporting
abnormal conditions are docunent ed.
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Regul ati ons
10 CFR 74. 31(a) and 74.31(c)(6); 10 CFR 74.33(a) and 74.33(c)(6).
Regul at ory Gui des and Reports

NUREG- 1065, Rev. 2, "Acceptabl e Standard Format and Cont ent for
The Fundanment al Nucl ear Material Control Plan Required for Low-
Enriched Uranium Facilities,” Novenber 1995.

NUREG CR- 5734, "Recommendations to the U.S. Nucl ear Regul atory
Comm ssi on on Acceptable Standard Format and Content for the
Fundanment al Nucl ear

Material Control (FNMC) Plan Required for Low Enriched Urani um
Enri chnent

Facilities,"” Chapter 6, Novenber 1991.

Draft Regul atory Gui de DG 5005, " Proposed Revi sion 1to Regul atory
Gui de 5.15, "Tanper-Indicating Seals for The Protection and

Control of Special Nuclear Material," January 1996, or subsequent
i ssue of the docunent.

END
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