NRC INSPECTION MANUAL NMSS

INSPECTION PROCEDURE 85401

MANAGEMENT STRUCTURE

PROGRAM APPLICABILITY: 2683

85401-01 INSPECTION OBJECTIVES

The objective of this ingpection procedure is to verify that the management structure for the
licensee’'s' materid control and accounting (MC&A) program, for a Category 1l fud facility or
uranium enrichment facility, meets the generd performance objectives dated in the regulatory
requirements for the applicable type of facility.

85401-02 INSPECTION REQUIREMENTS

Verify that the licensee has established, and maintains, a management dructure that ensures effective
functioning of the MC&A system through (1) clear overdl responshbility for MC&A functions, (2)
MC&A management independent of production; (3) separation of key MC&A responsbilities from
one another; (4) documented and approved written MC& A procedures; and (5) periodic reviews of
such procedures.

To perform this verificaion, review the following:

02.01 Licensee Organization

02.02 MC&A Postion Descriptions and Responsgbility Statements

02.03 MC&A Traning and Qudification

02.04 Procedures for Supervisng Personnel and Monitoring Error Rates

02.05 Criticall MC&A Procedures

Hereinafter, the term |icensee subsunmes the term
“certificate holder,” which appliesinthe case of the gaseous
di ffusion plants (GDPs). Likewise, all certificate-rel ated
requi renments, including those in GDP conpliance plans and
corrective action commtnents, are subsuned under the term
“l'icense.”
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85401-03 INSPECTION GUIDANCE

Generd Guidance

The MC&A system and its procedures must be effectively implemented. The management structure
should separate key MC&A functions from each other: (1) to provide cross-checks that increase
MC&A reliability, and that counter attempts to defeat the system through neglect, deceit, or
fdgfication; and (2) to free MC&A management from conflicts of interest with production and other
magor responsbilities.

The training and qudification of key MC&A personnd must promote the effectiveness of the
MC&A sysem by minimizing the potentid for human errors.  The program should be structured to
define job reguirements, to establish minimum qudlifications for candidates, to train, qudify, and
certify the candidates; and to define requdification criteria

Specific Guidance

03.01 Licensee Organizetion The ingpector should verify that dl MC&A functions are identified
on the facility organizational charts, and appropriately located in the facility organization. For
example, control functions should be separated from operating functions, accounting functions
should be separated from manufacturing and measurement functions, and the audit and control
functions should be separated from those functions that are subject to audit or control.

To ensure freedom of action, the control and audit functions should be a a level of management
equivdent to or higher than the management function subject to control and audit. The overdl
planning, coordination, and adminigration of the MC&A functions for specid nuclear materia
(SNM) should be vested in a sngle individud a an organizationd levd that is sufficient to ensure
independence of action and objectivity of decisons. The individud must be in a postion to
recommend and to initiate timely action for the control and accounting of SNM, including delaying
production, if necessary, and must not be relegated to a position that could inhibit or compromise
independent action.

The above provisons most likely were adhered to in the licensee's NRC approved Fundamental
Nuclear Materid Control (FNMC) Plan. However, the management structure originaly approved
in the FNMC Plan can change over time, with or without being properly updated, so it is important
to veify the required attributes of the extant or “asfound” management dructure during the
ingoection, rather than smply relying soldly on the FNMC Plan.

The ingpector should verify the following:

a.  Current organizationd charts show the level and interrdaionship of the MC&A manager
with other facility managers, as wdl as other personne responsble for MC&A functions,
their areas of respongbility, and their lines of authority and communication.

b. A management officid is designated to be directly responsible for nuclear MC&A.

C. Management of the centralized accounting system is assgned to a single postion,
independent of dl postions having responsbilities for custody of SNM, the generation of
source data, and production operations.

d.  Organizationa positions with respongbilities related to SNM control are identified.

e.  Saffing and personnd assgnments are sufficient to support the MC&A functions.

f. The person responsible for the MC&A system has direct access to the facility manager.

g Adminigrative control of each materid baance area (MBA) is defined.
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h. A dgngle individud in each MBA is desgnated as being responsble for ensuring tha
MC&A policies areimplemented in the MBA.

I. The cugtodianship of dl SNM within an MBA or item control area (ICA) is delegated in
writing to one individud. (An individua may be the custodian of more than one MBA or
ICA provided that a single individua may not sign as both shipper and receiver in any
transfer between these aress.)

03.02 MC&A Postion Descriptions and Respons bility Statements.

a. Functiond Reaionships

The ingpector should verify that the functiona relationships between positions responsible
for MC&A functions (as described in the FNMC Plan) ensure proper checks and balances
of safeguards respongbilities. The assgnment of MC&A functions in the licensee's
organization should provide a separation of functions, so that the activities of one individua
or organizationa unit serve as controls over and checks on the activities of other individuas
or organizational units. The MC&A organization should be separate from the SNM
production organization and any other organization that generates source data. Controls
should be in place to ensure that: (1) process operations, measurements, measurement
controls, accounting functions, and any other activities that influence MC&A system
performance are carried out in accordance with approved procedures, and (2) decisons
concerning production or other plant functions that could affect MC&A are independently
approved by the MC&A manager.

The ingpector should verify the following:

1. No individud has the sole authority to check, evauate, or audit MC&A data or
information for which that individud is responsible.

2. Anindividud who generates source data (e.g., performing measurements, preparing
transfer forms, or preparing andytica reports) does not perform any accounting or
record control functions, unless cross-checks of the work are performed to detect
fadfication.

3. Anindividua with approved access to SNM does not perform any accounting record
control functions.

4, Measurement and measurement-control  personnd  are organized to facilitate:
(8 independence from process responsbilities; and (b) quaity of performance.

5. No individud has responsbility for, and control of, both MC&A and physicd
protection functions, unless independent cross-checks are in place to preclude defeat
of the overd| safeguards system by such individud.

6. Cross-checks include, as a minimum, countersigning by one other person of any
S\M trander from the facility.

7. Personnel respongible for the materia control sysem or the materid accounting
records systems do not have responsibility for direct accessto SNM.

8. Cugtodians do not have responsibility for trangport of SNM out of ther MBSs by
themselves.

9. Cugtodians are not responsible for the determination of measured discard quantities
or any other measured losses.
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10. Cudtodians do not remove materias or modify records in any MBA, except their
own.

11. Personne with responghility for custodid functions may not vdidate physca
inventories.

12. An individud with measurement responshilities and who has authorized access to
gonificant quantities of SNM does not perform both maintenance and caibration
functions unless adequate overchecks are implemented and maintained.

13.  An individua making changes to automated accounting sysem software is
independent from and not respongible for authorizing or validating the changes.

Delinediion of MC&A Responsihilitiess The overdl management responsbility for the
MC&A system should be a a level at least comparable to that of an organization having
respongbility for production or storage of SNM; if not, a direct line of communication
should be provided to a management level tha has the authority to implement measures
essentid to effective MC&A.  The responshilities and authorities for each position
assigned an SNM accounting function should be clearly defined in position descriptions that
are accessble to al affected personne and to the NRC on request. The individuas
regponsble for eech MC&A function should have aufficient authority to perform the
function in the prescribed manner.

The ingpector should verify the following:

1. Organizationd responsihilities for the control of and accounting for nuclear materias
and procedures that delegate authority are documented.

2. The authorities and respongbilities of the MC&A manager are documented and
include providing technicd MC&A guidance to the facility.

3. The authorities and respongbilities of the measurement-control manager are
documented.

4, Job descriptions that delineste responsbilities of management personne and senior
gaff having responshility for MC&A functions are documented.

5. The authorities and responshilities for MC&A functions (e.g., accounting systems,
materid access controls, survelllance, measurements, measurement  control,
inventories, and auditing) are documented.

6. The responsibilities and identities of organizationd units that exercise custody over
SNM are documented.

7. The responghilities and identities of organizationd units responsble for auditing and
reviewing the MC&A system are documented.

8. The responghilities and identities of organizationa units responsble for providing
datistica analyses are documented.

9. The respongbilities and identities of organizationd units responsble for
implementing the item control program are documented.

10. Procedures specifying how authority and respongbilities are delegated are
documented.

Assgnment of Cudodid Responshbility. ~ The management dructure should assgn
responghility, to an individua, for SNM undergoing processing and in storage within an
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03.03

MBA or ICA. The objectives of the custodia position are to control materials, to provide
nucleer material cognizance, to maintain accountability, and to ensure that MC&A
procedures are followed by dl personnd. The duties of the custodians should include
maintaning appropriate inventory control over the SNM in their assgned aress; authorizing
and recording dl movements of SNM into and out of ther assgned areas, mantaining
appropriate local MC&A records; participating in physica inventories as required; asssting
in internd or externd darm resolution activities, as required; ensuring that only authorized
persons have hands-on access to the material, the process system, and the process controls,
and notifying proper authorities of irregularities in materid movements and MC&A data
handling.

The ingpector should verify the following:

1. Procedures for the selection and appointment of custodians and other materid control
positions are documented and include separation of materid custody from materid
accountability functions.

2. Custodia responghilities for SNM in an MBA are delineated and assigned to an
individud.

3. SNM custodians function as an integra part of the MC&A organization regardiess
of whether they are members of the MC& A organization or not.

4, Custodian responshbilities are defined to prevent conflicts between custodid and
other job respongilities.

5. Procedures for performing routine custodia operations and for responding to off-
norma stuations are devel oped and documented.

6. Cugtodians identify and resolve conditions that could lead to an excessive inventory
difference (I1D).

MC& A Training and Qudification

Training Program Syllabi and Documentation The ingpector should verify that MC&A
traning programs are effectively implemented, and are providing the necessary indruction
to personnd with MC&A responshilities.  Training programs should be based on
performance objectives and should provide for a reasonable baance of: (1) theory and
practice (i.e., ora and written indruction versus demondration and learning-by-doing);
(2) use of on-the-job training for positions that are primarily operational or clerical; and (3)
individudized indruction. The training program should provide for retraining of personnd
aready experienced and functioning in MC&A postions when the need is indicated by
performance factors. Retraining should be based on whether an individua can function at
the level of proficiency cdled for in the qudification criteria

The responghbility for preparing and updating training curricula should be assgned to
personnel who are qudified to write such documents. All initid traning materids and
subsequent modifications should be: (1) reviewed for ambiguity, unnecessary complexity,
or incondstency with generaly accepted training techniques and MC&A procedures, and
(2) approved before being implemented.

The inspector should review records of human errors that significantly affected the MC&A
sysem, and compare the types of errors noted with relevant training, to ensure that the
training program addresses those problems that degrade MC&A system effectiveness. A
lig of key postions or functions should be maintained tha includes dl those for which
errors or faulty performance could directly degrade SNM control and accounting. The
training program should provide a curriculum that emphasizes the job purpose and scope,
relationship to other positions (especialy to other MC&A positions), and the job's role and
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dgnificance with respect to MC&A objectives. The training program should produce
qudified personnd by increasing workers technica knowledge and understanding of duties,
respongbilities, and procedures, and by developing skills that improve employees work
performance.

The ingpector should verify the following:

1. Responshilities for providing training and qudification criteria for trainers are
documented.

2, Personnel performing MC&A functions are trained to perform their duties and
responshilities.

3. Personnel performing MC&A functions are knowledgeable about the requirements
and procedures related to their functions.

Criteriafor retraining are established and documented.

Records of personnd training and retraining are maintained.
Training program information is technicaly accurate.

N oo &

The training program addresses causes of MC&A errors and other subjects necessary
to correct actions detrimentd to the effective implementation of the MC&A system.

8. Personnd  responsible for conducting specid inventories and other nonroutine
functions are trained to perform these functions.

9. A program for training nuclear materia custodians is documented and implemented.

10. Cudodians and handlers of SNM receive initid and periodic (i.e., a least once every
2 years) training regarding their duties, responsbilities, and obligations.

11. Current training records for each person peforming MC&A functions are
maintained.

12. Traning and performance evauations of personne involved in materid control are
documented and maintained.

13. The cusodian and materid handler quadification programs ensure that training
records indicate the topics covered and the dates of training.

Qudlification of MC&A Personnd. The ingpector should ensure that tests for postions
requiring MC&A measurements, caculaions, or recording of data and information: (1)
indude demonstration of correct and accurate job performance; and (2) have been carried
out under the direct observation of a qualified examiner. When operating procedures or
manipulative skills are required, the tests should include hands-on demonstrations of
competence. The qudification criteria for the key postions should be consgent with the
position descriptions and focus on minimum levels of education and experience; knowledge
of the job content and its purposes, types, and levels of skills or proficiency; and
understanding of the safeguards role and its importance. The criteria should be defined in
terms of measurable performance god's, whenever possible.

The ingpector should verify the following:

1. Qudification criteria for MC&A and related podtions (eg., custodians) are
documented.
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2. MC&A daff are knowledgeable about requirements and commitments in the FNMC
plan related to their functions.

3. Personnel are knowledgeable about requirements and procedures related to their
functions with respect to the resolution of indicators of possible missing SNM.

4, Custodians are aware of all forms used, records generated, and reports prepared for
their MBA.

5. Personnel performance is evaluated and certified if it meets the qualification criteria,
or retraining provided if qualification criteria are not met.

03.04 Procedures for Supervisng Personnd and Monitoring Error Rates. The ingpector should
review procedures and job-performance aids to determine whether they contribute to minimizing the
rate of human errors in MC&A information. The record of the frequency of the human errors should
be reviewed to determine whether the licensee is monitoring human error rates and using this
information to identify procedures and tasks to reduce these errors. The results of system design
reviews, cross-checks, and audits, to prevent or detect errors in the records that would affect (IDs)
or item location records, should be reviewed . Human error levels should be monitored so that the
number of errors can be limited by training or changes in procedures.

MC&A procedures should ensure that the frequency and consequences of human errors are
minimized. These procedures should include job-performance aids, where applicable, and should
be formatted in a manner facilitating a reduction of human errors and helping to make errors easier
to identify. MC&A activities associated with collecting and processing data, record-keeping, and
auditing should be automated where it is practicad and advantageous to do so. The quality control
system should monitor the frequency of human errors and permit categorization of the types of errors
encountered.

The ingpector should verify the following:

a.  The accountability system provides overchecks to detect errors, discrepancies, or omissons
of datain the records and to ensure compl eteness of the records.

b. Human error levds are monitored, and reasonable efforts are made to minimize them.

c.  Audits are performed to provide independent assurance that the records reflect the MC&A
activities.

03.05 Criticd MC&A Procedures. MC&A functions should be documented in written procedures.
The procedures and any revisons should be reviewed and approved by appropriate management
personnel before implementation. The individuad with overal respongbility for the MC&A system
should approve al procedures generated in the MC& A organization and should be cognizant of al
other procedures affecting MC&A.

Criticd MC&A procedures should address: (1) establishing and maintaining MC&A system policies,
(2) maintaining current knowledge of quantities and locations of SNM; (3) detecting loss of SNM;
(4) peforming physcd inventories; (5) determining IDs and shipper-receiver  differences,
(6) establishing key measurement procedures and measurement control policies; (7) determining
measurement and nonmeasurement errors critica to MC&A,; (8) assessing the effectiveness of the
MC&A system; (9) resolving indicators, (10) providing information to support investigations, and
(11) maintaining complete and accurate records and reports.  The critical procedures may exist on
severd levels of detail but should define specificaly how operations will be performed to meet the
10 CFR 74.31 performance objectives and system capabilities.
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The inspector should review criticd MC&A procedures to verify that they are appropriatey
approved and to verify that only current, approved procedures are in use in al areas of the Ste. The
reviews should verify that mgor procedures identified in the FNMC plan are being used.

The ingpector should verify the following:

a

The FNMC plan and the operationd procedures are consistent.

Critical procedures are identified that define how operations will be performed to meet the
10 CFR 74.31 requirements.

Procedures specify how the FNMC plan isto be implemented.

MC&A procedures are approved by the MC& A manager.

Controlsfor revisng and distributing procedures are documented.

Approved procedures are didtributed to dl organizations and individus who have
Lﬁoﬁ?@ for implementing the MC&A activities and who need to be cognizant of the

A program for performing, and for controlling the accuracy of, SNM accountability
measurements is documented and implemented.

Procedures for maintaining the SNM accounting systems are documented and current.
Procedures for maintaining accountability data by MBA, which reflect quantities of nuclear
materid received and shipped, adjusments to inventory, and quantities remaning on
inventory, are documented and implemented.

Types of accounting reports, adong with their frequency, didtribution, and timeliness, are
documented.

The inventory data base and required data elements for each materia type are documented.
Procedures for updating the inventory data base are documented and implemented.
Procedures for conducting physica inventories are documented and implemented.

Procedures for reconciling book inventory data againg the physcd inventory data are
documented and implemented.

Procedures that limit access to the accounting syssem and SNM  accounting data are
documented and implemented.

Procedures to control and account for inter- and intrafacility transfers of SNM are
documented and implemented.

Procedures that limit access to SNM to authorized personnd only are documented and
implemented.

Procedures for the use and control of tamper-indicating devices are documented and
implemented.

Procedures for controlling SNM in storage and processing areas and during transfers are
documented and implemented.
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t. Procedures for detecting the unauthorized remova of SNM from the facility are
documented and implemented.

u. Procedures for evaluating material control indicators are documented and implemented.

V. Procedures for responding to and resolving conditions that indicate possible loss of control
of SNM are documented and implemented.

w. Procedures to facilitate providing information in support of facility invedigations are
documented.

X. A program for the independent assessment of the effectiveness of the MC&A system is
documented and implemented.

Additiondly, the inspector should verify the subdivison of the facility into the sated MBAs and
ICAs, verify the designation, location, boundaries, and activities for each MBA and ICA; and verify
the materid flows entering and leaving esch MBA and ICA.
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