NRC INSPECTION MANUAL NMSS

I NSPECTI ON PROCEDURE 85303

MC&A MANAGEMENT STRUCTURE AND PERSONNEL TRAI NI NG AND QUALI FI CA-
T ON

PROGRAM APPLI CABI LI TY: 2681

85303-01 | NSPECTI ON OBJECTI VE

Verify that (1) the |licensee's organi zational structure has been
i npl emented in accordance with the NRC-approved FNMCP and any
appl i cabl e saf eguards | i cense conditions, and (2) the licensee has
a managenment system for the review, approval and use of MC&A
procedures, and for the training and qualification of MC&A
per sonnel .

85303-02 | NSPECTI ON REQUI REMENTS

The managenent structure and personnel training and qualification
must conply with all applicable NRC regul ations and saf eguards
| i cense conditions. The FNMCP cont ai ns general commtnents rel ative
to t he managenent structure and personnel training and qualifica-
tion. By inspection determ ne whether:

02.01 Checks and bal ances have been incorporated that are
sufficient to detect falsification of data and reports that could
conceal diversion by:

a. An individual, including an enployee in any position; or
[74.51(b)(1)].

b. Coll usion between an i ndi vi dual with MC&A responsi bilities and
anot her i ndi vi dual who has responsibility or control within
bot h t he physi cal protection andthe MC&A systens. [74.51(b)(
2)].

02.02 A managenent structure has been establi shed and nai nt ai ned
t hat i ncludes cl ear overal |l responsibility for planni ng, coordi nat -
i ng and adm ni stering of materi al control and accounti ng functi ons,
i ndependence of material control and accounting functions from
producti on responsi bilities, and separation of functions such that
the activities of one individual or organi zational unit serve as
control s over and checks of the activities of others. [74.59(b) (1)
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02.03 The managenent structure provi des for the adequate revi ew,
approval, and use of those material control and accounting
procedures that are identified in the approved FNMCP as being
critical tothe effectiveness of the descri bed system [74.59(b) (2

)]

02. 04 Per sonnel who work i n key positions where m stakes could
directly degrade the effecti veness of the MC&A systemare trained
to maintain a high | evel of
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saf eguar ds awar eness and are qualifiedto performtheir jobs and/ or
responsibilities. [74.59(c)]

02. 05 Custodi al responsibility has been assigned in a manner
t hat ensures that such responsibility can be effectively executed
for all SSNM possessed under license. [74.59(h)(5)]

85303- 03 | NSPECTI ON GUI DANCE

03.01 Requl ati ons. 74.59

03. 02 Requl atory Guides and Reports. NUREG- 1280, Standard
Format and Cont ent Acceptance Criteriafor the Material Control and
Accounting (MC&) Reform Amendnent, Section 4.1, "Managenent
Structure,” and Section 4.2, "Personnel Qualificationand Training."

03.03 Criteria. The inspector ensures that |icensees have
i npl ement ed a nanagenent structure that pernmts effective function-
ing of the MC&A system  The inspector reviews the |icensee's
organi zation charts, observes trainingactivities, reviews training
records, reviews the licensee' s nonitoring of hunan error rates, and
interviews a sanple of personnel with MC&A responsibilities.

The managenent structure nust separate key MC&A functi ons fromeach
ot her in order to provi de cross-checks that i ncrease MC&A rel i abil -
ity and counter defeat of the systemthrough negl ect, deceit or
falsification, and to free MC&A nmnagenent from conflicts of
interest with other maj or responsi bilities such as production. The
training and qualification of key MC&A personnel nust pronote the
effectiveness of the MC&A systemby m nim zing the potential for
human errors. The program should be structured to define job
requi renments, to establish mninumaqualifications for candi dates,
totrainandqualify the candi dates, and to define requalification
criteria.

Pre-inspection Activities. To prepare for the inspection, the
i nspect or should reviewthe specific portions of the FNMCP and t he
saf eguards |license conditions for the planned inspection activities;
review the previous inspection report for the site; review any
unresol ved or followup itens to be addressed during the i nspecti on;
and revi ew any comruni cati ons (including information notices and
bulletins) with the facility since the |ast inspection.

Post I nspection Activities. Followupis conducted as describedin
Manual Chapter 92701 and the Inspection Report is generated as
descri bed in Manual Chapter 0610.

a. Checks and Bal ances in the MC&A Managenment Structure. The
i nspect or should scrutinizethe functional relationshipsto
assure proper checks and bal ances of saf eguards systens. The
MC&A or gani zat i on shoul d be separate fromt he SSNMpr oducti on
or gani zati on and any ot her organi zati on t hat generates source
data, if practical. Oherwise, controls are in place to
ensure that process operations, nmeasurenments, measurenment
controls, accounting functions, and any other activities that
i nfl uence MC&A syst emper formance are carried out bothinthe
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| etter and spirit of approved procedures; and that deci sions
i npacting MC&A that can conflict with production or other
pl ant functions are under the oversight of an i ndependent
aut hority.

Managenent of the centralized accounting systemshoul d be
assigned to a single position i ndependent of all positions
havi ng responsi bilities for custody of SSNMor t he generati on
of SSNM dat a. The custodianship of all SSNM within an
i ndi vidual CAA should be assigned to one individual
Custodi al responsibility must be delegated in witing. An
i ndi vi dual may be t he cust odi an of nore t han one CAA provi ded
no si ngl e individual is authorizedto sign as both shi pper and
receiver in transfers between participating CAAs.

The assi gnnment of MC&A functions inthe licensee organi zation
provi des a separation of functions sothat the activities of
one i ndi vi dual or organi zational unit serve as control s over
and checks of the activities of other individuals or organi za-
tional units.

The individuals who generate source data, such as those
perform ng neasurenents, preparing transfer fornms, or
prepari ng anal yti cal reports shoul d not performany accounti ng
or record control functions unless cross-checks of the work
are perfornmed to prevent falsification.

No individual should have the sole authority to recheck,
eval uate, or audit information for which that individual is
responsi bl e.

The inspector should determ ne that no individual has
responsibility and control of both an MC&A and physi cal
protection function unl ess i ndependent cross-checks are in
pl ace to preclude defeat of the overall safeguards system
As a mi ni mum t he cross-check must i ncl ude count ersi gni ng by
one ot her person of any SSNM transfer within an MAA and
countersigning by two i ndividuals for SSNMtransfers out of
an MAA. The cross checks shoul d be supported by control to
det ect forged signatures.

I nreview ng the organi zational charts, the inspector should
ensure that all MC&A functions are included. Inaddition, the
MC&A function nust be appropriately located within the
facility organi zation. As an exanple, control functions
shoul d be separated from operating functions, accounting
functions shoul d be separated frommanuf acturi ng and | abor a-
tory operations functions, and the audit functi on shoul d be
separated fromthose functions that are subject to audit.

Revi ew of Managenent Performance History. The inspector
should verify that the effectiveness of the licensee's
managenent control s and organi zati on have been eval uat ed each
year. The inspector should reviewand anal yze t he MC&A syst em
performance history to see if they have been successful in
mai nt ai ni ng or i nproving the conpliance and effecti veness of
the system Excessi ve MC&A nonconpliance or failure of
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managenent to adequately identify and/ or correct MC&A system
defici enci es are both probabl e i ndi cati ons of i neffectiveness
within these areas. Nonconpl i ance shall be considered
excessive if their frequency and/ or severity are greater than
what m ght normal |y be expected for afacility of the size and
conplexity involved and it is reasonabl e to expect that the
probl ens underlying such nonconpliance should have been
identified and corrected prior to the occurrence of a
violation. In all cases, indications of willful management
inattentionto known systemweaknesses shall be consi dered a
seri ous problem needi ng pronpt regulatory acti on.

Delineation of MC&A Responsibilities. By review of the
i censee' s organi zati on charts and docunent ati on of aut hori -
ties, the inspector can determ ne whet her an i ndi vi dual has
responsibilities and control wthin both the physical
protecti on and the MC&A systens. |f such an individual exists
withthelicensee's organi zati on, the i nspector verifies that
t hi s has been di scussed i n the FNMCP and determ nes t hat the
i ndependent cross-checks have been inpl enent ed.

To ensure freedomof action, the control and audit functions
shoul d be at a | evel of managenent equival ent to or higher
t han t he managenent function subject to control and audit.
The overal | pl anni ng, coordi nati on, and adm ni strati on of the
MC&A functions for SSNMis vested in a single individual at
an organi zational | evel that is sufficient toensure independ-
ence of action and obj ectivity of decisions. The individual
must beinapositiontoreconmmendandinitiatetinmely action
for the control and accounting of SSNM i ncl udi ng del ayi ng
production, if necessary, and must not be ennmeshed in a
hi erarchical framework that could inhibit or conpron se
i ndependent acti on.

The responsibilities and authorities for each position
assi gned an SSNMcontrol and accounting function are clearly
defined in position descriptions that are accessible to all
af fected personnel and to the NRC upon request.

The individuals responsible for each MC&A function have
sufficient authority to performthe functioninthe prescribed
manner .

The overal | managenent responsibility for the MC&A systemi s
at a level at |east conparable to the organi zati on havi ng
responsi bility for producti on or storage of SSNM or a direct
i ne of comruni cationis providedto amnagenent | evel which
has the authority to i npl ement neasures essential toeffective
MC&A.

c. Review of MC&A Procedures. The inspector reviews MC&A
procedures for approval andtours the siteto assurethat only
current, approved procedures are inuse. Thereviewandtour
shoul d determ ne t hat those procedures identifiedas critical
in the FNMCP are in use.
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Critical MC&A functions are docunented in witten procedures.
The procedures and any revision thereto are reviewed and
approved by appropriate managenent personnel prior to
i npl ement ati on. The individual with overall responsibility
for the MC&A systemwi | | approve all procedures generated in
t he MC&A or gani zati on and be cogni zant of all other procedures
af fecti ng MC&A.

Critical MC&A procedures should, as a m ninmum address the
est abl i shnment of basi ¢ MC&A syst empolicies, detection of the
| oss of a goal quantity, performance of the physical inven-
tory, determ nation of inventory/shipper differences,
est abl i shment of measurenent control policies, and detern na-
tion of measurenment and nonnmeasurenment errors critical to
MC&A.

Trai ni ng of MC&A Personnel. The i nspector revi ews records of
human errors that affect the MC&A system and conpares the
types of errors noted with rel evant training to ensure that
the training programaddresses those problens that degrade
MC&A program ef fecti veness.

A list of key positions or functions is maintained that
includes all those for which errors or faulty performance
could directly degrade SSNM control and accounti ng.

The traini ng programenphasi zes the j ob purpose and scope;
rel ati onship to other positions, especially the MC&A posi -
tions; the role or significance with respect to MC&A;
t echni cal knowl edge; under standi ng of duties, responsibilities
and procedures; and skill devel opnment.

The responsi bility for preparing and updati ng neasur enent and
trai ni ng procedures shoul d be assi gned to personnel who are
qualified to wite such procedures. All initial procedures
and subsequent nodi fications shoul d be revi ewed and approved
prior to beinginplenmented. The inspector shoul d reviewand
anal yze these procedures/nodifications for anbiguity,
unnecessary conplexity, or inconsistency with generally

accepted neasurenent and training techniques. |f apparent
deficiencies are found, they should be discussed wth
appropriate managenent and personnel until concerns are

satisfactorily resol ved.

The trai ni ng pl ans provi de for a reasonabl e bal ance of theory
and practice, or oral and witten instruction versus denon-
stration and | ear ni ng- by-doi ng, the use of on-job trainingfor
positions that are primarily operational or clerical, and
i ndi vidualizedinstruction based on perfornmance goal s whenever
f easi bl e.

The training program provides for training of personnel
al ready experienced and functi oningin MC&A positions at the
time of Plan inplenmentation when conpetency tests indicate
that additional trainingis called for. The criterion wll
be whet her or not the individual can function at the | evel of
proficiency called for in the qualification criteria.
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03. 04
chart

Qualification of MC&A Personnel. The inspector should
determ ne that tests for positions requiring neasurenents,
cal cul ations, or recording of data and information wll
i ncl ude denonstrati on of correct and accurat e j ob performance.
When operati ng procedures or mani pul ative skills are required,
the tests will include hands-on denonstrati ons of conpetence.

The conti nui ng qual i fication of key personnel will be verified
on an ongoing basis or at |east every two years.

The qualificationcriteriafor the key positions are consi s-
tent with the position descriptions and focus on ni ni mum
| evel s of education and experience; know edge of the job
content and its purposes; types and |evels of skills or
proficiency; and under standi ng of the safeguardsroleandits
I nportance.

The criteria are defined in ternms of measurabl e performance
goal s whenever possible.

Revi ew of Assignnent of Custodial Responsibility. The
i nspector reviews the met hod(s) of assigning responsibility
and records maintained for SSNM novenents and physical
inventories. By touring the facility and revi ewi ng access
aut hori zation nethods (e.g., badges), the inspector shoul d
det erm ne whet her have access to SSNMis limted to only
aut hori zed personnel.

The managenent structure nust provide for assignnent of a
responsi bility for SSNMunder goi ng processi ng and i n st orage
to a singleindividual or group. The duties of the individ-
ual (s) include nmai ntaining appropriateinventory control over
SSNMin their assigned area; authorizing and recording all
nmovenents of SSNM into and out of their assigned area;
mai nt ai ni ng appropriate | ocal MC&A records; participatingin
physi cal inventories as required; assisting in internal or
external alarmresolution activities as required; assuring
that, when SSNMis processed in bulk form only authorized
persons have hands-on access to the material; and notifying
proper authorities of irregularitiesinnmaterial and MC&A dat a
handl i ng.

| nspection Activities Flowchart. Figure 1 shows a fl ow
of the inspection activities for evaluation of the MC&A

managenent structure and t he personnel training and qualification
program

END
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Figure 1

I nspection of the Managenment Structure and Personnel Training
and Qualification Program
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