
January 30, 2012 
 
 
 
 
Dr. Said Abdel-Khalik, Chairman 
Advisory Committee on Reactor Safeguards 
U.S. Nuclear Regulatory Commission 
Washington, DC  20555-0001 
 
SUBJECT:  RESPONSE TO ADVISORY COMMITTEE ON REACTOR SAFEGUARDS 

AUGUST 11, 2011, REGARDING FINAL REVISION 3 OF REGULATORY 
GUIDE 1.152, “CRITERIA FOR USE OF COMPUTERS IN SAFETY SYSTEMS 
OF NUCLEAR POWER PLANTS” 

 
Dear Dr. Abdel-Khalik: 
 
In your letter dated August 11, 2011 (Agencywide Documents Access and Management System 
Accession No. ML11199A149), you summarized the views of the Advisory Committee on 
Reactor Safeguards (ACRS or the Committee) with respect to the separation of digital system 
safety and cyber security reviews that was made final by the issuance of Revision 3 of 
Regulatory Guide (RG) 1.152, “Criteria for Use of Computers in Safety Systems of Nuclear 
Power Plants,” in July 2011.  The staff of the U.S. Nuclear Regulatory Commission (NRC) is 
committed to working closely and cooperatively with the Committee. 
 
The staff understands the ACRS position that the digital architecture should be reviewed to 
ensure that proper technical controls have been implemented.  The NRC regulations require 
licensees have a comprehensive program, including the implementation of appropriate digital 
architecture, to ensure safety and security of digital safety systems.  The staff appreciates the 
comments and recommendations provided by ACRS.  We look forward to continuing to work 
with the Committee as we develop the program. 
 

Sincerely, 
 
 
      /RA by Martin J Virgilio for/ 
 
      R. W. Borchardt 
      Executive Director 
         for Operations 
 
cc: Chairman Jaczko 
 Commissioner Svinicki 
 Commissioner Apostolakis 
 Commissioner Magwood 
 Commissioner Ostendorff 
        SECY 



 
Dr. Said Abdel-Khalik, Chairman 
Advisory Committee on Reactor Safeguards 
U.S. Nuclear Regulatory Commission 
Washington, DC  20555-0001 
 
SUBJECT:  RESPONSE TO ADVISORY COMMITTEE ON REACTOR SAFEGUARDS 

AUGUST 11, 2011, REGARDING FINAL REVISION 3 OF REGULATORY 
GUIDE 1.152, “CRITERIA FOR USE OF COMPUTERS IN SAFETY SYSTEMS 
OF NUCLEAR POWER PLANTS” 

 
Dear Dr. Abdel-Khalik: 
 
In your letter dated August 11, 2011 (Agencywide Documents Access and Management System 
Accession No. ML11199A149), you summarized the views of the Advisory Committee on 
Reactor Safeguards (ACRS or the Committee) with respect to the separation of digital system 
safety and cyber security reviews that was made final by the issuance of Revision 3 of 
Regulatory Guide (RG) 1.152, “Criteria for Use of Computers in Safety Systems of Nuclear 
Power Plants,” in July 2011.  The staff of the U.S. Nuclear Regulatory Commission (NRC) is 
committed to working closely and cooperatively with the Committee. 
 
The staff understands the ACRS position that the digital architecture should be reviewed to 
ensure that proper technical controls have been implemented.  The NRC regulations require 
licensees have a comprehensive program, including the implementation of appropriate digital 
architecture, to ensure safety and security of digital safety systems. The staff appreciates the 
comments and recommendations provided by ACRS.  We look forward to continuing to work 
with the Committee as we develop the program. 
 

Sincerely, 
 
      /RA by Martin J Virgilio for/ 
 
      R. W. Borchardt 
      Executive Director 
         for Operations 
 
cc: Chairman Jaczko 
 Commissioner Svinicki 
 Commissioner Apostolakis 
 Commissioner Magwood 
 Commissioner Ostendorff 
       SECY 
 
DISTRIBUTION:  G20110629/LTR-11-0483/EDATS:  SECY-2011-0483 
RidsNsirOd RidsNrrOd   RidsAcrsAcnw_MailCTR    RidsNrrMailCenter   RidsEdoMailCenter       
RidsNroDe  RidsResOd  RidsOgcMailCenter    RidsNrrDe 
 
ADAMS Accession Nos.: Pkg: ML11256A212             Incoming: ML11238A163;                            Ltr; ML112560541;    *Via email 
OFFICE: NRR/DE NRR/DE Tech Ed.  * NRR/DE NRR/DE 
NAME: TMossman SArndt JDougherty GWilson PHiland 

DATE: 09/13/2011 09/14/2011 9/13/2011 09/14/2011 09/15/2011 
OFFICE: NRO NSIR NRR EDO 
NAME: MJohnson ECobey ELeeds 

(DDorman for) 
RBorchardt 
(MVirgilio for) 

DATE: 11/15/2011 11/21/2011 1/25/12 1/30/12
OFFICIAL RECORD COPY 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


